
address s ignif ies that the whole
source address in the filter should be
ignored. Technically, it doesn’t mat-
ter what you use as the IP source ad-
dress here, because it will be ignored.
The all 0s mask on the destination
address means that you want to

apply the entire address.  I f  you
wanted to deny access to al l  ad-
dresses on the 130.120.110 network,
you would use a mask of 0.0.0.255.
The 255 in this case means ignore the
last octet of the address when looking
for a matching packet. 

• Allowing access only to HTTP on a
host Here, we permit access only to
the HTTP port on the host and deny
all other access to the host. This re-
quires two lines:
access-l is t  101 permit tcp 0.0.0.0
255.255.255.255 130.120.110.100 0.0.0.0
eq 80
access-list 101 deny ip 0.0.0.0
255.255.255.255 130.120.110.100 0.0.0.0

The first statement matches any
packet with 130.120.110.100 as the
destination IP address and with a TCP
port equal to 80. The second rule ap-
plies a match to all IP packets with

the destination address, thus denying
access to all packets that are not per-
mitted because of the previous rule.

Tying Up Loose Ends  Although all un-
matched packets are dropped by de-
fault, it’s still a good idea to end the

l ist  with a statement that denies
everything. This helps you keep track
of the end of the list:
access-list 101 deny ip 0.0.0.0
255.255.255.255 0.0.0.0 255.255.255.255

Of course, if you want to begin
your list by denying specific packets
and you want to allow everything else,
you would use the same statement
with a permit instead of a deny. An
easier way to state this is to use the
following syntax:
access-list 101 deny ip any any

This statement functions exactly
the same as the previous one, and
later versions of the IOS will translate
the longer version into this shorter
version when you display it.

When you display the list, you may
find that some of the TCP and UDP port
numbers have been changed to a ver-
bose description. We prefer to enter

numbers because they are backward-
compatible with previous IOS versions.

Turning It On  Once you have your ac-
cess list set up, you must apply it to
the interface before it becomes effec-
tive. Just as you would for any change

to an interface con-
figuration, you will
have to enter “con-
fig” mode and des-

ignate the interface where you want to
apply the filter. At this point, the list of
access list statements is referred to as a
“group.” The command to apply access
list 101 to incoming packets on an in-
terface is: ip access-group 101 in

As soon as you enter this command,
the access list will immediately take ef-
fect. It’s helpful to start a continuous
ping in another window to a host on
the other side of the interface that
you’re filtering to monitor its accessibil-
ity while applying the list. Save your
changes with a “write memory” and a
“write network” if you’re backing your
configurations up on a TFTP server. 

You can use the “show config”
command to see which access groups
are associated with particular inter-
faces. This command also will list all of
the access list statements at the end.
An easier way to look at the access lists

I n f r a s t r u c t u r e
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[ End  the  l i s t  w i th  a  s ta temen t tha t  den ies  eve r y th ing. ]

1) Every extended access list has a number from 100 to 199, which identifies the list 
in two places. When building the list, every line must be labeled with the same 
access list number. When you apply the list to an interface on the router, you 
must reference it by the same number. Version 11.2 of the IOS allows you to use 
a name for the list instead of a number.

2) A permit or deny rule has to be applied to every line or statement on 
the list.

3) If you are only filtering on IP address, you will specify IP (or ICMP for pings and 
trace routes) as the protocol. This means that only the IP address is considered for 
a match. If you are also filtering on UDP or TCP port, you must specify TCP or UDP.

4) Every line in the list must have a source address.

5) Every IP source address in the list must have a mask. The mask lets you determine 
how much of the preceding IP address to apply to the filter. In most cases, you will 
simply want to put a 255 corresponding to every octet in the IP address that you 
want to ignore, and 0 for every octet that you want the packet match to apply to.

6) Every line in the list must have a destination address.

7) Every IP destination address in the list must have a mask. See 5 above.

8) This applies to the TCP or UDP port that you are filtering on. In most cases, you will 
use the eq, which means equals. This gives you the ability to permit or deny TCP or 
UDP ports equal to the port specified. There are cases, however, where you will want
to apply a range of port numbers, which is where the gt, greater than, or lt, less than,
will come in handy.

9) If you have defined the pattern as a TCP or UDP packet, you will have to 
have an associated port number.

Anatomy Of An Access List
List No. Rule Pattern Definition

access-list xxx permit or IP or ICMP Source Source Destination  Destination eq=equal TCP or UDP
deny IP address IP address IP address IP address gt=greater than destination

(100-199) xxx.xxx.xxx.xxx mask xxx.xxx.xxx.xxx mask lt=less than port no.
xxx.xxx.xxx.xxx xxx.xxx.xxx.xxx neq=not equal

255=ignore 255=ignore 
TCP or UDP 0=apply 0=apply

1 2 3 4 5 6 7 8 9

Required Optional


