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This short article describes the so-called Entry-Point Obscuring (EPO) virus coding technique, primarily
through a direct analysis of the Win32.CTX.Phage virus. The reader should know the basics of 1A-32

assembly and the main elements of the Portable Executable (PE) file structure to fully understand this
article. The author also advises the reader to review the Win32.CTX.Phage description written by Peter

Szor and Wason Han , since this article does not cover all the features of the virus.

Why EPO and Win32.CTX.Phage

Entry-point obscuring viruses are very interesting because of the very difficult nature of its

detection, disinfection and removal. Nowadays the EPO technique is used in many different ways, however
Win32.CTX.Phage has been chosen for this article because it was written by the same author of other such
infamous viruses as Win9x.Margburg (one of the first Windows9x polymorphic virus, which first appeared in the
wildlist) and Win9x.HPS. The author of these viruses is known for his difficult-to-detect and difficult-to-disinfect
creations. CTX.Phage in particular involves many techniques that make the disinfection process highly difficult,
even after the virus is fully understood.

Understanding the Entry-Point Obscuring (EPO) technique

When a virus infects a file, it must find some way to attain control and be executed. Most of the PE file infectors
use the most common way of doing this -- they simply change the entry-point of the infected application
and make it point to the virus body. An example is shown below.

Original EXE Infected EXE

Entry-point: Ox1000 (.code section) | Entry-point: Ox6000 (.reloc section)

Such virus activity is very easy to detect, as it usually results in files whose entry-point resides outside the code
section, and are therefore marked as suspicious by a virus scanner. Here is some example code, which
detects this type of infection:

(checks if the '"entry-point section' is the last section):

[/ --- snip of scanner Code --------------mmm oo
...(snip)...

sections = pPE->Fi| eHeader. Nunber O Sect i ons;

pSH = (Pl MAGE_SECTI ON_HEADER) ( ( DWORD) nymap+pMZ- >e_| f anew + si zeof (| MAGE_NT_HEADERS) ) ;

while (sections != 0) {
i f (IsBadReadPtr (&pSH, si zeof (Pl MAGE_SECTI ON_HEADER) ) == TRUE)

{
printf("[-] Error: Bad PE file\n");

goto error_node4;

}

char *secnane=(char *) pSH >Nane;
if (secnane == NULL) strcpy(secnane, " NONAVE") ;

startrange=(DWORD) pSH >Virtual Address + pPE->Opti onal Header . | mageBase;
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endrange=(DWORD) startrange + pSH >M sc. Virtual Si ze;

...(snip)...

if (pSH >Virtual Address <= pPE->Opti onal Header . Addr essO EntryPoi nt && \
pPE- >Opt i onal Header . Addr essCf Ent ryPoi nt < pSH- >Vi rt ual Addr ess +
pSH >M sc. Virtual Si ze)

{
printf("[+] Checking call/junp requests from % section (EP)\n",
sechane) ;
pSHC = pSH;

}

pSH++;

sections--;
}
pSH--;

if (pSHC == NULL)
{
printf("[-] Error: invalid entrypoint\n");
goto error_node4;

printf("[+] Starting heuristics scan on % section...\n\n", pSHC >Nane) ;

if (pSHC == pSH)
{
printf("[!] Alert: Entrypoint points to |last section (%) -> 0x% 08x\n",
pSH >Nane, pPE- >Opt i onal Header . Addr essOf Ent r yPoi nt  +
pPE- >Opt i onal Header . | nageBase) ;

printf("[!] Alert: The file may be infected!'\n");
printf("[+] No deep-scan action was perfornmed\n");
goto error_node4;

...(snip)...
[/ --- snip of scanner code ---------------- oo

The very reason why the EPO technique was developed was to avoid virus scanner detection. An entry-
point obscuring virus is a virus that doesn't get control from the host program directly. Typically, the virus
patches the host program with a jump/call routine, and receives control that way. While there are many
variations of the EPO technique, in this article we will look at one of them in detail.

The EPO technique used in Win32.CTX.Phage

The Phage virus doesn't modify the entry-point of an infected file, instead it scans all over the host code section
and searches for API calls generated by Borland or the Microsoft linker. When such code is found, the virus
checks that the destination address points somewhere inside the IMPORT section. If the call is really an

import call, Phage gets a random number which tells the virus to patch the current processed instruction or to
find next one. Figures 1, 2, 3, and 4 below show a few example schemas.
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aad4alazal o 98 HOF
aad4aiazl| . 98 HOF ;
BE4E1AZE 5 HEF 0xE8 - borland linker style
EE4E 1823 1515 FUSH ExitCode = B
ERdR1EZ2E P ES EE2FRERE CALL <JMP.&%KEEMELZZ2.Ex itProcess > Ex itProcess
FEdE1EZA . E8 BF27EEEE CALL <JHMP.&USERZ2.HMessageBoxH> LMessag=BoxA
HE4E1E2F | ) ES 4227 EHEEE CALL <JMP.%KERHEL3Z2.C loseHandle> ClogeHandle
GEd4E1E24| . ES EE2VEEEE CALL <JMP.%KERHEL3Z.CreateFileRA> CreateFileRA
AE4E1E2% . ES SE2FVEEEA CALL <JHMP.&KERHELZZ.Eeep> Beep
ER4E1EZE|] o ES 452FRERE CALL <JMP.%KERMELZ32.E% itThread: Ex it Thread
ER4E1E4Z L ES EE2FEERE CALL <JMP.&%KERMEL32. TerminateFrocess LTerminateProcess
ERdE1E4E] P ES E92FHERE CALL <JMP.&KERMHELZZ2.UirtualAl lock LUirtualAlloc
HE4E1E40| . ES SH2FEHEEE CALL <JMP.%KERHEL2Z2.UirtualFress LUirtyalFres
EE4Ea1652| . ES S2027EEEE CALL <JMP.&%KERHEL3Z2.HeapAl loc> LH=apA | Loz
EE4E1657 . ES8 EC2V¥EEEE CALL <JMP.%KERHEL3Z.GlobalAl locs LG lobalAl loc
ER4E1EEC P ES 292FRERE CALL <JMP.%KERMELZZ2.ReadFileX LFeadFile
ER4E1EE]l | o ES 4C2FRERE CALL <JHMP.%KERMEL2Z2._lopen* L_ lapen
EEdElREs o S HOF
nggiggg . gg HSE +‘ Potencial target area
aadaineal . Ge NOP for CTX.Phage
Aa4a166A| . 98 HOP

Figure 1. Original application (ENTRYPOINT: 0x1000 - LINKER: BORLAND).
AE4E 1626 Q8 HOF
el o o SR

T i

BE4G1623| . JGEEE L_ FUSH._@ the virus
HA4ELBZ2E ES BOV3AEAE = CALL 2.H8483337
BE4E 1827 ES S8F27aaEs CALL <JMP.%&USERZ2.HessageBoxA> LMessageBoxA
AE4E162F ES 42z27@aa0 CALL <.JMP.&%KERHEL3Z2.CloseHandle> CloseHandle
AE4E 1634 ES EEZF@aan CALL <.JMP.&%KERHEL3Z.CreateFileR> CreateFileA
AR481639 ES 2EZ2FBBAA CALL <JMP.%KERMELZZ.EBeep> Eeep
HA4E1B3IE E& 4527RERE CALL <JMP.%KERMELZZ.Ex it Thread? ExitThread
HEAdE 1 E4 3 E& E227RERE CALL «<JMP.&%KERHELSZ.TerminateProcess s LTerminateProcess
HEAdE B 5 E& E927RERE CALL «<JMP.&%KERHELZZ.UirtualAllock UirtualAl loc
AE4E 1640 ES ERZFEEE0 CALL <.JHMP.%KERHEL3Z2.VirtualFreesl LirtualFres
AE4E 1652 ES 2Dz27@aan CALL <.JMP.&%KERHELSZ2.HeapAl loc> HeapAl Loc
AE481EET ES ECZ7aRAA CALL <JMP.&KERHEL3Z2.GlobalAl loc GlobalAl loc
HA4E1AEC E& S927RERE CALL <JMP.%KERMELZZ.ReadFile LReadFile
BA4E 1AL E& 4CZ27RERE CALL <JMP.%KERHELZZ._lopen > L__lopen
HE4E L BEE =5 HOF
EiE4E 1B s HOF
AE4E 1 EE5S 28 HOF
AE4E 165 28 HOF
BA4E 1 BEA =15 HOF

Figure 2. Infected application (ENTRYPOINT: 0x1000 - LINKER: BORLAND).
BE4E1ass| . S3EC B2 SUE ESF,535
BE4E10859 52 FUSH EBEX N )
BE48185A OxFF - Microsoft linker style
HE4A1AsE FUUSH EDI
HEdEi@Esc) . B985 ES MOV OWORD_FPTRE _SS:[EEF-1521,ESF
HE4ElEsF | L FELIS 244@84@E@| CHLL DWORD FTR DS: [<&KERHELZZ.Getlersicl kernel32.Getlersion
gEd4alass| 3302 ~0R ED, EO-
BE4A1A57) . SAD4 Mo 0oL, AH = Potencial target area
BE4E1E59| . 2915 C4544880| MOU DWORD PTR DS:[4854C41,E0H for the Virs
AE4AaiEasF| . SBCE MO ECH, ERE

Figure 3. Original application (ENTRYPOINT: 0x1039 - LINKER: MICROSOFT).
g g apEms
BE4E1BEH( . 6 PUSH ESI | Injected call (pptched)
BE4681858( . 57 FOSH EOT | by virus
HE4E1EEC| B985 ES MOL OWOROD PTRE SS:[FEF-121,ESP
EE4E165F | CES 2EFSEER 'CALL 2.8846223280 -
41664 | o HESS AO0 EYTE PTR Ds:[EEXI,OH
ERd4Elbes| o D28A D48915C4| ROR BYTE PTR DS: [EDX+C4158%041, CL
EadEipaCl . 54 FUSH ESF
EadEiEan] . 4@ IMC ERX

Figure 4. Infected application (ENTRYPOINT: 0x1039 - LINKER: MICROSOFT).

The above schemas show how the CTX.Phage EPO virus works. As mentioned before, the virus injects the call
instruction by overwriting it with a randomly found call. As the application size grows (and also the injected
call range from the entry-point), it becomes increasingly difficult to find the injection of the virus. On the other
hand, while using this EPO technique reduces the risk of virus execution, there are also some cases when the
"call-to-virus" will not be executed at all.

At this point, let's find a way to detect such injections such that it does not cause false alarms.
Finding the virus injection

How difficult is it to find CTX.Phage injections? First of all, the virus inserts a call instruction as follows:
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E8 ?? ?7? ?? ??|CALL XXXXXXXX

Where:

. E8 is the CALL instruction opcode
. 7?7 7?7 7?7 ?7?is the instruction operands (destination)

Before we go any further, let's summarize all the information we know about the current EPO:

1. The injection is always done somewhere behind the entry-point.
2. The injected call executes the virus code which is stored always in last section (this bit of information is
really helpful).

As the reader probably knows, we could simply search for OXE8 bytes (call opcodes) but there is large possibility
that we might find some "suspicious" call that thands in non-call instruction, for example:

68 332211E8|PUSH E8112233

As you can see, this is the push instruction, but the scanner finds the E8 byte and could consider it as a call.
Unless we don't want to build up our disassembler engine (which is very long and hard work) we need to find
another way. Yes, you guessed it: we need to add a condition for the E8 byte scanning routine, remembering
that the call always executes code that resides in last section! Now that everything is clear, here are

the conditions we require:

tenp_|l oc = ( DWORD) (( DWORD) pSHC- >Vi rt ual Address + i + (*(DWORD*)l oc)) + 5;
if (temp_loc >= pSH >Virtual Address && tenp_l| oc <= pSH >Virtual Address + pSH
>M sc. Virtual Si ze) BAD CALL = 1;

Where:

. temp_loc is the calculated destination of found call (E8 opcode)
. PSH is the header of last section
. + 5 is the size of call instruction (opcode + destination)

A sample temp_loc calculation might look as follows:

Scanned i nstruction:
00401025 \. E8 58270000 CALL

Cal cul ati on:
tenp_loc = 1025 (virtual address) + 00002758 (call destination) + 5 (size of call instruction)

If the temp_loc address resides somewhere between last section's virtual address (start) and the last section's
virtual address + its virtual size, the call is marked as suspicious. Here is the short snippet from the author's
scanner:

(searches for call and junp instructions and checks theirs destinations):

[/ --- snip of scanner code -------------cmmmnmom e a oo
...(snip)...
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printf("[+] Starting fromoffset: 0x% 08x\n", pPE->Opt i onal Header . | nageBase +
pSHC- >Vi r t ual Addr ess) ;
for (i = 0; (i !'= pSHC >Si ze RawbDat a) ; i ++)
{
| oc = (DWORD) ( ( DAORD) nymap + pSHC- >Poi nt er ToRawDat a) + i ;
if ((*(BYTE*)loc) == O CALL || (*(BYTE*)loc) == O JM )
{
| oc++;
temp_| oc = ( DWORD) ( ( DWORD) pSHC- >Vi rt ual Address + i + (*(DWORD*)loc)) + 5;
if (tenp_loc >= pSH >Virtual Address && tenp | oc <= pSH >Virtual Address + \
pSH >M sc. Virtual Si ze)
{
printf("[!] Alert: Detected request to %(0x% 08x) section at: 0x% 08x\n",
pSH >Nane, pPE- >Opt i onal Header . | nageBase + tenp_l oc, \
pSHC- >Vi rt ual Addr ess + pPE->Opti onal Header . | mageBase + i);
if (where_ctx == NULL)
{
where ctx = ( DWORD) ( pPE- >Opt i onal Header . | nageBase + tenp_| oc);
call er = (DWORD) (pSHC- >Vi rt ual Address + \
pPE- >Opt i onal Header . | nageBase + i);
upa = (DWORD) (pSH >Virtual Address + pPE->Qpti onal Header. | nageBase) ;
sv = loc - 1;
}
count ++;
}
|l oc--;
}
}
printf("[+] Scan finished, % suspected instruction(s) found.\n", count);
...(snip)...
[/ --- snip of scanner code ------------------ -

While scanning files with this code, | haven't seen any false alarms, so it is probably one of the best solutions or
techniques one can use to find such virus injections.

Clearing the code, deleting the injection

Since our scanner is able to find the injected call, we can move on. Now we need to reload the original call. On
other words, we need to clear the injection. To do this we should first know more information about the virus.

1. The injected call flows the execution to a polymorphic decryptor, which is generated in a way that several
decryption phases can occur, from 4 to 7.

2. The virus must reset the "hooked" call before returning the execution to the host. Otherwise the infected
application may fault. The original instruction is saved somewhere inside the virus body.

The main problem is that the virus is encrypted and the polymorphic decryptor will decrypt the full virus body
several times. We need to obtain the clear virus body in order to reset the original instruction. We can't get to
those bytes directly since the code is encrypted. There are a couple of solutions to clear/bypass the polymorphic
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decryption layers, such as using emulation and so on. Writing a full emulator is surely not a quick and easy job,
however a different solution does exist. Most Windows viruses use the GetProcAddress API to obtain needed

API addresses for their future execution. Lets try to set a breakpoint at GetProcAddress (of course to avoid false
GetProcAddress requests. First we need to execute the virus injection, which is easy since we have located it
before). This is shown below in Figure 5.

HA4ESHF'S | FCALL to GetProcHddress from 2. HE4ESAFS
HE12FFE8| VrYESHEBR [hﬂndule = FrEGHEEE [kernel32]
BE12FFEC| FYECFRADE|LProcHameleOrdinal = "CreateFileRA™

Figure 5. GetProcAddress.

The call came from 0x406AF3, which in fact points to the decrypted body. Indeed, the poly layers were
bypassed! Here is the sample proof using the decrypted string, shown in Figure 6.

HE4EE149| C2 BB 28 28|42 54 52 20 B0 &8 61 &7 65 28 S& &3] FL  CTH Phage Ui
BE4EE1E9) P2 FE VS 28|42 69 &F 43 6F &4 65 &4 28 &2 ¥ 28| rus EioCoded by

FE4EE1ES 47 P2 69 B9 6F 28 2F 2B 32 39 41 28 28 44 69 V3 GriVo - 29A Dis
EE4Ec179 62 6C 61 69 60 65 Y2 3A 28 54 68 69 V3 28 V3 6F|claimer: This so
EE4Ec189 ee 74 VY 6l Y2 65 28 68 61 V2 28 62 65 65 6E 28| ftware has been

EE4EE199 64 65 F3 69 67 6E 65 &4 28 65 6F Y2 28 72 65 Y3 designed for res
HE4ES1IAT 65 61 P2 63|68 28 7@ Y5 Y2 YB 6F ¥3 65 V3 28 &F|earch purposes o
HE4EE1ES| 6E 6C F9 ZE| 28 B4 &2 &5 28 &1 ¥E ¥4 &8 &F V2 28[nlw. The author

EE4EE1C9 &9 2 28 6E|&6F P4 2B Y2 65 V2 ¥B 6F &6E T2 &9 &2| is not responsib
EE4Ec10% 60 65 20 65 6F F2 28 61 6E V2 28 Y0 F2 &6F &2 6C| le for any probl
EE4EC1ET| 65 60 V2 28 62 61 Y5 F3 65 &4 28 64 F5 65 28 V4| ens caused dus ¢
HE4EC1FS| 6F 28 &9 &0 YR F2 6F VB &5 V2 28 oF ¥2 28 69 GC|o improper or il
HE4ECZET 60 65 &7 &1 6C 28 Y5 ¥3 61 &7 65 2B &6F 66 28 69| legal usage of i
EE4EE219] V4 28 28 EDO/ES 88 @8 68 60 50 21 ED 22 32 48 88|+ IR....Jiiv"z20.

Figure 6. Decrypted string.

To make the disinfector able to break on GetProcAddress, we need to build a small debugger (which is likely the
fastest way to do it). This is easy since Windows platform already comes with Debug APIs.

Basically, following the code debugs the virus process, modifies the original entry of GetProcAddress to 0x90
(nop), 0x90 (nop), OXCC (int 3 - breakpoint) and takes over the EXCEPTION_BREAKPOINT only if it comes from
the "hooked" range:

(debugs process, executes virus call, hooks CGetProcAddress and obtains caller (virus)
addr ess) :

[/ --- snip of scanner code ------------------ -
...(snip)...

unsi gned char patch[4] = { 0x90, 0x90, OxCC };
_Cet ProcAddress = (DWORD) Get ProcAddr ess(LoadLi brary("KERNEL32. DLL"), " GetProcAddress");

Get St art upl nf o(&si ) ;

if (!CreateProcess(NULL, tenp_nane, NULL, NULL, FALSE, DEBUG PRCCESS +
DEBUG ONLY_THI' S_PROCESS, NULL, NULL, &si, m))

{
printf("[-] Error: cannot create process, error: %\ n", GetlLastError());
goto error_di;

}

printf("\n[+] Process created, pid=0x% 08x\n", pi.dwProcessld);
printf("[+] Starting emnulation engine...\n");

while (1)
{
Wi t For DebugEvent ( &de, | NFI NI TE) ;
i f (de.dwbDebugEvent Code == EXI T_PROCESS DEBUG EVENT) {
printf("[!] Error: ups process exited...\n");
goto error_term

}

i f (de.dwbDebugEvent Code == EXCEPTI ON_DEBUG EVENT)
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{
i f (de.u.Exception. ExceptionRecord. Excepti onCode == EXCEPTI ON_ACCESS VI OLATI ON) {

i f (de.u.Exception.dwFirstChance == TRUE)

printf("[+] Exception occured at: 0x% 08x, passing to
program\n", de. u. Excepti on. Excepti onRecor d.
Except i onAddr ess) ;

Cont i nueDebugEvent (de. dwPr ocessl d, de. dwThr eadl d, \
DBG_EXCEPTI ON_NOT_HANDLED) ;

}
el se
{
printf("[-] Hard error occured, term nating the programn");
printf("[-] Disinfecting failed\n");
goto error_term
}
}
i f (de.u.Exception. Excepti onRecord. Excepti onCode == EXCEPTI ON_BREAKPQO NT)
{

if (fe == NULL)
{
fe = 1;
printf("[+] Reached break point at 0x% 08x\n",
de. u. Excepti on. Except i onRecor d. Except i onAddr ess) ;

printf("[+] Modifing 4 bytes at host stack\n");

t c. Cont ext Fl ags = CONTEXT_CONTRCL;
i f (!GetThreadContext(pi.hThread, &tc))

printf("[-] Failed to get thread context, error: %\ n",
Get LastError());

printf("[-] Disinfecting failed\n");

goto error_term

}
ReadPr ocessMenor y(pi . hProcess, (void*)tc. Esp, &stack_v, 4, NULL);

if (stack v == NULL)

{
printf("[-] Error: reading fromstack failed\n");
printf("[-] Disinfecting failed\n");
goto error_term

}

tc.Esp = tc. Esp - 4;
caller += 5;

if (!WiteProcessMenory(pi.hProcess, (void*)tc.Esp, &caller, 4,
NULL) )
{

printf("[-] Error: witing to stack failed\n");
printf("[-] Disinfecting failed\n");
goto error_term

printf("[+] Stack nodified, 0x% 08x added caller -> 0x% 08x\n", \
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tc. Esp, caller);

printf("[+] Redirecting EIP to O0x% 08x...\n",where_ctx);
tc.Eip = where_ctx;

i f (!SetThreadContext(pi.hThread, &tc))

{
printf("[-] Failed to set thread context, error: %\n", \
Get LastError());
printf("[-] Disinfecting failed\n");
goto error_term
}

Vi rtual Protect Ex(pi.hProcess, (void*) _GetProcAddress, sizeof(patch),
PAGE_READVRI TE, &ol dp);

Wit eProcessMenory(pi.hProcess, (void*) _GetProcAddress, &patch,
si zeof (patch), NULL);

Vi rtual Protect Ex(pi.hProcess, (void*) _GetProcAddress, sizeof(patch),
ol dp, &ol dp);

printf("[+] Placed breaker at 0x% 08x\n", GetProcAddress);

Cont i nueDebugEvent (de. dwPr ocessl d, de. dwThr eadl d, DBG_CONTI NUE) ;

if ((DWORD) de.u. Exception. Excepti onRecord. Excepti onAddress >
_CGet ProcAddress && (DWORD) de. u. Excepti on. Excepti onRecor d. Excepti onAddr ess
< GCetProcAddress + sizeof (patch))

printf("[+] Virus reached the breaker at 0x% 08x\n", \
de. u. Excepti on. Except i onRecor d. Except i onAddr ess) ;

t c. Cont ext Fl ags = CONTEXT_CONTROL;
i f (!GetThreadContext(pi.hThread, &tc))

{
printf("[-] Failed to get thread context, error: %\n", \
Get LastError());
printf("[-] Disinfecting failed\n");
goto error_term
}

ReadPr ocessMenor y( pi . hProcess, (void*)tc.Esp, &stack v, 4, NULL);
printf("[+] Virus request captured from 0x% 08x\n", stack v);

...(snip)...

...(snip)...
Cont i nueDebugEvent (de. dwPr ocessl d, de. dwThr eadl d, DBG_EXCEPTI ON_NOT_HANDLED) ;
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...(snip)...
[/ --- snip of scanner code ------------------ -

Now when we have the clean virus body we can try to locate the original instructions. Since CTX.Phage doesn't
modify the bits from the host code section, it has only one way to reset the original instruction — by using
WriteProcessMemory APl (well, it could use VirtualProtect API to get write access to host code section and then
write the original bytes, but it doesn't). So here is the break on WriteProcessMemory, shown in Figure 7.

BA1ZFFEC| FFFFFFFF || hProcess = FFFFFFFF
Ba1ZFFI8| 0@481925(| Address = 481825

BE1ZFFS4| QESAGZCE
BE1ZFFIS| QDRBEEES
BA1ZFFIC| APRRERGEE

Buffer = BESABZCE
ButesTollrite = &
pEuteslritten = MULL

Figure 7. Break on WriteProcessMemory.

BBBHEEDE‘[EHLL to WriteProcessMemory from BESARZ0Z

As you can see, BytesToWrite is equal to 5 and Address is equal to the location found by the scanner. The only
problem is that the call comes from allocated memory (the virus allocated it, copied itself and continued
execution from there). But lets try to check the caller address below in Figure 8.

BEZAEZEC| &A B8O B - NumberOfBytesWritten (const) )

HASHEZEE| &6A BS C - — ch'u'i'nteicﬂnst}
BAZAEZCE| ES BEDEEEEE BEZAEZCH ~* — call $+5 (push old bytes)
AEZOEZCE| ES2 SREZFEBEE E-eE2A2A22—— host code original bytes {const}
HEZABZCA| 5A ER: - address of injection {const)
HASAEZCE| FF95 BC4F4an8 CALL DWORD PTR S5: [EEP+484FAC] --—— GetCurrentProcess

HASAEZ01] EA FUSH ERY - hProcess
HASABZ0Z| FF95 444F4@08 CALL DWORD PTR SS:[EEP+484F44] -+——1—— WriteProcessMemory

Figure 8. Checking the caller address.
The "const" bytes (for example those marked in the picture above) are:
6A 00 6A 05 E8 05 00 00 00 ?? ?? ?? ?? ?? 50
Where:

« B6A 00 is push 0

« BA05ispush5

. E8 05 00 00 is call $+5

. 2?7?72 7?7 ?? ?7?is the original host bytes (wildcard)
. 50 is push eax

Here is the signature, useful to find original host bytes (there are the same in every generation), however these
ones are located in the allocated memory. So the question is: does the same bytes exists somewhere inside the
unencrypted body of virus, in other words, somewhere inside last section? Lets try to scan for it in Figure 9.

AE4Ec2BC| & B8 FUSH &

BE4ESZ2EBEl & HS FUSH &

HE4ECZCH| ES BSE0BEEE CHLL Z.B848s2CH

BE4EE2CE | ER BE2VEEEE CALL 2.B8462A22

BE4E52CH) B FUSH ER:x

BE4EE2CE| FRFOE BC4F 4888 CALL OWORD PTR S5:CEBP+484FGC]
AE4Ec201] 56 FUSH ER:

AA4a6202| FF95 444F4@@a | CALL DOWORD PTR 55: [EBF+484F44]
Figure 9. Scanning the virus.

Indeed, the same bytes were found in "native™ virus location. The GetProcAddress was called by the virus
from Ox406AF3, as you can see the original bytes that lay far before it. Here is the code example from the
scanner which searches for the original bytes by using the signature. The same could be done by reducing
0x406AF3 by some const size, but regardless here it is:

(searches the virus body for the original bytes by using a signature, it also repairs the
call by reading original bytes directly to mapped file):
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[/ --- snip of scanner Code ------------ocmmmom oo

...(snip)...
unsi gned char ctx_sig[15] = { Ox6A, 0x00, Ox6A, 0x05, OxE8, 0x05, 0x00, 0x00, 0xO00,

0x90, 0x90, 0x90, 0x90, 0x90, 0x50 };
unsi gned char ctx fly[15];

ReadPr ocessMenor y( pi . hProcess, (void*)tc.Esp, &stack v, 4, NULL);
printf("[+] Virus request captured from 0x% 08x\n", stack v);
printf("[+] Scanni ng backwards to 0x% 08x\n", upa);

while (1)
{

i f (! ReadProcessMenory(pi.hProcess, (void*)stack v, &ctx fly,
si zeof (ctx_sig), NULL)) break;

if (stack v <= upa) break;

found = 1,
for (int ii=0; ii < sizeof(ctx_sig); ii++)
{
if (ctx_sig[ii] !'= ctx_fly[ii])
{
if (ctx_sig[ii] !'= 0x90)
{
found = O;
br eak;
}
}
}
if (found == 1)
{
printf("[+] Orginal bytes were found at 0x% 08x\n", stack_v + 9);
printf("[!] Repairing the broken instruction.\n");
ReadPr ocessMenor y( pi . hProcess, (void*)(stack v + 9) ,(void*) sv, 5, NULL);
printf("[!] The file was disinfected!'\n");
getch();
goto error_term
}
stack _v--;
}
if (found == 0)
{
printf("[-] Error: no signature was found.\n");
printf("[-] Disinfecting failed\n");
goto error_term
}
...(snip)...
[/ --- snip of scanner code ---------------- oo

The full EPO heuristics scanner, together with Win32.CTX.Phage disinfector, is attached to the last section of the
paper. Here is a screenshot from that application, as shown in Figure 10.
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S WINDOWS', System32',.cmd.exe - epos d:'asm’,2.inf

EPO-SCANNER — <c» Piotr Bania
http:--ph.specialised.info

Trying to scan: d:s“wasm~2.inf

Imagebhaze: BxA0400000 — Entrypoint: Bx000016000 <(OxBE461B06806 >
Checking call/jump requests from CODE zection (EP>

Starting heuristics scan on CODE section...

Starting from offzet: OxB0401000

Alert: Detected request to .relocdB@xAA48838a> zection at: BxBA4A1@25
Scan finished, 1 suspected instruction<z) found.

Warning: the file may bhe infected?

Do you want to try dis—infect the file?

Warning: the file may he executed if thisz is not the CTX.Phage
infection.

Disinfect: {ydes ~ C{nido 7

Process created,. pid=AxA0BAASfA

Starting emulation engine...

Reached bhreak point at BxY?f75a58

Modifing 4 bytes at host stack

Stack modified, Ax@@12fh3i4 added caller - BxUB48182a
Redirecting EIP to BxBA40338a...

Placed hreaker at Bx7?7e7?h3ii2

Exception occured at: Bx@B84B86365,. passing to program.
Uirusz reached the breaker at 8x77e?h3ii4

Viruz request captured from BxBA486af9

Scanning hackwards to BxBd48680600

Orginal hytesz were found at BxAA4862ch

Repairing the broken instruction.

The file was disinfected?

Figure 10. Screenshot of the EPO scanner.

Curtains down - last words

I hope you have enjoyed this short article on EPO techniques. The disinfector discussed in this article only
cancels virus injections, of course - the virus still resides in last section but fortunately it will never be executed.
However, this provides an opportunity for the reader to add some kind of virus "overwriter,” it is really an easy
job and a good task to undertake.

If you have any comments don't hesitate to contact the author. The author would also like to thank Satish Ks for
moral support.

W 7
Further Reading

1. http://securityresponse.symantec.com/avcenter/venc/data/w32.ctx.and.w32.cholera.html by Peter Szor
and Wason Han.
2. http://vx.netlux.org/29a/29a-4/29a-4.223 EPO by GriYo / 29a.

3. "The Art of Computer Virus Research and Defense" by Peter Szor
About the author

Piotr Bania is an independent IT Security/Anti-Virus Researcher from Poland with over five years of experience.

He has discovered several highly critical security vulnerabilities in popular applications like RealPlayer. More
information can be found on his website.
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Here is the full source code of the scanner and disinfector. If you have problems with formatting the full source

I_and precompiled binary is also available on SecurityFocus or through author's website. N

Privacy Statement
Copyright 2006, SecurityFocus

http://www.securityfocus.com/print/infocus/1841 (12 of 12) [7/27/2008 10:07:22 AM]


http://www.securityfocus.com/virus/images/epos.c
http://www.securityfocus.com/virus/images/epos.exe
http://pb.specialised.info/
http://www.securityfocus.com/privacy

	securityfocus.com
	Fighting EPO Viruses


