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1. Continuing from part one

The flood of recent Microsoft Office vulnerabilities has brought forth the need to understand
the mechanics of the MS Office security architecture and the possible fault injection points.
The first part of this article primarily discussed Microsoft Office's OLE Structured Storage and
the nature of recent dropper programs and other exploit agents, in an effort to scrutinize the
workings of some of the recent MS Office exploits. Now the second part looks at some forensic
investigation avenues with different MS Office features. Parts of the article sample different
MS Office vulnerabilities to discuss their nature and the method of exploitation.

2. Avenues for MS Office forensic investigation

During the 'analysis' phase of a forensic investigation involving MS Office files, some features
which investigators would fancy are explained below. Known to aid the efficiency of the
software, these features can turn out to be excellent sources for information for vital
evidence.

2.1 Track Changes turned on (Tools = Track Changes) (Ctrl+Shift+E)

Feature: 'Track Changes' is used in case several revisions are made to the same document by
one or more users. It displays all modifications made to the document including any
insertions, deletions, changed lines and comments.

Investigator's Interest: If the 'Track Changes' feature is turned on, even after distributing the
file (via e-mail, on the local network or through a physical device), by default, the file opens
in the 'Track Changes' mode to reveal all changes made. It also shows up with all the
comments, if added, by other authors/reviewers of the document along with the name of the
author.

2.1.1 Turn off 'Track Changes' (Tools > Options > Security)

Note that for continuity with part one of this article, which had five illustrations, we'll start
with Figure 6.
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Passward to modify:
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[] Remove personal information from File properties on save

YWarn before printing, saving or sending a file that contains kracked
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[ ] Make hidden markup visible when opening or saving

Macro security
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Figure 6. Making hidden markups visible in MS Office 2003.

Note: by default, the 'Make hidden markup visible when opening or saving' option is enabled
to refrain the user from accidentally distributing the document with any sensitive information.

This was the procedure for disabling the feature in Word 2003. However, in Word 2002, the
markup text can be hidden through the reviewing toolbar as showin in Figures 7 and 8, and it
will not show up on opening or saving the file.
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Document Security

Markup text may reappear when yvou open or when vou save a document of Word

2003

Figure 7. Making hidden markups visible in MS Office 2002.

Document Security

Markup text may reappear when you open or when you save a document of Word
2003

Figure 8. Making hidden markups visible in MS Office 2002.
2.1.2 Deleting a large number of comments in a document

Sometimes, even the comments show up 'as is' when the document is re-opened. These can
be hidden as shown above. However, a technique exists for deleting a large number of
comments in a document. This can work for MS Word and MS Excel documents. A simple
macro can do the trick and rid you from the painful task of deleting each comment manually.

Macro for deleting comments from MS Word: add the following macro to the desired
document or document template:
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"Function to delete and confirmthe del eti on of coments
Sub Del et eAl | Comrent sAndConfirnm )

"Variable Initialization
Dmi As Integer

Di m i Nunmber O Comment s As | nt eger

I f MsgBox( _"Are you sure you want to delete
ALL comrents in this docunent?", _vbYesNo) = vbYes Then

I Nunber O Comments = Acti veDocunent . Conmrent s. Count
For i = i Nunmber O Comments To 1 Step -1
Acti veDocunent . Conment s(i). Del ete

Next i

End | f

End Sub

MsgBox i Nunmber Of Comments & " Comment (s) Del eted", vblnformation

2.2 Document sent for review through MS Office applications

Feature: 'Send to Mail Recipient for Review' allows documents to be sent to the default e-mail
application. It should be used very carefully as it has the details of the entire document. This

is shown below in Figure 9.
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Figure 9. Mail recipient option (for review).

Investigator's Interest: If the document is sent through Outlook, when the recipient opens the
document and views the file properties (Files > Properties > Custom), entries such as
_TentativeReviewCyclelD and _ReviewCyclelD, EmailSubject, AuthorEmail, and
_AuthorEmailDisplayName are shown.

The details of this 'Custom’ tab are also stored on the recipient's system in a file called ‘Adhoc.
rcd’ or 'Review.rcd' (depending upon the version of MS Office used; it's 'Review.rcd' in the
case of Office 2003). They are usually found in the following location:

System_Drive>User's_ Documents_and_Settings>\Application Data\Microsoft\Office.

The Adhoc.rcd or Review.rcd file typically contains the same information as shown in the
Custom Properties tab. The entry reveals the following:

. Machine from which the document was sent
. Username of the logged in user

. E-mail Address

. E-mail Subject

For any reason, if the investigator needs to access the email message, he/she can route back
to it via the Exchange server or any other convenient technique.

You can avoid this by:
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. Manually attaching the document to an email
. Using any email application other than Outlook

2.3 Recover unseen metadata

Feature: The 'Recover Text From Any File (*.*)" File Open option. This option rips the
formatting off the document and displays all the text along with the exhaustive file properties.
This is shown below in Figures 10, 11, and 12.

ﬁ

Lookn: | ) My Documents | @ OB X e T Tesks-
L{IB I Y
My Recent -
L i ——
Dot A —

E Finpane: | v en
Py Wstwork —
Places | Flesof ee: | Fies [ Cancel
0 Dmmt?m S
% i Rich Test Fomat .
Sararwat Co-operative Ba i
Custhook: Address Book.

Summary: Conducted infa|Personsl Sddress Book
security policies,

ath developing

FProject Activities:
Avdming key areas: Management, Planning and Organization of Information Systems,
I?l:hm:al II'I-ﬁ?ENTU-I‘imd 'Dp:@tiom_l Pﬁ_aiti-:filpl‘ﬂ: l:_tin:-n_::-f Infvnmﬁtion Assets,

Figure 10. 'Recover Text From Any File (*.*) Option.
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Microsoft Office Word
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Figure 12. Sample contents of the recovered file.

Investigator's Interest: An exhaustive listing of the file properties reveals information which
may turn out to be crucial evidence, may help build a timeline, or may help make certain
deductions during the analysis phase of the forensic investigation.

No known workaround or solution exists to stop an MS Office application from being
recovered. We cannot stop MS Office from recording metadata but we can definitely take
measures to hide it. Thus when sending any files, one can:

1. Convert the file to PDF format and retain only necessary information.
2. Convert the file into Rich Text Format (.rtf) and send it or reconvert it to (.doc) format.
Converting to (.rtf) removes all the metadata from the file and retains the formatting.
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An important note to be made is that this conversion does not remove the revision
history of the document.

2.4 'Recently Opened Files’ Listing

Feature: This is feature which displays the list of recently opened files. A maximum of nine
entries can be displayed:

1. The listing is shown in the 'File' menu as the last set of entries, or
2. The listing is shown through the ‘Startup Task Pane'

Investigator's Interest: Such a listing undoubtedly serves as a quick reference as to where to
begin from and saves the investigator the trouble of going through the metadata of several
Office files individually.

 Getting Started i
B S| A

Cloy wscrmsen :
1 Office Online

iConneck to Microsoft Office Online

Get the latest news about using Word
futomatically update this list from the web
More

It

Search Far:

Example: “Print more than one copy”

Open
Dacument Securitl
Welcome bo the world of log analysil

Docl

Docl
Lj Mare...

] Create a new document..

Figure 13. Recently opened files listing.

The number of entries in the 'Recently Opened Files' option can be set to 0, as shown below in
Figure 14.
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SECuriky Spelling & Grammar Track Changes
User Information orpakibility: File Locations
Wiew izeneral _ Edit Print Save

izeneral options
Allaw starking in Reading Lavouk
[ ] Blue background, white bext
[] Provide Feedback with sound
Prowvide Feedback with animation
|:| Confirm conversion ak Open
IUpdate automatic links at Cpen
—f- Ml as-athackemert
Recently used file lisk: |4 = enkries
[ [ Help For \MYordPerrect users
[ ] Mavigation kevs For WoaordPerfect users

[ ] Allow background open of web pages
[ ] automatically create drawing canvas when inserting AutoShapes

Measurement units: Inches [

[ ] Shiow pixels For HTML Features

[Sergin:e Cpkions. .. ] I Web Options... ] I E-mail Opkions. .. ]

[ ok, ] I Cancel ]

Figure 14. Highlighted Entry to be set to 'O".

One can avoid the Task Bar from showing up each time an Office application is opened as
well. This is shown below in Figure 15.

http://www.securityfocus.com/print/infocus/1875 (10 of 19) [7/27/2008 4:24:22 PM]



Microsoft Office Security, part two

SECuriky Spelling & Grammar Track Changes

User Information orpakibility: File Locations

Wiew Ii_Senera_I _Eu;!it Prink Save

Shio

Starkup Task Pane Smark tags Windaws in Taskbar
Highlight animated text [ ] Field codes
[ ] Bookmarks Horizontal scrall bar Field shading; .
Skakus bar Yertical scroll bar [When selected | w
ScreenTips [ ] picture placehaolders %

Formatting marks
[ ] Tab characters Hidden text
[ ] spaces [ ] optional hyphens
[ ] Paragraph marks [ ] al

Print and Web Lavout options
Drawings White space between pages (Prink wigw only]
[ ] object anchaors [ ] Background colors and images (Prink wiew only)
[ ] Text boundaries YWertical ruler (Print view anly)

Cukline and Mormal opkions
[ ] wirap to window Skvle area width: 0"
[ ] Draft Fant:

4

[ ok, ] I Cancel

Figure 15. 'Startup Task Pane’ viewing option to be unchecked.
2.5 MS Office ‘'Summarylnformation’

The 'Privacy Options' feature is used to secure the document primarily against information
disclosure.

The first feature is that it helps secure personal information associated with any document.
Personal Information refers to the document details which are written and archived across
users and authors of the same document. Its important to understand that ‘Personal
Information’ is not the 'User Information’ included in the file as shown in Figure 16:
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Doc1 Pro perties

General' aummary | Stakiskics | Contents

Title: Document Security
Subject:

author; khushbu Jithra
Manager:

Company':

Category:
Keywords:

Comments:

Hyperlink
base:

Template:  Mormal

|:| Save preview picture

Cuskam

| ok

Zancel

it

Figure 16. Sample ‘User Information’'.

Document Security

K1, 7/17/2006 9:58:00 PM inserted:
Author 1 making changes ko the document

Author 1 making chanees to the document

Figure 17. Personal Information: Different author details with 'Track Changes' turned on.

Document Security

User 2, 7/17/2006 10:03:00 PM

Author 1 making changes to the documen inserted:
Author 2 making changes to the document:

Author 2 making changes to the document

Figure 18. Personal Information: Different author details with 'Track Changes' turned on.

http://www.securityfocus.com/print/infocus/1875 (12 of 19) [7/27/2008 4:24:22 PM]




Microsoft Office Security, part two

This kind of personal information may be confidential. No one would (even accidentally) like
their prospective employer to know who helped them make changes/revisions to their resume
nor would anyone like to disclose this to their potential client. Consider the number of
revisions made to a price quote before sending the final proposal, as well as knowing who all
made the revisions! The following option can save the reader from embarrassment and ensure
the security of the document.

Tools > Options

||I5 Table Window Help MNitro PDF Adobe PDF  Acrobat Comments

BT - - | & 4 ] [ == | @) | G4 Read Ei : Times Mew Romar
L "'\:
Options a X im
—10p BX];
User Information Cu:umpgtil:uilit‘:.-' File Locations i
View General Edit Prink Save
Security S!:!elling & Grammat | Track Char_nges

File encryption options For this document

Password to open:

File sharing options for this document

Password to modify:

[ ] read-only recommended

|Qigital Signatures, .. ] | Protect Docurent. .

Privacy opkions
Remove personal information From File properties on save

Warn before prinking, saving or sending a file that contains tracked
changes or comments

|:| Skore random number ko improve merge accuracy

[ ] make hidden markup visible when opening or saving

[ Macro security

adjust the security level for opening Files that might [ Macra Security. .. |
conkain macro viruses and specify the names of -
krusted macro developers.

oK ][ Cancel ]

Figure 19. Removing 'Personal Information’ from file properties.

There are times when you would like to keep the names of the authors confidential but show
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the comments and modifications through Track Changes. There is a somewhat tedious way to
change the name of the authors/reviewers of the document as shown below:

Step 1: Save the file in rich text format (.rtf) using the 'Save As' option.

Step 2: Open the document in any rich text editor or even Notepad.

Step 3: Look for the string "{\*\revtbl'.

Step 4: The content of the braces following this string has the list of authors/reviewers.

" Document Securit1 - Notepad =)<
File Edit Format Yiew Hep
Ystyrsid 13720628 Balloon Text; ) }{ \V*\latentstyles\lsdstimax156\lsdlockeddef0 } fi*revthbl I |

{Uniencewn, } (KL User 2.3 (V¥ \peptbl {\pgptipgp0iitap0ilioha0isbiysa0} ) { \V\rsidebl \rsi
Wesid 11219506 e5id 13720628 } { V™ generator Microsoft Word 11.0.5604; } { \info { \title Docum

} {hauthor KJ} { \operator User 3 HUI'!IN'S
2} {N\creatim\yr2006\moT\dy1T\hel Thmin 51} { \revtim \yr2006\moT\dy1 T\ he22\min21 } { \ve identified b7
0} {\nofpages1}{\nofwords15)
{ \nofchars86} { \*\company

NI} {\nofcharsars 100} { \wermn 24689} } \widow ctrd \finb) \aenddochrevisions\noxlattoyen \ expshrin \noultdspcidnt
blnsbdb\nospaceforul\formshade \horzdoc\dgmargin\dghspace 180\ dgvspace 180 dghongin 1800\ dgvorigin 1 440\ d
ghshow 1h\dgvshow 1

Yjexpand \wiewkind 1\wiewscale 100\ pebrdrhead \pgbrdrfoot \ splyternin e\ finlybanine \htmautspnolnhtadjtbl\uselth »

Figure 20. Author Identification with "{\*\revtbl' string.

" Document Securit1 - Notepad =ae
File Edit Format Yiew Hep
gl \ioheOhwidctlpariaspalphat aspnum\faauto\adjustaght \rin 0\ linO\itap 0 £

V520N lang 1024\ langfe 1024\ conid \langnp 10244 langfenp 1024 \snext1l \ssemihidden MNormal Table, }{\s154q]
Wi n0hwidetlparaspalpha\aspnum\faauto\adjustaght \nn0\lin0\itap0
‘-‘fﬂu.ﬁ".,fs1-!5-"-‘111151{!33'\!a.ngf:lﬂ-fﬂ-Hﬁgﬂdklmgnplﬁﬂu,?ﬂlmgfﬂ:nplﬂ?& hshasedon( Yenext 15 Y ssemihidden
Rst].rrs:d 13'?20-:‘5 E’E F “‘Rlit:nl‘ityi:s"-.]sd sttmu:lfn:‘i "-.lsd]m:kl:-:ld efi }{Hﬂnﬂbl

H vauthor KJ} "-.-::p:r:'a.tclr User

2} { \ereatim\yr2006\moT\dy1T\helT\min 51} { \revtim\yr2006 \moT\dy 1 T\he22\min21 } { \version1 }{ Yedmins27

0} { \nofpages1}{ \nofwordsl5}

{ \nofcharsBa} { \V™\company v

Figure 21. Entry modification.

http://www.securityfocus.com/print/infocus/1875 (14 of 19) [7/27/2008 4:24:22 PM]


http://www.securityfocus.com/images/infocus/msoff20.jpg
http://www.securityfocus.com/images/infocus/msoff21.jpg

Microsoft Office Security, part two

! File Edt Yiew [Insert Format JTools Table ‘Window Help NeroPDF Adcbe PDF  Acrobat Comments

e
L ) - 5 r l.

Document Security

Changed User, 7/17/2006 10:03:00 FM

Author 1 making changes to the docume Inserted:
Author 2 making changes to the document

Author 2 making changes to the document

Figure 22. Changed entry in MS Word.

The above method shows the list of authors of the document. There are other ways of
accessing this information and investigating much more with the help of a file viewing utility
called the DocFile View. This utility provides the property set IDs of the OLE Structured
Storage and its corresponding values saved in the document's Summarylnformation stream.
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Figure 23. Summarylnformation viewed through DocFile View.
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Harmae Property [D string Property 1D ¥T type

Title PIDSI_TITLE Q000002 VT_LPETR

Subject PIDSI_SUBJECT QxQQO0000E WT_LPSTR

Author PIDSI_AUTHCR Qo DO 0004 WT_LPSTR
Kaywords PIDSI_KEYWORDES [nqnfnlagnfadn]nl=] YT_LPETR
Cammeants PIDSI_COMMENTS Q00000006 WT_LPSTR
Template PIDSI_TEMPLATE OxO0o0000T VT_LPETR

Last Saved By PIDSI_LASTALITHOR Q= 0R00000E WT_LPSTR

Revision Humber PIDSI_REVHUMBER QDo 0D0ne WT_LPETR

Total Editing Tima PIDSI_ERDITTIME D QD DD DNOA, WT_FILETIME [LITC)
Last Printed PIDSI_LASTPRINTED QD000 WT_FILETIME [UTC)
Craate Tirne!Datel [*]) PIDSI_CREATE_DTM Ox0000000C VT_FILETIME [UTSC)
Last saved Time/Datel (*)) PIDSI_LASTSAVE_DTH Q0000300 WT_FILETIME [(UTZ]
Hurmber of Pages PIDSI_PAGECCUNT Ox 00000 00E WT_I4

Humber of Waords PIDSI_WORDCOUNT Q0D00D00F VT_I4

Humber of Charachers PIDSI_CHARCOUNT Q=0D000010 VT_I4

Thumbnail PICSI_THUMEBMMATL Ox0Do0od011 WT_CF

Harme of Craating Application PIDSI_APPNAME Q00000012 VT_LPSTR

Security PIDSI_SECURITY Qa0Do0D013 VT_I4

¥ Soma mathods of fila transfar, sudh as a download fromm a BRS, do not maintain the fila systern vaersion of this information
correcky.

Figure 24. Property ID Strings corresponding to ProplIDs (courtesy MSDN Website).

The ProplID shown in Figure 23 should be mapped with the Property ID hexadecimal value
(column 3) in Figure 24. As seen from the screenshots, a forensics investigator may quickly
collect important document information like the Author, User and so on who saved the
document last, the time and date of the last save, revision number, and more. One may
wonder why this procedure is needed when one can simply open the file and visit the
'Properties' sub-menu to access all of the above information. The answer is quite simple. Such
tools help the forensic investigator to retrieve all the information without actually opening the
file. He can scan a large number of files one after the other to get any evidence.

Note: This method will not prove helpful if the file is in the 'Read Only' mode or if it has been
encrypted.

The best way to remove all personal information before sending any document is by using an
Add-in from Microsoft which can permanently remove hidden data and collaboration data,

such as change tracking and comments, from Microsoft Word, Microsoft Excel, and Microsoft
PowerPoint files.

3. Conclusion
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Part one of this article looked primarily at the OLE Structured Storage of Microsoft Office
documents. Part two looked at forensic avenues that can be used by investigators, post-
compromise. Some of the features shown in part two are more appropriate for a proactive
approach towards incident response. Usually, forensic investigators do not start the
application on the compromised system, they make an image of the disk and begin to
investigate the contents using sophisticated tools and techniques.

MS Office overall provides very good security features and recovery options. Some are well-
known while others are not. The suggested techniques in this article could be implemented to
secure one's written communication. The forensic investigator's perspective was shown to
highlight the areas of possible forensic interest. The features highlighted do not play against
the user but guide the user to be careful with the documents and set the security options
after deciding the confidentiality and sensitivity of the document.
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