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One of the many challenges facing Microsoft administrators is how to manage remote systems in a
secure manner? In the world of the UNIX the answer is quite simple: using the SSH protocol is
sufficient. Thanks to the SSH, we can manage remote systems not only in the text mode, but we
can also run remote X-Window applications by using the protocol tunneling technique. And all of

that by using strong cryptography, which protects transmitted data from unauthorized access.

Unfortunately, providing secure remote access to the MS Windows systems is not as easy. Why?
First of all, only the NT Terminal Server, 2000 Server and XP are equipped with remote
management services (Terminal Services). Secondly, the solutions that offer remote MS Windows
management possibilities either don't encrypt transmitted data (like VNC) or their implementation

often comes hand in hand with the additional, significant costs.

This article will describe the universal method of remote management that can be used to manage
almost all versions of MS Windows systems: from Windows 95 up to XP. This method is

characterized not only by minimal costs, but also by a relatively high level of security.
The Solution

What features should a remote management solution have? First of all, the solution must be
functional. Although in the case of Unix systems, access to the emulated text terminal is often
sufficient, the use of such methods to manage MS Windows is far from ideal. Because the MS
Windows is a system based on a graphics environment, remote management should be also
realized in a graphics mode. Besides being functional, remote management must also be secure.
The solution must not only provide user authentication, but must also assure confidentiality and

integrity of the transmitted data.

In the remote management solution that will be presented in this discussion, all the above

requirements will be met by using the following open-source software:

. VNC - VNC (Virtual Network Computing) provides graphics management of remote systems.
In our case, the VNC software will be the "core" of the whole solution. It will provide a
graphics console to the remote MS Windows system.

. Stunnel - The main purpose of the Stunnel utility is to create SSL tunnels that can be used

to transmit other, often non-encrypted protocols in a secure manner. In the described
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solution, this tool will be used to secure the VNC protocol. Thanks to the Stunnel, it will be
possible to assure not only confidentiality and integrity of the transmitted data, but also to
authenticate VNC clients and servers by certificates.

. OpenSSL - OpenSSL is a library of cryptographic functions that can be used to enrich
applications by data encrypting functions. By using OpenSSL we can also generate, sign and
revoke certificates that can be used in solutions based on a public key infrastructure (PKI).
In the method presented below this tool will be used to generate and sign certificates

needed to authenticate both VNC clients and servers.

The following picture shows the way the software mentioned above will be used to provide secure

management of remote desktops:
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Now, let's proceed to the practical implementation of the described solution.

Installing the Software

The first stage of implementing this secure remote management solution is the installation of the

software.

VNC

In order to use the VNC, we must download it and install it on the host that we want to manage
remotely, which we will hereafter refer to as the VNC server. Next, we must register the VNC
service (Start Menu ® RealVNC ® VNC Server ® Register VNC Server Service) and reboot the

system.
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After rebooting the system, we must set up the basic parameters of the VNC service. The most
important thing is to enter an effective password, which will protect the VNC service against
unauthorized access. The next step is turning off the "Enable Java Viewer" option (since this option

requires two separate SSL tunnels, it won't be used), as is shown in the image below.
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After we finish configuring the VNC server, we should download the VNC client software

(vncviewer.exe) and place it on the host that will be the client of the VNC.

At this point we should check if the VNC client can establish a connection to the VNC server. If the

programs are able to communicate with each other, we can finish the configuration.

Because the VNC server should be accessible only by a locally installed Stunnel utility, the

following entry should be added to the Windows Registry on the VNC server:

Key: HKEY _LOCAL_NMACHI NE\ Sof t war e\ ORL\ W nVNC3Narre: LoopbackOnl y
Type: REG_DWORD
Value: 1

The above entry makes it possible to use loopback connections, and it limits listening on the 5900/
tcp port only to the localhost (127.0.0.1). Thanks to that, the VNC server will not be directly
accessible from the computer network. In addition, if we don't want users to shut down the VNC

service on the VNC server host, the following entry should be added to the Registry:

Key: HKEY LOCAL_ MACHI NE\ Sof t war e\ ORL\ W nVNC3\ Def aul t
Nane: Al | owShut down
Type: REG_DWORD
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Value: O
In order to activate the above changes, we must restart the VNC service.

Stunnel

The next step is installing the Stunnel utility. In order to perform that, we should download it and
place it on the VNC server and client, in the directory: C:\Program Files\Stunnel. We should also

download two libraries that are required by Stunnel: libeay32.dll, libssI32.dll.

= C:"Program Files" Stunnel o =] S
| Ble Edt Wiew Favortes Tools  BHelp n
| &Back » = - 3] QEearch [YFolders  ®

J Address |I:I :\Program FilesiShurinel ""I G0

%] libeay3z.di

% libssl3z, dil
stunnel=4, 4, exe

3objectis) 1,82 MB W= My Computer -

If we want the Stunnel to start automatically when the system boots up, the following entry

should be added to the Windows Registry:

Key: HKEY_LOCAL_NMACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run
Name: Stunnel

Type: REG SZ

Val ue: "C:\Program Fil es\ Stunnel \ stunnel - 4. 04. exe"

OpenSSL

At the present times the OpenSSL library is installed by default in most Linux distributions, mainly
because it is required by OpenSSH. However, a few people know that there is a version of
OpenSSL ported to MS Windows that has almost identical functionality. Because the article is

devoted to the MS Windows platform, we'll use this version of OpenSSL.

In order to install and configure the OpenSSL software, we must perform the following steps:
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1. On the additional, trusted host (Windows 2000, NT or XP) - if possible, not connected to the
computer network at all - we should install the OpenSSL software. The binary version of the
OpenSSL (openssl.exe) can be downloaded from the Stunnel Web site. Just like in case of
the Stunnel program, we also have to download two libraries: libeay32.dll and libssI32.dlIl.
The downloaded software must be placed in the C:\Program Files\OpenSSL directory.

2. Two other files must also be downloaded: the configuration file, openssl.conf and the ca.bat
script, which will be used to generate certificates. The above files should be placed in C:
\Program Files\OpenSSL directory. The final content of that directory should be similar to

the following:

&0 .\ Program Files\,Og ”: _ =10 x|
| Eile Edit  View Favorites  Took  Help “
| wmBack » = - 4] | @hSearch yFoiders »
_.fldl:lre-:s |’,:_'|] C:"Program FilesiOpenSsl j [}Gl:l
s bat!

|#] lbeayaz.di

(] lissizz.di

@up&nss&.cmf

apenssl, exe

Sobject(s) 2,81 MB k=2l My Computer v

The next step is to generate certificates, which will be used to authenticate VNC servers and

clients.

Keys and Certificates Generation

Certification Authority

The process of generating certificates should be started by generating a private/public key pair
and certificate for the trusted third party, or CA (Certification Authority). The CA's private key will
be used later to sign the VNC server's and client's certificates. The CA's certificate will be placed
on all VNC servers and clients. Because the CA's private key is one of the most important
elements of every PKI implementation, the key must be protected by strong pass phrase and kept

away from regular users.

In order to generate the public/private key pair and certificate for the CA, we should run the ca.

bat script in the following manner:
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C:.\ progra~1\ OpenSSL\ ca genca

Grsro sprogra™lsopenss1sca genca

Simple CA wtility
Written by Artur Haj <artur.majPseccure.net?

ipt will create the C:~CA
i~ and generate CA nE:r“-':':iF'i.f'rll.l.-"-

Press CIRL—C to break. or ENTER to continue. ..

Creat ing

Lreat ing

Creat ing

Lreat 1ng H

Creating i rivate. . .
Creating EMPa -
Creating © 1nﬂcx file...
Creating CA seprial File...

Generating the GA's

reen’ into wandom ztate — done
LEHPPatlnu a 1824 bhit REA private key
FEFFES

A EEA EEE EAEES ESE EE RS EEE RS RS EEE RS EEE RS EEE RS EEEES RS ES NS SRS RS RS RN E AR

FEFFEE

writing new private key to
Enter PEH paszsz phrase:
Verif ying Enter PEM pass phrase:

B

CisCavprivatesCilkey. pen’

You are about to be asked to enter information that will be incorporated
into your ¢ icate request.

What you ax abhout to enter iz what iz called a Distinouiched Mame or a DH.
There ave guite a few fieldsz but you can leave zome hla

For zome fields there will be a default value.

If you enter *."',. the field will he left hlank.

Country Mame (2 letter coder LAUI1:zPL

state or Province Mame (ftull name? LSome—State l:Warsaw

Locality Mame <egq,. cityl [l:Uarzaw

Organization Mame {eg. company? [Internet Widgits Pty Ltd]l:Seccure
Organizational Unit Mame €eg, section? E] Secoure Lahbs

Conmon Hame <eg,. YOUR name? []:ﬂﬂ

Email Addreess [l:icaRseccure.lahb

After performing the above steps, the CA's certificate will be stored in the C:\CA\CAcert.pem file,
and the private/public key pair will be stored in the C:\CA\private\CAkey.pem file.

VNC Server

The next step is to generate private/public key pair and certificate for the VNC server:

C.\ progra~1\ QpenSSL\ ca server
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[2] Command Prompt

Crsre tNprogra™isopensz lnca server

Simple CA utility
Weitten by Artur Maj {artur.mojBPsecocure.net)

Step 1: Gepnerate the kews and the ceptificate request

Loading ‘screen” into random ztate — done
Generating a 1824 hit RSA private key

You are about to be asked to enter information that will he iIncorporated
into your certificate regquest.

What you are about to enter iz what iz called a Distinguizhed Mame or a DN.
There are guite a few fields but you can leave some blank

For zome Fields there will be a default value,

If you enter *.",. the field will be left blank.

Country Mame (2 letter codeld [AUI:PL

State or Province Mame <Ffull name? [Some—-State]l:lWarsaw

Locality Mame <eg,. cityr [l:Warsaw

Opganization Hame <eg,. company? [Inteprnet Widgits Pty Lodl:Seccure
Organizational Unit Mame <eq. section? [l:Seccure Lahs

Common Mame <eg,. YOUR nmame? [1:UHC Sewvewr

Email Address [l:bilboBzeccure.lab

Pleaze enter the following 'extra’ attributes
to be zent with your cewrtificate regquest

A challenge password L1z

Hn optional company name L1:

Step 2: Sign the certificate

Uzing configuration From CosProgra™isOpenSSLvopenzsl.conf
Loading 'screen’ into randon state — done

Enter pass phrase for CWCANprivatesCAkey.pem:

Check that the veguest matches the signatupe

Signatuvre ok

The Subject's Distinguished Hame iz as follows
counteyName :FRINTRAELE:* PL"*

ztatelrProvinceMame :PRINTABLE: * Wavr=aw’

localityHame :PRINTABLE: * War=aw’

organizat ionMamne :PRIMTABLE: ' Seccure’
organizatlonalllnitHame :FRINTABLE: " Seccure Labs
comnnonMane :PRINTABLE:*UNCG Server’

emailiddress :IASETRIHG: ' bilboPzeccure. lab’
Certificate iz to hbe ccltlflcd until Feb 22 28:49:38 2884 GHMT <365 days?
Sign the certificate? [ysnl:

1 out of 1 certificate reguests certified. commit? [y /nly

Hrite out database with 1 new entries
Data Base Updated

o™

As the result, the following files will be created in the C:\CA\temp\vnc_server directory:

. server.key - private/public key pair

. server.crt - server's certificate
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. server.pem - server.key + server.crt (required by Stunnel)

It is worth to emphasize that the server's private key is not secured by the pass phrase. The
option of protecting the private key by the pass phrase hasn't been used at this point, mainly
because of the Stunnel, which doesn't have the possibility to supply pass phrases. Thus, private

keys secured by pass phrases cannot be used by the Stunnel utility.

VNC Client

The last step is to generate the public/private key pair and certificate for the VNC client:

C.\ progra~1\ OpenSSL\ ca cli ent

ommand Prompk

Cisgre snprogra™lisopenss1lseca client

Simple GA ntility
Uritten by Artur Maj Cartur.majPseccure.net?

Loading *'screen’ into random state — done
Generating a 1824 hit RESA perivate kewy
IIII-IJ-IJ-I.I‘+‘++*

T

wreiting ney private key to "ConOfstemp~ence ¢ lientsclient . key!

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

What vou are about to enter at iz called a Distinguished Hame or a DH.
There are guite a few Fields but vouw can leave some hlank

For zome fields there will he a default value.

If you enter *.*',. the field will be left blank.

Country Hane (2 letter code) [AU]:PL

State or Province Mame <(full name?» [Eome—State]:Wapsaw

Locality Mame {eg. city) [1:Hapzaw

Drganization Mame <eg, company? L[internet Widgits Pty Ltdl:Seccure

Gr anizational Unit Mame {eg., section? [l:Seccure Labs

Conmon Mame <eg. YOUR mame? [1:UHC Client

Email Addwess [l:frodoBEzeccure. lahb

Please enter the following ‘extra’ attributes
to be zent with vour certificate reguest

A challenge password [1:

fn optional company name []1:

e ing tﬂnflJUIETIﬂn ftrom CxProgra™lsOpentslsopenssl.conf
Lnlﬂlnq ‘zecreen’ into random e = done

s5 phrase for {7 te~CAkey. pem:
Ehech that the peguest matches :» mignatupe
Signature ok
The Subject’'s Distinguizhed Mame iz az follows
countryMame :PRINTABLE: * PL*
statelrProuinceMans zPRINTABLE: " Warcaw”
localityHame sPRINTABLE: *Waw»zaw’
organizat ionHame PRINITABLE: ' Seccure’
organizationallnitMame zPRINIABLE: ' feccure Labs*
conmonNane IPRINTABLE: *UNG Client'
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organi1zat LonMName sFRINIHELE: " Seccocume”

organizationallnitMame s PRINIABLE: * Secocure Labs’

conmonMane sPRIMNTABLE: "UNC Client’

emallAddress TASSTRIMG: " frodoRPzeccure . lah”

Ceptificate iz to he ceptified wntil Feb 22 28:55:12 2804 GHMI {365 day=sl>
Sign the certificate? Ly nl:y

1 out aof 1 certificate eegquests certified,. conmit? [ysnluw
Heite out database with 1 new entries
Data Baze Updated

U]

Just like in the previous step, the following files will be created in the C:\CA\temp\vnc_client

directory:

. client.key - private/public key pair
. client.crt - client's certificate

. client.pem - client.key + client.crt (required by Stunnel)

Stunnel Configuration

VNC Server

Before we try to establish a secure connection between the VNC server and client, we must

configure the Stunnel utility, and equip it with all the required keys and certificates.

In order to perform that, we should create a "C:\Program Files\Stunnel\stunnel.conf" file with the

following content:

CAfile
CApath = certificates

CAcert. pem

cert = server.pem

client = no
verify = 3

[ vnc]

accept = 443

connect = 127.0.0. 1:5900

The above configuration will cause all incoming connections to the 443/tcp port to be forwarded to
the local port 5900/tcp. Of course, this will be done only when the client proves his identity by
presenting a valid, signed certificate, which must also be present in the local "certificates"

directory ("verify = 3" enforces certificate authentication of both sides).
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The next step is to place both the CA's certificate (C:\CA\CAcert.pem) and VNC server's private/

public key pair and certificate (C:\CA\temp\vnc_server\server.pem) in the C:\Program Files
\Stunnel directory.

Finally we must also load the VNC client’s certificate. In order for the Stunnel utility to find the
certificate during the authentication process, we must change its name as follows (the following
commands must be run on the server on which the certificates was generated; the value should be
replaced by the result of the "openssl x509" command):

cd C\CAtemp\vnc_client
C:\ progra~1\openssl \ openssl x509 -hash -noout -in client.crt

val ue
copy client.crt value.O

[+ | Command Prompt

LosGASstempsunc_serversod CENCAStempsunc_client

CrsCAstempsunc_client >opensszl x589 —hash —noout —in client.cet

B16978ar

C:sCAstempsvnc_client >copy client.crt Ble970af .A
1 filed{s» copied.

CisCAstempsync_client

The file value.O should be placed in the C:\Program Files\Stunnel\certificates directory.

The final content of the C:\Program Files\Stunnel directory should be similar to the following:

&0 C:Program Files', SHunn =10O] =| & CProgram Filesi s el cer = 0] x|
gl gk yew Faorees ook [N flz  Edt View Favorkess Tools  Heb | & |

|| saBade » = - [i] | ‘{hsSearch 2 wBack ~ ¢ - (3]  ‘Chsearch LY Folders 53

E -ﬁﬂd"cis[_i CYProgram Files| Sunnel El oG Sddress I;I C:Program Filest Stunrelicsrtificates El G0

| certificates |8 0163700

{E'E":Acﬂrl:.pnrn

%] libe a3z, dll

%] libsstzz.dl

:ﬁﬁr\'ﬂ'-?ﬂm

5] stunnel, conf

&ﬂ:'.nncl-q.ﬂtcm

7 cbjeci 1,83 MB o2, My Computer | |1 ebec(s) 1,30 KB L My Computer i
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VNC Client

Generally, the configuration process of the Stunnel utility installed on the VNC client host is very

similar to the one, described in the previous step.

First, we must create a "C:\Program Files\Stunnel\stunnel.conf" file with the following content:

CAfile = CAcert. pem
CApath = certificates
cert = client.pem
client = yes

verify =3

[ vnc]

accept = 127.0.0. 1:5900

connect = VNC server | P_address: 443

The next step is to store both the CA's Certificate (C:\CA\CAcert.pem) and VNC client's private/
public key pair and certificate (C:\CA\temp\vnc_client\client.pem) in the C:\Program Files\Stunnel

directory.

Finally, we must change the name of the VNC server's certificate file in the way as follows:

cd C\CAtenp\vnc_server
C:\ progra~1\openssl \ openssl x509 -hash -noout -in server.crt
val ue

copy server.crt value.O

C:sCAstempsunc_client >cd C:xCANtemp-wnc_sepuep

CisCAstempsune_serverropenszl]l x589 —hash —noout —in sewmver.cet

2cB48761

C:xCANtemp wne_serverlcopy server.crt 2cl48761.8
1 filed{s» copied.

CisCAstempsunc_sepruep’

and store it into the C:\program files\Stunnel\certificates directory.
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The final content of the C:\Program Files\Stunnel directory should be similar to the following:

] Eile Edc ‘iew Favortes Toos *
| wBak ~ =+ - 3| Phseach
|Aﬁd'm|fj|::'|F'r-:|gran~.F|Ieﬂ,1u'nel j 50

o []

¥

& 3\ Program Files' Stun
Ble Edit

Wew Favorkes Took  Help

| smBak - = - [£] w_ﬁﬁean:h L}Fddets L

_ﬂddresslj \Program Fles|Stunnelicertificates j o Go

_|cettficates

<§| CACert.pem

i] clienk. pem

_*’:-_'I lizzray3z.dl

] libsel3z.dI

=| stunnel.conf
stunnel=1, 04w

|7 obiec! |1,63 MB 4= My Computer

] 20848761.0

1 objechis) 1,30 KB = My Computer o

Testing the Connection

At this point all the software is configured and ready to use. In order to test it, we must run the

Stunnel utility both on the server and client, and run the VNC service.

Then, on the VNC client host we must run vncviewer.exe. As the remote address we should enter:

127.0.0.1. If everything is configured correctly, the connection with the VNC server should be

established, and both Stunnel tools should show the following information:

On the VNC server:

™ stunnel 4.04 on Win32

stunnel 4.84 on uﬂE—p-n—ninguBE—gnu WIMN32 with OpenSEL 8.7.7 31 Dec 2882

icates

File Help

L2791:

#9831z Peer certificate location certi
87831z WIH32 platform: 38BEA clientz allowed
11512 upe connected fFrom 18.18.12 S58:1258
y1I5711: UERIFY OH: de

(xR B

Al

pth=1,. ~C=PL/ET=Harzaw L=Warzaw 0=Seccuves-0l=Eeccure Labz CH=CA-emailfAdd
UERIFY OK: depth=8, AC=PL-/ST-=-Harszaw /L=Harszaw 0=Scccurc - 0l=Scccurec Labs~CH=UNG Client~

e

On the VNC client:
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™ stunnel 4.04 on Win3z IR : =10] x|

fle Help

L:67e ]z stunnel 4.841 on x#b—poc-—mingwdd—gnu WINZE with OpentSl B.9.7 31 Dec ZHBE j
L:664]1: Peer ceptificate location ceprtificates

b:6b4]z WIN3IZ2 platform: IBAAA clients allowed

11481z vne connected from 127.8.8.1:1257

F:1848]1: UERIFY OK: depth=1, ~C=PLAST=Warsauw/L=Uarsaw 0=8eccure 0Ml=8eccure Lahs CH=CA- emailfdd
1:1848 1= UERIFY 0OK: depth=H,. AC=PL/ST=Harzaw L=Warsaw 0=feccure 0l=5esccure Labs-CH=UH(C Server:

=
Al | I

If, for some unknown reason, the attempt to establish a connection fails, we should increase the
Stunnel log level, and try to find the reason of failure. In order to perform that, the following

global directive should be added to the stunnel.conf file:

debug = 7

Then we should restart Stunnel and try to establish connection again.

Reverse Connections

The above method works fine, but only when the VNC server host has a valid, external IP address
or is placed in the same LAN, as the VNC client host. But what if the VNC server is placed beyond

the NAT or incoming connections to this host are dropped by the firewall?

It appears that, thanks to the "/listen" option of the VNC client, it is possible to omit such
limitations. In the traditional client-server technology, the client initiates the TCP/IP connection.
However, nothing stands in the way. Not the client, but the server initiates the connection. The
only condition is that the server must be able to connect to the client. In practice, this means that
the client host cannot be placed beyond the NAT, and eventual firewalls must not block the
incoming connection. Of course, the software must also be written in a way that makes it possible

to perform such operations.

As | have mentioned before, the VNC has the possibility to establish reverse connections. In order
to make a use of that option, the following changes should be applied to the stunnel.conf file on

the VNC server:

CAfile
CApat h

cert = server.pem

CAcert. pem

certificates

client = yes
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verify = 3
[ vnc]
accept = 127.0.0. 1: 5500

connect = VNC client | P_address: 443

and on the VNC client:

CAfile = CAcert.pem
CApath = certificates
cert = client.pem
client = no

verify = 3

[ vnc]

accept = 443

connect = 127.0.0. 1: 5500

It is worth noting that roles of Stunnel utilities are now inverted. The Stunnel on the server side

becomes an SSL client, and the Stunnel on the client side - an SSL server.

There is also a change in the way of establishing a connection by the VNC software. In this
method, the vncviewer.exe should be run first, in listening mode (Start Menu ® RealVNC ® VNC
Viewer ® Run Listening VNC Viewer). Then, on the VNC server, we must use the "Add New Client"

option as follows:

Initiate Dutgoing Connection (Add News Client) x|
Properkies

g ot Y L

[ME:Host must be iurming YNCwewer 1 'lsten’ mode] Cancel

kill &l Clients

Abou: Wink G

After performing these steps, the connection between the VNC server and the client should be
established.

The above solution is a very effective way of omitting NAT limitations; however it has one very
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important disadvantage: in order to establish a reverse connection, manual intervention on the
server side is required. The question arises whether there is a way to establish such a connection

without manual intervention?

It appears that it is possible. In order to perform that, it suffices to use the built into MS Windows
operation system "Task Scheduler Service", to solve the problem of manual intervention. The
screenshot below shows the example configuration of the "Task Scheduler”, in which the VNC
server tries to establish a connection with the VNC client every day between 9 a.m. and 9 p.m, in
10-minute intervals. If we want to establish a connection with the VNC server, all we need to do is
run the VNC in listening mode and wait until the server connects. In 10 minutes at the most, the

graphics console will be "sent" to us.

Win¥NC B 2=l [ 2 x|
Task | Schdhie | Settings | Secuity | Task  Schedue | Selings | Secudy |
E CANME TAT asksheinhC. job Eveip 10 minule(z] Bom D3:00 for 12 hou(s| eveny day. staing
] 2000205
Feun: |FE|;':3".Flez|f-.'HI:.'l.'w'|ﬂ'l.fM[.'Mi-m3 are ooreect 127,001
s | Schedude Task: Stat time
[ Craiy =] |oz00 =1 Advanced.. |
Siatin: |"E:".F'.':|5|=m Fil=s\FealVB OO riVRIC CE e hech e Tack Dak
Commerts: "CAProgiam FlastBealv PO v D g : "
-eoveact 127001 Evewy |1 =y oald
Run 2 P!.H TUR-LAFT OFickmirusirs Sl pataword..
v Enabled [scheduied bask nes at zpaciied tims] ™ Ehow mutiple schedules]
[ ok ] cames | soow | [ ok ] coel | goow |

The method descried above is undoubtedly very limited and disadvantageous. Apart from them,
however, the method presented is an interesting way to manage a host, to which we cannot

establish a direct connection.

Summary

There are a lot of programs for MS Windows remote management. Unfortunately, a large number
of them either don't secure transmitted data, or their implementation comes with additional, often

significant costs. The method outlined in the discussion above is a free solution for secure remote
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MS Windows management. Thanks to the SSL protocol and authentication based on certificates,
the described solution has a chance to compete with commercial solutions not only in affordability,

but also in effective security.

Relevant Links

OpenSSL
Stunnel

VNC

Sample openssl.conf
Simple CA utility
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