How to Create a Bootable Live Windows CD Using
UBCD4WIN

Dedoimedo

December 2008, update: | have a new review of the Ultimate Boot CD for Windows (UBCD4WIN),
which follows and details the changes introduced in the latest version (3.22); the below article reviews
the version 3.1.1. The changes are pleasant, including usability, functionality and many new great,
exciting applications. Worth reading.

Sounds like a wicked idea. But is it possible? The answer is yes.

A nice chap named Bart Lagerweij has made this possible. He has created a tool called PE Builder,
which allows anyone to create their own (licensed) copy of Bart's Preinstalled Environment bootable
live Windows CD, or shortly BartPE. BartPE is a highly useful tool for rescue, recovery and
maintenance of PCs.

Still not convinced? Here's a list of reasons why you should seriously consider having a live CD
handy:

= If your operating system fails for some reason, you will still be able to access your hard drives and
salvage the data.

= |f your operating system gets hit by a nasty infection, you will be able to remove it easily.
= |f you suspect a hidden rootkit, there's no better method to inspect your drives.

= |f you want to browse the Internet safely, this is one good way of doing it.

Satisfied?

Before you start, | suggest you read about legal issues concerning BartPE, on Bart's site. This article
assumes that you have a licensed copy of Windows XP (or 2003).

In this article, | will try to cover some of the major points concerned with building BartPE, namely:
= How to use PE Builder.

= How to enhance your basic BartPE with additional plugins and drivers and turn it into Ultimate
Boot CD for Windows.

= How to slipstream Windows XP service packs with older versions.
= How to build a bootable USB stick with BartPE.

Bart's PE Builder
First, download and install the PE Builder.

| want to bring your attention to a subfolder that is automatically created when you install the PE
Builder:

\..\pebuilder folder\plugin

Replace \..\pebuilder folder\ with your installation path. Remember the plugin folder. Now, let's move
on.
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Now, start the program. The interface looks like this:

PE PE Builder v3.1.9

Builder Source Help

=101 %]

i~ Builder
Source: (path to Windows installation Files)

I Ei
Custom: (include files and Folders From this directory)

Qutput: (D:\pebuilder31 9\EartPE)
| BartrE

g B

—Media output
" Mone

% Create 15O image: (entet filename)
I D:'\pebuilder319ijivecd.iso

€ Burn ko CD{DYD

V¥ nutoErase Ry [™ Eject after burm

IStarBurn "I

Deyice: I

Burm using:

Plugins | Build | Exit |

You should specify the source of Windows installation files (most likely your Windows CD), custom
folders and files that you might like to include, the location of the created output, and the location and
the name of the .iso image. So far so good.

But we are also very much interested in Plugins. Clicking Plugins will open a new sub-menu:

FE PE Builder ¥3.1.9 - Plugins x|
Ensbled | Mame | File |~
Yes 7-Zip F-aip\7-zip.inf
Yes [Geoshall Taskbar]10: Main Plugin -DO NOT disshle GeosSheligacshelll.inf
Mo [GeoShell Taskbar]11: Theme- Classic | =OmLY GeoShelgeoshellz_dassic.inf
Yes [GenShell Taskbar]12: Theme- Luna |=enable 1 GeoShellgeoshellZ_xpluna. inf
Mo [zeoshell Taskbar]13: Theme- Clve |=Theme GeosShelgeoshellz_xpolive. inf |
Mo [GeoShell Taskbar]14: Theme- Sitver | =Plugin GeoShelgeoshellz_xpshver inf
Mo [Geoshell Taskbar]21: Effects- Show content when drapging Geoshelgeoshell3_ show_dragging.inf
Mo [Geoshell Taskbar]22: Effects- Shding GeoShelgeoshell3_menu_sliding,inf
Mo [GeoShell Taskbar]23: Effects- Fade with shadow GeoShelgeoshellZ_menu_Fade.inf
Mo [GeoShell Taskbar]31: Cursor- Hands | oMLY GeoSheligeoshelld_hands.inf
Mo [Geoshell Taskbar]32: Cursor- Poiriter | =ensble GeaShellgeoshelld_painter, inf
Mo [GeoShell Taskbar]33: Cursor- Mouse | =OME GeoShellgeoshelld_mouse.inf
Mo [GeoShell Taskbar]a4: Cursor- White | =Cursor GeoShelgeoshelld_white.inf
o [Geashell Taskbar]35: Cursor- Wioletdmrow | =Plugin. GeoShelgeashelld_wioletarrow. inf
Mo [Geoshell Taskbar]70: Color- CORE <OMLY: enable if a color bel...  GeoShelgeoshells_color_core.inf
Mo [eoShell Taskbar]71: Color- Blue GeoShelgeoshells_biue.inf
Mo [Genshell Taskbar]72: Color- Brick GeoShelgeoshells_brick,inf
Mo [GeosShell Taskbar]73: Color- Desert GeoSheligeoshells_dasert.inf
Mo [GeoShell Taskbar]74: Colar- Egoplant GeosShellgaashells_sqaplant.inf
Mo [GeoShell Taskbar]75: Color- Golden GeoSheligeoshells_oolden.inf
Mo [GeoShell Taskbar]76: Color- Lilac GeoShelgeoshells_lilac.inf
Mo [zeoshell Taskbar]77: Color- Marine GeoShelgeoshells_marine.inf
Mo [eoShell Taskbar]78: Color- Pinky Geoshelgeoshells_pinky.inf
o [Geashell Taskhar]79: Colar- Plum GeoShelgaoshells_plum,inf
Mo [Geoshell Taskbar]eD: Color- Pumpkin GeoShelgeashells_pumplin.inf
Mo [GeoSheall Taskbar]gl: Color- Rosa GeoSheligacshellS_rose.inf
Mo [GeoShell Taskbar]62: Color- Red White Blue GeoShelgeashells_rwb.inf
Mo [Geoshell Taskbar]e3: Color- Spruce GeoShellgeoshells_spruce.inf
Mo [Geoshell Taskbar]g4: Color- Teal GeoShelgeoshiells_teal.inf
hin IenShell TackharlAS: Cnlnr- Wheat GenShelinanchells iuhast inf jid |

Close EnablefDisable | Canfig | Refresh
Edit | add | Remove | Help
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By clicking Plugins in the main-menu, you will reach the list of all plugins that can be found in the
plugin folder. Some of these folders will be Enabled (that is, they will be included in the created
output) and some will be Disabled (that is, they will not be included in the output). All of the listed
plugins are free software programs that, if Enabled, you will be able to run once you successfully
create the bootable CD and actually boot with it. You can go through the list and set Enable / Disable
for all the available plugins to your liking.

After you are satisfied with you selection, click Close to return to the main menu. If you possess
custom plugins that you would like to include with your bootable CD, create folders inside the plugin
folder and copy your plugins. Then, make sure they are Enabled, so they will be included in the CD.

When ready, click Build to create your bootable live CD .iso (which you can burn to an actual CD
using PE Builder or any CD burning software you like).

The basic BartPE .iso file takes about 150MB and contains a certain, limited number of useful
applications that you may use when booted. It is possible to include a large number of other plugins,
provided they are written in the proper format that PE Builder will be able to read and build from.

Ultimate Boot CD for Windows PE Builder
Creating your own custom plugins is not a first-starter's task. Luckily, we have the Ultimate Boot CD
for Windows guys to help us.

In the past, | used to use BartPE along with drivers and plugin | downloaded off Ultimate Boot CD for
Windows (UBCD4W!IN) site. | would then replace the existing, default drivers and plugin folders, make
sure all of the software plugins | was interested in were checked (Enabled), and then | would make
the .iso file and burn it.

Today, it's much simpler. UBCD4WIN comes as a single download. Much like PE Builder, you need to
install it. And then, follow the exact same routine. In fact, UBCD4WIN PE Builder is based on Bart's
PE Builder.

“# UBCD4Win PE Builder ¥3.1.10a =10 ]

Builder Source Help

rBuilder
Source: (path to Windows installation Files)

I E:,
Custom: (include files and Folders From this directory)

Output: (D:hubcd4win|BartPE)
| BartPE

oo

—Media output
" None
¥ Create IS0 image: (enter filename)

|D:'|,ubcd4win'l,|iveu:d.isc- |
" Burn ko CO/DND ¥ | AutoErase iV I~ | Eject after burn

Eurr using: IStarBurn 'I
Devices I j

Flugins | Build Exit |
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™ UBCD4Win PE Builder ¥3.1.10a - Plugins
Plugin list:

Enabled | Name | Fie -
Yes ICritical: DComLaunch Service [IF a ¥P SP1 Build-DISABLE] |Critical\DeomLaunchideomlaunch, inf
Yes Critical: Joshuas-WinPE-PreLogon Config \Critic al Config-Prelogon| ConfigPrel:
Mo ICrikical: LargeIDE Fix (KB331958) [If & P SP1 Bulld-ENABLE] ICritical\Large IDE-Fix\Large IDE-Fix,
Yes ICrikical: User Settings (Required) ICriticallUser SettingsiUser-Settings.
es itultiboot: BCDW (Required for MultiBoat) Multiboot-003Ybcdw bodw, inf
es 1Multiboot: BCDW <Press COMFIG to Test menu From last build: Multiboot-003bedwibodw_TestMenu
Mo IMultiboot; BCOW: Enable *Press any key to boot from C0° Multiboot-003\bodwibodw_bootfe:.inl
Ves Itultiboot: ECDW!: Enable Book Logo Multiboot-003\bodwibodw _logo inf
Mo Multiboot: BCDW!: Enable Book password Multiboot-003 b odwibodw_password
Mo IMultiboot: BCDW: Use menu style #1 (multicolor combination) Multiboot-003 b odwibedw_template1
Mo IMultiboot: BCDW: Use menu style #2 (grey/white shadowbox style) Multiboot-003ibodwibcdw_template2
Mo IMulbiboot: BCDW: Use menu style #3 (bluefwhite)*defaut* Multiboat-003 b odwibedw_template3
Mo Itulkibook: BCDW: Use menu style #4 (USER Defined) <EDIT ME > Multiboot-003bodwibedw_templates
Ves Itultiboot: Darik's Book and huke v.1.0.6 Multiboot-003idbanidban. inf
Mo IMulkiboot: Gujin Boot ranager for Linux Multibioot-003yguiiniguiin. inf
Ves IMulkiboot: Memtestss Multiboot-003ymemtests6memtest. i
Ves Multiboot; NTFS For DOS Multiboot-D03\NTFS4DOSFs4 dos. ir
Yes IMultiboot : Offline NT Password & Registry Editor Multiboot-0034offline)of fine. inf
Mo IMultiBoot : UltimateBootCD for DOS <CONFIG- to incude in your buid> Multiboat-003yubcdiubed. inf
Yes IMulbibookt: Windows™ Recovery Console (7.6%mb) Multiboot-003yWindows CMDCLCMDC,
Mo IMulbibook: { User added Boot Ophions | <Press CONFIG> Muliboat-00342_customCuston_bed
es [Aukobuid] 0: Main plugin {required For any other autobuild plugins) w2.0 AukboBuildyaukobuild.inf
Wes [Autobuid] 10: Clean PE Registry fuikoBuildsutobuild_10_dearperegis
Ves [Awskobuid] 20: Special Commands fukoBuildiautobuild_20_special_comr
Ves [Autobuid] 38: inf reducer --Remove comments and converts bo ansi For inf, in, reg, and sF fles--  AutoBuild|autobuild_20_infred.inf
Yes [Autohuid] 39: Infeache (Build InfCache & Fix Jinf Filas) AuikoBuildl sukobuild_39_nfeache.inf
Yes [Autobuid] 40: Sort NuZMenu AutoBuild) sukobiuild_40_sartmeru.inf
Yes [Autobuid] 60: Uppercase all files from filelist (needs 39: InfCache) AutoBuildlsubobuild_60_filecaseinf
Nl FAdak dAT L0 Coik TEM Asikalydlafl s ihmb dld £O amshTE™ b
4] T .rJ

Close ErablefDisable | Corfin | Refrash |

Edit | add | Remove | Help |

Slipstreaming Service Packs

Slipstreaming a service pack can be very useful. Windows XP has improved in many aspect since its
first incarnation. Although this claim is definitely arguable, having the latest and fully patched version
of the operating system can have its benefits. Furthermore, it does not limit you. You can retain both
your original Windows XP and the slipstreamed version, although | believe you can use only one at
one time (contact Microsoft guys for details).

Both Bart's PE builder and UBCD4WIN PE builder can automatically slipstream service packs. But it's
the best to learn how to do it yourself.

Bootable USB Sticks

The last item that remains is creating bootable USB sticks (keys, drivers, call them whatever you like).
Having an operating system in a small shiny thing the size of a pinky is very convenient. Much like the
bootable live CD, bootable live USB can be a great recovery or maintenance tool. You might even
prefer to use the USB drive, because it is smaller and less prone to damage. You should be aware,
though, that while most PCs can boot from CD easily, not all PCs will be able to boot from a USB
drive.

Finally, if you want to create a bootable USB stick, you will need:
= 256MB USB stick.

= PC capable of booting off a USB device.

» Bart's PE builder.

=  Windows 2003 Server SP1.

First, download Windows 2003 Server SP1 from Microsoft's site. | suggest you place it in a convenient
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folder (.e.g C:\W2003SP1) and rename the service pack to w2003spl.exe. This will make it easier to
write down a series of command line commands that we need.

Second, we need to extract the service pack:
Start > Run > Cmd

C:\W2003SP1\w2004spl.exe -x

Upon successful extraction, you will find a folder i386 created (in your desired location).

From within the i386 folder, copy the file setupldr.bin to \..\pebuilder folder\srspl. srspl is a folder that
the PE Builder uses as the default location in the bootable USB drive creation script. If the folder does

not exist, create it.

Uncompress the file ramdisk.sy_ to \..\pebuilder folder\srspl by running the following command on the
command line:

expand -r ramdisk.sy_E:\pebuilder313\srspl

Again, on the command line, change the path to PE Builder folder and run the command: pe2usb -f
[Letter]. Replace the generic [Letter] with the USB drive letter (it can be D:, M:, W: etc.). The
command will run a script that will first format the USB drive and then copy all if the necessary files to
make the USB stick bootable. Just follow the on-screen instructions.

With luck, you will now have a bootable USB key at your disposal.

OK, after lots of preparations, it's time to see how a BartPE or UBCD4WIN actually look like. You can
test them by booting from CD, or use VMware Player as your test bench. Read my article VMware
Player - a good friend as a start for using this excellent utility.

Here are some screenshots | made by running UBCD4WIN live CD 3.0 in VMware Player.

After booting from CD, you will be presented with a multi-boot menu. The other tools you can use are:

= Darik's Boot and Nuke v.1.0.6 - a powerful tool for completely erasing hard disks

=  Memtest86 - a useful tool for testing the memory for errors

= NTFS for DOS - a tool that gives NTFS file system support in DOS environment

= Offline NT Password & Registry Editor - this tool will allow you to change or nullify (blank)
passwords of existing NT users and unlock disabled accounts

=  Windows(tm) Recovery Console - the actual Recovery Console
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= Ulimate B Frovt v BB Ethernet x| 40) Audio

see http://wwW. ubcd4win.com for latest updates & Downloads

Boot from drive C:
Launch "The Ultimate Boot CD for Windows"
REBOOT

. Insert your boot options here ...
Darik’'s Boot and Nuke v.1.8.6
MemtestB6
NTFS for DOS
0ffline NT Password & Registry Editor
Hindows (tM) Recovery Console

Time reMaining: [B241]
Help

Runs a pre-installed Hindows environment, loaded with diagnostic tools.

To direct input ta this vitual machine, press ChikG

The boot-up will take some time. Eventually, you will reach the rather nice-looking desktop.

|2 oo [ e [0 nuo |y

*. start DaRgm
B0 Cloock g st vatuel mchiem, proes ol ® VMwara Plaver

And that's it. You have a live Windows XP environment at your disposal.
BartPE / UBCD4WIN is a great tool. You will be able to do a great many things:

= |nspect your hardware for errors or damages.

= Recover deleted files.

= Disinfect virii and malware (using a range of dedicated tools).
= Backup and close files, partitions and even entire drives.

= Benchmark the performance of your hardware.

= Browse the Internet using Firefox or Opera.

= Use mail client and read .pdf documents.

= Burn datato CD.

= And more.

Enjoy!
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