Debugging a Bugcheck 0OxF4
Ryan Mangipano
My name is Ryan Mangipano (ryanman) and | am a Sr. Support Escalation Engineer at
Microsoft. Today’s blog will be a quick walkthrough of the analysis of a bugcheck OxF4 and how |
determined that the action plan going forward should consist of enabling pool tagging on this system.

| began my review with !lanalyze —v. From the output | can see that a process required for the system
to function properly unexpectedly exited or was terminated. The goal of this debugging session will be
to determine what failed and why.

0: kd> lanalyze —v
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* *
* Bugcheck Analysis *
* *
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CRITICAL_OBJECT_TERMINATION (Ff4)

A process or thread crucial to system operation has unexpectedly exited or been
terminated.

Several processes and threads are necessary for the operation of the

system; when they are terminated (for any reason), the system can no

longer function.

Arguments:

Argl: 00000003, Process A value of 0x3 in this
parameter indicated that it was a process that terminated, not a thread

Arg2: 8a03adalO, Terminating object This value is a pointer to the _EPROCESS
object that terminated

Arg3: 8a03afl4, Process image file name Process Name

Arg4: 805d1204, Explanatory message (ascil) text message about the problem

We shall begin by dumping out all the parameters of the bugcheck. Let's dump out the "Terminating
Object" below

0: kd> lobject 8a03adal

Object: 8a03ada0 Type: (8a490900) Process
ObjectHeader: 8a03ad88 (old version)
HandleCount: 3 PointerCount: 228

First, let's dump out the process image file name from the bugcheck parameter 3 above.

0: kd> dc 8a03afl4
8a03afl4 73727363 78652e73 00000065 00000000 csrss.exe

0: kd> dt _EPROCESS 8a03adaO imageFileName
CSRSRV!_ EPROCESS
+0x174 ImageFileName : [16] ‘'‘csrss.exe"

Notice that if we add the base of the _EPROCESS object (8a03ada0- Parameter 2)to the offset of the
imageFileName field (+0x174) we get parameter 3. The imageFileName field.

0: kd> ? 8a03ada0+0x174
Evaluate expression: -1979470060 = 8a03afl4

0: kd> dc 8a03afl4
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8a03afl1l4 73727363 78652e73 00000065 00000000 csrss.exe.......

Let's dump out the ASCIlI message from parameter number 4

0: kd> dc 805d1204
805d1204 6d726554 74616e69 20676e69 74697263 Terminating crit
805d1214 6¢616369 6727020 73736563 25783020 1ical process

Let's review the debugger help file for more information. We can see that this bugcheck occurs when
a critical process or thread terminates. “Several processes and threads are necessary for the
operation of the system. When they are terminated for any reason, the system can no longer function.

0: kd> .hh bug check 0xf4

File  Edit Wiew Go Help

ENNFA A Q0 B & & 3
Hide Locate Back Stop  Refresh  Home Font Frint  Optionz

|E§5) Debugging Toals for ¥indours EI@

Contents  ndex | Search | Favoiites | Debugging Tools for Windows

Type in the keyword to find: Bug Check OxF4: CRITICAL_OBJECT_TERMINATION

[bug check Dsk4 The CRITICAL_OBIECT_TERMIMATION bug check has a value of 0x000000F4, This indicates that a process or
thread crucial to system operation has unexpectedly exited or been terminated.

Eug Check 0<F4: CRITICAL OBJECT TER IS

Bug Check 0uF 5 FLTMGR, FILE_5v5TEM Faramatess

Bug Check 0xFE: PCI_VERIFIER_DETECTE The following pararmeters are displayed on the blue screen.

Bug Check 0<F7: DRIMVER_DVERRAM_STA 3

Bug Check 04F8: RAMDISK_BOOT_INITIAL Parameter Description

Bug Check 0=F3: DRIVER_RETURNED_ST f

Bug Check OxF&: HTTP_DRIVER_CORRUF_| 1 The terminating object type:

Bug Check 0<FC: ATTEMPTED_EXECUTE_

Bug Check OxFD: DIRTY_MNOWRITE_PAGE 0x3: Process

Bug Check O<FE: BUGCODE_USE_DRIVEF

Bug Check 0<FF: RESERYE_QUEUE_OVEF 0x6: Thread

bug check code
BUGCODE_ID_DRIVER | T e =
BUGCODE_MDIS_DRIVER z The terminating object
BUGCODE_USE_DRIVER
Build utility [build. exe] | |
avoiding optimization 4 Pointer to an ASCII string containing an explanatory message
building DbgEng extenzions L
building ‘WdbgE sts extensions
b
EUS_HANDLEH - Several processes and threads are necessary for the operation of the system. When they are terminated for any

walafimlbs Taclhosd reason, the systern can no longer function.
Dizplay

3 The process image file name

Cause

m

Next, we need to determine why this process terminated. !analyze —v also provided us with an
exception record which provides us with an error code:

PROCESS _NAME: csrss.exe

EXCEPTION_RECORD: 9a85e9d8 -- (.exr OxfFFfffff9a85e9d8)
ExceptionAddress: 7c¢92c375 (ntdll!RtlFindMessage+0x0000007c¢)
ExceptionCode: c0000006 (In-page 1/0 error)
ExceptionFlags: 00000000
NumberParameters: 3
Parameter[0]: 00000000
Parameter[1]: 7c99c3d8
Parameter[2]: c000009a
Inpage operation failed at 7c99c3d8, due to 1/0 error c000009a
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EXCEPTION_CODE: (NTSTATUS) 0xc0000006 - The instruction at Ox%p referenced
memory at Ox%p. The required data was not placed into memory because of an
1/0 error status of Ox%x.

Since we have an error code, let’s investigate that error code. We can quickly perform this operation
from within the debugger using the !error command

0: kd> lerror c000009a
Error code: (NTSTATUS) Oxc000009a (3221225626) -
resources exist to complete the API.

Insufficient systenm

0: kd > .hh error

@ Debugging Toals for Windows
File Edit Yiew Go Help

12 N T > I N N G

Ifilecache extension
Ifilelock extension * Winsock
Ifilzobj extenzion

Ifiletime: extension * NTSTATUS
Ifinddata extension * MetaPI
Ifindfilelockowner extension
Ifindstack. extenzion
Ifind=midata extension
Ifor_each_frame extension
Ifor_each_local extension DLL
Ifor_each_maodule extension

Flags
If Alags is set to 1, the error code is read as an NTSTATUS code.

~ Hide Locate Previous  Mest Back  Forward  Stop  Refresh Home Fant Print  Options
] : 5 Z =

Contents Index ] Search | Favor_ites] Debugaing Tools for Windows =
Type in the keyword ta find: lerror

]!error The lerror extension decodes and displays information about an error value,

Syntax
5 o lerror Value [Flags]

lexca extension [

lexchain extension | Parameters

lexqueue extension

lewr extenzion [obzolate] Value

Ifacs extension Specifies one of the following error codes:

| i .

IFadt extenzion . Win3z

m

Ifor_each_process extenzion Windows 2000 Esct. i
Ifor_each_thread extension
Ifpzearch extenzion Windows XP and later Ext.ail
Ifrag extenzion
Ifrozen extension Comments
Ifvaver extension
lgatom extension The following example shows you how to use lerror,
Igbl extenzion
Iadikdx. verifier extension 0:000> lerror 2
Igentable extenzion Error code: (Win2EZ) 0xE (E) - The system cannot find the file specified.
lgflag extension 0:000= lerror Z 1
Igle extension Error code: (NTSTATUS) OxZ - STATUS_WAIT 2
lgz extension
Ihandle extension
lheap extension =
lhelo extension 5 & 2009 Microsoft Corporation
Send feedback on this topic
Display Debugging Tools for Windows
January 17, 2009 =
Let's check the output of the lvm command
0: kd> tvm 2
*** Virtual Memory Usage ***
Physical Memory: 760875 ( 3043500 Kb)
Page File: \??\C:\pagefile.sys
Current: 4190208 Kb Free Space: 4156380 Kb
Minimum: 4190208 Kb Maximum: 4190208 Kb
Available Pages: 579241 (2316964 Kb)
ResAvail Pages: 673481 ( 2693924 Kb)
Revised July 27, 2009 Page 3 of 7




Debugging a Bugcheck 0OxF4

Locked 10 Pages:
Free System PTEs:
Free NP PTEs:
Free Special NP:
Modified Pages:

Modified PF Pages:
NonPagedPool Usage:

NonPagedPool Max:
FRHxHxHxAxAxxxx Excessive NonPaged Pool Usage

PagedPool
PagedPool
PagedPool
PagedPool
PagedPool
PagedPool
PagedPool

0 Usage:
1 Usage:
2 Usage:
3 Usage:
4 Usage:

Usage:

Max imum:

Ryan Mangipano

69 ( 276
115226 (460904
0 ( 0

0 ( 0

221 ( 884
219 ( 876
65534 ( 262136
65536 ( 262144
24167 ( 96668
967 ( 3868
967 ( 3868
984 ( 3936
977 ( 3908
28062 ( 112248
92160 ( 368640

Kb)
Kb)
Kb)
Kb)
Kb)
Kb)
Kb)
Kb)

*Ahhkx

Kb)
Kb)
Kb)
Kb)
Kb)
Kb)
Kb)

FrRFxAXxAIx*X 2075 pool allocations have Tailed **x**xxkxxx

Session Commit:
Shared Commit:
Special Pool:

Shared Process:

PagedPool

Commit:

Driver Commit:
Committed pages:
Commit limit:

0: kd> !poolused

unable to get PoolTrackTable - pool tagging is disabled, enable it to use this

command

153449
1767229

1562
2526
0
4821
28062
5138

AAAAAAAA

6248
10104

0

19284
112248
20552
613796
7068916

Kb)
Kb)
Kb)
Kb)
Kb)
Kb)
Kb)
Kb)

Use gflags-exe and check the box that says "Enable pool tagging'.

The output above has informed us that pool tagging is disabled. Let's demonstrate how you can verify

that it is disabled:

0: kd> dd ntINtGlobalFlag L1

805597ec 00000000

0: kd> I!gflag

Current NtGlobalFlag contents: 0x00000000

Let's explore the debugging help file entry on the !poolused command

O0: kd > _hh !poolused
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|5§E) Debugging Tools for \Windows EI@

File Edit ‘iew Go Help

& QO B & &£ & O

Hide Locate Back Stop  FRefresh  Home Faont Frint  Options

Contents  Index | Search | Favorites | J Debugging Tools for Windows =
Type in the keyword to find: Ipoolused

|!D00|U88d The lpoolused extension displays memory use summaries, based on the tag used for each pool allocation,

Syntax

| : 0 Ipoolused [Flags [TegString]]
Ipopolicy extension
Iprch extenzion

| : Parameters =
PrOcCEss extension 3
Iprocessfields extension Flags

|pzp extension Specifies the amount of output to be displayed and the method of sorting the output, This can be any combination

Ipsr extension of the following bit values, except that bits 1 (0x2) and 2 (0x4) cannot be used together, The default is 0x0, which

Ipte extension produces summary information, sorted by pool tag.

Ipte2va extenzion Bit 0 (0x1)

Iptowv extenzion

Injocks estersion Displays more detailed {verbose) information.

Iready extension Bit 1 {0x2)
lrebaze Sorts the display by the amount of nonpaged memory use,
Ireg extension

Bit 2 (0x4)

1 i .
tregkch extension Sorts the display by the amount of paged memory use,

Irellist extension
Iipcests. eeinfo extension Bit 3 (0x3)

Irpoests. eerecord extengion (Windows Server 2003 and /zter) Displays the session pool instead of the standard pool,
Irpcests. getcallinfo extension
Irpoests. getclientcallinfo extenzion
Irpcests. getdbgcell extension
Irpoests. getendpointinfo extension
Irpcests. getthreadinfo extension
Irpcests. help extension

Tagsitring
Specifies the pool tag. TagString is a case-sensitive ASCII string. The asterisk {*) can be used to represent any
nurnber of characters; the question mark {?) can be used to represent exactly one character. Unless an asterisk is
used, Tagstring must be exactly four characters in lenath.

Irpoests. iporeadstack. extension DLL

Irpcests.potime extension

Iipcests.thread extension Windows 2000 icdexteBs.dll
Irsdt extension

Intlavl extension Windows XP and later kdexts.dif

lrunaway extenzion
lrunning extenzion

2 Comments
lscm extension
lzezikd. classext extension The Ipoolused extension gathers data from the pool tagging feature of Windows, Pool tagging is permanently enabled
lzcsikd. help extension on Windows Server 2003 and later versions of Windows, On Windows XP and earlier versions of Windows, you must
lzezikd, scsiext extension enable pool tagging by using Gflags.
izssél;?éﬂ;gzta U - If you stop executing the extension before it cornpletes, the debugger displays partial results.

The display for this cornmand shows the memory use for each tag in paged pool and nonpaged poal. In both cases, the
Display display includes the nurmber of currently outstanding allocations for the given tag and the number of bytes being
— consurmed by those allocations,

Reading the text above, we are informed that “Pool tagging is permanently enabled on Windows
Server 2003 and later versions of Windows. On Windows XP and earlier versions of Windows, you
must enable pool tagging by using Gflags.”

Using the vertarget command, | can see that this system was running Windows XP.

0: kd> vertarget

Windows XP Kernel Version 2600 (Service Pack 2) MP (2 procs) Free x86
compatible

0: kd > .hh Igflag
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- ARE g

e Edit Yew Go Help
! &« = 00 & & & F
Hids Locste Frevicus et Back Foowwd  Stop  Felesh  Home Fort Park Ciptions
Co [ B et B |Detuagging Toois for Windows. E
Tyspm it kempaced] b Frnck lgflag
[igfsm The |gllag satension sats o displays the global fags.
P — ] T
|ghe: exebarrinon Tgflag [+0=] Falus
toe esdenan: 3 Igtlag (+i-} Arbraviation
L] =
Ui cibidiiadei
el esteraion Tytlay
thickd bk
Tricocks eterition [okrckete) Faramatars
Tucipged edewritacn Ve
thomeds exteriicn Specifies & 32-bit hexsdecmal number, If you do rot use & phas sign {+) or minus sign {-), this nembar becomes the
Ihivace ederion rew walue of the global Alag bit fisld. IF you »dd & plus ssgn (+) befone e rumber, the aumber spacfies ane or more
lib e |ohaolets| Eﬂgl flasg bits bo set 1o 1. 1f you add & minus sign {=) Befare this nuembar, the nombar speciies sne or mase global E
lpheu. eodedrin a bits &0 sek to zero.
Il eaderann |obackehs|
[ J—— Abbreviation
legeq eterean Specifies & single global fAeg. Abdrewation is 8 thres-letter sbbraviation for 4 global fleg that i et ta 1 (+) or 10 zerc
el =)
:i‘ﬂﬂlml oF
QD exdencan Cusplays some Help taxt for this extension, ancluding a st of global flag abbreviations, wm the Debugaer Command
\Frgriskisd: iodiriiaon. window,
luweaidet godariann
liweakit ebandion
| esderion DLL
Iipn et esion
lgp esteniur Windows F000 Mo xtels. ol
:m’rdm Merpets. o
rpone exteron [obinolste]
[P E Windows XF and later e -
Inanbo el erdion *
lin euteraion Camments
Tred eadencan
five qepersion [oberolebe] I you do ot spacfy shy arguisents, the |gflag extansion dplars the currant global flag settings.
:ﬁ Hﬂ'dgnn[ Tha following table contins the sbbraviabons thet you can uis for the Abbveuiation paramater.
et Ik matennn
R e | valun Mame | Bescription
Vel sibiarstey dafiiaii EL ali o] “soa"™ Siop on excepian,
Top dervhi eateraion
Tk ek anderaion Dx0ODD000E “sis® Show loader snaps.
Tt g dsderviaan
it 13 OxOGO00G g Debug initial cornmand.
e s Be0GO000E “shg" Stop f the GUI stops respording (that is, Aangs).
Tt g exiern Ox 03000010 “hhe” Enable hesp tall checking.
T mrwmchesvoby e erion
lkp sraamdreoby exterson Ox0aa00020 “hifc™ Enable heap free chacking.
Tkt ol ecbarvisan -
Tkt Il Esdirciasn 00000040 hoc” Erable haap paramater chacking.
i i 0x00000080 hve® Enabile hasp validation on call,
Tkt by eccaniiion P i
11t kehely gt “pho® Enable pood tail chacking.
iy By esenca - “pe” Ensble paad frae checking,
- [eeg Ensbie peal tacsna |
__ by | :
“hg® Enable hesp tagging. =

By reviewing the help file entry for the !gflag extension, | was able to determine that if pooltagging was
set, the following bit would have been set:

0x400 "ptg" Enable pool tagging.

0: kd> _formats 0x400
Evaluate expression:

Binary: 00000000 00000000 00000100 00000000 0x00000400

Gflags is included in the Debugging Tools for Windows. The screenshot below is from a Windows 7
system. Notice that Pool Tagging is enabled permanently as described above.
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Global Flags

System Registry | k.emel Flags ] Image File ] Silent Process E =it |

[ Stop on exception;

[ Showy loader znaps
[ Dehug initial command

[ Enahle heap tai checking

[ Enahle heap free checking

[ Enable heap parameter checking
[ Enable heap validation on call

[ Enable application verifier

v
— Eneble heap t300Ing
[ Creste user mode stack trace databaze
| Creste kernel mode stack trace databsaze
[ Mairtsin = lizt of ohjects for each type
| Enahle heap tagging by DLL

Kernel Special ool Tag

| Enahle debugging of Win32 subsystem

[ Enable loading of kernel debugger symbols
[ Dizahkle paging of kernel stacks

[ Enable system critical breaks

[ Dizakle heap coalesce on free

[ Enable cloze exception

[ Enable exception logging

[ Enable object handle type tagging

[ Enahle page heap

[ Debug WIRLOE0MN

[ Bufter DhoPrint output

[ Early critical zection event creation

[ Load DLLs top-doven (WinG4 anly)

[ Enahle bad handles detection

| Dizahble protected DLL werification
Ohject Reference Tracing

{* Hex [ Enakle [
(" Text | Pool Tags |
" “erity Start o erity End Process |
] 8 Cancel

Summary: This system bugchecked when the critical process csrss.exe failed an 1/0O operation due to
insufficient non-paged pool. For an action plan, we recommended the use of gflags to enable pool
tagging in order to obtain more information about pool consumption.
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