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What is a debuggerWhat is a debugger
StateState
Debugger viewDebugger view
Breakpoints and scriptsBreakpoints and scripts



What is a debugger?What is a debugger?



StateState
Virtual memoryVirtual memory
Process ListProcess List --> Directory Base List > Directory Base List --> VM> VM

--> Thread List > Thread List --> > RegReg 
ContextContext



StateState
InterruptsInterrupts
TimesliceTimeslice/Dispatch/Dispatch





Manipulating Debugger ViewManipulating Debugger View
.process.process
..cxrcxr, .trap, .trap
.thread.thread
.frame.frame



Breakpoints and ScriptsBreakpoints and Scripts
Pseudo registersPseudo registers
AliasesAliases



Useful Pseudo RegistersUseful Pseudo Registers
$$teb,$peb,$p,$ea,$proc,$thread,$tid,$tpid,teb,$peb,$p,$ea,$proc,$thread,$tid,$tpid, 
$mod,$base,$addr,$imagename$mod,$base,$addr,$imagename
$ea2 $ea2 –– for instructions that have 2 for instructions that have 2 
effectiveeffective addressesaddresses
$$callretcallret
$$dbgtimedbgtime –– debuggerdebugger’’s current times current time
$$scopeipscopeip –– returns the instruction pointer returns the instruction pointer 
for the currently set scopefor the currently set scope
$$bpbp –– last hit break pointlast hit break point



$$bphitbphit –– user ID of breakpoint just hituser ID of breakpoint just hit
$frame $frame –– current frame numbercurrent frame number
$! $! –– prefixing a symbol with $! will cause prefixing a symbol with $! will cause 
only the current scope to be searchedonly the current scope to be searched
$$exentryexentry –– address of the entry point for address of the entry point for 
the first executable of the current processthe first executable of the current process
$t0 $t0 -- $t9 $t9 –– actual pseudo registers used actual pseudo registers used 
for temporary valuesfor temporary values



$$ipip –– The current instruction pointerThe current instruction pointer
$$eventipeventip -- The IP at the time of the current event. The IP at the time of the current event. 
This can be different from $This can be different from $ipip if you switch if you switch 
threads or manually change the IP register threads or manually change the IP register 
$$previpprevip -- The $The $eventipeventip value from the last event. value from the last event. 
The last event for a user means the last prompt. The last event for a user means the last prompt. 
If there wasn't a last event it'll be an error If there wasn't a last event it'll be an error 
$$reliprelip -- Any related IP value for the current event. Any related IP value for the current event. 
When you are branch tracing it'll be the branch When you are branch tracing it'll be the branch 
source, otherwise it'll be an error.source, otherwise it'll be an error.
$$retregretreg = = eaxeax (x86)(x86) , ret0 (ia64),rax (x64), ret0 (ia64),rax (x64)
$$CurrentDumpPathCurrentDumpPath



Debugger AliasesDebugger Aliases
@#@#ModuleNameModuleName stringstring
@#@#ImageNameImageName stringstring
@#@#LoadedImageNameLoadedImageName stringstring
@#@#SymbolFileNameSymbolFileName stringstring
@#@#MappedImageNameMappedImageName stringstring



@#Base                ULONG64@#Base                ULONG64
@#Size                ULONG@#Size                ULONG
@#@#TimeDateStampTimeDateStamp ULONGULONG
@#Checksum            ULONG@#Checksum            ULONG
@#Flags               ULONG@#Flags               ULONG
@#@#SymbolTypeSymbolType USHORTUSHORT



@#@#ImageNameSizeImageNameSize ULONGULONG
@#@#ModuleNameSizeModuleNameSize ULONGULONG
@#@#LoadedImageNameSizeLoadedImageNameSize ULONGULONG
@#@#SymbolFileNameSizeSymbolFileNameSize ULONGULONG
@#@#MappedImageNameSizeMappedImageNameSize ULONGULONG



Useful BreakpointsUseful Breakpoints
Self clearing call returning Self clearing call returning ––

bpbp funcfunc ""bpbp /1 @$/1 @$rara \\""r$retregr$retreg\\";g";g““
Set a Set a bpbp on a yet to be defined module on a yet to be defined module ––

bubu /1 /1 wmainwmain ""baba w4 w4 g_Varg_Var \\"j ( "j ( 
@@(@@(g_Varg_Var==%1) ) '.echo broken ==%1) ) '.echo broken 
because because g_Varg_Var is %1'; 'is %1'; 'gcgc' ' \\";g";g““

bubu notepad!winmainnotepad!winmain ".".printfprintf 
\\""notepad!winmainnotepad!winmain entered with entered with hInstancehInstance 
= %= %pp\\\\nn\\", ", poi(hInstance);gpoi(hInstance);g""



Script ExamplesScript Examples
Search for kernel trap frames. Search for kernel trap frames. 
Demonstrates arbitrary processing Demonstrates arbitrary processing 
on eachon each hithit

..foreachforeach ($($addraddr { s{ s--[1]d 80000000 l?7fffffff [1]d 80000000 l?7fffffff 
23 23 2323 }) { ? $}) { ? $addraddr ; .trap $; .trap $addraddr -- 0n52 ; 0n52 ; kvkv 
}!}!vmvm



Script Examples continued
Display full Display full callstackcallstack for all threadsfor all threads
r? $t0 = &r? $t0 = &nt!PsActiveProcessHeadnt!PsActiveProcessHead
.for (r $t1 = poi(@$t0); (@$t1 != 0) & (@$t1 != @$t0); r $t1 = .for (r $t1 = poi(@$t0); (@$t1 != 0) & (@$t1 != @$t0); r $t1 = 

poi(@$t1))poi(@$t1))
{{

r? $t2 = #CONTAINING_RECORD(@$t1, r? $t2 = #CONTAINING_RECORD(@$t1, 
nt!_EPROCESSnt!_EPROCESS, , ActiveProcessLinksActiveProcessLinks););
.process /p /r $t2.process /p /r $t2
!process $t2 7!process $t2 7

}}



Architectural IssuesArchitectural Issues
Debugging Relevant IssuesDebugging Relevant Issues



ArchitecturalArchitectural
RegistersRegisters
Exception handlingException handling
Stack walkingStack walking



Debugging RelevantDebugging Relevant
Debug 32Debug 32--bit processes bit processes 
with the 32with the 32--bit debuggerbit debugger
UMDH issues with x64UMDH issues with x64
From the debugger From the debugger –– access CPU access CPU 
registers with @registers with @
Issues encountered building the Issues encountered building the 
Keyboard filter driver for x64Keyboard filter driver for x64
Virtual memory translationVirtual memory translation
Practice inspection with quad words (Practice inspection with quad words (dqdq))



Trap FramesTrap Frames
NonvolativeNonvolative registers (registers (rbxrbx, , rsirsi, , rdirdi, etc.) , etc.) 
not preserved for not preserved for perfperf reasonsreasons
Must dig them out of the Must dig them out of the calleecallee stacksstacks



Debugger SetupDebugger Setup
..sympathsympath, ., .srcpathsrcpath, ., .lsrcpathlsrcpath, .lines, .lines
.reload, .reload, lmllml
!sym noisy!sym noisy
..enable_unicodeenable_unicode 11
xx



Virtual MemoryVirtual Memory
!pool, !!pool, !poolusedpoolused, !, !poolvalpoolval, !, !poolfindpoolfind
!!vmvm
!!vprotvprot, !address, !address



System WideSystem Wide
!locks, !!locks, !irpfindirpfind --4/v4/v
!!pcrpcr, !, !idtidt
!object, !!object, !drvobjdrvobj, !, !devstackdevstack
!!cpuidcpuid



Relative To Current ThreadRelative To Current Thread
!!pebpeb, !, !tebteb
!handle!handle
!thread!thread
..cxrcxr, .trap, .trap
..exrexr --11



Relative To Current ProcessRelative To Current Process
!process, !!process, !pcrpcr



Error AnalysisError Analysis
!analyze !analyze ––v, !verifier, !v, !verifier, !avrfavrf
!error, !!error, !errorlogerrorlog, !, !glegle
..exrexr --1, .1, .eventlogeventlog, ., .lasteventlastevent



Data AnalysisData Analysis
dvdv, , dtdt, ?, ??, ?, ??
k (k (kpkp, , kPkP, , kvkv, , knkn))
r (r (rMffrMff))
.formats.formats
d (dc, du, d (dc, du, dqdq, dl, , dl, ddsdds, , dqsdqs))
!d!d
u, u, ubub, , ufuf



ExecutionExecution
g, t, p, wt, g, t, p, wt, bpbp, , bubu
sxsx



..bpsyncbpsync 11

..flash_on_breakflash_on_break



Improved Thread Pooling Improved Thread Pooling –– including including 
multiple thread poolsmultiple thread pools
Boot environment reengineeredBoot environment reengineered
Need KD for unsigned kernel drivers on Need KD for unsigned kernel drivers on 
x64x64





#10:  #10:  Is there a way to redirect the output Is there a way to redirect the output 
of a debugger extension to a text file?of a debugger extension to a text file?



#9:#9: Is there a way to make the debugger Is there a way to make the debugger 
flash or emit a sound when a breakpoint flash or emit a sound when a breakpoint 
isis hit?hit?



#8:  #8:  ..kdfileskdfiles on Windows Vistaon Windows Vista



#7:#7: Breaking in Main() from KD. Breaking in Main() from KD. 
ModuleModule LoadLoad



#6:  #6:  .crash behavior.crash behavior



#5:#5: BCDEDITBCDEDIT



#4:  #4:  Why Does KD Get WedgedWhy Does KD Get Wedged



#3:  #3:  kdkd --klkl



#2:  #2:  Can I force the symbols to match?Can I force the symbols to match?





Debugging effectively requires Debugging effectively requires 
understanding your target code, debugger understanding your target code, debugger 
theory and Operating System (OS) theory and Operating System (OS) 
theory. This presentation has been an theory. This presentation has been an 
introduction to operating system and introduction to operating system and 
debugger theory with an emphasis on debugger theory with an emphasis on 
debugger capabilities and commands. debugger capabilities and commands. 
The related lab gives hands on The related lab gives hands on 
experience with driver and OS theory experience with driver and OS theory 
using the debugger as the enablerusing the debugger as the enabler



Understand the system state, Understand the system state, 
not just yournot just your driverdriver

Virtual MemoryVirtual Memory
InterruptsInterrupts
TimesliceTimeslice/Dispatch/Dispatch

Go beyond Call Stacks and ExceptionsGo beyond Call Stacks and Exceptions
Know more of the essential commandsKnow more of the essential commands

Debugging Well is Very RewardingDebugging Well is Very Rewarding



Web ResourcesWeb Resources
Debugging Tools for Windows: Debugging Tools for Windows: 
http://www.microsoft.com/http://www.microsoft.com/whdc/DevTools/Debugging/default.mspxwhdc/DevTools/Debugging/default.mspx

Training, message boards, etc: Training, message boards, etc: 
http://www.microsoft.com/http://www.microsoft.com/whdc/devtools/debugging/resources.mspxwhdc/devtools/debugging/resources.mspx

Related SessionsRelated Sessions
DVRDVR--T410 Driver Debugging BasicsT410 Driver Debugging Basics

DVRDVR--C478 Debugging Drivers:  DiscussionC478 Debugging Drivers:  Discussion

DVRDVR--C408 Driver Verifier:  Internals DiscussionC408 Driver Verifier:  Internals Discussion

DVRDVR--H409 Debugging Bugs Exposed by Driver Verifier:  WorkshopH409 Debugging Bugs Exposed by Driver Verifier:  Workshop

DVRDVR--H481 64H481 64--bit Driver Debugging Basics:  Workshop (2 sessions)bit Driver Debugging Basics:  Workshop (2 sessions)

Help:  Create a support incident:  Help:  Create a support incident:  DDK Developer SupportDDK Developer Support

Feedback:   Send suggestions or bug reports:  Feedback:   Send suggestions or bug reports:  
WindbgfbWindbgfb @ microsoft.com@ microsoft.com

http://www.microsoft.com/whdc/DevTools/Debugging/default.mspx
http://www.microsoft.com/whdc/DevTools/Debugging/default.mspx
http://www.microsoft.com/whdc/devtools/debugging/resources.mspx
http://www.microsoft.com/whdc/devtools/debugging/resources.mspx
http://go.microsoft.com/fwlink/?LinkId=45785
mailto:windbgfb@microsoft.com
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