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What Is 1394?What Is 1394?

HighHigh--speed serial bus speed serial bus –– up to 400Mbpsup to 400Mbps
PlugPlug--nn--PlayPlay
DaisyDaisy--chain up to 63 devices (nodes)chain up to 63 devices (nodes)
Available as a PCI or PC Card Adapter for Available as a PCI or PC Card Adapter for 
systems without 1394 built insystems without 1394 built in
Two types of 1394 cable connectorsTwo types of 1394 cable connectors

44--pin and 6pin and 6--pin connectorpin connector
44--pin to 6pin to 6--pin and vicepin and vice--versa worksversa works
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Why Debug With 1394?Why Debug With 1394?
OffOff--thethe--shelf technologyshelf technology

Any 1394 controller supporting OHCI 1.0 worksAny 1394 controller supporting OHCI 1.0 works
Legacy FreeLegacy Free

Currently the only legacy free debug solutionCurrently the only legacy free debug solution
Easily extensible for multiple target systemsEasily extensible for multiple target systems

As easy as plugging in another 1394 cableAs easy as plugging in another 1394 cable
Theoretical maximum of 62 target systemsTheoretical maximum of 62 target systems

Minimal code running on target systemMinimal code running on target system
Physical memory of target system is exposed on 1394Physical memory of target system is exposed on 1394
Host client handles all asynchronous data transfers to target syHost client handles all asynchronous data transfers to target systemstem

ItIt’’s fasts fast
Full system memory dump (128MB):Full system memory dump (128MB):

Serial takes over 3 hours (baud rate set to 115200bps)Serial takes over 3 hours (baud rate set to 115200bps)
1394 takes approximately 15 seconds1394 takes approximately 15 seconds
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Hardware ConfigurationHardware Configuration

Example 1394 Debug TopologyExample 1394 Debug Topology
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Target Software ConfigurationTarget Software Configuration
Standard installation for X86 systems: Standard installation for X86 systems: 

Open a CMD windowOpen a CMD window
attrib attrib --s s --h h --r r c:c:\\boot.iniboot.ini
notepad notepad c:c:\\boot.iniboot.ini
Add the information shown in blue:Add the information shown in blue:
[boot loader][boot loader]
timeout=30timeout=30
default=multi(0)disk(0)rdisk(0)partition(1)default=multi(0)disk(0)rdisk(0)partition(1)\\WINNTWINNT
[Operating Systems][Operating Systems]
multi(0)disk(0)rdisk(0)partition(1)multi(0)disk(0)rdisk(0)partition(1)\\WINNT="Windows" WINNT="Windows" 
//fastdetectfastdetect /debug //debug /debugportdebugport=1394 /channel=10=1394 /channel=10

Reboot the machineReboot the machine
For configuring other platforms, refer to the For configuring other platforms, refer to the 
debug documentationdebug documentation
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Target Software ConfigurationTarget Software Configuration
Additional Tips:Additional Tips:

Disable the 1394 controller from device managerDisable the 1394 controller from device manager
Upside:  Greatly improves reliability of 1394 debugUpside:  Greatly improves reliability of 1394 debug
Downside:  Loss of some power management functionalityDownside:  Loss of some power management functionality
Make sure itMake sure it’’s the 1394 host controller and not the 1394 s the 1394 host controller and not the 1394 
net adapter:net adapter:
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Host Software ConfigurationHost Software Configuration
Install the Debugging Tools for WindowsInstall the Debugging Tools for Windows
The first time you try to start the debugger, two 1394 The first time you try to start the debugger, two 1394 
virtual drivers will be installed on your system that allow virtual drivers will be installed on your system that allow 
the debugger to communicate with the target systemsthe debugger to communicate with the target systems

1394DBG1.SYS 1394DBG1.SYS –– Windows XP (build 2600) onlyWindows XP (build 2600) only
1394DBG2.SYS 1394DBG2.SYS –– Windows XP SP1 and future revisions of Windows XP SP1 and future revisions of 
WindowsWindows
From Device Manager:From Device Manager:

Administrator privileges are required for driver installationAdministrator privileges are required for driver installation
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Host Software Configuration Host Software Configuration 
With KDWith KD

Open a CMD window and from the debug directory type the followinOpen a CMD window and from the debug directory type the following:g:
set _NT_DEBUG_BUS=1394set _NT_DEBUG_BUS=1394
set _NT_DEBUG_1394_CHANNEL=10set _NT_DEBUG_1394_CHANNEL=10 ; channel number; channel number

Select a unique channel number, between 0 and 62, that will be uSelect a unique channel number, between 0 and 62, that will be used to sed to 
identify the target systemidentify the target system

kd.exekd.exe --vv
First time launching First time launching kdkd causes the debug drivers to load. The causes the debug drivers to load. The 
following message is displayed:following message is displayed:
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Host Software Configuration Host Software Configuration 
With KDWith KD

ReRe--launch launch kd.exekd.exe --vv and boot target systemand boot target system
Connection is established:Connection is established:
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Host Software Configuration Host Software Configuration 
With With WinDBGWinDBG

Launch Launch WinDBGWinDBG
Select FileSelect File-->Kernel Debug (Ctrl>Kernel Debug (Ctrl--K)K)
Select 1394 property pageSelect 1394 property page
Enter unique channel number for target systemEnter unique channel number for target system
If not already installed, this launches the installation If not already installed, this launches the installation 
of debug drivers:of debug drivers:
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Host Software Configuration Host Software Configuration 
With With WinDBGWinDBG

Repeat Kernel Debug connection:Repeat Kernel Debug connection:
FileFile-->Kernel Debug (Ctrl>Kernel Debug (Ctrl--K)K)
Specify channel on 1394 property pageSpecify channel on 1394 property page

Connection is established:Connection is established:
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How Does It Work?How Does It Work?
Target systemsTarget systems

On boot, HAL attempts to find and initialize the PCI or PC Card On boot, HAL attempts to find and initialize the PCI or PC Card 
device, in this case, the 1394 host controllerdevice, in this case, the 1394 host controller
KD1394.DLL configures system for 1394 debugKD1394.DLL configures system for 1394 debug

Initialize 1394 controllerInitialize 1394 controller
Expose debug support in 1394 Expose debug support in 1394 configconfig ROMROM
Enable 1394 physical access to system memoryEnable 1394 physical access to system memory
Map KD packets to physical memory for processingMap KD packets to physical memory for processing

Host systemsHost systems
Probe bus for target systems by reading in Probe bus for target systems by reading in configconfig romrom datadata

If target is found, retrieve channel number If target is found, retrieve channel number 
and physical memory addressand physical memory address
If If kdkd client is launched for specified channel, then initiate the debclient is launched for specified channel, then initiate the debug ug 
connection and start transport of KD packetsconnection and start transport of KD packets
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1394 Debug Revisions1394 Debug Revisions
Windows XP Windows XP –– Build 2600Build 2600

First release of 1394 debug, based on isochronous data transferFirst release of 1394 debug, based on isochronous data transfer
Great proof of concept release, but many implementation issuesGreat proof of concept release, but many implementation issues
Supports maximum of 4 target systemsSupports maximum of 4 target systems

Windows XP Service Pack 1Windows XP Service Pack 1
New 1394 debug transport protocol, based on New 1394 debug transport protocol, based on asyncasync data transferdata transfer
Improved reliabilityImproved reliability
Supports bus maximum of 62 target systemsSupports bus maximum of 62 target systems

Windows Server 2003Windows Server 2003
Incremental improvementsIncremental improvements
Better initialization of 1394 host controllers for debug supportBetter initialization of 1394 host controllers for debug support

Windows XP Service Pack 2Windows XP Service Pack 2
Auto disable of host controllerAuto disable of host controller
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Known IssuesKnown Issues
Controller InitializationController Initialization

HAL doesnHAL doesn’’t always initialize the 1394 (PCI) t always initialize the 1394 (PCI) 
host controllerhost controller

If If HKLMHKLM\\SystemSystem\\CurrentControlSetCurrentControlSet\\ServicesServices\\PCIPCI\\DebugDebug
doesndoesn’’t exist, then the controller failed to initializet exist, then the controller failed to initialize

Coexistence with the core 1394 driver stackCoexistence with the core 1394 driver stack
Both KD1394.DLL and the core 1394 driver stack Both KD1394.DLL and the core 1394 driver stack 
access the controller exclusive of each otheraccess the controller exclusive of each other

Power ManagementPower Management
KD1394.DLL depends on core 1394 driver stack for KD1394.DLL depends on core 1394 driver stack for 
power state change notificationspower state change notifications
Disabling 1394 driver stack prevents power state Disabling 1394 driver stack prevents power state 
notification to KD1394.DLLnotification to KD1394.DLL
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Microsoft Future Plans For Microsoft Future Plans For 
1394 Debugging1394 Debugging

Remove dependency between 1394 debug and Remove dependency between 1394 debug and 
core 1394 stack for power state notificationscore 1394 stack for power state notifications
Improve HAL PCI and PC Card device Improve HAL PCI and PC Card device 
initializationinitialization
Add support for 1394 user mode debugAdd support for 1394 user mode debug
Auto disable of host controller when used for Auto disable of host controller when used for 
debugging debugging –– shipping in Windows XP Service shipping in Windows XP Service 
Pack 2 and Windows Server 2003 Service Pack 1Pack 2 and Windows Server 2003 Service Pack 1



1717

Kernel Debugging Over USB 2.0Kernel Debugging Over USB 2.0

Design winsDesign wins
Aids mobile system (without 1394/serial port) debuggingAids mobile system (without 1394/serial port) debugging
Provides a backup to debugging 1394/serialProvides a backup to debugging 1394/serial
Can not debug cardbus issue if laptop has only one Can not debug cardbus issue if laptop has only one 
cardbuscardbus slot consumed by 1394 debugging cardslot consumed by 1394 debugging card

Hardware requirementsHardware requirements
EHCI controller must support Kernel DebuggingEHCI controller must support Kernel Debugging
(EHCI Spec V1.0 (EHCI Spec V1.0 –– Appendix C)Appendix C)
Kernel debugging PCKernel debugging PC--toto--PC cable must support PC cable must support 
debugging specificationdebugging specification

Software/BIOS requirementsSoftware/BIOS requirements
USB KD driver and DLL neededUSB KD driver and DLL needed
BIOS might need to identify debug port# (via ACPI Port PropertieBIOS might need to identify debug port# (via ACPI Port Properties)s)
BIOS will need to support hiBIOS will need to support hi--speed device communicationspeed device communication
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Kernel Debug Over USB 2.0 Kernel Debug Over USB 2.0 –– 
Basic ArchitectureBasic Architecture

Debug cable must directly connect  to specific port on TargetDebug cable must directly connect  to specific port on Target
Multiple debug sessions off a single Host are allowedMultiple debug sessions off a single Host are allowed
Special protocol being developed to optimize kernel debugging Special protocol being developed to optimize kernel debugging 
over USB 2.0over USB 2.0

USB2DBG.SYSUSB2DBG.SYS

USBHUB.SYSUSBHUB.SYS

UU

KK

UU

KK
KDUSB.dllKDUSB.dll

USB USB 
HUBHUB

DBGDBG
CableCable

Std AStd A Std AStd A

No Hubs No Hubs 
allowedallowed

Hubs Hubs 
allowedallowed
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RecommendationsRecommendations
OEMs:OEMs:

Expose the USB 2.0 debug port capable of kernel debuggingExpose the USB 2.0 debug port capable of kernel debugging
BIOS must support hiBIOS must support hi--speed and talk to EHCIspeed and talk to EHCI
Do NOT connect internal devices to USB 2.0 debug portDo NOT connect internal devices to USB 2.0 debug port

BIOS DevelopersBIOS Developers
BIOS must support hiBIOS must support hi--speed and talk to EHCIspeed and talk to EHCI

IHVsIHVs (developing USB 2.0 Kernel Debug cables)(developing USB 2.0 Kernel Debug cables)
Use the USB Debug device Specification (version 0.9 or later)Use the USB Debug device Specification (version 0.9 or later)
Ensure that either end of cable can work at full speed while theEnsure that either end of cable can work at full speed while the
opposite end is working in hiopposite end is working in hi--speed mode.speed mode.

Participate in the beta and provide feedbackParticipate in the beta and provide feedback
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Call To ActionCall To Action

Ensure that your device and driver work Ensure that your device and driver work 
on ALL 64on ALL 64--bit enable Windows operating bit enable Windows operating 
systemssystems
Participate in the Kernel Debugger over Participate in the Kernel Debugger over 
USB 2.0 Beta ProgramUSB 2.0 Beta Program
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Community ResourcesCommunity Resources
Community SitesCommunity Sites

http://www.microsoft.com/communities/default.mspxhttp://www.microsoft.com/communities/default.mspx
List of NewsgroupsList of Newsgroups

http://communities2.microsoft.com/communities/newsgroups/enhttp://communities2.microsoft.com/communities/newsgroups/en--
us/default.aspxus/default.aspx

Attend a free chat or Attend a free chat or webcastwebcast
http://www.microsoft.com/communities/chats/default.mspxhttp://www.microsoft.com/communities/chats/default.mspx
http://www.microsoft.com/seminar/events/webcasts/default.mspxhttp://www.microsoft.com/seminar/events/webcasts/default.mspx

Locate a local user Locate a local user group(sgroup(s))
http://www.microsoft.com/communities/usergroups/default.mspxhttp://www.microsoft.com/communities/usergroups/default.mspx

NonNon--Microsoft Community SitesMicrosoft Community Sites
http://www.microsoft.com/communities/related/default.mspxhttp://www.microsoft.com/communities/related/default.mspx

http://www.microsoft.com/communities/default.mspx
http://communities2.microsoft.com/communities/newsgroups/en-us/default.aspx
http://communities2.microsoft.com/communities/newsgroups/en-us/default.aspx
http://communities2.microsoft.com/communities/newsgroups/en-us/default.aspx
http://www.microsoft.com/communities/chats/default.mspx
http://www.microsoft.com/seminar/events/webcasts/default.mspx
http://www.microsoft.com/communities/usergroups/default.mspx
http://www.microsoft.com/communities/related/default.mspx
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Additional ResourcesAdditional Resources

Debugging Tools and other information:Debugging Tools and other information:
http://www.microsoft.com/http://www.microsoft.com/whdc/ddk/debugginwhdc/ddk/debuggin
gg

Questions? Comments?Questions? Comments?
EE--mail:  mail:  windbgfbwindbgfb @ microsoft.com@ microsoft.com
Newsgroup: Newsgroup: microsoft.public.windbgmicrosoft.public.windbg

Related SessionsRelated Sessions
USB USB –– Tips and TricksTips and Tricks

http://www.microsoft.com/whdc/ddk/debugging
http://www.microsoft.com/whdc/ddk/debugging
http://www.microsoft.com/whdc/ddk/debugging
mailto:windbgfb@microsoft.com
mailto:windbgfb@microsoft.com
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