Using the Debug Diagnostic Tool
FaultWire

Background

Windows has a tool to confirm a process or driver is faulty. Used mostly by developers, it could be
used by anyone. It functions best when you know what the faulty process or service is first, so if you
have no idea where to look, this is NOT the right tool to use.

It works by attaching itself to the designated process and watching for problems. If a fatal problem
occurs, it places information into a dump file. Later using the Analysis tool, you can view the results.

Setting up Debug Analysis
We'll assume you've already downloaded and installed the Debug Diagnostic tool.

To launch Debug Diagnostic, use Start, All Programs, and find the Debug Diagnostics Tool folder.
Select the choice DebugDiag (the version and processor type may be different than shown).

. Debug Diagnostics Teol 1.1
## DebugDiag 1.1 (x86)
Jﬂ' DebugDiag-AnalysisOnly 1.1 (x86)

The Select Rule Type Dialog Appears (you can also select this from the main dialog Tools menu).

Select Rule Type ﬁ

S48

i@ Crash

configuration allows assodating actions on handled exceptions,

@ Capture user crash dumps on unhandled exceptions. Qptional
breakpoints and process events.

115 Hang (Disabled - II5 Mot Installed)

AN

(7 Memory and Handle Leak

Use LeakTrack to track outstanding memory allocations and kernel object
handles., Capture an user dump used to analyze memory and handle
leaks.

| Do not show this wizard automatically on startup.

Revised August 23, 2009 Page 1 of 9



Using the Debug Diagnostic Tool

FaultWire

Select the rule type, typically Crash and select Next.

Select Target Type ﬂ

g (71 All ISfCOM+ refated processes

b | 1@/ spedific process:

' izolation websites)

@ = A spedfic MTS/COM+ application {indudes high and medium

& A spedific 115 web application pool
L (Disabled - I15 Mot Installed)

% (1 A spedific NT service

Select the target type. We'll pick A specific program (but you could also pick a service), and select
Next.

Select Target u

Select a process

Process Mame Process 1D 32-Bit Session ID Process Ids
firefox.exe 5408 i Office-Vist:

1 Office-Vist]
ehtray.exe 3288 I Office-Vist:
ehmsas.exe 3512 i Office-vist:
dwm.exe 2872 i Office-vist:
Dreamweaver.exe 6058 1 Office-vist:
dllhost. exe 5304 i MT AUTHCI
DebuagDiag. exe 2932 1 DFﬁce—wst@
Dbgsve.exe 196 0 MT ALUTHOI
CSr5S,eXe &00 a MT ALUTHOI ™
7! 1 | 3

Selected Process explorer.exe

[7] This process instance only
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Pick the process you want to monitor and select Next

Advanced Configuration [Optional) [

Explanation
Optonal configurabon for exceptions, breakponis and masmum usendumg lmit.

Uneanfigured Frst Chance Exceptions

Action imit for unconfigured first chance exceptions: 0

Maimum Liserdump Limit
This setiing is used to lmit te rumber of userdumps ceated by this nue.

Manimum rumber of userdumps created by this ne: 1]

Advanced Settings
Excepons... | | Bresiponts... | | Events.. | |PagerespFiags...

[ <bock [ hext> | [ concet | [ hep |

Select any advanced options you want. The defaults should be fine for most users. Select Next

Select Dump Location And Rule Mame (Cptional) u

Rule Mame

@’ Type in a rule name.

Userdump Location

[::7 Type in a path or dick Browse.

C:\Program Files\DebugDiag'Loags\Crash rule for all instances of explorer.exe
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Set a name for this rule (as you can have multiple rules) and set the dump location. Select Next

Rule Completed Iﬁ

Rule definition completed. You can activate the rule now or not activate the rule at this
time. What would you like to do?

(@ Activate the rule now

o Create the rule and activate it. Start the DbgSVC service if it is not
already started.

() Do not activate the rule at this time

=

Create the rule but do not activate it at this time. Close the Wizard.

&

Confirm you want to activate the rule and select Finished. The rule will now appear in the main Debug
Diagnostic Dialog. You're now ready for the next crash of your selected process or service!

Looking at the Results
We'll assume you've already downloaded and installed the Debug Diagnostic tool.

To launch Debug Diagnostic, use Start, All Programs, and find the Debug Diagnostics Tool folder.
Select the choice DebugDiag-AnalysisOnly (the version and processor type may be different than
shown).

. Debug Diagnostics Teol 1.1
#® DebugDiag 1.1 (x86)
Jﬂ' Debugliag-AnalysisOnly 1.1 (x56)

Ei‘lll:l:L‘!':llH‘H‘! el

m

The main dialog appears:
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a Debug Diagnostic Tool (Analysis Only) @M

File Edit View Tools Help
=N =N =1 4

Advanced Analysis

Add one or more userdump files using the [Add Data Files] button. Select one or more analysis scripts and dick [Start Analysis] button.

Available Analysis Scripts

Category Script File Description

Crash/Hang Analyzers CrashHanganalysis.asp  Crash and hang analysis with 115 specific reporting
Memary Pressure Analyzers Memoryanalysis.asp Memaory analysis induding LeakTrack and heap info reporting

1 | 1 | F

Data Files

Data File Path

Add Data Files Remove Data Files Start Analysis

For Help, press F1

The default, Crash/Hang Analyzers, should be selected. Click on the Start Analysis button. You will be
prompted with an Open dialog. The first time it defaults to a documents directory, so you'll have to
switch it to where the dump files are stored, typically at c:\Windows\Minidump or other directory or
files you set in the prior step.

Pick the file you want to analyze and select Ok.

After a few seconds (or longer) it opens your browser to a page about the Crash dump. You'll have to
allow ActiveX for the page script to complete it's analysis.

In some cases it may return a Warning "DebugDiag failed to locate the PEB...". At this point you can
ignore the rest of the page as it has nothing useful. This error occurs if picked a file that was not
previously set up to be monitored. Return to Setting Up Debug Analysis.

Getting the Debug Diagnostic Tool
To get and install Debug Diagnostic (used for all Windows 2000 and later).

1. Download Debug Diagnostic from Microsoft.

2. Install the Debug Diagnostic by running the downloaded Microsoft file.
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ﬁ! Debug Diagnostics Tool 1.1 (x86)

Welcome to the Debug Diagnostics Tool 1.1 (x86)
Setup Wizard

The installer will guide vou through the steps required to install D ebug Diagnostics Tool 1.7 [286] on
Wour computer.

YWAARMIMG: This computer program iz protected by copyright law and international treaties.
Unautharized duplication or distribution af this program, ar any portian of it may result in severe civil
or criminal penalies, and will be prozecuted to the maximum extent pozzible under the law.

3. Follow the instructions from the installer.

Turn on the Creation of Dump Files

Normally these are set on by default, but you can turn the ability to save dump files on or off and set
where the crash dump directory will be written.

For Windows 7, Vista and Server 2008:

1. Select Start, then right-click on Computer, and select Properties.

2. Select Advanced system settings (on the left).

3. In System Properties, select the Advanced Tab, and under Startup and Settings, select the
Settings button.
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System Properties ﬁ

Computer Name | Hardware | Advanced |5}'stem Protection | Han‘mtel

ou must be logged on as an Administrator to malke most of these changes.

Peformance
Visual effects, processor scheduling, memany usage, and virtual memarny

User Profiles
Desktop settings related to your logon

Startup and Recoveny
System startup, system failure, and debugaging information

[ Environment Varables. .. ]

OK || Cancel || Apply

4. In Startup and Recovery, under System failure, set Write an event to the system log as checked.
Write debugging information should be set to Small memory dump so it will record each
occurrence. You could use the Kernel Memory Dump option as well, but this is much larger in size
and is primarily of use only for a device driver developer.

You can also change the default directory where these are written. We suggest using the default
directory.
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Startup and Recovery ﬁ
System startup
Default operating system:
[Miﬂ'nsnﬂ: Windows Vista -
Time to display list of operating systems: 30 | seconds

[] Time to display recovery options when needed: | 30 5| seconds

System failure
Write an event to the system log
[] Automatically restart

Write debugging information

[Small memory dump (64 KB) -

Small dump directory:
S ystemRoot3 e \Minidump

Cverwrite any existing file

5. After the changes are made, click on Ok, then Ok again, and then close the System Control Panel.
For Windows XP and Server 2003:
1. Select Start, then right-click on My Computer, and select Properties.

2. In System Properties, select the Advanced Tab, and under Startup and Settings, select the
Settings button.

3. In Startup and Recovery, under System failure, set Write an event to the system log as checked.
Write debugging information should be set to Small memory dump so it will record each
occurrence. You could use the Kernel Memory Dump option as well, but this is much larger in size
and would only be of use to a device driver developer.
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You can also change the default directory where these are written. We suggest using the default
directory.

4. After the changes are made, click on Ok, then Ok again.
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