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An Explosion of Audit Records

One of the topics | cover in the security module of the Windows internals seminar that | teach with
Dave Solomon is auditing. | demonstrate object access auditing by enabling failure auditing in the
Local Security Policy Editor (which you launch by typing secpol.msc in the Run dialog), removing all
access to a folder on the system, adding failure auditing to the folder's System Access Control List
(SACL) in Explorer's permissions editor dialog, and finally, generating failure audits by attempting to
navigate into the directory.

In order to verify that audit records generate | open the Security event log in the Event Viewer.
Explorer presents an access denied message box exactly once when | try to open the locked-down
directory, so when | performed the demonstration for the first time | expected to see one failure audit
record. To my amazement and confusion, however, | saw something like this:

Security 109 event{s)

Type | Date | Time | Source | Catagary | Event | User | Comgutar

El Failure Audit &) 152005 4:34:25PM  Securiby Object Access Sal Admministrator WMIWARESP
@l Failure sudit  &6/15]2005 4:3:25PM  Securiby Obijeck Access Sa0 Adminisktratar VMW ARESF
E] Failure audit &) 152005 4:34:25PM  Securiby Object Access Sa0 BAdministrator WMINAREXE
% Failure sudit  &/15/2005 4:3:25PM  Securiby Objeck Access Sa0 Adminiskrator VMW ARESF
#| Fallure dudit  &f15/3005  4:30E5PM  Securiby Object Access 560 Adrreristrator WIWAREXF
|2| Failure udit  &/15/2005  4:30:25PM  Security Object Access S60 Adrririskrator VMWAREYP
Ej Fallure sudit  &/15]2005 4:3425PM  Security Obect Access S60 Administrator WA GREAF
|2| Failure Audit  &/15/2005 4:34:25PM  Securiby Objeck Access Sa0 Administrator VMW AREXF
@ Failure audit  6/15/2005  4:34:25PM  Security Object Access S60 Adreriskrabor VIWAREXF
|2| Failure fudit /1572005 4:34:25PM  Securiby Object Access ] Administrator VMW AREXR
El Failure sudit 6/ 15[2005 $: 325 PM Seturiby Obieck Access =111 Adrministrator VW AREXF
|£| Failure fudit  &/15/2005  4:34:25PM  Securiby Object Access SR Adrministrabor VHWAREXF
|§| Failure Audit 6/ 15[2005 4: 325 PM Se&turiby Obieck Access S0 Adrminiskrator YW GREXF

| cleared the security event log immediately before causing the error so the 109 events the Event
Viewer reports are in the log are all related to one access denied operation in Explorer. Its no wonder
auditing is turned off by default! When one user action generates 109 events it's pretty easy to craft
an attack that effectively deletes the useful contents of the security event log.

Every time I've performed the demonstration I've glossed over the fact that there are far more events
than | expect to see and make a mental note that | should investigate what’s going on. When | finally
got around to it my first step was to run Filemon and see what's happening behind the scenes.
Filemon confirmed that Explorer is indeed trying to open the file 109 times:
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Fiocess

explorer exe: 2100
axplorer awe: 2100
axphorer.axe: 2100
explorer exe 2100
explorer ene 2100
explorer exe 2100
axplorer.awe: 2100
exphorer.axe: 2100
exphorer exe 2100
exploner axe 2100
explorer.axe: 2100
axplorer awe: 2100
exphorer.axe: 2100
exphorer exe 2100
enplorer ene 2100
explorer. exe: 2100
axplorer axe: 2100
exphorer.axe: 2100
explorer exe 2100
explorer exe 2100

Req...
OFEN
QUER...
OPEM
OFEN
OFEN
OPEN
OPEM
OFEN
OFEN
OFEN
OFEN
OPEN
OFEN
OFEN
OFEN
OFEN
OPFEN
OFEN
OFEN
OFEN

Path At
CATemphtestide .. NOT FOUND
C:A T mmpibest SUCCESS
C:\Temphbest ACCESS DEMIED
CATempitest ACCESS DENIED
CATemphbest ACCESS DEMIED
CATemp'best ACCESS DEMIED
CAT amp'hest ACCESS DEMIED
C:ATemp'test ACCESS DENIED
CATemptest ACCESS DEMIED
CATempiest ACCESS DEMIED
C:\Temphbest ACCESS DEMIED
C:\Temphbest ALCCESS DEMIED
C:ATemp'test ACCESS DENIED
C:ATemp'test ACCESS DENIED
CATempiest ACCESS DEMIED
C:\Temphbest ACCESS DEMIED
C:\Temphbest ALCCESS DEMIED
C:ATempitest ACCESS DENIED
CATempihest ACCESS DENIED
CATempiest ACCESS DEMIED

Other

(phons Open Access: &
Artnbutes: [
ALUSTIMmark
SUSTIM Yk
ALSTIM maik
ALSTIM mark
ALSTIM Ymark
SLSTIM Yrark
BLSTIM Yrark:
BLUSTIM mark
AUSTIMN mark
ALSTIMN vmark
SLSTIM Sk
SLSTIM Yrark
ALSTIM maik
AUSTIMN S mark
ALSTIM Ymark
ELSTIM Smeark
SIS TIM Yrnark
ALSTIM maik

My next question was of course, why? To get the answer to this | first decided to see how Explorer
behaves when | navigate into a directory successfully. | created another directory and opened it with
Filemon watching:

Process Req.,  Path Rzl
explorerexs 2100 QUER.. CATempiesd BUFFER OVE ..
exploverexe: 2100 OPEN  CATempesth:[4c8cc155-EcTe11d1-8241-00c04ib930E4) $DATA  NOT FOUND
esplover e 2100 OFEN CATemphhest: 1S wrmmand nf cormatan 308 TA MOT FOUND
eplorer ez 2100 OPEN CATemphtesth:Docf_|Summand rdoimation: $04T & MOT FOUKMD
esploserexe 100 OPEN  CATempitesthlSummanydrfoemabon $DATA HOT FOUND
eplorerexe 2100 OFPEN  CATemptesty:Docl_|ISummandrifmmation: $DATA MOT FOLMD
exploverese 2100 OPEN CATempesthlSummand nfcemaborec 30ATA MOT FOUKD
esplorerexec 2100 OPEM  CATemphiesth:Doct_|Summard nfomation: $04ATA MOT FOLKND
ewplorerews 2100 OFEN CATemphresth: 1S ummman] of cornatorc §0ATA MOT FOUKMD
eplorer e 100 OPEN  CATemp\esth:Doct_1Summard riomation: 30ATA MNOT FOUND
erplorerees 7100 OFEN  CATemptesth:lSummand rfcematon 30ATA MOT FOLKD
explorereses 2100 OPEN  CATemptesth:Doc_|Summard rfomation: $0ATA MOT FOUMD
esplover e 2100 OPEN  CATemphtesth: 1S wrnmand of cornatarc F0ATA MOT FOUND
eeplorere= 2100 OFEN  CA\Temp'resth:Doct |Summand rdmmation: $0ATA HOT FOUKD
eploter e 100 OPEN  CATempesthlSummand foimaton 3DATA MOT FOUMD
eploreress 2100 OPEMN  CATemptesth:Docf_|Summand rfoimstion: 30ATA MOT FOUKD
explorerexe 2100 OPEN  CATempestviDocumentSummand rdomation:30ATA MOT FOURD
esplocerexs 2100 OPEN  CATemphtesth:Doct_|DocumantSummardrfamation: $0ATA MOT FOUND
esplorer ez 2100 OFEN CATemphtest IDocumentS wnnmand riomnation: J0ATA MOT FOUMD
eplorer e 100 OPEN  CATempesth:Docf_IDocumentSummandnfomation: 30ATA, HOT FOUND
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After trying the experiment a few times | realized that the file access attempts occur when | click on
the folder, not when | try and navigate into it. It looks like Explorer checks for the presence of several
variants of “summary information” alternate data streams on the directory. Not only that, but it looks
like it checks for the same ones over and over. These summary information streams are the same
ones that Explorer creates when you enter information on the summary tab of a file’s properties dialog
box:

HMew Text Document. txt Properties EE

General | Secuily 5'-"'"'“**'.'1"5
Tt |

Subject:
Author:

Category:
Keywiords:

Comments:

[ ok ][ Cancel

If you watch Explorer query a file when you open a file’s properties with Filemon you’ll see the same
alternate data stream queries we saw it execute on the locked-down folder:

S Tocat Sacurity Sotings e x|

Ble @cton  Yiew Help

« = BOm > FB P

P Security Settings a | Polcy Security Setting iz
# Ll Account Poloes m.ﬁlhw log on through Terminal Services  Administrators, Aemobe Deskiop Lisers
- @ Ejp:::;t ¥Back up files and drectories Administrators, Backup Cperators
: ﬁ sﬁi‘;";;ﬂ::: E]'.‘J'lmui: thie siystem time LOCAL SERVICE, Sdmirestrators, Powser Users
& (] Public Kisy Poicies A% Create & pagefie Admiristeators
S 1T Erfhummen Darbri-Hom Brkiciar EC’E&E & boken chject
% * E:]':r'eate global obpects Adriristrators, SERVICE hd
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Several questions remained open to me at this point. First, why is Explorer even looking for properties
on a folder when a user simply selects the folder? Second, Explorer doesn’t present the Summary tab
in the properties dialog box for folders, so why does it expect to find properties on a folder? Finally,
why does it try to read the same streams repeatedly, even in the face of errors?

A hypothesis that addresses the first two questions is that the distinction between files and folders
with respect to displaying summary information tabs on properties dialog is at a higher layer than the
code that checks for the presence of the summary information streams. Besides allowing you to
configure columns that show summary information in its Details view, Explorer shows the information
in the tooltip it pops open if you hover the mouse over a selected item long enough. It must be
attempting to gather that information ahead of time.

| figured a look at Explorer’s stack during one of the stream queries might shed some light on the
other third question. | couldn’'t simply set a breakpoint on CreateFile, the API used to open files,
because that's one of the most commonly used APIs on a system. Instead, | set the breakpoint on
SepOpenAuditAlarm, the kernel-mode Security Reference Monitor function that NTFS calls when it
wants to write an event to the security event log. Here’s part of the stack trace that | got:

* lop
ntoskrnlt OhPLuukupﬂhaectHane+BEEﬁ
ntozskrnlt_0hOpenOb jectByName +BAEB
ntozskrnl?!_IopCreateFile+H487
ntoskrnl?t_IoCreateFile+AH8E
ntozkrnl?_NtCreateFile+BHA3A

ntoskrnl *_HiFastCal lEntry+88F8

ntdll?* _KiFastSystemCallRet

ntdll? ZuCreateFile+AAAC

kernel3dz2t CreateFilel+81B6

shell32t! Stg0penftorageinFolder+B068
shell32'CF3Folder: !AddRef_76339+8841

shel 132*CF3Folder: :Open+HA11

shel 132t I=3 lowProperty+8A1C

shel 132 CPropStgColumns ! (GetltenData+BADE
zshell32t _1ID_IScreenResF ixer+A45D

shel 132*CHamneSpace [tenl IProperty ! ! GetPropertulisplaylalue
shell32tCDetailsEectionInfoTask: :RunInitRT+817YE
shel13Z2*'CRummableTask :  Run+884C
browseui*CShellTaskScheduler_ThreadProc+BB82
shluwapi tExecutelorkIten+881D
ntdll?*_RtlplorkerCal lout+H865

ntdll?_ RtlpExecuteWorkerRequest+B81A

ntdll?* _RtlpApcCallont+BA11
ntdll?_RtlpExecuteWorkerRequest+BAB3

kernel3Zt BazeThreaditart+8837

The highlighted frame is the one that shows the name of the function,
CPropStgColumns::GetltemData, that kicks off the repeated queries. Its name confirms that it has
something to do with the Details view columns and likely the tooltip, but the trace doesn't explain why
its querying the same streams repeatedly or why it keeps trying when the access denied errors should
cause it to give up.
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