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Buffer Overflows

No, I'm not talking about the kind of buffer overflows that viruses can take advantage of to inject
malicious code onto other systems, I'm talking about the kind that, if you use Filemon or Regmon,
you've probably seen in their traces. If you've never noticed one, fire up one of those two tools and
after collecting a log of system-wide activity, find an example by searching for “buffer overflow”. Here’s
an example of file system buffer overflow errors:

cores ene 472 OFEN C:AwINDOWSYwinG xS \manitestshamdsd . SUCCESS Options: Open Sequenbal Access: Al
carss mpec i RBEAD C-AwIND WS YwWinS xS manifestshamdsd . SUICCESS Uiffzed: O Lengthc 2

cirsn enec 972 CLOSE oW IMDOWS i S =5 vmanitestshamdsd... SUCCESS

cires exe 977 OFEM CNW MDD S Y in S x5 vmenilesishamdtd,,. SUCCESS Dptiore: Open Sequential Access: Al

cares ene 72 BUERY INF... CANWINDO SV inS xS manifeslshamdid. BUFFER OVERFLOY  FileFsVolume!réoamation
carseenecI72 QUERY INF... C:AWINDOWSYWmSS \manitests\amdod... BUFFER OVERFLOW  Filedlinfcomaton

LI

cargz erec 972 READ CoNWWIRD O S YIS 5 vmanitestshamded .. SUCCESS Offzet: O Lengtic 4095
cargs ene 972 READ CWWIND DS WinS =5 manilests\amdb4d.,. END OF FILE Difset; 1884 Length: 8178
carzs exe 472 CLOSE CAWINDOWSYwinSsS manilesishamdbd. . SUCCESS

Do these errors indicate a problem? No, they are a standard way for the system to indicate that
there’s more information available than can fit into a requester’s output buffer. In other words, the
system is telling the caller that if it was to copy all the data requested, it would overflow the buffer.
Thus, the error really means that a buffer overflow was avoided, not that one occurred.

Given that a buffer overflow means that a requester didn't receive all the data that they asked for
you’d expect programmers to avoid them, or when they can't, to follow with another request specifying
a buffer large enough for the data. However, in the Filemon trace neither case applies. Instead, there
are two different requests in a row, each resulting in buffer overflow errors. In the first request the
Csrss.exe process, which is the Windows environment subsystem process, queries information about
a file system volume and in the second request it queries information about a particular file. It doesn’t
follow up with successful requests, but continues with other activity.

The answer to why Csrss.exe doesn't care that its requests result in errors lies in the type of requests
it's making. A program that queries volume information using Windows APIs is underneath using the
NtQueryVolumelnformationFile API that's exported by Ntdll.dll, the Native API export DLL (you can
read more about the Native API here). There are several different classes of information that a
program can query. The one that Csrss is asking for in the trace is FileFsVolumelnformation. The
Windows Installable File System (IFS) Kit documents that for that class a caller should expect output
data to be formatted as a FILE_FS_VOLUME_INFORMATION structure, which looks like this:

typedef struct _FILE_FS_VOLUME_INFORMATION {

LARGE_INTEGER VolumeCreationTime;

ULONG VolumeSerialNumber;

ULONG VolumelLabellLength;

BOOLEAN SupportsObjects;

WCHAR VolumelLabel[1];

} FILE_FS_VOLUME_INFORMATION, *PFILE_FS_VOLUME_INFORMATION;

Notice that the first four fields in the structure have a fixed length while the last field, VolumeLabel,
has a size that depends on the length of the volume’s label string.

When a file system driver gets this type of query it fills in as much information as fits in the caller's

buffer and, if the buffer is too small to hold the entire structure, returns a buffer overflow error and the
size of the buffer required to hold all the data. | suspect that Csrss is really only interested in the
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volume creation time and therefore passing in a buffer only large enough to hold the first part of the
structure. The file system driver fills that part in, and because the volume label won't fit in Csrss’s
buffer, returns an error. However, Csrss has gotten the information it wanted and ignores the error.

The second buffer overflow has a similar explaination. Csrss is querying information about a file using
the FileAllinformation class of NtQuerylnformationFile. The IFS Kit documents the output structure as:

typedef struct _FILE ALL INFORMATION {
FILE_BASIC_INFORMATION Basiclnformation;
FILE_STANDARD INFORMATION StandardInformation;
FILE_INTERNAL INFORMATION Internallnformation;
FILE_EA INFORMATION Ealnformation;

FILE_ACCESS INFORMATION Accesslinformation;
FILE_POSITION_INFORMATION Positionlnformation;
FILE_MODE_INFORMATION Modelnformation;
FILE_ALIGNMENT _INFORMATION Alignmentinformation;
FILE_NAME_INFORMATION Namelnformation;

} FILE_ALL_INFORMATION, *PFILE_ALL_INFORMATION;

Again, the only variable length field is the last one, which stores the name of the file being queried. If
Csrss doesn'’t care about the name, only the information preceding it in the structure, it can pass a
buffer only large enough to hold those fields and ignore the buffer overflow error.

Incidentally, a stack trace of the second buffer overflow reveals this:

ntoskenl?_ MNtQueryInf ormationFile+HS5FH
ntdll? KiFa =temCal lRet
ntdl1¥_ N riylnformat ionF i le+BBAC

F tFilelnf ormat ionByHand le+887TS5

What is the "sxs" module? A look at the sxs DLL in Process Explorer’s DLL View of the Csrss process
shows this:
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= Process Explorer - Sysinternals: www. sysinternals. com _:___le
Fle Options View Process Find QLU Lssrs  Help
RN IR
Process P CPU Descriplion Cornpaing Mans Imzge Tupe s
= | System 4
= ;:smss EHe 728 Windows NT Session Manage Mazrosolt Colposalion
= cerstexe ar2 Client Server Runtime Process Microsoft Corporation
= wanogan. eue x0 Windows NT Logon Apphcation Microsoft Corporation
= [ services.exe 436 077 Services and Controller app Macrosolt Comporation e
Mame ¢ Diescnplion Campary MName ersan Baze -
stk nls Ox2C0000
soitblz nle O 0000
szanbe ton M5 Sanz Senif fork 8.101214,18 24 (VGA]  Micsozoét Comporabon 0.02.0001.0001 Ox25E0000
£ | Fusion 25 Micsozodt Corporabion A.02 37301830 O« TFFTCAZ0000
syenbol kf Ox2510000
tahoma i OuBD 0000
tahomabd.bf Q2500000
tmes i (x2 780000 ¥
P Usaga: 3.65% Commet Charge: 16.57%  Processes: 41

SxS is the “Fusion” DLL, which a little research will show manages the Side-by-Side Assembly
storage that allows multiple versions of the same DLLs to exist in harmony on a system. SxS is calling
GetFileInformationByHandle, which is a Windows APl documented in the Platform SDK. The API
takes a file handle as input and returns a buffer formatted as a BY _HANDLE_FILE_INFORMATION
structure:

typedef struct BY HANDLE_FILE INFORMATION {
DWORD dwFileAttributes;
FILETIME ftCreationTime;
FILETIME ftLastAccessTime;
FILETIME ftLastWriteTime;
DWORD dwVolumeSerialNumber;
DWORD nFileSizeHigh;

DWORD nFileSizelLow;

DWORD nNumberOfLinks;

DWORD nFilelndexHigh;

DWORD nFilelndexLow;

} BY_HANDLE_FILE_INFORMATION;

All of the information returned in this structure, except for the volume serial number, is also returned in
the FILE_ALL_INFORMATION structure. You can therefore probably guess where the call to
NtQueryVolumelnformationFile that occurs immediately prior to the NtQuerylnformationFile call
originates: GetFileInformationByHandle first queries the volume in order to get its serial number.

Our investigation shows that the buffer overflow errors seen in the Filemon trace are errors expected
by the GetFilelnformationByHandle API, which is simply avoiding the need to allocate buffers large
enough to hold information it's not interested in. The bottom line is that buffer overflow errors in a
Filemon trace are not an indication that there's a security problem and are usually not due to bad
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programming.

Buffer Overflows in Regmon Traces

Last time | talked about buffer overflow errors that you might see in Filemon traces. Now I'll turn my
attention to the same errors, but in Regmon traces. Recall that a buffer overflow error in this context is
not a security hole, but a way for the system to tell an application that there’s more data available in
response to a query the application has made than can fit in the application’s output buffer. A
commenter on the previous post pointed out that a better error for this case would be “buffer too
small” or “more data available”, and | agree. There is in fact a STATUS_BUFFER_TOO_SMALL error
code, but it's used in situations where no data is copied to the caller's buffer, whereas
STATUS_BUFFER_OVERFLOW is used when some, but not all, available data has been copied.

Buffer overflow errors in Regmon traces are relatively common. The documentation for
RegQueryValueKey says:

If the buffer specified by IpData parameter is not large enough to hold the data, the function returns
ERROR_MORE_DATA and stores the required buffer size in the variable pointed to by IpcbData. In
this case, the contents of the IpData buffer are undefined.

If IpData is NULL, and IpcbData is non-NULL, the function returns ERROR_SUCCESS and stores the
size of the data, in bytes, in the variable pointed to by IpcbData. This enables an application to
determine the best way to allocate a buffer for the value's data.

There are two programming approaches commonly taken to reading variable-length Registry data.
The first is to simply pass in a NULL pointer on the first call and if the call succeeds to allocate a
buffer for a second query. The other approach is for an application to first try and use a static buffer of
a size that the programmer expects will usually be large enough to receive the stored data. If the
system reports ERROR_MORE_DATA, which is the Windows API equivalent of the native
STATUS_BUFFER_OVERFLOW error, the application dynamically allocates a buffer of the required
size and re-executes the query. The second approach has the advantage of avoiding a second query
in most cases.

Given these approaches you should never see two buffer overflow errors in a row that query the same
data. At least that's what you'd expect, but on many occasions I've seen two buffer overflow errors
followed by a third query of the same data that succeeds. Here’s an example | see on a Windows XP
SP2 system that results when | open My Computer:

explorer expe2dd  Closekey HELMASoftware\Miciosoft\nternet ExplorenT oolbar SUCCESS
explorerexe 244 Createkey  HECUASoftwas Miciosofi\intermet Explore’.T oolbar SUCCESS Access: I=2000F
explorer exe 244 HECU\Sof twaare?, oftdnternet Exploret,T oolbas\ShelBrowses SUCCESS Access (20009

ar

Wl

| decided to investigate this particular case as | was writing this blog posting. First, | started SoftICE
and set a breakpoint on NtQueryValueKey. When the breakpoint triggered | single-stepped in SoftICE
to the return instruction, at which point the status of the query is stored in the EAX register. | then
cleared the first breakpoint, and set a conditional breakpoint on the return instruction for the case that
the result is STATUS_BUFFER_OVERFLOW (0x800000005):

bpx NtQueryValueKey+0346 IF eax==80000005
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Then | opened My Computer and this is the stack at first buffer overflow breakpoint:

HHHHHHHEH W ntoskrnl® HtL Lue Key vH34E
ntdll?_KiF

] Wals : Ua lue+A111
HI“].T'I:IIH *7F : o Dune bl Exf+BAAD
B18E h apit T+ ER91

E ( ZU+BRAB
B18EED&E E ] ! penRegStrean+BA7T4

H18EEFBC ¥HF ’ i 1CS ) 2 +HH16
B1BEEFE4 | : O EELL 5 1 t Too 1 har+B8BA

B1BEF84C
A1BEFALE
A1HEFBE4
B1BEFACH
B1BEFBEC
A18EF118
B1HEF 188

A look at the parameters Shlwapi passes into RegQueryValueEXA revealed a NULL buffer pointer. |
stepped back out into Shiwapi's code and saw that if RegQueryValueEXA returns ERROR_SUCCESS,
which is the error code to which RegQueryValueExA translates STATUS BUFFER_OVERFLOW if
the caller uses a NULL buffer pointer, Shiwapi dynamically allocates a buffer of the required size and
makes the call again:

BA1B:7YFYBAEY PUSH
A s [ERF+14]

First Call

) PTR [EBP+181

__imp_ RegQueryUa lueExA ]

PTR [EBP+8AR]1

__ Buffer Allocation

owBuf fer

, [EBP+881

HA1H

BB1B:77F Y DWORD PTR [EDI+B81
Nl o LEBP+141 [ |

DUORD PTR [EEF+1@1 Second Call
DUWORD PTR LESI] -""f

[ imp__ RegQueryWa lueExi ]

AaX , [EEF+A8 1
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Shlwapi makes one call into RegQueryValueEXxA, but two entries get added to Regmon's trace, one
with a buffer overflow and one that's successful. Stepping into Advapi32's implementation of
RegQueryValueExA showed me why the second call results in two Registry queries in the Regmon
trace. NtQueryValueKey returns a data structure storing several different pieces of information
regarding the Registry value, including its type, length and title index:

typedef struct _KEY_VALUE_PARTIAL_INFORMATION {

ULONG Titlelndex;

ULONG Type;

ULONG DatalLength;

UCHAR Data[l]; // Variable size

} KEY_VALUE_PARTIAL_INFORMATION, *PKEY_VALUE_PARTIAL_INFORMATION;

However, RegQueryValueExXA returns only the actual data into the caller's output buffer.
RegQueryValueExA (and RegQueryValueExW) therefore uses a 144-byte stack-allocated buffer to
query the value. This is the place in Advapi32 where RegQueryValueExA makes that call:

- 7rDDGEBY E3SI,[__imp_ NtQWeryValueKeyl
-7 rDDGEBD EAX , [ERP-88A4 1

-7 rDDEEC3 EAX

- 7rDDGEC4 EDI,AAAAAR9A : "K."

- T rDDHEECS EDI

-7 rDDEECHA EAX , [EBP-8894 ]

:Y7DDEEDA EAX
:Y7DDEED1 a2
-7 7DDEED3 EBX
-7 7DDEED4 DUORD PTR [EBP-BBEA]
-7 7DDEEDA o |

The first instruction in the disassembly is RegQueryValueExA loading the address of
NtQueryValueKey into the ESI register. 144 is represented as 0x90 in hexadecimal, which you can
see loaded into the EDI register and then passed as the fifth parameter to NtQueryValueKey, which
corresponds to the output buffer size.

The additional value information included in the KEY_VALUE_PARTIAL_INFORMATION structure
requires 12 bytes, so if the data being read is larger than 132 bytes NtQueryValueKey returns
STATUS BUFFER_OVERFLOW. If the caller's buffer is large enough to store the data
RegQueryValueExA allocates a buffer large enough to hold it and then executes the call to
NtQueryValueKey again. After getting the data RegQueryValueEXxA copies it to the caller’'s buffer.

When | saw the double-buffer overflows in the Regmon trace | thought it was evidence of poorly-
written code, but my investigation showed that the pattern will be present in an application that reads
Registry values larger than 132 bytes in size. What | don’'t know is why the Windows API developers
picked 132-bytes as the magical buffer size they expected would hold most Registry data.
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