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Buffer Overflows 
No, I’m not talking about the kind of buffer overflows that viruses can take advantage of to inject 
malicious code onto other systems, I’m talking about the kind that, if you use Filemon or Regmon, 
you’ve probably seen in their traces. If you’ve never noticed one, fire up one of those two tools and 
after collecting a log of system-wide activity, find an example by searching for “buffer overflow”. Here’s 
an example of file system buffer overflow errors: 
 

 
Do these errors indicate a problem? No, they are a standard way for the system to indicate that 
there’s more information available than can fit into a requester’s output buffer. In other words, the 
system is telling the caller that if it was to copy all the data requested, it would overflow the buffer. 
Thus, the error really means that a buffer overflow was avoided, not that one occurred. 
 
Given that a buffer overflow means that a requester didn’t receive all the data that they asked for 
you’d expect programmers to avoid them, or when they can’t, to follow with another request specifying 
a buffer large enough for the data. However, in the Filemon trace neither case applies. Instead, there 
are two different requests in a row, each resulting in buffer overflow errors. In the first request the 
Csrss.exe process, which is the Windows environment subsystem process, queries information about 
a file system volume and in the second request it queries information about a particular file. It doesn’t 
follow up with successful requests, but continues with other activity. 
 
The answer to why Csrss.exe doesn’t care that its requests result in errors lies in the type of requests 
it’s making. A program that queries volume information using Windows APIs is underneath using the 
NtQueryVolumeInformationFile API that’s exported by Ntdll.dll, the Native API export DLL (you can 
read more about the Native API here). There are several different classes of information that a 
program can query. The one that Csrss is asking for in the trace is FileFsVolumeInformation. The 
Windows Installable File System (IFS) Kit documents that for that class a caller should expect output 
data to be formatted as a FILE_FS_VOLUME_INFORMATION structure, which looks like this: 
 
typedef struct _FILE_FS_VOLUME_INFORMATION { 
LARGE_INTEGER VolumeCreationTime;  
ULONG VolumeSerialNumber;  
ULONG VolumeLabelLength;  
BOOLEAN SupportsObjects;  
WCHAR VolumeLabel[1]; 
} FILE_FS_VOLUME_INFORMATION, *PFILE_FS_VOLUME_INFORMATION; 
 
Notice that the first four fields in the structure have a fixed length while the last field, VolumeLabel, 
has a size that depends on the length of the volume’s label string. 
 
When a file system driver gets this type of query it fills in as much information as fits in the caller’s 
buffer and, if the buffer is too small to hold the entire structure, returns a buffer overflow error and the 
size of the buffer required to hold all the data. I suspect that Csrss is really only interested in the 
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volume creation time and therefore passing in a buffer only large enough to hold the first part of the 
structure. The file system driver fills that part in, and because the volume label won’t fit in Csrss’s 
buffer, returns an error. However, Csrss has gotten the information it wanted and ignores the error. 
 
The second buffer overflow has a similar explaination. Csrss is querying information about a file using 
the FileAllInformation class of NtQueryInformationFile. The IFS Kit documents the output structure as: 
 
typedef struct _FILE_ALL_INFORMATION {  
FILE_BASIC_INFORMATION BasicInformation;  
FILE_STANDARD_INFORMATION StandardInformation;  
FILE_INTERNAL_INFORMATION InternalInformation;  
FILE_EA_INFORMATION EaInformation;  
FILE_ACCESS_INFORMATION AccessInformation;  
FILE_POSITION_INFORMATION PositionInformation;  
FILE_MODE_INFORMATION ModeInformation;  
FILE_ALIGNMENT_INFORMATION AlignmentInformation;  
FILE_NAME_INFORMATION NameInformation; 
} FILE_ALL_INFORMATION, *PFILE_ALL_INFORMATION; 
 
Again, the only variable length field is the last one, which stores the name of the file being queried. If 
Csrss doesn’t care about the name, only the information preceding it in the structure, it can pass a 
buffer only large enough to hold those fields and ignore the buffer overflow error. 
 
Incidentally, a stack trace of the second buffer overflow reveals this: 
 

 
What is the "sxs" module? A look at the sxs DLL in Process Explorer’s DLL View of the Csrss process 
shows this: 
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SxS is the “Fusion” DLL, which a little research will show manages the Side-by-Side Assembly 
storage that allows multiple versions of the same DLLs to exist in harmony on a system. SxS is calling 
GetFileInformationByHandle, which is a Windows API documented in the Platform SDK. The API 
takes a file handle as input and returns a buffer formatted as a BY_HANDLE_FILE_INFORMATION 
structure: 
 
typedef struct _BY_HANDLE_FILE_INFORMATION { 
DWORD dwFileAttributes; 
FILETIME ftCreationTime; 
FILETIME ftLastAccessTime; 
FILETIME ftLastWriteTime; 
DWORD dwVolumeSerialNumber; 
DWORD nFileSizeHigh; 
DWORD nFileSizeLow; 
DWORD nNumberOfLinks; 
DWORD nFileIndexHigh; 
DWORD nFileIndexLow; 
} BY_HANDLE_FILE_INFORMATION; 
 
All of the information returned in this structure, except for the volume serial number, is also returned in 
the FILE_ALL_INFORMATION structure. You can therefore probably guess where the call to 
NtQueryVolumeInformationFile that occurs immediately prior to the NtQueryInformationFile call 
originates: GetFileInformationByHandle first queries the volume in order to get its serial number. 
 
Our investigation shows that the buffer overflow errors seen in the Filemon trace are errors expected 
by the GetFileInformationByHandle API, which is simply avoiding the need to allocate buffers large 
enough to hold information it’s not interested in. The bottom line is that buffer overflow errors in a 
Filemon trace are not an indication that there's a security problem and are usually not due to bad 
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programming. 
 
Buffer Overflows in Regmon Traces 
Last time I talked about buffer overflow errors that you might see in Filemon traces. Now I’ll turn my 
attention to the same errors, but in Regmon traces. Recall that a buffer overflow error in this context is 
not a security hole, but a way for the system to tell an application that there’s more data available in 
response to a query the application has made than can fit in the application’s output buffer. A 
commenter on the previous post pointed out that a better error for this case would be “buffer too 
small” or “more data available”, and I agree. There is in fact a STATUS_BUFFER_TOO_SMALL error 
code, but it’s used in situations where no data is copied to the caller’s buffer, whereas 
STATUS_BUFFER_OVERFLOW is used when some, but not all, available data has been copied. 
 
Buffer overflow errors in Regmon traces are relatively common. The documentation for 
RegQueryValueKey says: 
 
If the buffer specified by lpData parameter is not large enough to hold the data, the function returns 
ERROR_MORE_DATA and stores the required buffer size in the variable pointed to by lpcbData. In 
this case, the contents of the lpData buffer are undefined. 
 
If lpData is NULL, and lpcbData is non-NULL, the function returns ERROR_SUCCESS and stores the 
size of the data, in bytes, in the variable pointed to by lpcbData. This enables an application to 
determine the best way to allocate a buffer for the value's data. 
 
There are two programming approaches commonly taken to reading variable-length Registry data. 
The first is to simply pass in a NULL pointer on the first call and if the call succeeds to allocate a 
buffer for a second query. The other approach is for an application to first try and use a static buffer of 
a size that the programmer expects will usually be large enough to receive the stored data. If the 
system reports ERROR_MORE_DATA, which is the Windows API equivalent of the native 
STATUS_BUFFER_OVERFLOW error, the application dynamically allocates a buffer of the required 
size and re-executes the query. The second approach has the advantage of avoiding a second query 
in most cases. 
 
Given these approaches you should never see two buffer overflow errors in a row that query the same 
data. At least that’s what you’d expect, but on many occasions I’ve seen two buffer overflow errors 
followed by a third query of the same data that succeeds. Here’s an example I see on a Windows XP 
SP2 system that results when I open My Computer: 
 

 
 
I decided to investigate this particular case as I was writing this blog posting. First, I started SoftICE 
and set a breakpoint on NtQueryValueKey. When the breakpoint triggered I single-stepped in SoftICE 
to the return instruction, at which point the status of the query is stored in the EAX register. I then 
cleared the first breakpoint, and set a conditional breakpoint on the return instruction for the case that 
the result is STATUS_BUFFER_OVERFLOW (0x800000005): 
 
bpx _NtQueryValueKey+0346 IF eax==80000005 
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Then I opened My Computer and this is the stack at first buffer overflow breakpoint: 

 

 
 
A look at the parameters Shlwapi passes into RegQueryValueExA revealed a NULL buffer pointer. I 
stepped back out into Shlwapi’s code and saw that if RegQueryValueExA returns ERROR_SUCCESS, 
which is the error code to which RegQueryValueExA translates STATUS_BUFFER_OVERFLOW if 
the caller uses a NULL buffer pointer, Shlwapi dynamically allocates a buffer of the required size and 
makes the call again: 
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Shlwapi makes one call into RegQueryValueExA, but two entries get added to Regmon's trace, one 
with a buffer overflow and one that's successful. Stepping into Advapi32’s implementation of 
RegQueryValueExA showed me why the second call results in two Registry queries in the Regmon 
trace. NtQueryValueKey returns a data structure storing several different pieces of information 
regarding the Registry value, including its type, length and title index: 
 
typedef struct _KEY_VALUE_PARTIAL_INFORMATION { 
ULONG TitleIndex; 
ULONG Type; 
ULONG DataLength; 
UCHAR Data[1]; // Variable size 
} KEY_VALUE_PARTIAL_INFORMATION, *PKEY_VALUE_PARTIAL_INFORMATION; 
 
However, RegQueryValueExA returns only the actual data into the caller's output buffer. 
RegQueryValueExA (and RegQueryValueExW) therefore uses a 144-byte stack-allocated buffer to 
query the value. This is the place in Advapi32 where RegQueryValueExA makes that call: 

 

 
 

The first instruction in the disassembly is RegQueryValueExA loading the address of 
NtQueryValueKey into the ESI register. 144 is represented as 0x90 in hexadecimal, which you can 
see loaded into the EDI register and then passed as the fifth parameter to NtQueryValueKey, which 
corresponds to the output buffer size. 
 
The additional value information included in the KEY_VALUE_PARTIAL_INFORMATION structure 
requires 12 bytes, so if the data being read is larger than 132 bytes NtQueryValueKey returns 
STATUS_BUFFER_OVERFLOW. If the caller’s buffer is large enough to store the data 
RegQueryValueExA allocates a buffer large enough to hold it and then executes the call to 
NtQueryValueKey again. After getting the data RegQueryValueExA copies it to the caller’s buffer. 
 
When I saw the double-buffer overflows in the Regmon trace I thought it was evidence of poorly-
written code, but my investigation showed that the pattern will be present in an application that reads 
Registry values larger than 132 bytes in size. What I don’t know is why the Windows API developers 
picked 132-bytes as the magical buffer size they expected would hold most Registry data. 
 


