The Case of the Slooooow System
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A few weeks ago my wife complained that her Vista desktop was not responding to her typing or
mouse clicks. Given the importance of the customer, | immediately sat down at the system to
troubleshoot. It wasn't completely hung, but extremely sluggish. For example, the mouse moved and
when | clicked on the start button the start menu opened after about 30 seconds. | suspected that
something was hogging the CPU and likely could have resolved the problem simply by logging off or
rebooting, but knew that if | didn’'t determine the root cause and address it, she’d likely be calling on
my technical support services again in the near future. In any case, stooping to that kind of
troubleshooting hack is beneath my dignity. | therefore set out to investigate.

My first step was to run Process Explorer to see which process was using the CPU. After a few
minutes Process Explorer finally appeared and showed that not one, but two processes were involved,
each consuming 50% of the CPU: Iexplore.exe and Dllhost.exe. lexplore is Internet Explorer (IE) and |
suspected that IE itself wasn't the problem, but that it was a browser helper object (BHO), ActiveX
control, or some other plugin loaded into IE. Similarly, Dllhost.exe is the host process for out-of-
process COM server DLLs, so it was probably not at fault, but the COM server loaded into it. Both
required digging deeper and | decided to tackle IE first.

In order to try and get some CPU headroom in which to operate, | suspended the Dllhost process by
selecting it in Process Explorer, right-clicking to open the process context menu, and selecting the
Suspend entry:
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That put the Dllhost process to sleep and, as | expected, that freed up 50% of the CPU. That's
because the computer was a dual-core system and so to consume 100% of the available CPU cycles
a process would have to have two threads, each hogging one of the cores. Most bugs I've seen that
result in the CPU being pegged are caused by a single thread.
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Processes don't execute code, threads do, so | needed to look inside the IE process to see what
thread or threads were running. | double-clicked on lexplore.exe in Process Explorer to open its
process properties dialog and switched to the Threads page. Several threads were running, but one
was dominating the CPU:

| TID CPU  CyclesDela Start Address .

4737 1871448272 EFRAME A TahWndow: TabWindow TheadProc
S500 18,325,735 mavort dil_threadstadex
10600 38.981.400 IEFRAME dI'CTabWindow _Tab'Window ThreadProc
776 racl ' Tpp Workcer Thread
| 10488 IEFRAME di'SHOpenFolderWindow

From past experience | knew that leframe.dll was part of IE, but to be sure | clicked on the modules
button on the Threads tab of the Properties dialog and switched to the Details page of the resulting
Shell properties dialog:

+ TEFRAME.dil Properties et

General | Secuty | Detals | Preyious Versons

Property Value

Descripbion
Fie descrption  Intemet Explorer
Type Apphcation Exdension

Fila wermon 70600016711
Product rame  VWindows® Inlemal Baolorer

Product version  7.00 6000.16385

Commght & Mcrosoft Corporation. Al nghts resecy
Size Dbyles
Date modified

Language Engleh (Unied States)

The description didn't give me a clue as the thread's specific purpose, so | moved to the second clue
about the thread, its start function. Because | had configured Process Explorer to retrieve symbols for
Windows images from the Microsoft symbol server in Options->Configure Symbols, Process Explorer
showed the name of the function where each thread began executing. Sometimes the DLL or function
where a thread starts executing is enough to identify the thread’s purpose or the software causing a
problem. In this case, the thread began in a function named CTablWindow::_TabWindowThreadProc.
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The function name hints that it's the one in which the main thread of a tab starts running, but that still
wasn’'t enough to tell me why the thread was running so much; | needed to dig even deeper and look
inside the thread to see where it was executing.

To look at what the thread was up to, | double-clicked on it in the Threads list to open the Thread
Stack dialog, which shows the functions on the thread’s stack. A stack is essentially an execution
history, where each function listed called the one above it on the list and the function at the top of the
list is the one most recently executed by the thread at the time of Process Explorer looks at the stack.
| scrolled through the list, looking for frames that referenced 3rd-party DLLs or Microsoft IE plugins,
since they would be far more likely to have a bug than IE’'s own code. Sure enough, | found frames
pointing at a popular 3rd-party ActiveX control, Adobe Flash:
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Just to be sure that | hadn’t happened to catch Flash running when a different component was using
most of the CPU time, | closed and reopened the stack dialog several times, but all of them pointed at
Flash.

The first thing | do when | suspect that some software is causing a problem is to check the vendor’'s
web site to make sure that | have the latest version. | opened the Process Explorer DLL view and
looked at Flash.ocx’s version, went to Adobe’s site and looked at the version of the current Flash
download, and they were the same.

| was at a dead end. | couldn’t know for sure if Flash had a bug or, more likely, there was a Flash
application that had a bug, nor could | be sure that the problem wouldn’t recur. | tried to determine
which site was hosting the Flash content by closing tabs one by one, but when | had close them all
the thread was still running.

At this point the only options | had were to uninstall Flash and leave my wife with a degraded web
experience, or terminate IE to stop the current CPU usage and hope that it wouldn’'t happen again. |
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chose the latter and the case remains open. Since investigating this I've seen the same Flash
behavior again on my wife’s system and on my own, so have been vigilantly watching the Adobe site
for a new version just in case its due to a bug in Flash itself. | was disappointed that there was no
actionable result of the investigation, but at least | knew what had caused the CPU usage.

I now turned my attention the DIlhost problem with the hope that I'd meet with better success. Process
Explorer lists in a tooltip the component or components loaded into hosting processes like
Svchost.exe (the Windows service host process), Rundll32 (the Control Panel applet hosting process),
Taskeng.exe (the scheduled task hosting process on Vista and Server 2008), and Dllhost.exe. |
moved the mouse over Dllhost.exe to see what COM server it was running:

- AWindows\System32\dlhost .exe
isvchost exe |COM Class:
Tsvchostexe | Thumbnai Cache Class Factory for Out of Proc Server
= o c:\windows'\system32'\thumbcache dil
= audiodg. Microsoft Thumbnai

[o 7 udsnavt ava

It was running the Thumbnail Cache COM server, whose job it is to create Explorer thumbnails for
image and media files. It is part of Windows, so once again | had to look inside the process for more

clues. | resumed the Dllhost process | had suspended earlier and opened the process properties
threads page:

' [@7 dilhost.exe:2228 Properties =&
' Image |Pufumlpﬂfumﬂrqﬂ1j Threads W}Wl&mwlﬁmmﬂlﬁm
| TID CPU Cycles Delta  Start Address
1856 4948 2177.031.780 quartz di'Object Thread
1816 2.100.527 ole32 dI'CRpc ThreadCache::RpcWorker Thread Entry
1R04 76 417  mevert dlll andthesades o [hefl

The thread consuming the most CPU in this case started in Quartz.dll's ObjectThread function. |

looked at its properties and saw that it was another Windows DLL, the DirectShow Runtime, with a
generic function name:
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Next, | double-clicked to look at the thread stack:

ridl di'RipLowFragHeapFree«Od7
Hﬂhﬂ*ﬁﬁthHnﬂhim

5 Qmmmmnmﬁummmﬁmummuu
& sonicMP4Dermue s Dl Unregister Server« [ ] BABE
7
8

sonicMP 4 Demun s et er Server < 1beh

ole 32 diil Activation Propemiesin: DelegateCreateinstance-0x 108
8 oled2 I Apariment Activalor Createinstance - 112

10 ole32 ICProcessActivator CCICaEback «(xbd

11 oled2 dICProcess Activalor. Aftempl Activation={x2c

12  ola3? di'CProcess Activator Activaie ByContend «(x

13 ola32 AI'CProcess Activator Createinstance-«[edS

14 ple32 dil Actvation Propartiesin: DelegateCreateinsiance+ D108
15  ale32 diiCCent Confext Aciivalor Crealeinsance+[db{ -

Revised September 24, 2008 Page 5 of 10



The Case of the Slooooow System

Mark Russinovich
(From Mark Russinovich Blog)

The first few frames were in User32.dll and Ntdll.dll, core Windows system DLLs, but frames 4-7 are
in the Sonicmp4demux.ax (".ax" is an extension commonly used for DirectShow filters), a 3rd-party
component. The function names for those frames were the same and didn't make sense because the
Microsoft symbol server only stores symbols for software included in Windows. Several more stack
shapshots confirmed that it was the code causing the CPU usage.

Now that | had my suspect, the next step was to check for a newer version. But first | had to figure out
what software the DLL came with, which was harder than it seemed. | opened the DLL view to take a
closer look at the version information, but the description didn't reveal anything:

“IHFIHH'- Iml“dlm Lo o
«  dihost exe 'IEI 5090 2.204.433,154 COM Sumogate
# | svchost sxe 872
| svchost exe 912
-1 1| swchost exe 872
B | audiodg exe 1096
r s -
|| Hame Description Comgpany MName Wersian
|| 5ensApi dil SENS Cormectivity AP DLL Micreeoft Comporation 6.00.6000. 16386
SETUPAPI A Windows Setup AP Micmeaft Comaration E.00 6000 165059
sefupapl dll mul Windowe Sedup AF| Micreaoft Corporation B.00.6000. 16509
SHELL3Z 41 VWindews Shell Cemman 0 Micmeaft Comparation E.00 6000 16513
SHLWAPLAN Shel Light-sseeaght Uikt Library Micreeoft Comporation 6.00.6000. 16386
gl il Saﬁw.;m Liceresng Cient Dl Micrasaft Comoration E.00 6000 16509

There were no folders in the Start menu or items in the Add/Remove Programs list with Sonic in the
name. | Windows-Live-searched (I expect that word to be added to Webster's any day now) for Sonic
and found that it's part of the Roxio's CD and DVD authoring software suites. | looked in the start
menu and sure enough, found a Roxio folder:

| ol el ey Py Ny
. Rowo Creator DE
ﬂ Home

. Projects

| ran the Roxio software to check its version number and discovered that the Creator application
includes a built-in facility to check for updates. | ran it, but it came up empty:
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The Update Service did not find updates for your applicaton

| checked the Roxio web site just to be sure and it turned out there was a newer version that the built-

in updater hadn't offered, perhaps because the update, according to the page, didn't offer anything
new:

L o
i Cr ~

HOME PRODUCTS STORE SOLUTIONS Country Uniled Stales -

Update Your Software Choose a Product
> Software Updates

UPDATE EASY MEDIA CREATOR 9 SUITE AND EASY MEDIA CREATOR 9 DELUXE SUTTE

This Easy Media Creator 9.1 update does not offer any new features except for Windows Vista Certification.
While the update will work with Windows XP and Windows 2000, it is not a mandatory update. All programs
excepl CinePlayer are supported on Windows 2000.

| downloaded it anyway (all 640MB of it!) and waited the 15 or so minutes for it to install. Then |
checked the version information of Sonicmp4demux.ax to see if it was newer, but its version number,
1.4.402.60802, was the same as the one I'd seen in the DLL view and the file was two years old:

200428086 Mark Ruszzinowvich
J.eysinternals .com

s Frogram Files™C 1 Sonic Shared«SonicHCAL~zonicHP4De mux . ax:
Ueril 1e 1
File date:
Publisher:
Description:
Product : sonic MP4 Demultiplexer
Uers1on: 4. 42 . HWHEHE
File wewrsions: . 4. 482, HBEAZ

| could have uninstalled the software, which would ensure that the problem wouldn't return, but |
wanted to keep Roxio for its DVD authoring functionality. | didn't care if | didn't get thumbnails for
Roxio-specific image formats - | wasn't even sure there were any I'd ever see in Explorer - so | set out
to see if | could disable just the Sonic demultiplexer. | could have searched the Registry for the DLL
name, which is surely where it was registered, but that's a brute-force approach and if there were
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indirect or multiple references | could easily end up disabling more than just its thumbnail generation
and possibly breaking something in Windows.

Process Monitor was the perfect tool for the job. Because | didn't know when the problem might
reoccur - it might takes days to reproduce - | didn't want to just run it and let it consume all available
virtual memory or disk space, so | set the History Depth in the Options menu to have Process Monitor
retain only the most recent 1 million events:

History Depth ﬁ

The history depth imits the total number of events kept during a run.

Mumber of events (milions): 1

| also set an Include filter for paths matching C:\Windows\System32\DlIhost.exe, minimized it, and let
my wife have the system back.

The next day | came home from work, sat down at the computer and saw from Process Explorer that
Dllhost.exe was back at it, consuming 50% of the CPU. | suspect that because it's a dual-core system,
the problem had been showing up regularly, but my wife hadn't noticed it because the remaining CPU
capacity was enough to mask it (another good reason to buy multi-core processors!). | brought
Process Monitor to the foreground and noted it had seen 114,000 Dllhost operations, which was
obviously way too many to scan through individually. | searched for "sonicmp4" and found a reference
in a Registry query near the end of the trace:

RegOpenkey  HECL\Softwere'Classes\CLSIDM{ATDDZ151-4645-4094-9B35-DF | 460 710E72) nprooServerd2  MAME NOT FOUND Desired Access: Maimum A
RegOuenValie  HKCRVCLSIDATODZ151-AB45-4054-5E35-DF 146D 7 10ETZ] Inproc Server 17 Diefauk] BUFFER OVERFL . Length: 144
AegOuenyVsine  HECR'CLSIONATDD2 15 1-A545-405A-5835-DF 14507 10E 72 Inproc Server 12 Diefauik) SUCCESS Type: AEG_5Z, Lengh
ReglueryKey  HKCRWCLSIDWATOD2151-A545-4054-3838-DF 14607 10E 72 Tyne: REG 527

RegOpen¥ey  HMCL'\Softwere'Clamses'CLSI0M {ATDDZ151-AB45-4094-36 {Lﬂm 140

RegluenyVaine  HECRWCLSIDW{ATODZ151-A545-4054 S835-DF 1460 710E72]Data; C.\Program Fies'Common Files' Sonic Shamd'SonicMC0 \aonicMP 4Dem. ax

The query is of a COM object registration for the demultiplexer. Because the COM object is a 3rd-
party DLL, | was certain that that COM Class ID (CLSID) isn't hard-coded into Windows, so | went
back to the first entry in the trace and searched for "A7DD215", the first few characters of the CLSID.
The search found a match a few thousand operations earlier:
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Load image -\ Winckowes™ Syestem 3.2 deswerum. ol SUCCESS
Regiuenbey  HHCU Sofiwane'(lases SUCCESS
Raglpenkey  HHCUN Sohware \Dlasses \CLSIDDEIEE1- D E-1 1 DO-B0S0-D0ADCHT 1CEEE Unatance [ATOD 2157645405450 35-DF 1 860 T10E_ NAKE MNOT
Reglpenkey  HHCRNWCLSIDNIOB3B6IF1-TO0E-11D0-BD40-000C S WEBE) rslanca’ AT D2 151-AS45-4094-98 25D F 1460 M 0ETE} SUCCESS
Ragluenybey  HKCRWCLS|DADOE3BE3FT-TO0E-1 100-E04 00040051 WoEBE nstance’ JATDDZ 151-AE4 540594 9635 DF 146D N 0ETS} SUCCESS

Feglpenbey  HHCLNSoftwens'Oasses\CLSI0N{083883F 1- FO0E-1100-B08 0-00A0CS1 1CEEE] Unstance  [ATDD2151-A645-4094-5835-OF 1 860 T10E... MAME MO T
SUCCESS

L L
FegloseKey  HECRWCLSIDN[0E3BEIF1-TODE-1 1D0-BED40-00A0C S WCEBE] nstance JATD D2 151-AE45-209A-58 Type: REG_SZ SUCCESS
ReadFi= CWindows’ System 17 gede dil Length- 48 SUCCESS
Fegluenfey  HECL Softwane'Classes Diats: Sonic MP4 [ plem SUCCESS

The CLSID was in the name of a Registry key under another COM object registration. | Windows-
Live-searched (that just rolls off the tongue, doesn't it?) for the parent CLSID and found this KB article
that explains that the registry key is where DirectShow filters register: http://msdn.microsoft.com/en-
us/library/ms787560(VS.85).aspx | took a look at the stack for the particular query to confirm that's
the reason Dllhost was reading from there:

= e g ey
K5  ntkmipa.sxe MtOpenikey + (39
K.& nikmipaexe KiFastCallErtry + (x12a
U7  mdidl Zwipenkey + D
U3 advapilzdl BaseRegOpenClassKeyFromLocation « (ke
Us  advepii2dl BaseRegOpen(lasskey « xal
U 10 advapi22dl LocalBaseRagOpenkeay + (a2
U1l advapid2di RegOpenKeyExW + (k10
U 12  devenumdl ATL-CRegtey: Open + 0e22
U113  devenumdl CDevice MonikerFead « (k140
ILM I MorGeshame + (x40
U 15 quatzdl CFiterGranh - MadFiter + (1 1
U116 quadzdl CFiterGraph - Render\iaimtermediate « (256
U17  gquatzdl CFiterGraph : Randerfecursively + (17
U118 quadzd CFiterGraph::Render + (ed6
W15 gedidl CMediaDet:_Load + Bclaa
U 20 qedtdl CMediaDet:put_Filename + Oxd9
U 21 MediaMetadataHandler dl__ EhiGetVideo Thumbnail + (x84
[Eriﬂ Mediz MetadataHandler dl EHEdaPH#EM&SH?EFEUHrﬁeﬁﬂkahwﬂhEHﬁﬂﬂmﬂm1'
U 27 MedaMetadataHandierdl  LMediaProperty Store AV1: et Valoe ForMap + Gob 1
U 24  MediaMetadataHandler dl - CMediaProperty StoreAV1 GetValue + k55
U 25 MedaMetadataHandlerdl CMediaPropertyStoreContainer GetValue + 32
U326 shell32dl COplock Propery Store: Get\Value + (17
U 27 propsysdl CMultiplesc Property Store et Value = Dl

| was now confident that | could simply rename the Sonic filter registration key to prevent its use. |
never delete registry keys when performing this kind of troubleshooting just in case the change
disables important functionality or somehow breaks something else. | had seen from the traces that
the thumbnail cache generator had come across an AVI file that caused it to load the Sonic
demultiplexer, a format Windows is obviously able to handle on its own, so | was pretty sure things
would continue to work. After terminating the Dllhost and making the change, | browsed to the same

Revised September 24, 2008 Page 9 of 10



The Case of the Slooooow System

Mark Russinovich
(From Mark Russinovich Blog)

folder, deleted the thumbnails, and confirmed that there was no reduced functionality as far as | could
tell. I then used Roxio to successfully burn a DVD with a number of AVI files. This case was closed.

My wife's system was now usable again, and though | wasn't able to close the Flash-related part of
the case, at least | knew the cause and could keep an eye out for updates. More importantly, by
solving the Dllhost part of the case, even if Flash went crazy again, her system would still be usable
and she wouldn't be filing a critical support incident for it with me - thanks to Process Explorer and
Process Monitor.
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