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Ovenrview

Wiat Is; Data Receveny?
IHeW: can It be: Usead?

Fechnigues

x Recoveny Methoeds

s Secure beletion

s Private vs. Gevernment SErVices
a Sofitware vs. Hardware Soelutions

Wihat can you do?



Wihat IS; data recoveny?

Retrevingl deleted/inaccessible data firom; eleciironic
storage media (hard drives; removanle media, eptical

devices, etc...)

Typical causes ofi Ioss Include:
s Electro-mechanicall Failure

s Natural Disaster

s Computer Virus

s Data Corruption

s Computer Crime

® Human Eror

Example


http://www.drivesavers.com/museum/qtpopisdn.html
http://www.drivesavers.com/museum/qtpopisdn.html

Cases ol Recovery

FIRE

Found after a fire
destroyed a 100 year old
home — All data
Recovered

CRUSHED

A bus runs over a laptop
— All data recovered

SOAKED

PowerBook trapped
underwater for two
days — All data
recovered



Uses of data recovery.

AvVerage: User:
x Recover impertant lost files
s Keep your prvate infermaten: private

LawW: enforcement:

s [Locate llliegal data

a Restore deleted/evenwrtten Infiermation.

a Prosecute criminals; hased! oni discovered data




Seftware Recoveny of aata

Generally enly restore data not yet
eVERVHItten:

Do net Welik on physically damaged: drives

Undelete Pro, EasyRecovenry, Preliant,
NeVvanet, ete.

Prices range: frrom Eree-1000

Example: dalenilinux usead! on corrupt
fleppies



Private Recovery ServiCes

Many: private: companies offel quick, secure, and
confidentialidata recovery:
s Computer Disk Senvice

20 GB from $1.95.00
46 GB'and up = from $895.00

m Actien Frent
External cases - $500 to $1500
Internal cases -$2500 to) $4000 for a single hard drive
Criticall Response: services start at $5,000.

x Data ReEcoVery SErVices -


http://www.compdisk.com/
http://www.datarec.com/
http://www.datarecovery.net/
http://www.datarecovery.net/
http://www.datarecovery.net/

Recoveny: Methods

Hidaen files

Recycle bin

Unerase wizards

ASspried commercial programs

Eerroefiuid

s Coat surface of disk

s Check with eptical mICroscope

s DeES not Work for mere recent hard drives

More recently...



Recoveny: Methods

When data Isiwritten — the head sets) the polanity of
Most, but not all, of the magnetic demains

The actual efifect of overwriting a bit IS CIoser o
eptaming a 0.95 WHER a Zero, IS GVewiiitten By a Gne,
and a 1.05 Whenia ene: Is evemnwrtten with a ene.

s Normalfeguipment will read bothl these values as enes

= However, using specialized equipment, It IS possiblerto Work out
What the previeus “layers: contained

Steps Include

s Reading the signal from the analog liead electrenic with a high-
guality digital oscilloscope

s Dewnleading the sampled waveiierm tera PC

= Analyzing it in software to recover the previously recorded
signal.



Recoveny: Methods

Scanning Prebe: Micrescopy: (SPM)

s Uses a sharp magnetic tiprattached tera
fiexihle cantilever placed close: 1o the surfiace
10 be’ analy/zead, Where It Interacts With the
stiray/ field enianating| firem: the: sample: to
pProduce: a tepographic View: eff the suriace

s Reasonably capable SPM can e bullt: for
aboeut US$1400, using a PC asa controller

s [fAousands Inruse today.



Recoveny: Methods

Magnetic force micrescopy. (MEM)

s Recent technigue for Imaging magnetization: patterns with high
resplution and minimalfsample: preparatwon.

s Denved from scanning proke microscopy. (SPM)

a Uses a shiarp magnetic tip attached te a flexiple’ cantilever placead
close to the surface to he analyzed where It Interacts with the
stiay magnetic fiela

s Anlimage ofi the field at the surface Is formead! by moeving| the tip
ACless the surfiace and measurng the force (or force gradient)
as a function| efi pesition. The strengthi off the Interaction Is
measured by monitering the position of the cantilever using an
optical interferemeter.



Recovery: Methoeds

Magnetic force: microscepy. (MEM)

rmagnetically coated tip

—\v;_» rl_ﬂ-h of cantilever

flal magnetic sample
IHIEIIRIEEEEILL

magnetic
domains







Recoveny: Methods

Usingl MEIV:

= Jechnigues can detect data by looking at the: minute sampling
region to distinctly’ detect the remnant magnetizatien at the
track edges.

a Detectable old data will still lbe present beside the new data on
the track which 1s usually’ ignoered

= Iniconjunction withrseftware, MEN canibe calibrated torsee past
various kKinds of data loss/removal. Cani also do automated data
rECOVErY.

= |t turns out that each track contains ani Inmage of eVerytning| ever
written to it, but that the contribution fromi each “layer™ gets
progressively smaller the fiurther back It was made.



Hew: tor AVoid Data Recovery,

Companies, agencies;, oK individuals may:
Wanit: terensure thelr data cannet e
[ECOVErEd.

Simple deletioniisi net geod enoughn.

Eaced with technigues; such as MEV, trily,
deleting data firom magnetic media IS, Very
difficult



Secure Deletion: Government
Standards

Department off JUStice:

x Deb 5220.22-M — Type 1 degausser, followed: by type
2/ degausser, then three: data ovenwrtess (Character,
itS complement; random)

Preblems with gevermment: standards

a Ofteneldrand predate newer technigues for hetn
recording and recoverng data.

s Predate higher recording densities oft medern anVes,
the adeption of sophisticated channel ceding
technigues, and the use off MEN:

s Government standard may’ inifact be tUnderstated to
fool oppesing Intelligence agencies.



Secure Deletion Technigues

Degaussing
m Process in Whichi the media Is returned to) its mitial state

a Coercivity — Ampunt off magnetic field necessary: to reduce. the
Magnetic Induction te zere. (measured inf Oersteds)

a Effectively erasing a medium to the extent that data recoeveny Is
Unecenomical requires a magnetic force —5Sx the CeelCIVILy.
s US Government guidelines en media coercivity:
Classi 1. 350 Oe coercivity or less
Class 2: 350-750 Oe coercivity.
Class 3: ever 750 Oe coercivity.

s Degaussers are available for classes 1 and 2. None knewn fier
fully: degaussing class 3 media.



Technigues
Secure [Deletion — Avelding) Recoveny.

Typical Media Coercivity Figures

Medium Coercivity
5.25" 360K floppy disk 300 Oe
5.25" 1.2M floppy disk 675 Oe
3.5" 720K floppy disk 300 Oe
3.5" 1.44M floppy disk 700 Oe
3.5" 2.88M floppy disk 750 Oe
3.5" 21M floptical disk 750 Oe
Older (1980's) hard disks [/900-1400 Oe
Newer (1990's) hard disks | 1400-2200 Oe
1/2" magnetic tape 300 Oe
1/4" QIC tape 550 Oe
8 mm metallic particle tape| 1500 Oe




Commercial Degaussers

Type 11/111




Deletion Technigues

Fechniguer 2: Multiple Ovenvites

Use an ovenwrite scheme

x Elipreach magnetic domain; onithe disk hack and: ferth
as mueh as possible

a Overwrte in alternating patterns; ter expose. it teran
esclliating magnetic field.

x Ovenwrite with “junk* data several times

Use the lIowest firequency’ pessikle: fier overwnites
s Penetrates deeper into the recording) medium



Deletion Technigues

Peter GUttman's oOVERVKITE SCheme:

x Veant ter defeat all pessible rEcoveny.
technigues (IVIEM, etc)

s Specifies 35 different ovenwrites

x Not all evernwntes are needed ifi targeting
Specliic recovery: method (1.e. MEM)



Overwrite Data

Data Written

Encoding Scheme Targeted

1-4 Random

5 01010101 01010101 01010101 Ox55 (1, 7)RLL MFEM
6 10101010 10101010 10101010 OxAA (1,7)RLL MFEM
7 10010010 01001001 00100100 Ox92 0Ox49 Ox24 C, 7 )RLL | MFM
8 01001001 00100100 10010010 Ox49 Ox24 Ox92 2, 7)) RLL || MFM
o 00100100 10010010 01001001 Ox24 Ox92 O0x49 C,7)RLL | MFM
10 00000000 00000000 00000000 Ox00 (1, 7)RLL || (2,7)RLL

1 O 00010001 00010001 00010001 Ox11 (1,7)RLL

12 00100010 00100010 00100010 Ox22 (1, 7)RLL

i 00110011 00110011 00110011 Ox33 (1, 7)RLL || (2. 7)RLL

14 01000100 01000100 01000100 Ox44 (1, 7)RLL

1553 01010101 01010101 01010101 Ox55 (1, 7)RLL MFEM
16 01100110 01100110 01100110 Ox66 (1, 7)RLL | (2,79 RLL

17 01110111 01110111 01110111 OX77 (1, 7)RLL

18 10001000 10001000 10001000 Ox88 (1,7)RLL

19 10011001 10011001 10011001 Ox99 (1, 7)RLL | (2, 7)RLL

20 10101010 10101010 10101010 OxAA (1,7)RLL || MFM

21 10111011 10111011 10111011 OxBB (1,7)RLL

22 11001100 11001100 11001100 OxCC (1, 7)RLL || (2, 7)RLL

23 11011101 11011101 11011101 OxDD (1, 7)RLL

24 11101110 11101110 11101110 OXEE (1, 7)RLL

25 111113111 111713111 11131113111 OXFF (1,7)RLL || (2, 7)RLL

26 10010010 01001001 00100100 Ox92 0Ox49 Ox24 C, 7)) RLL | MFM
27 01001001 00100100 10010010 Ox49 Ox24 Ox92 2, 7)RLL || MFM
28 00100100 10010010 01001001 Ox24 Ox92 0x49 2, 7) RLL || MFM
29 01101101 10110110 11011011 Ox6D OxB6 OxDB 2, 7)RLL

30 10110110 11011011 01101101 OxB6 OxDB O0x6D (2,7)RLL

31 11011011 01101101 10110110 OxDB Ox6D OxB6 2, 7)RLL

32-35 Random




Deletion Technigues

Extremely: Extreme Physical' Destitction
s Chiainsaws

s Sledge hammers

s Drep in; a velcane

s Place o1l apex ofi a nuclear waliieaad

x Vultiple reunds from: a high caliber: firearm

IHard Drvers are tougherr than youl thmk



Wihat can you' do?

o reliably remoeve: files?

Not Viuch - albsoeluitely seclre IS Very
difficult given metheas out today,

Make' It iImpracticall o1 extremely: expensive
10 recover:



In the News

Afiter buying 158 drives, ZDNet Einds:
s Over 5,000 credit card numiers
s |Vedical recoras
s Detailed personal and cerpoerate financialfiniermation
s Persenal Emails
s GIgs) ol pernegraphy:
Pennsylvania seldl used computer that centainead
Infermation; alkout state empleyees

A'weman I Nevada beught a Used computer WhICH
contained the prescription records ofi over 2,000
CUStOMEYS: ofi an| Arlizona pharmacy.
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http://www.cs.auckland.ac.nz/~pgut001/pubs/secure_del.html
http://www.cs.auckland.ac.nz/~pgut001/pubs/secure_del.html
http://sfgate.com/
http://www.executivesoftware.com/
http://www.softwareshelf.com/
http://www.geek.com/news/
http://www.slashdot.com/
http://www.compdisk.com/
http://www.compdisk.com/
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