Ghost Windows for Free with Macrium Reflect
Brian Bondari

A few years ago | wrote an article on Ghosting Windows XP for Free with Drivelmage XML. It's proven
to be one of the most popular articles on TipsFor.us. Back in 2007 | also wrote a complementary
article on Ghosting Windows for Free using Open-Source Tools. | suppose you could say that finding
free ways to “ghost” Windows is an obsession of mine.

One bit of criticism levied at these aforementioned methods is that they both require a fair amount of
upfront work. A restoration using Drivelmage XML requires the creation of a boot disc such as
BartPE. Using open-source tools like ntfsclone requires mucking around with the command line - an
intimidating process for a newbie. Yes, | said “mucking.”

Isn't there an easier way? One that requires far less prep time with an easy learning curve? The
answer is a resounding YES!

Enter Macrium Reflect FREE Edition. While the free version is the little brother to the commercial
version, it still packs a mighty punch. Feast your eyes on a feature comparison as of 17 October 2008.

Feature Free Edition Full Edition

<

Windows XP and Vista compatiblity
Disk Imaging

Access images with Windows Explorer
Scheduler

XML backup definitions

Linux Rescue CD

BartPE Rescue CD plug-in

MNetwork support

LRSS

CD/DVD wnting support

Windows Server 2003 compatibility
File and Folder backup

Differential disk images and backups
Incremental disk mages and backups
VBScript Generator

Email notifications

Password Protection

AES Encrypion

Auto Verify Images

Run programs before or after backup
Shut down PC after backup
Windows system event log support

Windows PE 2.0 Rescue CD with RAID
support

Windows boot menu

Technical support by email and forum
acCess

R Y R RS

Commercial/Business use
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Requirements

To successfully image and restore your system using Macrium Reflect, you will need the following:
Windows XP or Vista (32 or 64-bit) - required to install the free version of Macrium Reflect, of course.
CD or DVD burner - You need a place to store your backup image. Macrium allows you to burn it
directly to CDs or DVDs.

Spare Hard Disk or Partition (Optional) - Instead of storing the backup image on optical media, you
may choose to simply store it on a spare partition or hard disk.

Before we begin, allow me to remind you to BACK UP YOUR DATA! Working with disk imaging is a
volatile process, and you should always have backups of your critical files. Burn everything to CDs or
DVDs. Buy a spare hard disk, or maybe take a look at available online storage. Do whatever it takes
to keep your data safe.

Ready? Let's get started!

The Process
Here’s an outline of the entire process:

Install Macrium Reflect FREE Edition
Configure Your System

Create the Disk Image

Verify the Disk Image

Create the Rescue CD

Restore the Disk Image

Final Thoughts

Nouo,rwhE

Install Macrium Reflect FREE Edition

This is the easiest step. Download and install the executable (Download.com link). The installer
will automatically detect whether you are running a 32-bit or a 64-bit operating system. Curiously,
the installation process requires Internet access to validate the automatically generated serial
number. After the installation is complete, launch Macrium Reflect.

=

2. Configure Your System
At this point you should configure your operating system to the way you like it. Here are a few
suggestions:

= Make sure Windows has the latest security patches and drivers.

= Scan for viruses and other malware.

= Run a Defrag.

* Remove any unnecessary applications.

Ideally, I like to create a couple different disk images. | prefer to have one image of a freshly
installed state, and another image that includes all my main applications.
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3. Create the Disk Image
Now we’re getting to the fun part. One quick note here: | used VMware for the purpose of
convenient screenshots, but the process is no different than if it were a real machine. | also tested
the process on a spare computer, and it worked flawlessly for me.

To get started, launch Macrium Reflect, select the disk that you wish to image, and from the
Backup menu, choose Create Image.

e Macrium Reflect - Free Edition

‘ He vew |facao | Restoe gherTaus eb

ﬂ ,‘i“d Creats Imags

| Rartitons k

ENCN B
!3‘5““’0!5 XML Defriton Fles &

! Schedued Backups ¥ ftiticns | L Dafiniton Fles | i
Backup Ta 1M Definition fes: | Scheduied Badas |

ﬂtruteabadwmmuf” 3 Q T&
sabected

. & entire disk or
partition(s) Partition Tyoe  Capa.. UsedSp.. FreeSp...  FieSys..

Disk 1 - Viiware Virtual IDE Hard Drive 00000001 <8.000 GB=>
¥ 795068 3056GE 4.934GE
Disk 2 - Vidware Virtual IDE Hard Drive 00000001 <8.000 GB> - Invalid

Restore Tasks

Other Tasks ¥

Details )8

e
1-%P(C:) |

Fila Sytem:  NTFS
Free Space: 5.934G8
Total Size:  7.990GB

Upgrade to the full edition of Macriom Reflect...

S * File and folder » VESerist
s backup. generator,
fenect & [ncramantsl & Enhanzed

and differential recovery options
imagas. with 8a1D

* Free supgert BUppO.
and forum ® Pluz much
access. mSrd...

Macrium - Choose your partition
(Alternative - you could also open My Computer, right-click on the chosen disk, and select
Create an Image of this partition...)
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Hard Disk Drives

@_Tm B Backup 07)

Explore
Devices Search...

HFIMOD32 antivirus system

1 Creste an Tnage af s parson. | 0VD Orve €9
-]

Sharing and Security...

Format...

Copy

Create Shortout
Renarme

Properties

Right-click the drive
The Create Backup Wizard will spawn:

ree Edition

| Be Vew Badup Bestore QtherTasks Heb

Berzeozee,

DiskIrage | Log

Backup Tasks ?

il Create abadap mage of

S5 an entrre disk or sslected
partition(z]

Welcome to the create image wizand

;i'- 3056GE  4934GB  NTFS 1
This wizard wil guide you through the steos required
to create an image of your hard disk or parfitions on
your hard disk.
The image vil be saved as a fle that can be used in
the event of 3 full system recovery or to recover

L oe

Plase press the Nead button to contrue,

cot [l e

Upgrade to the full edition of Macrium Reflect...

Sl + Fils and foldar ® VESerist
~ o backug. generatar.
ffact + Incramental * Enhanced
and diffarential racovary ostions
mage with RAID
® Free support BUPBETL:
and farum ® Pluzs much
sccans. mera...
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Macrium - Cre

Brian Bondari

ate Backup Wizard

At this point you need to choose where you would like to store the disk image. Options include:

= Onaspare
Workgroup
= Onblank C

partition or hard disk

name.

Ds or DVDs

On a network share - Note: make sure your network share is using WORKGROUP as the

e Macrium Reflect - Free Edition

| Fle Vew Badap Restore Other Tasks

B - &0®}wﬁ

.E.§4 i iall | Lml

Backup Tasks £

Fll Create a badup image of
. anentre dsk or selected
partition(s)

Restore Tasks
Other Tasks

Details

=T
1- %P (C:) |

File Sytem:  NTFS
Fres Space: 4,934 G8
Total Size:  7.990 GB

[Parttons s, Defiiton fies | Scheshied Bacups |
' Q=L

é’ “ i
Create Backup Wizard

Backup destination

Choose 4 local dreciony, netwodk o remowvable dive o cortain the backup mags

@rocairard Dk B3
(D haturork el
(D) CD | DVD Busratr 2

[ s the Image i as the fie name, [Recommendad)

Badaup fiename: |
12 E:Macium Images\10- 16-08 1 {IMAGETD}-00-00. mrimg

| =8ack || Mexts> | | Cancel

Plaase prass the Nexd button to contnue,

Upgrade to the full gdition of Macrium Reflect...

e + File and folder * vBScrint
L= backup. generator.
Refiect & [ncramantsl ® Enhanced
and differential recovery ogtions
images. with 410
s Free supgert napeeT.
and forum ¢ Plus much
BECAES, S,

Macrium - Choose where to store image
| suggest you also take a look at the Advanced Settings. Here you can choose the amount of
compression and also set a maximum file size (for splitting purposes).
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Free Edition

e Macrium Reflect -

P He Vew Bedup Restore OtherTasks Help
Z9DP o @,
=
s A Create Backup Wizard
il Create abadup mage of
S’ an entire disk or selectad
par
Restore Tasks %,
| Other Tasks 3| seiect the compresson fevel,
| Details 2l
=== tedum Recommended) E| Compresson level
1-XP(C) Compression reduces the image fle sze but may increase the total badkup time.
(@) Inehigent sector copy. (Recommended)
FlaSytem:  NTFS Coples only disk sectoes used by the fle system,
Free Space: 4.934G8 ‘Windows pagefile and suspend to disk (hbematon) fles are not copied. This
Total Size:  7.990 GB reduces the image size and badp time.
(©) Make an axact copy (done) of the partition(s).
Cloned partitions indude unused sectors therefore forensic examination of the
partition(s) remain unchanged. Ceieied fies may be recovered for exampie,
[ Sl .l | . S|
Please press the Finish Button 10 begn magng..
e | [t | [_pomn |,
O+ Tres sumnert el
and farum & Plus much

Bccass,

mera

Macrium - Advanced Compression

When you are done with the Backup

e Iacrium Reflect - Free Edition

Wizard, take a last glance over your settings....

‘| Be Wew Eadup Restore QtherTasks Heb
HB® -z e/@®
B2 -zoed3 ¢8|
DiskInage | Log |

Bactaip Tasks 2 rllfs-a:r_-:- Backup Wizard

ol Create a bacaup image of Complete
" anentre dsk or selacted Imaging operations

partitien(z)
Restore Tasks 2,
| Other Tasks z 1

Details A1

| Advaed | Change the compression level and ather proverties for this backue,
Siease press the Finish button to begn maging..
[ <o | [omat | [ |,
R Tree urreT i
and forum ¢ Plus much
Bocass. merd..
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Macrium - End of Backup Wizard
Enter a name for the backup definition, and away we go!

s Macrium Rellect - Free Edition

| Be Vew focho Restre OtherTass  Heb

S 290 H 0 @,

Digk Image Llog
Backip Tasks Fy Create Backup Wizard
Create a badup image of i - ’
L an entire disk or selacted Mamum Fle Size:  Automatic =
| partition{s) Compmession- Madum
y 7 Fasgword: N
Intaligart Copy: ¥
Total Selected: 305668
Operation 10f 1
Hard Deake: 1
Drive Latter c
Fie System: NTFS
Label: XP |
Siza: 7.550GB =
Free: 433GE -
Usad: 3056 GB I

Starting Image - Friday, October 17, 2008 00:54:39
Iniiakizing
Anglysing file system on volume C:

Overall Progress: Transfer Rate: Timea remanmg:
E
Analysing fie system on volume C:
Lo i .M Hth —r—— | ]
Priority — : Friority . |G|

Macrium - Backup started
It took me only 3 minutes to image my tiny VMware disk, so your mileage will vary. Go make a
cup of coffee.
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w Macrium Reflect - Free Edition

| Ele Wew Badup Restore  QtherTasks  Heb

Fs -2z 005 0@,

=

Labal: P =
Size: 7950GE
Free: 4534 GB
Usad: 3056 GB

| otertoss o}

o

Starting Image - Friday. October 17. 2008 00:54:39
e

Anakpaing fle system on woluma C:

Macrium - Backup finished
Now that your backup is complete, let’s talk about how to restore it. Please continue to the
next page.

4. Verify the Disk Image
At this point, | suggest that you verify the integrity of your newly created image. Make sure that
your image file name is selected in the main window, and from the Other Tasks Menu, choose
Verify Image & Backup Files.
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w Macritem Reflect - Froe Edition

Ble e fahp Gestore | OerTous | peb
- & @ yenfy mage A8adan Fies

egogledl: |

i:b Lreass Resose OO

| !’3 Refauiss |Scheduied Bacas |
Backup Tasks T =
8 Creste s bachup mage of ,Jooo .G@g
B2 a0 etve dscor seiected | .
oartton(s) || e e fath
nd D

| || ZiiP Baded Sattr

B Defrten Fle: O\ Dodumenti tredl Setinga' habbbyen' My Documents' Refiect 7 Backuo xrd
— Hadiap Type: Bl

Desnaton EMpcrom bmages’] 1BO5 IMAGEID10000 momg

Auto Verdy: N

Muomom Fie Gra: Automats

Corrpressan Mg

Macrium - Other tasks

The Verify Image Wizard will spawn. Choose the location of your newly created image and

start the verification process.

e Macritem Roflect - F pos Edition

Ble Yem fedup Bestoe QfwrTasz  peb

WA rZODDP 0@,

Backup Tasks A%

L7008 1254 Ak | Full | 955 IRTA SC503

B W by Computer
N My Netwark Plades

| <oack || Mext> | | Conesd |
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Macrium - Verify Wizard

Again, this may take several minutes depending on the size of your image. Go make another
cup of coffee. If all is well, the image should verify successfully.

e hacritem Redlect - F roe Edition

Be e facup Restre QtwrToss Hed

egieogh- 1L RONE JCM

[ Dise Tmage | iog
|
. pTasks 2 Wplly ‘Wizard |
e i
[ epr—
Create & ey of .
@ B Enbre sk or selected
| Restore Tasks =
= Imags 1D LESER1BTAIESCEDT
v = = ﬂ Backop Dote T T/2008 1254 AM
[ therTasks £ Deiwn Widwaorn Wirtual IDE Hord Drve D00G0001
_'-. e =i E L)
Detads !

100% Carrpleted

Macrium - Image verified

5. Create the Rescue CD

The last thing to do before we restore the image is to create the Rescue CD. From the Other
Tasks menu, choose Create Rescue CD. The Rescue CD Wizard will spawn.
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e ks critem
Ele dew Badop

Qirer Tasie el
M,z 9D e @,
[ 1mage | iag
[parstons | ¥4 Dufreton Pl | Schedued Badans
Backup Tasks Z
ol Create a backup mage of
g b €0 Wizard
oA e
Restore Tosks B ch bype of escue CD you want 1o create
Other Tasks -l

(W Liru: - Select this oplion 5o cresss 8 Linux based recovery G0,
Detads
L r ‘é Tris T reared the beast memery and i the Susckest b3 520t yeur PO 1F gk o

Image netork chcs are nat resscried e S BarE soton (helew] may provide &
beiter sokiten for Wirnites 3P andl Sercer 2003 usere,
L £l
i" (DiBartS - Splect Sim opBon tp copy 8 B -Rudder plug-r for Maoum Aefect -
@ Fer WP or Server 2003 mstalatons oely. A Masmum Refest PEEuice puga vl

be copmed 1 your oieng PE-Budder rcallafon. PESuiter oredbes & resdun ded
from wour Botng Windwed 1P syitem Ses and dmoeri.

Fleadt oress e Meod Suiten o coeitnug,

HaEnt = Corge!

Macrium - Rescue CD Wizard
You have 2 choices in the Free Edition of Macrium Reflect:

» The Linux-based recovery disc.
= A plug-in for BartPE.

If you do not already have an installation of BartPE, the far-easier choice is to use the Linux-
based CD. The Linux recovery CD essentially just runs the kernel and a basic GUI to help with
the restoration process. All of this fits onto just over 6 MB! That's six megabytes!

When creating the Rescue CD, you can choose to have Macrium Reflect burn it for you, or

simply create an ISO image to burn with your favorite disc-burning program. | suggest the
open-source InfraRecorder.
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! o - Froe Editian
Ble ew [scep Restore Qferfasis Hep

BB rZz90P 0@,

Bavtors | ¥ Defuton Fles. | Schecled Backoos
Backup Tasks

ol Create a backup mage of
80 enitre dak or seleted

B 11 cue 0 Wiz
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| Rescus CD Bum
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Macrium - Rescue CD Burn

Note: | suggest going into the Advanced options and enabling Compatibility Mode, which will
ensure booting on a wider variety of devices.

Burn your Rescue CD either through Macrium Reflect or as an 1SO, and then let’s talk about
restoring your image. Please continue to the next page.

6. Restore the Disk Image

No backup solution is complete until you KNOW that you can successfully restore your images.
Until you know that you can restore your files, your new image isn’t worth a pitcher of warm spit.
That'’s right - spit.

Make sure your motherboard bios is set to boot first from CD/DVD, and reboot your computer with
the Linux Rescue CD in the drive. Within a few seconds, the Restore Wizard should start.
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Macrivm Rescue CO - o2.0.981

Restore Wizard

Macrium - Restore Wizard

The CD/DVD should eject automatically, allowing you to place any other discs into the drive.
Browse to the location of your disk image that you plan to restore. Note: if you are restoring
from multiple CDs/DVDs, you must place the last disc in the drive first since the final part

contains the image index.

Macrium Rescue CO - 20,981

Revised October 17, 2008

Restore Wizard

a
& (3 System Vohume I

B éEZ
= % Network Neighborhood

<
Reliesh | Map Shace

Netwolk Setings |

r

Welcome to the image 1estore wizard

This wizard will guide you through the sheps required
to restone a partition or whole disk,

“fou wl first select 5 previowsly stored backup imags

then choose a destination for a partial or ful system
PECOVETY.

=

Far copyright information see:
hibkge: wememasrium.comflegal htm

Please prass the Nest button to continue.

Mext > Cancel

Patiion [ Type | Capsciy |

Digk 1 - VMware Virtual IDE Hard Orive

S WP(C) Actve  7.330 GB

Plesse press the Next button to continue.

< Back Head > Cancel
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Macrium - Choose image location

Once you have chosen the disk image, select the partition that you want to RESTORE:

Macrium Rescue CO - v2.0.981

Restore Wizand
Partition Selection

Select the 1 wand fo resbore:

Backup ID: YB58E1BTAIESCED2  Date: 10/17/08 125433 AM Type: Full

[ Padion [ Type | Copscity | UsedSpace | FieeSpace | Fie System |
Disk 1 - YMware Virtual IDE Hard Orive 00000081 <7.997 GB>

W =

A3

Total Selected: 7950 GB

Macrium - Choose Partition to restore
Next, choose the appropriate partition to OVERWRITE:

Macrium Rescue CD - v2.0.981

Restore Wizard
Chooze Partition(z] lo rwrite with the image data

pith the T key held down

| SegmentNo. | Type | Drive Letter | FieSystem | Size | StatSector | EndSector

TO4S3ME  IETISTSS  1B.7TR.NE

Total Selected: 7550 GB
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Macrium - Overwrite Partition
Select the patrtition type. If it is your primary boot partition, choose ACTIVE.

Macrium Rescue CD - v2.0.981

Restore Wizard

Hew Partition Type

Sebact what tppe of Pastilion pou want 1o create.

A chik can have only one Active parition. The active pabbion 12 & Prmeny padbbion that
containg the operating system [Windoss) that staits when you bum on he compuler,

Flease press the Mext button bo continue.

< Back et > Cancel

Macrium - Partition Type
You can also choose whether or not to verify the image integrity, but you can safely skip this
step if you did it previously.

We're almost done. One of the last steps is to choose whether or not to overwrite the Master
Boot Record (MBR). This contains a listing of the operating systems currently booting on your
PC. Most of the time, you can choose to replace with the MBR that’s included in the backup
image (the recommended option). If you've installed an additional OS since creating the
image, don't replace the MBR.
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Macrium Rescue CO - w2048

Restore Wizard
Restore the Master Boot Record

Fleplace the destination c

O Do ned rephace
@ Regloce with the Master Boot Recend ko the backup [Recommended)
© Replsce uith the sisndavd XP Mastes Boot Record =

The Master Boot Record a small program that execubes when the computer starts up.
1F thiz progesm has become corrupt, perhaps due bo 2 vines, then you may have
prablems starting the computer opersting systerm.

Each backup contains a copy of the Master Boot Record this can be recoverad by
checking the second box above.

1F i doubit, then select the third option to restore a clean ¥P Master Boot Record,
Flease press the Mest buthon bo continue.

< Back Mext> Cancel

Macrium - MBR Settings
Take one final scrutinizing look over your restoration settings, and click Finish to begin the

restore. Watch helplessly as all your files are erased... and hopefully restored with the files in
your image!

Macrium Rescue CO - v2.0.181

Restore Wizard
Padition | yppe:

Partition To Create:
Shavt Sactor
End Secion
Size
Type!
Restore Options:

Wiy No
Restore MER: Replace MBR irom backup
Cheeck Fle Systerd Mo

Starting Restore - 17 October 2008 04:22
Loading Index: kY aciium Imagesh10-16-08\4B56E 1 B TAI ESCSD2-00-00.m
Processing: DeMtacium Imagesi 016 08Y4E55E1 BZAIESCSD2-00-00.m +
>

Please piese Cancel bo abor this operation..

Lo |y
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Macrium - Restoring
Once again, this process may take several minutes. Go grab that third cup of coffee!

Macrium Rescue CD - v2.0.181

Restore Wizand

End Seclon
Sizer 7350 GB
Type: Bactive

Restore Options:
Wenhy Ha
Restore MBR: Replace MBR lnom backup
Check Fle Syster: Mo

Please piess Cancel to abor this operation..

_Coreal |

Macrium - Image Restored
Hey, it looks like my image restored successfully. Yay! All that's left is to reboot.

Macrium Rescue CO - v2.0.181

Restore Wizard

e FE L]
Type: Bctive
Restore Options:
ey Ho
Restore MBR: Replace MBR from backup
Check Fle Syster No

Starting Restore - 17 October 2008 01:22
Loading I

o compuber uil now neboct,,
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Macrium - Reboot

If your system comes back to life, congratulations! You now have a system image/restore
solution for FREE. If you computer exploded or drank all the pomegranate juice in your
refrigerator, | offer my condolences. Read over the instructions again, and better luck next
time. You DID have all your data backed up, right?

Final Thoughts

| like Macrium Reflect a lot. It's the simplest and fastest way that I've found so far to “ghost”
Windows for free. As an ancillary benefit, it also supports EXT file systems, meaning that it can
create images of dual-boot Linux installations (such as Ubuntu) from within Windows if you desire!
Though there are limitations to the FREE Edition of Macrium Reflect, it still offers quite a lot of
value. Specifically, the commercial version offers features such as:

Incremental and differential disk imaging
Password protection and encryption

Windows PE 2.0 Rescue CD with RAID support
License for Business and Commercial usage.

If all you need is a simple way to create and restore disk images, the free edition works with
aplomb. Highly recommended.

Good luck, and happy backups!
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