Ghost Windows for Free with Paragon Drive Backup

EXpresss
Brian Bondari

Sometimes the healthiest thing you can do with your Windows installation is to just nuke it and start
over from scratch. If you’'ve ever done that before, you know just how long it takes to get all your files
transferred, drivers and programs reloaded, and updates patched. The process can take hours, even
days. While a true geek might actually enjoy the process a tiny bit, it's much more satisfying to create
a disk image of your pristine Windows install that you can revert to if it gets screwed up later.

I've written about this process a few times before, but today | would like to introduce Paragon Drive
Backup Express. Essentially, Drive Backup Express (DBE) is the free version of Paragon’s
commercial software. As expected, it lacks features compared to its commercial siblings, but is still
guite usable. Hey, it's hard to complain about free software.

Features

Let's look at some features of Express (free) versus Personal Edition (commercial) as of 31 March
2009:

Compare Key Exoress Fersonal
Features FHIEEE Edition

Basic Backup

Disk Imaging -

Backup to external HDD -

Backups on CD/DVD s L]

Schedule Backups L]
Smart Backup

Differential backups .

Exclude filas and folders ']

Dual-boot Backup Capsule L]
General Restore

Restore en entire hard disks or 3 i

separale parliions

Restore parlition with resize L

Restore Flles .
Professional Recovery

Paragon Adaptive® Restore .

Boot Conrector L]

Included Recovery CD L]
Usability and Add-ons

Wizard driven User Interface L .

Volume Explorer .

Simple Partitioning .

Backup Encryplion L
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Don’t expect too much here — you won't find any fancy features like scheduling, encryption,
incremental backups, or image browsing. The Express version basically gives you the ability to make
a backup of your disk/partition, plus the ability to restore it later. No more, no less.

Compared to the free version of Macrium, Reflect, the most glaring omission of DBE is the inability to
back up straight to CD/DVD. If you can live with these restrictions (and most people can), DBE is a
capable tool. Perhaps because it lacks all the fancy features, it's also VERY easy to use.

Requirements
Drive Backup Express officially supports all versions of Windows from 2000 SP4 to Vista (32/64-bit).
Sorry, no server operating systems are supported by the free edition. Supported file systems include:

* NTFS

» FAT16 and FAT32

= Linux EXT2, EXT3, and swap
= HPFS

Because DBE supports some Linux file systems, you should be able to back up and restore Linux
partitions. | have not tested this capability... yet.

Other requirements are minimal. At the least, you will need:

= A place to store the image after it is created — yes, DBE can store the disk image directly onto the
C:\ drive as it is created, but you need another place to host the image if you plan to erase and
restore the C:\ drive. Make sense? A few options include:

= alarge USB flash drive might work (4 or 8+ GB)
* ablank DVD

= an external hard drive

= aspare internal disk or partition

Before we begin, PLEASE BACK UP YOUR CRITICAL DATA! It should be common sense that
whenever you are working with disk imaging, you need to have backups of important data. Get a
spare hard drive, burn everything to DVD, or look at some online storage (I highly recommend
Dropbox).

The Process
Here’s an outline of the entire process:

Install Drive Backup Express
Configure Your System
Create the Disk Image
Verify the Disk Image
Create the Rescue CD

aprwbE
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6. Restore the Disk Image
7. Final Thoughts

1. Install Drive Backup Express
Here’s the DBE download page. There are separate downloads available for 32-bit versus 64-bit
operating systems. Not sure whether your system is 32-bit or 64-bit? If it's Windows 2000, it's 32-
bit. If it's XP or Vista, hold down the Windows key and press Pause/Break. Look for the System

information.
System
Processor AMD Athlon(tm) 64 Processor 3700+ 2,20 GHz
Memory (RAM): 3.00 GB

System type: 2-bit Gperating_ﬂj,is_t_ga)

—

2. Configure Your System
This one is up to you — configure your system in a way that you would like to preserve. A freshly
installed state is perfect, but if don't feel like doing a complete re-install, here are a few
suggestions:

Get the latest security patches from Windows Update.

Defragment your disk.

Scan your system for malware.

Clean out any unused or unnecessary applications.

| tend to create two disk images:

A freshly installed system with only the latest drivers and security updates.
A full image that also contains all my typical applications.

3. Create the Disk Image
Now it's time to create our image. When you launch DBE, you will see a Welcome screen
featuring a happy guy with an unbranded Macbook. Are we to assume that he just restored his
BootCamp partition? Or maybe he’s happy that the Dow Jones Industrial Average actually went
UP for a change? Anyway, | digress.
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wgon Drive Backup™ 9.0 Express

‘B QuickStart User Cuide

Drive Backup 9.0 Express

Be saie from disaster!

3 Check Archive Validity

‘@ Restore Disk or Partition

& @ Backup Disk ot Partition
‘ & Build Recovery Media

Upgrade Mow

= About

Exit

PSGParaGon"

Copyright © 1954-2008 Par:
Software Group. Al rights reserved.
www paragan-software com

TipsForis. B

Click the Back up Disk or Partition option. The Simple Backup Wizard will appear.

wa

Welcome to the Simple Backup Wizard
This wizard helps you to back up your hard disk data to local disk in a few
chcks, We recommend to creste backup mages on external hard drives,

Professional and S erver ediions also allow you bo create backup mages on
rietwork, shorages.

L Y
.L\C o " %ﬁﬁ mare oplions and settings, vou can iy Paragon D
AN _—

To continue, click Mest

TinsEopis ¢Back | MNet> §([ Cocel |
=2 <L ot
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Follow the prompts to begin creating the image. First things first, select which disk or partition
you would like to image. You may choose either a single partition or the entire hard disk,
complete with the Master Boot Record (MBR). Unless you absolutely know what you are
doing, go ahead and back up the partition table (called the Hard Disk Track) as well as the
MBR. You will need them if you have to do a restore from bare metal.

&1 Simple Backup Wizard 2g
What to back up |
“ou can back up sny combination of hatd dizk dinees ar pailitions, =

Click the check box nest to any hard disk dinee or partsion wou want b back up

Marne _ Type File syuztenm _ Size H
= LI My Cornputer My Compuiter
= U Basic Hard Dizk O (VB O HARDDISE) I Bazic Hard Disk Diive 81GE
= #=5 First Hard Disk Track Fist Track 0 Bytes
(5 Master Boot Record MER 0 Bytes
B Local Disk (C) Prirmary NTFS 81GB 5
= [ | [E] Dynarmic Hard Disk 1 (VBOX HARDDISK) Dynamic Hard Disk Drive 29GE
- #88 Firet Hard Disk Track First Track 0 Bipte:
£ | 2|

The size of objects o back up: 8.1 GB
E stimated archive size 5.2 GB

<Back | New> | [ Cancel |

TipsForus

Next, choose a place to store the image. As mentioned before, you cannot burn the disk image
directly to a CD or DVD, but you can store it directly on the currently running partition. In other
words, if you are running from drive C:\, you can choose to store the image directly on the
same drive. Drive Backup Express is smart enough to exclude the chosen storage directory
and not create an infinite loop. However, you must move the image to a different location
(DVD, flash drive, etc) BEFORE you can restore it since it is not possible to restore a disk from
itself.

Store the image wherever you like, such as on the C:\ drive, a spare partition, or on an

external disk. Note: you CAN also map a network drive and store the image directly on a
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networked computer. To do so, click the Network Drive button on the Backup Destination

page.
&7 Simple Backup Wizard a=)
Backup destination - choose a partition
*'our data will be stored on the partibion you specify.

Select a folder where the archive should be placed and specily the archive name. The archive nanme will be
uzed as a sub-folder where backup data files vall be stored.

Archive location: |C:/arc_310309214616367/ a5

Marme | Size | Date
IE 1] My Compater
+ [~ Local Disk [C:] !
#® [Z] BAK E)
[ E Paragon Images on 'Bbbcomp-serveF' 2]
# - EI] Mebwork.

Archive details

Archive name: arc_ 31030921 4616367

E stimated archive size: 3 GB
Space available on backup destination: 4.7 GB

[ <Back | New> | [ Ccancel ].:5

TipsFor.us

Browse to find your networked computer and map a network drive to a shared folder. Enter the
login information for the remote user. Note: that user must have read AND write privileges for
the shared folder or DBE will not be able to store the image there. Also, though DBE can
create your image over the network, | have not yet found an easy way to restore it over the

network. Before you can restore it, you must transfer it to a DVD or some other external
media.
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&0 Simple Backup Wizard B x|
Backup destination - choose a partition
‘Your data will be stared on the parttion you specify.

Select a folder where the archive should be placed and specify the archive name. The archive name will be
used az a subolder whete backup data fies will be stored.

Archive location: |C:/arc_310309214516367/ | R @

Femote location mappng

A network shate : [\\Bbbcomp-server\F\Paragon Images' GJ
& Map o dive letter: | . [v]
Make permanent connection

Remote logon
o Connect as uzer:  habibhijan |
Pacsword = sesssssssssssssssssssssssn | |
Aach
E stin @ Connect as user [ oK ” Cancel ]

TipsForus

[ <Back [ New> | [ Cancel J

Once you've chosen your destination, hit Next. DBE will immediately begin creating and
storing your image. This process may take a while, so go have a coffee break.

—

Simp kup Wizard W
Backup in progress
The Wizard is performing a backup of your data.
Owerall progress
T |
Backup statistics
Time elapsed.  00:00:25 ‘Whitten so far: 228.1 MB
Time remaining: 00:04:39 Estimated total size: 3 GB
Operation details:

(73] Approximate archive size will be 3132 Mb

(1) Backup Disk Oto fle; C:/arc_310309214616367/arc_310309214616367 PBF
(1) Backup Primary pastition O [disk 0] to file: C:/atc_310303214616367/arc_310309214616367_0000p.00 -
(1) Het Processing technology is started

(1) Getting clusters bitmap...

(1) The content of file /pagefie, sys was exchaded from bitmap,

Ead

[<] | (2]
[] Shutdown system on complete

nimize i}
© Fomm e

| < Back Mext » Cancel
lipsForus

And it's done! Hooray!
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67 Simple Backup Wizard 2] )

[TipsForus

Completing the Simple Backup Wizard
[ jons. pou have fully completed the Simple Backup
Wizard!
To close this Wizard, click Finish
¢ Back Cancel

Now that your backup is complete, let’s talk about how to verify and restore it.

4. Verify the Disk Image

This step is optional, but | encourage you to do it anyway. You don’t want to find out the hard way
that something is wrong with the image that you created.

Back on the DBE Welcome screen, click the Check Archive Integrity button to launch a new

wizard.

1Efﬁza?Tﬁﬁhulnugﬁn-ﬂﬁﬁmd EJE?
e

TiosForus

Welcome to the Check Archive Integrity
Wizard

| pattions).

This wizard helps pou to verily the integrity of an image of a hard disk(s) ar
ion(s

To continue, click Next

< Back E Mest > 3 [ Cancel ]
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Browse to find the disk image that you created. DBE also keeps a list of archives that you
have made, so you can just select it from the list.

15 Check Archive Integrity Wizard e
Browse for Archive r
Flease select an archive to verify. 5

& Show 4l v & & In

Tupe | Cieation Date | Source Object | Size ”Flags EI

3 |3/31/20095.0029PM_Basic Hard Dk 0 (VBOX HARDDISK) 8168 (%

|T|] 3142009 2 4R-47 PM Rasie Haed Nisk N VRN HARNDDISKY A10GR s | I’[E ll.v

i | >
Sui File Vi

Archive File Details
' Name:  Basic Hard Disk 0 (Unknown Model)
Comment: [Mo comment is avalable]
Type: Basic Hard Disk Diive
Total size: 8.1 GB
File: C:/arc_310309214616367/arc_31030921 4616367 PBF

To select object{s) to verify, click Next

[ <Back || New> ][ Cancel J

[TipsForus

Depending on the size of the archive, it may take several minutes to verify its integrity. Go refill
that coffee or maybe play an online flash game.

If all goes well, the verification should complete without errors.

{5 Check Archive Integrity Wizard e

Completing the Check Archive Integrity
Wizard

Congratulations, you have successfully completed the Check Archive
Integrity Wizard!

@ Weiification results; there are no integrity emors.

To close this Wizard, click Finish

< Back Cancel

[TipsForus
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5. Create the Rescue CD
Before we can restore the image, we must create the Rescue environment. After all, if we're going
to erase and restore the current operating system, we can’t have that system running, can we?

Back on the DBE Welcome screen, click the Build Recovery Media option. The Recovery Media
Builder will launch.

—

117 Check Archive Integrity Wizard 8%

e Completing the Check Archive Integrity
\ Wizard

Congratulations, you have successhully completed the Check Archive
Inkeqrity Yizard!

@ Verification rezults; there are nio integily emnors.

To cloze thiz Wizard, click Finizh
£

< Back Cancel

TipsForus

You have a choice: you can build the Rescue environment on either a CD/DVD or Flash Memory. If
you know that your computer supports booting from a USB flash drive, this is a great choice.
Otherwise, stick to the standard CD approach, which | will use for this tutorial.
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—@ Recovery Media Builder E]q

Recovery Media Type e&
Chooze the type of the Recovery Media pou would like to create

Select thiz option to create the recovery environment on a flazh memory media. Thus you will get all
recovery features available in the program on a compact, reliable, and fast device (recommended).

() CD/DVD

Select thiz option to create the recovery environment on a CO/OVWD. Thus pou will also get a
bootable CO' or DWD with all recovery features available in the program [indispenzable in case vour
computer doez not support baoting from USE drives).

rus [ < Back l [ Mest » ] [ Cancel ]

Before you can build the recovery 1SO, you have another choice: Typical settings, Advanced,
or User-specified 1SO.

.@'Recuvery Media Builder [E]

CD/DYD Creation Options 9
Chooze one of the options to create the Recoverny COADVD

Uze the standard Recoveny Media image supplied with the program.
) Advanced
You can add some files or folders to the standard Recovery Media image supplied with the program.

() Uzer zpecified CD/DVYD image [.izo file]

Uze CO/DYD image from specific location.

C:/Program Filez/Faragon Software/Dinive Backup 3.0 Expreses150 /booted izo Browse

< Back ] I Memt » l l Cancel

1pSrorts
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Typical — use this option if you just want to accept the default recovery package and start
burning the disk. It will build a Linux-based boot disk with a minimal set of tools for restoring
your image(s). If you're unsure, go with this option.

Advanced — similar to the typical settings, but also gives you an option to add your own files or
folders to the standard recovery image. For instance, if you have room on your DVD, you
could add the folder where you stored the image itself. That way your recovery media also
conveniently contains the disk image. Nice.

User-specified 1ISO — only choose this option if you already have another recovery ISO in mind
to burn. Most users won'’t have this.

Once you've made your choice, create your media. DBE can burn the disc for you directly, or
you can choose the Emulator device option to build an ISO that you can burn later with a tool
like InfraRecorder.

Now that your recovery media is ready, let's move on to the restoration process.

6. Restore Your Image
I've said it before, but it merits repeating. No backup solution is complete until you KNOW that you
can successfully restore your disk images. Until you know that your backup works, it's totally
worthless.

Go ahead and reboot the computer with your recovery media inserted. If you're booting from a
USB flash drive, make sure your motherboard bios supports it. If booting from optical media, make
sure your bios is set to first try booting from CD/DVD.

Here’s what the Linux-based recovery disc looks like upon boot:

Fo Normal Mode Main recovery
& Safe Mode environment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk © MOR

& Find DSes on your hard disks
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Most people should simply choose Normal Mode in the recovery environment. If it acts funny,
try Safe Mode or Low-Graphics mode. The Normal Mode worked fine for me.

This brings us to the main screen of the recovery disk. We're looking for the Simple Restore
Wizard, but notice that a Backup Wizard is also included.

L
S SOFTWARE L]Vl rlve ac UP 9.0
@ Backup Wizard (including NTFS) are alfeady mousied as the
subdireciories in fmnidisk. s possible

‘% Simple Restore Wizard ejectyour COROM

TipskFor.as I

To me, this is one of the main strengths of DBE — you can actually create backups directly
from the Rescue CD without actually having DBE installed on that computer. This is one
advantage over a tool like Macrium Reflect.

Anyway, let’s continue restoring our image. Go ahead and double-click the Simple Restore
Wizard. When it launches, click the browse button to find the image that you created.
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Paragon Simple Restore Wizard

What to restore

Piease select the file with panition or hard disk image.

Select Image

To continue, click Next.

[ <Bak | mext> | [ came |

If you are running from a Rescue CD, then YES, you may eject the CD since it's running in
RAM. Networking support is not included, though, so as of now it is not possible to restore
directly from a mapped Network Drive. If anyone figures this out, let me know.

Continue with the Restore Wizard. The next screen will let you examine the properties of your
selected image, including the size of the original partition and how much data is actually used.
When you're finished ogling at your image properties, click Next again.

Revised April 1, 2009

Paragon Simple Restore Wizard

Image properties
Please inspect the properties of the image selecied

r Disk preview
I —
| |

[Volame_Type [File Sysiem __ [Size  [Used
Basic Disk 0 (Size 81Gh)
. Primary ). NTFS E1Gh 34Gh

Jvolume label | |

[No label]

Archive details.

Type Image of the partition
Aschive name: Cijarc_3103092146 16367 farc_310309214616367_0000p 000
Creaned 2009 Mar 31 Tue 22:00:29

To continue resiore process, click Next.

[ < Back l Next > | | Cancel
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We're almost done now. The last — but crucial — required step is to choose the disk that
you want to restore. Make sure you choose the correct disk!

Paragon Simple Restore Wizard

Select the destination to restore chosen partition or hard disk

Basic Disk 0 (VBOX HARDDISK) - 81 Gb
C: HTFS [No label]

Dynamic Disk 1 (VBOX HARDDISK) - 30 Gh
NHTFS BAK

[Basic Disk 0 w| Model VBOX HARDDISK, Size 81Gb

[N Jvolume Type [File System  [Size [Volume label  JActive  [Hidden | |'
Primary ) NTFS B1GhH Mo labal] Yeg Mo

TipsFor.us

Note: if you stored your disk image on drive C:\, and you try to restore the image to drive C:\,
what do you think will happen? That's right — nothing! Nothing except an error message
politely suggesting that you are an idiot, anyway.

Error X

L

i i There is no possibility to restare disk or partition from itself

(o] A

The last page of the recovery wizard will give you an option to review all your proposed
changes before it starts destroying data. Take a good, hard look at everything to make sure

you've chosen the correct image and the appropriate hard disk. If all looks good, take a deep
breath and hit Next to start the restore.
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Paragon Simple Restore Wizard

Select the destination to restore chosen partition or hard disk

Basic Disk 0 (VEOX HARDDISK] - 81 Gb

C: NTFS [Ho label]

Dynami Disk 1 (VEOX HARDDISK) - 3.0 Gb
NTF5S BAK

Model VEOX HARDDISK, Size 81 Gb |
[Volime tabel JAcive |rieden | ||

[N Jvolume [Type [File System  [Size
£1Gb Mo label]

Primany 9

Tipskor.us

And we’re off! Sit back and watch helplessly as your disk is erased... and (hopefully) restored
with the working disk image data!

Progress information

Operations list: Suboperation progress

1: Restore partition or disk
Operaton progress

Time elapsed.  00:00:39 Time o finish: 00:07-28

Copied 5o far. 2909 Mb Read so far 299.6 Mb (13.0 Mbys)

To copy: 3.0Gb  Write 5o far 299.6 Mb (L7.6 Mbys)

Owverall progress

[hasd

Reswone Disk 0 from file: jarc_19020503 2043392 /arc_190205032043392 PEF

Opening archive anc_190208032043352_0000p 000...
Restare Primary parition 0 (disk 0) from fike: farc_19020903204 339 2/ar_12020903 204 3392_0000p. 000
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Again, this process may take a while depending on how much data is contained in your disk
image, and depending on how wimpy your computer is. Take another coffee break or have a
snack.

Hey, it looks like my restore is now complete.

Progress information

Dperations Kt Suboperation progress
1: Restore panition or disk AR AR R AR RN AR

Operation progress

EERENERE RN RN RN AR ENN NSRRI
Time elapsed.  00:06:46 Time 1o finish 00:00:00

Copied so far. 3.3Gb Read sofar: 2.7 Gb (15.4 Mb/s)
Write 5o far 2.7 Gb(12.5 Mb/s)

Owerall progress

[ERNS RN NN NI RN R NN RN NN B RN RaRia]

Resiore Disk O from fike: famc_19020903204 339 2far_190 20903204 3392 PEF

Opening archive arc_190205032043392_0000p 000

Resiore Primary partitien 0 (disk 0) from file: farc_19020903204 3392 arc_190 20903204 3392_0000p 000
Drata writing

Processing file: farc_19020%0 3204339 2fan _ 19020903 2043392 _0000p 001

Rebuiding panitions infa

All operations have been finished

TipsFor.us

Exit the Simple Restore Wizard and reboot the computer. Don'’t forget to remove your recovery
boot disk! Provided everything went as planned, your system should now come back to life.
Congratulations! If your hard disk melted, exploded, or consumed all the potato chips in your
cabinet, | offer my condolences. Please re-read the instructions, and better luck next time. You
DID back up your data, correct?

7. Final Thoughts
Paragon Drive Backup Express is a powerful tool provided you understand its limitations. Sure, it
lacks the bells and whistles of its commercial siblings, but what it does offer is simplicity. I've tried
several backup-restore disk imaging tools now, and DBE is one of the easiest, if not THE easiest
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to use. If all you want to do is create an image or two that you can restore later, DBE has you
covered.

Of course, you might ask how DBE compares to the free version of Macrium Reflect. It's a fair
guestion. While they both can create and restore images without problem, there are a few little
feature differences.

The main advantage of Macrium Reflect is that you can clone an image directly to CD/DVD. DBE
lacks this capability in the free version, though you can always just store the image directly on a
disk and burn to DVD afterward. Not a major setback, but it is an inconvenience in DBE.

The main advantage of DBE over Macrium Reflect is that you can create a disk image directly
from the recovery media without installing anything. For purists who like a Windows installation to
remain as uncluttered as possible, this is a major advantage. In fact, here is a link where you can
download the Linux-based recovery I1SO directly. | don’t think I'm violating any Terms and
Conditions of DBE since they essentially distribute the 1SO with the program, but | will remove the
link if asked by someone from the company. It's a good idea to install the program anyway to
make sure you have the latest version of the recovery media.

Other than those two differences, the programs are quite similar. Neither free editions support
differential backups, encryption, or any other fancy features, but they both work well to just create
and restore disk images. Pick whichever one you prefer. As an added bonus, both support Linux
EXT file systems, so you should be able to clone Linux partitions from within Windows. Nice.

As always, good luck, and happy backups! May your images never get corrupt.
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