encrypted file system recovery

encrypted file systemrecovery clark@ushmai |l . com | updates as needed

i nt roducti on

this article updates the quick witeup that started in the tenp directory of
this domain detailing howto inport users encrypted file system (efs) keys from
an old offline profile into a new systemin order to gain authorized access to
previ ously inaccessible encrypted data.

note well that this nmethod is for advanced users. there are sone prograns/
services out there that maybe better suited for you

01. elconsoft offer a programcall ed advanced efs data recovery (aefsdr) that
wor ks in 2k/ xp. price 99usd (~61lukp) - deno avail abl e.

02. mcrosoft have a recovery program (reccerts.exe) only available via payed
support - cost unknown, but some prices are listed: uk: here & usa: here.

03. passware offer a programcalled efskey that works simlarly to aefsdr,

t hough noteably slower in decryption. price 95usd (~58ukp) - deno
avai | abl e.

an interesting coincidence:

wi ndows 2k was rel eased 31/03/2000 first introducing efs
wi ndows xp was rel eased 25/10/ 2001 sone efs updates added
my 1st post on efs recovery 09/02/ 2003

el consoft rel eases aefsdr 25/02/2003

m crosoft makes known reccerts. exe 28/ 02/ 2003

passware rel ease efs key beta 06/2003

this nethod is free and is the | ast stop before expensive specialist recovery,
like file encryption key (fek) matching and recovering old nmagnetic disk |ayers.

recently added!!
one & two unfinished 1024*768 i mages giving a brief overview.

the error and keys

efs filenanes are col oured green, by default in xp - else check advanced
properties. on attenpting to open such a file, a blank docunent is created and
an error message |ike this displayed:

not epad: cannot open the c:\docunents and settings\foo\ny docunents\report.txt
file. make sure a disk is in the drive you specified.

or - wordpad: access to c:\docune~1\foo\nydocu~1\report.txt was deni ed.

or - windows picture and fax viewer: no preview avail abl e

this is a decryption msmatch - if this error is displayed for all users listed
in the properties -> advanced -> details dialog and the recovery agents, an

i ncorrect or absent encryption keys was attenpted. this mayof been caused by a
nunber of events - the nbst conmon being a reinstall.
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it is highly recommended when first using efs that you export your public and
private keys to another storage nedium (ci pher /?) - these keys are randomy
generated at creation, simlar installs will not create simlar keys. strangely
there is no pronpt when first using efs, and thus many people are unaware of the
risk or forget. it is also advisable to create a recovery agent, though sone
users may decide not to for security reasons.

if you have followi ng folders and their contents fromthe orginal install of 2k
or Xp - you can recover you efs data. know edge of your password is al so
required for this anount of data.

c:\docunents and settings\foo\application data\m crosoft\crypto\
- private keys

c:\docunents and settings\foo\application data\m crosoft\protect)\
- locks your current password to your private keys

c:\docunments and settings\foo\application data\m crosoft\systentertificates\
- public keys (not essential to be the orginal as another valid key can be
madeup)

this data maybe on an unboot abl e system a backup, roaming profile or currently
on the system either in the file systemor in the free space. if you have these
files skip this renmaining section

there are a nunber of ways of reinstalling, here are sone:

0l1. [low | evel format of the disk,oemxp cd [specialist recovery

boot up, format and install required
02. [oem xp cd bootup, format and install i f keys have not been
overwiten - good, else 1
03. |[oem xp cd bootup, install over top of good
orgi nal wi ndows directory (press |)
04. [retail restore cd - a colourfull front i f keys have not been
end of ghost overwriten - good, else 1
if method 03 - your orginal profile are nost likely still in the c:\docunents

and settings\ folder.

orgi nal folders current fol ders

all users all users.w ndows

def aul t user defaul t user.w ndows

foo f 00. %rachi nenanme%

| ocal service | ocal service.nt authority
net wor kservi ce net wor kservi ce.nt authority

if nethod 02 or 04, there is a chance that the reinstall has not overwitten the
orginal efs keys. nost formats only wipe the file structure and since all file
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are copied and the pagefile is created before profile creation and encryption
keys even further on, it is possible that on reinstall the orginal encryption
keys have not been overwitten and are still on the disk sonewhere. it is

possi ble to search the volunme for this key data and if present, recover it - if
you are serious about attenping this, power down the machi ne as soon as
possi bl e, because as reinstall uptine increases the chances of this key data
bei ng overwitten al so increases.

recovery with the orginal profile in the file system

you can do this procedure on the current install, however the nore cautious nay
want to use a second test install. backup all changes if you use the current.
you will need a user account of the same user and machi ne nunber as the orginal.

check this orginal folder name: c:\docunents and settings\%user nanme% application
data\m crosoft\crypto\rsa\ls-1-5-21-1078081533-1606980848- 854245398- 1003

machi ne is: 1078081533-1606980848- 854245398
useracc is: 1003

converted into hex the machine sid is: fd374240 f094c85f 16c0Oea32
(convert each block into hex and reverse bytes for each section) useracc is: 3eb

got o: hkl m sam sam donai ns\ account \ user s\ %user nunber s%

check if a user account is already present of the orginal account nunber. if
there is, check the username (\v) |logon and create a profile and change the
password to the one fromthe orginal machine. if there is not a user account of
the sanme nunber, create one that is, you may want to nodify hkl m sam sam donmai ns
\account\f offset 48 to the required nunber before you create. add the user to

t he adm n group.

got o: hkl m sam sam donmai ns\ bui I ti n\al i ases\ 00000220\ ¢ and nodi fy the nachi ne sid
prefixi ng your orginal user nunber. (towards the end)

got o: hkl m sam sam donai ns\ account\v and nodify the machine sid at the end to
your orgi nal nunber.

goto: hkl mi software\ m crosoft\w ndows nt\currentversion\profilelist\ select key
cal |l ed your machi ne nunber suffixed by your user nunber, export, nodify the key
to the orgi nal machi ne/user nunber and inport.

copy the orginal three folders into:
c:\docunents and settings\%usernane% appl i cati on data\m crosoft\

restart - login using the orginal password. access to your files should be
possi bl e. decrypt.

NOTE: this nethod is slightly brief and advanced. | have not witten up a newer
version of this article yet, which will include a sinpler step by step. In the
meantime if you get stuck, try followi ng this procedure instead:

first set the orginal sid. probably easier if you run newsid than editing hex
values in the registry, download here: http://ww.sysinternals.con ntw2k/source/
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newsi d. sht M make sure that you are using a test install or backedup setup or
specifically not using efs since on changing the sid you will not have access to
your currently encrypted files. set the new sid to be the one in your old
profile directory eg: c:\docunents and settings\%usernane% applicati on data

\'m crosoft\crypto\rsa\s-1-5-21-1078081533- 1606980848- 854245398- 1003 -> newsi d
woul d be s-1-5-21-1078081533-1606980848-854245398 - after this is done, reboot

if not automatic. ignore any further reference to the sid in the article since
this is now correct.

encrypt a test file, then browse to c:\docunents and setti ngs\%user nane%
\application data\m crosoft\crypto\rsa\ - is the nunber on the end of the sid eg
1003 the sane as the previous nunber? if it is the same, skip this next part.

if not, check the other accounts on the conputer else you either need to create
a user that does have the sane user or nodify your existing user to have the
orgi nal nunber - probably easier if you create new user. user nunbers increnent,
since they are linked with security, no two users nust ever have the sane
nunber, if the orginal usernunber is higher than the current one, create sone
new accounts, |ogon, encrypt a test file and check the nunber untill you have a
correct user nunber. if orginal nunber is |ower than the current one you wl |
need to reset the usernunmber counter, run regedit -> default registry
perm ssi ons deny access to hklmsamlsam ... select the hkey | ocal nachine
\security\ key and right-click(if xp/2003srv) or use regedt32 and do security ->
perm ssions(if 2k) check the allow full control while selecting the adm strators
group -> advanced -> check reset perm ssions on all child objects and enabl e
propagati on of inhertitable perm ssions -> ok/yes/ok. since the samhive is
setup as a link folder wwth sam you should now be able to access hkl m sam sam

\ domai ns\account\ - double click the f value, at offset 0048 there is 4 bytes
that state the next created usernunber, nake a note of this, so you can restore
| ater. you need to convert the orginal usernunber into hex. run calc -> view
scientific -> type in the user nunber eg, 1003 and then change the base (top
left) fromdec to hex. the nunber should now read 3eb, now what is really neans
is 00,00,03,eb reverse these byte so it reads: eb,03,00,00 this is the new val ue
to enter in at offset 48. after editing you will need to restart the nmachine.
now when you create a new user it should have the correct nunber. renenber to
reset the counter back to what it was before.

once you have a user, with the correct user nunber and the machi ne has the
correct sid nunber, copy the old folders fromc:\docunents and settings\%user nane
% application data\m crosoft\ into the current users folders. set the users
password to the one that was used before and try to access the files. check ntfs
perm ssions also if deni ed.

CHECK!'! - updates soon

note if you are restoring a 2k efs access and still get errors, it is possible
that the locking file was not updated on a password change - since efs on 2k
(only) relies primarily on the syskey (major weakness if syskey is stored

| ocally) you nmay have to inport the orginal syskey - details of this are |isted
on the ntsecurity page or email nme for a nore step-by-step process.
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recovery with the orginal profile not in the file system

it is _highly_ recomended to nount the disk containing the volune with the
orginal install on as slave on a second machi ne as your recovery activities may
overwite the key data. - if you are using a laptop, get a 2.5" to 3.5" ide
cable. avoid all data wites to the orginal vol une.

you Wi Il need a decent hex editor (w nhex recommended) and fil enon from
sysinternal s or equival ent.

first some key pieces of information need to be optained fromthe encrypted
files thenselves. you can either junp on the ntfs to the efs header or
(recommended) use ntbackup to backup one of the encrypted files you cannot
access. open the backup with a hex editor and scroll down untill you see
sonething like this.

o1 2 3 4 5 6 7 = 9 A B C D E F

0z 00 00 00 0O o0 oo oo 82 2B 30 CF 54 D9 19 44| ... .. ... LH0IZT.J
AD E8 25 27 03 02 02 80 00 00 0O 00 00 00 00 Qo —ex'. .. €. .......
o0 0o 00 oo 0o o0 oo oo 00 o0 0o 00 oo oo o0 oo ... ... .. ... ...

o0 0o o0 o0 Qo o0 00 0O0 54 00 0O 00 OO QO OO oQof ........ T..... ..
o0 0o 00 o0 0o o0 oo 0o 00 o0 0o 00 o1 0o o0 oo ... ... . . .. .. ..
Ee 01 00 00 14 00 OO OO 80 00O OO 00 36 01 OO OO f(9....... £...6. ..

oo oo oo oo 22 01 00 00 1C 00 00 00 03 00 o0 oo ... "0 0. ... ..
E4 00 00 00 35 00 00 0O 00 00 OO0 00 0O 00 00 00fe...8...........

01 05 00 00 00 00 o0 A5 15 00 00 00|FD 3@ 4240 ... ... ... . .. 7 7 Bl
FO 94 C8 SF 16 CO E& 32 EBE 03 00 00|14 00 00 00| &7E_ A&2e. . | .
14 00 00 00 28 00 00D 00 72 0000 00 CB OO OO OO ....¢(...r. .. E. ..

M.
B9 00 &3 00 72 00 eF OO 73 00 6F 00 66 OO0 74 00| 1.c.r.0o.=.0.f. .
20 00 42 00 61 00 73 00 &5 00 20 00 43 00 72 00 Ba=ze .Crzr.
79 00 70 00 74 00 eF 0O &7 00 72 00 61 OO 70 00| w.p.t.o.g.x.a.p.
B8 00 &% 00 63 00 20 00O 50 00 72 00 6F OO Y6 00| h.1.c. .P.r.o.w.
69 00 &4 00 &5 00 72 00 20 00 76 00 31 00 2E 00 1.d.=e.x. .w.1.
a0 00 00 00 66 OO0 eF OO &F 00 25 00 66 OO0 6F OO (0., . f.0.0.(.f.0.
fF 00 40 00 44 00 45 00 53 00 4B 00 54 00 4F 00| o.@ D E.5 K. T. 0.
0 00 29 00 0o o0 D1 BC D& 20 BS OE F9 FE 70 DF | P H&U * aapR

29 C9 7F 62 ED D3 20 CBE BC CEB F3 0D 74 76 E8 07| )E+bi0Q E4Em zwve.
DC 42 E7 2D 4D E8 65 AC 8B 6B 71 75 C6 09 C§ 36 | UHg=Hée®<kquk AG
15 53 4E F1 45 1A E3 53 BE 3B 10 98 21 34 66 EF | .SNEH.3H.; . " 14f1
0 10 3C 9C 6C 21 BE 1C GF 33 58 F7? 7E B9 2C 01 | A <elld. _8H-~1
C5 24 53 54 SE E9 4C 91 EE ES 51 A6 6B C3 C2 1C | A$STeaLl wal kAL
A5 79 49 D0 CE 8C 71 0D AF 05 3D 42 1D C7 1C Fe | #yIbiGg.” . =B.¢.o

18 E4 A3 EF 92 57 A8 3B EL 28 91 37 3B 2E 07 181 ag1"W :a(“7:. . ..
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A5 79 49 DO CE B8C 71 0D AF 05 3D 42 1D C7 1C Fe | #¥yIbIdg. . =B.C.O
18 E4 A3 EF 92 57 A8 3B EG& 28 91 37 3B 2E 07 18| ae1"W ;a("7;
c? DC 19 55 96 20 00 00 clf . U-

green = the nmachine sid and usernunber in hex

fd374240 f094c85f 16c0ea32 eb030000 -> reverse

404237fd 5fc894f 0 32eac016 000003eb -> convert to deci mal

1078081533- 1606980848- 854245398- 1003 -> prefix with s-1-5-21- for full sid/
user no.

red = the public key thunmbprint
79B73COC5A501EO06BOECOAGEFAA3BBCB23BF84E9 - this is the fil enane of the public key

blue = the private key guid - this section maynot be present if other users have
been added.

now to search the orginal volune for the data of the two critical files - the
private key and the locking file.

within the private key the guid(blue) is stored, the difference between the efs
header is that it is stored in ascii, not unicode. if the private key guid was
not present in the efs header you can search for "cryptoapi private key" in

uni code, sone results maynot be the correct ones, but this will be obvious on
sight. the private key should | ook sonme thing like this. recover and nane
"privat ekey" for now.

note well - if you do not find this private key, this nethod will not work and
speci al i st net hods must be used.

o1 2 3 4 5 6 7 = 9 A B C D E F

02 00 00 00 0o a0 oo Qoo 25 00 00 00 OO0 Qo0 a0 oof ........ Mo
oo oo oo oo 9C 00 o0 oo 74 03 00 00 14 00 00 OO0 ... @.. . t.......
oo 00 00 00 As 00 00 00 B

7E 4E 4E C3 3D B2 Bl 1D 74 CA 85 01

24 52 53 41 31 8% 00 00 00 00 04 00 00 7F 00 OO $RS&1™....... *
oo 01 o0 01 0o 0D eB OC Y5 34 18 B2 Fe 69 EC 4F | ... ... loud, D11D
D3I D5 3C 3E 80 6B 68 6D D1 F§ DC 4D Ce 2E 8E 70 Gﬁ{}€khmHDUHE.+p
21 DF OF 76 3E 41 61 B9 44 32 B3 67 FB 59 D1 29| +R . w:ia'D2:ga¥H)
4C E5 AE A5 1D BC F9 D7 E2 0A& F3 DD 46 6B 3C EE | LU®% kiuxd o¥Fk<i
A4 D4 D4 3C E9 31 47 32 80 59 4D 4F D9 34 C7 2C | o00<&1G2€YMOT ¢,
03 05 C5 DE BB 34 F1 DB 6B 69 97 35 A7 9B DS 71| .. Ab. fi0ki—5§:0g
39 49 D5 7B 3C A D5 17 F4 AL B SB 0C B 14 10| 9I04<50 &% . 1. .
F EC 26 39 98 ED 04 F? &C 4B 82 12 7E BB 81 B? | 0i&971 1K,  ~ne-
26 E2 10 AF C& 00 00 00O 00 00 OO 00 0O 01 00 OO &&. E. ... ... ..
00 DO 8C 9D DF 01 15 D1 11 8C 74 00 €O 4F C2 97| .EF+p. W E=z AOA-
EB 01 00 00 0O0f(9F 74 79 DC EA 80 92 44 B4 1F 63| &. ...?tyUeE J .o
92 C4 E2 B7? 2D|00 00 00 00 2C 00 00 00 42 00 72| "AS
oo 7?9 00 70 00 74 00 6F OO 41 00 50 00 49 00 20| .v.p.t. o A P.T.
P ri1.wv.a.t.e

oo 50 00 72 00 &% 00 76 00 &1 OO 74 00 &5 00 20

s a4 — s - - —_ —-—- _-— s s _-— - - _ _-_— - _-— —_—
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encrypted file system recovery

39 ED 3E 4B 0& CB DS FC GSE 86 2F 13 C9 65 54 2B| Lir« BEDU"t~ E=T+
97 06 51 BS B3 DD A9 C7 57 1D 56 04 EA D8 F7 7D| —. Quivecy V. ad}
A7 8D CE A7 3B F4 6C 64 B3I 99 00 79 OF A9 1E SE| §+E§:a6ld*™ v @ "
3B 95 D3 C8 52 C0 Ba 90 C9 14 00 00 00 3B 9C 24| ;-0ERA2+E. .. . &%
A2 B2 C7 C1 01 30 69 7E AF GF ES 36 D9 76 F1 F9 | ¢hch 0i~ _&A6TwHnR
g0 01 00 00 00 DO 8C 9D DF 01 15 D1 11 8C 74 00| +. .. BE+R. W .=z,
C0 4F C2 97 EB 01 00 00 00 9F 74 79 DC E& 80 92 | ADd—&. . Ttylles”
44 B4 1F 63 92 C4 E3 B7 2D 00 00 00 00 18 00 00| J° . 'A% —. ... ...
oo 45 00 78 00 70 00 eF 00 72 00 ¥4 00 20 00 46| .E.x.p.o.x.t. F
o0 eC OO0 &1 00 &7 00 00 00 O3 66 OO0 OO0 A2 OO OO .1 .a.g....£..°

o0 10 00 oo oo 18 43 DA 3F Z2E EO 7C 17 F7 67 41| .. .. .. CU?.&4|.+gh
21 F9 27 21 BC 00 00 0O 00 04 80 00 00 A0 00 OO 1a'ld. .. .. €. ..
o0 10 00 oo oo 4C 32 EBE 52 EC AY &7 E1 D9 95 2C|( ... .. L2eRisgtl- .
03 1B 8B 7D AC 03 00 00 00 eE 04 EF 6E 57 DF 48| . . <}~... . n.1nWBH
9B 14 00 00 00 41 EF 56 A3 99 F3 78 EE F1 13 C9| <. .. . iiVeMaxifi E
a7 B4 2B 37 DE CC C7 43 4B 7 +7bR1ICCK

blue = private key guid nmenti oned before

cyan = the locking file nane and al so nenti oned w thin.
9f 7479dc ea80 924a b41lf 6392c4e3b72d -> sonme reversing
dc79749f - 80ea- 4a92- b41f - 6392c4e3b72d

do a search for this string in unicode. the locking file should | ook sonething
l'ike this. recover and nane as pictured in cyan in ascii

note well again - if you do not find this locking file, this nmethod will not
wor k and speci ali st nethods nust be used.
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encrypted file system recovery

o1 2 3 4 5 &6 7 /5 9 A B C D E F

02 00 00 00 0o o0 oo 0o 00 o0 00 o0fjed OO &3 OO ... ..... .. H.c.
a7 00 3% 00 37 00 =24 00 3% 00 66 00 2D 0O 38 OO 7.9.7.4.9.f. - 8.
20 00 65 00 &1 OO0 2D OO 34 00 61 00 39 00 32 00| 0.e.a.—.4.2.9. 2.
2D 00 62 00 34 00 31 00 &6 00 2D 00 36 OO 33 00 -.b.4.1.f . —.B.3.
29 00 32 00 63 00 =4 00 65 00 3353 00 62 00 37 00| 9.2.c.4.2.3.b.7.
32 00 64 00|00 00 00 OO OO OO OO OO0 OG5 00 00 00 E.d| . ............
85 00 OO 00 OO0 OO 00O OO 68 00 00 OO OO0 OO QO OO ™. ...... ho. ... ..
14 00 00 00 00 a0 o0 Qoo 00 00 00 00 a0 Qo a0 Qo ... ... . ...
0z 00 00 oo AD FB SE 97 00 1F 1E 46 &7 89 BF E&A| ... - Fgi.«&
=6 BB 1F 9¢ A0 OF 0O 0O 0% 850 00 00 O3 66 00 OO Weeo— ... €. .. L..
70 E2 52 CE 25 4B EF A1 63 62 DE BS 29 232 E1 F2 | paRIXKiichbplfie
%4 55 3D 04 3B 0OC 34 C6 4B S5F AE 61 96 70 5C 14 | Z0= . ; [ 4EE_®a-p~.
92 CF 15 3F BE B2 F4 D2 60 ED 4D EA 132 FBE C3 BF | "I. 74240 kMe 0kl
CE SF 56 D8 98 88 25 75 F7 87 12 98 05 14 9D 43 | I_WV@" "xuzf. .~  +C
D2 00 68 FC 7C 19 SD 3C 30 93 19 D& 57 C0O 35 2F | O hii|.]<0* TWAG~
72 6B 0OF BC 24 BC 9B 7B BA Ce EY 34 28 6F 7E 30| vk E$H:{2&g: (o0
EE FC 86 D1 97 F8 FA BS 02 00 00 00 41 DB BF A6 | gitf—eup. . . AU
07 26 SE E2 Df E4 E4 SD CE 14 0B D4 01 00 00 00| .&"&0aa11. 0. .
09 &0 00 00 03 66 0O OO 03 eB 02 7F &80 8B 85 OB| €. . . f.. k.+£< .
3E 73 D1 D1 21 6E 03 3E E6 BE7 A3 E9 2B D9 0B E1| »=0¥In. & "&+0.4
Fe 00 53 F2 D7 B8 70 41 33 1o A7 60 AE E2 81 90| ©.5&x,phd & ®&es
71 7A E4 79 51 BD 64 1F FS D2 A0 83 D0 35 A3 A3 | geay(kd. &0 FDogs
FS 71 B9 11 EBE 41 F4 34 AC DE 66 EE EA C1 5§ BF | 8g! . 2Add4-bfigdld
03 00 00 00|DC 42 A7 EE AC SB 10 44 81 33 60 24| ... [UBSi-[ .De3° %
11 39 32 FF =R

cyan =

dc42a7eeac5h104481336024113992f f

if you have just successfully recovered these two pieces of data,

| ooki ng very good!

i nstall.

create a file called credhist so it

the locking file name -

menti oned before
yellow = a hex string required for the credhist file

- as is.

t hi ngs are

no further data needs to be recovered fromthe orgina

| ooks |i ke this:

o1 2 3 4 5 6 7 = 9 &4 B C D E F
01 00 00 00|DC 42 A7 EE AC GE 10 44 21 332 60 24| ... [UB§i-[ .D+3%
11 39 92 FF |00 00 00 00 R

yellow = as is,

taken fromthe locking file -

create a file called preferred so it

| ooks |ike this:
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encrypted file system recovery

o1 2 3 4 5 &6 7 /5 9 A B C D E F

o0 0o 00 oo 0o o0 oo oo 00 o0 0o 00 oo oo o0 oo ... ... .. ... ...
oo oo oo oo oo oo oo Qoo

on the second installation that you are running, encypyt a file so that you
create a set of efs keys. copy out the public key fromc:\docunents and settings
\ foo\application data\m crosoft\systencertificates\ny\certificates\ and renane
to the public key thunmbprint nentioned in the efs header - nentioned before.
open in the hex editor and update the foll ow ng sections.

o1 2 3 4 5 6 7 = 9 A B C D E F

02 00 00 00 01 a0 o0 oo <4 00 00 00 1C Qo0 a0 oof ........ Ao
BC OO0 00 00 01 00 00 0O 00 00 00 00 o0 0o o0 00 1.... ..., ......
oo 00 o0 00 01 o0 oo 00

20 00 00 00 01 o0 oo 00 EC 01 0O 00 30 82 01 E&( . ...... R L —
a0 82 01 55 A0 03 02 01 02 02 10 9B AB EZ2 97 8E( 0.,.0 ... .. > eB—t
2B CD 8B 4C 35 3C B9 EC 84 OB CE 30 09 06 05 2B| +I«LG5<1is. io. . .+
OE 03 02 1D 05 00 30 OE 31 0C 30 0A O6 03 55 04 ... ... o.1.0...0.
03 13 03 66 6F 6F 30 20 17 0D 30 33 30 34 30 31| .. . fool . . 030401
20 32 35 37 33 39 LA 18 0F 32 31 30 33 30 33 30| 0257392 2103030
38 30 32 35 37 33 39 54 30 0E 31 0C 30 0A& 06 O3 802573%9Z0.1.0. ..
CE 04 03 13 03 66 6F 6F 30 81 9F 30 0D 06 09 2A | U. .. fool+¥0. . .=
86 48 86 F7 0D 01 01 01 05 00 03 81 8D 00 30 81| fHt=. ... ... ++ (s
89 02 81 81 00 Ce AF 10 EZ 26 B7 81 BB 7E 12 82 |4 . ++ E &8 #n~
4B 6C F? 04 ED 983 39 26 EC 6F 10 14 Be 0OC 5B Be | K1+ . 1i"9&ic. 9. [T
AS F4 17 DS B4 3C 7B DS 49 39 71 DS 9B A7 35 97 | 2o . 07<{0I9g0>55—
69 6E DE F1 24 BE DE C5 05 03 2C C7 24 D9 4F 4D | ikUf:»PA . G UOM
9 80 32 47 31 E9 3C D4 D4 A4 EE 3C 6B 46 DD F3 | ¥Y€2G1&<008] ¢ kF¥a
04 E2 D7 F9 BC 1D AS AE G55 4C 29 D1 59 FB 67 B3| .axuk. 20UL)HYig:
32 44 B9 61 A1 3E 76 OF DF 81 70 SE 2E C6& 4D DC | 2D'aiswv. Beps  EHU
FS D1 6D 63 6B 80 3E 3C DS D3 4F EC 69 Fo BS 18 | 8fmhker»<000iio, .
24 75 0C 6B 0D 02 03 01 00 01 A3 4D 30 4B 30 15| du. k. ... .. eMOKD .
Oe 03 55 1D 25 04 OE 30 0C 06 OA 2B 06 01 04 01 .. 0.2 .0, .+....
B2 37 0A 03 04 30 27 06 03 55 1D 11 o4 20 30 1E( ,7...0°' .. 0... O.

A0 1C 06 DA 2B 06 01 04 01 82 37 14 02 03 A0 OE U R

ne N RAE ARF RE AN 44 45 C3 4R G4 4AF B0 NN 3n ng fr@TESETOR 1
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encrypted file system recovery

A0 1C 06 DA 2B 06 01 04 01 82 37 14 02 03 AD OE U
0 0C 66 6F 6F 40 44 45 L§3 4B G4 4F GO 00 30 09| | . foo@DESETOP . O.
O0e 03 55 1D 13 04 02 30 00 30 09 06 OS5 2B OE O3 .. 0....0.0.. . +..
02 1D 05 00 03 81 81 00 33 7D 12 FA 5C 96 33 F4 | ... .. #+ 31 . =~-30
C3 0B 40 FO E3 74 1E 44 E3 G0 AR C8 25 57 03 F1| 5. @43z . J3P«ExV . #
00 CE 65 E1 D4 37 24 94 D0 FE 4B 84 F1 58 75 DE| .Iead7$=DpESHXub
Da 32 46 2D 8B 29 69 38 7E E4 AC AE 9B 66 AR 85 | G2F+<318~a- £ ]
EF FF S& 75 8D 2C 53 CF 94 11 6E 48 DE C0 29 8D | é¥Zu+ . EXI7 n bh)+
25 D9 E4 D9 13 43 54 67 16 82 CE 61 44 28 0B 0E| %030 .HZg..EaJ( ..
A4 61 C9 DE ED 84 CE F2 87 04 DS 93 EE A9 79 94| 2aE0NSist O<igys
46 54 1F 45 3D AF FO AA 73 35 EF 66 DO FB 84 2B | FZ . E= &2=5ifbi..+
EA 2D 85 ET 26 Al 63 0C E— Sk,

blue = private key guid - nentioned before
red = public key thunmbprint - nentioned before

follow the nethod "recovery with the orginal profile in the file systent
detailed in the previous section and place the files into their correct
| ocati ons. reboot.

c:\docunents and settings\foo\application data\m crosoft\

\crypto\rsa\ls-1-5-21-1078081533-1606980848- 854245398- 1003\ pri vat ekey

\ prot ect\ credhi st

\protect\s-1-5-21-1078081533- 1606980848- 854245398- 1003\ (2fil es)
dc42a7eeac5b104481336024113992f f

preferred
\systentertificates\ny\certificates\79b73c0c5a501e06b9ec0abef 4a3b8ch23bf 84e9

the privatekey needs the correct nanme, this is determined fromthe private key
guid by sone unknown hashi ng process, however filenon can record the system
request and thus the correct file name can be resolved. run filenon and sinply
sel ect one of the encrypted files, stop filenon and apply a highlighting filter
of "file not found" scroll up untill you see highlight entry by the process

| sass. you should see the conpl ete fol der nanme request with the correct file
nane - sonething like this: bblc3la26leed4c09b0a92ad0llaae21 904f 931f - 4993- 4059-
ab65- €3961044d535 - you can ignore the second half, it is nerely the nachine
guid querried fromthe registry - hklnm software\m crosoft\cryptography

\machi neguid - you can just used the resol ved hash foll owed by an underscore -
bblc3la26leed4c09b0a92ad0llaae2l

now try accessing the encrypted file - it should all matchup. decrypt.
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encrypted file system recovery

recovery with no information at all - specialist nethods.
even if the key data has been overwitten it can still be recovered, unsure of
conpani es and price, but this page details the technique - interesting to read,

asi de from efs.

the other way is matching the fek - if you scroll backup to the efs header inmage
you Will notice there is a section of size 128bytes, after usernane@machi nenane
- wthin this block are the keys for decrypting the data, plus probably sone
user verifying entries. without the correct efs key this cannot be decrypted.

al t hough the encryption process appears to work on a 512 bytes basis, it really
encrypts/decrypts in 8 bytes bl ocks. many popular file formats have standard
headers of 8bytes and nore, thus for these files, the plain text is already
know, and thus can be matched against all fek keys for the correct key, once
found the key can be applied to the remaining file. the first step in this
process would be to determ ne the key format froma worki ng system and then
apply the correct encryption algorithmto the encrypted data. the time taken to
get a match would vary greatly on the hardware and al gorithm used and since the
fek is different for each file, it could take along tine to decrypt all the
files - though not inpossible...

in closing - backup your efs keys properly!!

you nmust get perm ssion fromthe respective author before reproduction
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