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Distributed Denia of Service Attacks have recently emerged as one of the most newsworthy, if not the
greatest, weaknesses of the Internet. Overview Distributed Denial of Service (DDoS) attacks are a
relatively new development; reports of the first DDoS attacks surfaced in mid-1999, with the highest-
profile attacks coming in early 2000 against sites like Amazon.com, CNN.com, eBay and E-Trade.
Clearly, the challenge these attacks present is a serious one. While you alone can't do much to protect
yourself, as a community we can improve the situation. The victims were unreachable for several hours
each. A brief note on usage: the network where these attacks are taking place is called the “"Internet”,
with acapital “'1"; it isthe public network shared by people all over the world. An ““internet”, with a
lower-case "'i", is a collection of networks interconnected; many organizations have private internets. The
Internet is the result of inter-connecting a gigantic number of private internets.

The advent of DDoS marked an escalation in Internet Relay Chat (IRC) wars.
Rel yi ng on networks of |inked servers, |IRC offers channels, or chat roons,
that users can join to exchange ideas, pictures, sounds, and prograns.
Channel operator (ruling) status is assigned by default to a channel's
creator, to sonmeone who inherits channel operator privileges, or to some-
one who sinply asks for it (assumng there is no current channel operator).
Expl anati on of DDoS attacks
DDoS attacks invol ve breaking into hundreds or thousands of machines all
over the Internet. Then the attacker installs DDoS progranms on them
allowng themto control all these exploited machines to | aunch coordi nated
attacks on victimsites. These attacks typically exhaust bandw dth, router
processi ng capacity, or network stack resources, breaking network
connectivity to the victins.
Hacker (or, if you prefer, Cracker) starts by breaking into weakly secured
conputers, using well-known exploits in standard network service prograrns,
and comon weak configurations in operating systens. On each system once
they break in, they performsone additional steps. First, they install
software to conceal the fact of the break-in, and to hide the traces of
their subsequent activity. For exanple, the standard commands for displaying
runni ng processes are replaced with versions that fail to display the
attacker's processes. These replacenent tools are collectively called a
“rootkit'', since they are installed once you have " “cracked root'', taken
over system adm nistrator privileges, to keep other " “root users'' from
being able to find you. Then they install a special process, used to
renot el y-control the burgled machine. This process accepts commands from
over the Internet, and in response to those conmmands it |aunches an attack
over the Internet against sone designated victims site. And finally, they
can have there so called “Bots or Zonbies” report to private chat roons on
| RC. A cautious hacker will begin by breaking into just a few sites, then
using themto break into sone nore, and repeating this cycle for severa
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steps, to reduce the chance they are caught during this, the riskiest part
of the operation. By the tinme they are ready to mount the kind of attacks
we' ve seen recently they have taken over thousands of nachines and assenbl ed
theminto a DDoS network; this just nmeans they all have the attack software
installed on them and the attacker knows all their addresses.

Now its time for the attack. The attacker runs a single command, which sends
command packets to all the captured machines, instructing themto |aunch a
particul ar attack against a specific victim Wen the attacker decides to
stop the attack, they send another single command.

The packets used in today's DDoS attacks use forged (or Spoofed) source
addresses; they are |ying about where the packet cones from The very first
router to receive the packet can very easily catch the lie; it has to know
what addresses lie on every network attached to it, so that it can correctly
route packets to them |If a packet arrives, and the source address doesn't
mat ch the network it's comng from the router should dunp the packet. This
styl e of packet checking is called variously Ingress or Egress filtering,
depending on the point of view, it is Egress fromthe custoner network, or
Ingress to the heart of the Internet. If the packet is allowed past the
border, catching the lie is nearly inpossible. Returning to our analogy, if
you hand a letter to a letter-carrier who delivers to your hone, there's a
good chance he could notice if the return address is not your own. If you
deposit a letter in the corner letter-box, the mail gets handled in sacks,
and routed via high-volune automated sorters; it will never again get the
cl ose and individual attention required to make any intelligent judgnents
about the accuracy of the return address. Likew se with forged source
addresses on internet packets: let them past the first border router, and
they are unlikely to be detected.

Today there's no possibility of perform ng nore than a few back-traces at
nost, inas little as a few hours. Even that would require sonme |uck to
favor your efforts. So as long as the attacker turns their attack off after
at nost a few hours, you are unlikely to find nore than a few of the

t housands of machi nes used to | aunch the attack; the remainder will remain
avai l abl e for further attacks. And the conprom sed machi nes that are found
will contain no evidence that can be used to |locate the original attacker;
your trace will stop with them

Tool s of the Trade

Many tools are avail able to perpetrate DDoS attacks. Because source code is
avai l abl e for a nunber of these tools, nmany of the findings about a
particul ar set of DDoS tools change over tine. In fact, the characteristics
that are seen "in the wild" often do not match those seen by analysis of the
avai |l abl e source code. DDoS tools typically follow a three-tier
architecture, known as a DDoS constellation. The attacker (controlling
console) is used to issue commands to the master controller |ayer. The
master controllers are then responsible for controlling a given nunber of
agents that do the actual |abor of the attack. The attacker can control a

| ar ge nunber of masters, and each master can control a | arge nunber of
agents. Since any traceback of flooding traffic to ascertain the source of
the attack will result in an agent system finding the master controllers is
very difficult, and finding the attacker consoles is even nore difficult.
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There are basically five nethods of attack that are supported by known DDoS
t ool s:

e Snurf -- ICW (Internet Control Message Protocol) ping requests to a
di rected broadcast address. The forged source address of the request
Is the target of the attack. The recipients of the directed broadcast
pi ng request respond to the request and flood the target's network.

« ICWP flood -- Simlar to Smurf, but without the anplification caused
by requests to a directed broadcast address.

. UDP flood -- Sending |arge nunbers of UDP (User Datagram Protocol)
packets to the target system thus tying up network resources.

« TCP flood -- Sending |large nunbers of TCP packets to the target
system thus tying up network resources.

« TCP SYN flood -- Sending | arge nunbers of TCP connection initiation
requests to the target. The target system nmust consunme resources to
keep track of these partially opened connecti ons.

The nost prom nently seen DDoS tools vary by their nethods of attack,
comuni cati on between naster and agents, and the system privil eges needed to
execute an attack. The nore recent and sophisticated DDoS tools even cone
with functionality to update software autonatically, easing the burden of
running a | arge DDoS constellation. Seven fam|ies of DDoS tools have been
seen in the wild. The nore comon famlies are trinoo, Tribe Flood Network
(TFN and TFN2K) and St achel draht.

Trinoo, an early DDoS tool, is relatively unsophisticated by current
standards. It initiates only a UDP fl ood attack. Conmuni cati on between the
mast er and agents uses unencrypted TCP and UDP. Root/adm nistrator
privileges are not needed to use trinoo. This neans that any regul ar user
can deploy a trinoo constellation without having to conprom se a systens
adm ni stration account. Gven trinoo's relative sinplicity, it is easier to
detect and conbat than nore recently devel oped tools.

TFN and TFN2K use nultiple attack types, including UDP, |ICVWP and TCP SYN
floods. It can also emulate a Snurf attack. Communication between the naster
and the agents uses | CVMP_ECHOREPLY packets. Conmands and argunents are sent
as part of the ICW ID field and in the data portion of the packets. The
mai n di fference between TFN2K and TFN is that the agent is silent in TFN2K
making it nore difficult to detect. The master sends nultiple commands to
the agent and relies on the probability that at |east one will get through
In addition, the conmand packets are m xed with a nunber of decoy packets
sent to random destinations. As TFN evolves, it beconmes easier to cause
outages and nore difficult to detect. TFN and TFN2K are nore difficult to
depl oy than trinoo, because they require root or adm nistrator privileges on
the systemrunni ng the agent.

Li ke TFN, Stacheldraht has nultiple attack options, including UDP, |CWP, TCP
SYN and broadcast ping floods. Its use of | CVP_ECHORE

PLY is simlar to TFN s, but Stachel draht can encrypt the consol e-to-master
TCP session. Stachel draht al so has an auto-update feature. Like TFN and
TFN2K, Stachel draht requires root or admn privileges on the system running
the agent as well as the naster.

Key Trends and Factors

The recent attacks agai nst e-comerce sites denpnstrate the opportunities
that attackers now have because of several Internet trends and rel ated
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factors:

. Attack technology is devel oping in an open-source environnment and is
evol ving rapidly. Technol ogy producers, system adm nistrators, and
users are inproving their ability to react to enmergi ng probl ens, but
they are behind and significant damage to systens and infrastructure
can occur before effective defenses can be inplenented. As |ong as
defensive strategies are reactionary, this situation will worsen.

« Currently, there are tens of thousands — perhaps even mllions — of
systens with weak security connected to the Internet. Attackers are
(and will) conprom sing these machi nes and buil di ng attack networKks.
Attack technol ogy takes advantage of the power of the Internet to
exploit its own weaknesses and overcone def enses.

« Increasingly conplex software is being witten by programrers who have
no training in witing secure code and are working in organi zations
that sacrifice the safety of their clients for speed to market. This
conpl ex software is then being deployed in security-critica
environnments and applications, to the detrinment of all users.

. User demand for new software features instead of safety, coupled with
I ndustry response to that demand, has resulted in software that is
i ncreasi ngly supportive of subversion, conputer viruses, data theft,
and ot her malicious acts.

. Because of the scope and variety of the Internet, changi ng any
particul ar piece of technol ogy usually cannot elimnate newWy energing
probl ens; broad conmunity action is required. Wile point solutions
can hel p danpen the effects of attacks, robust solutions wll cone
only with concentrated effort over several years.

« The explosion in use of the Internet is straining our scarce technical
talent. The average | evel of system adm nistrator technical conpetence
has decreased dramatically in the last 5 years as non-techni cal people
are pressed into service as systemadm nistrators. Additionally, there
has been little organi zed support of higher education prograns that
can train and produce new scientists and educators w th neani ngfu
experience and expertise in this enmerging discipline.

. The evolution of attack technol ogy and the depl oynent of attack tools
transcend geography and national boundaries. Solutions nmust be
i nternational in scope.

« The difficulty of crimnal investigation of cybercrinme coupled with
the conplexity of international |aw nean that successful apprehension
and prosecution of conputer crinme is unlikely, and thus little
deterrent value is realized.

http://security-protocols.com/print.php?sid=1657 (4 of 6)12/29/2003 6:42:03 AM




.:[ Security-Protocols]:.

« The nunber of directly connected honmes, schools, libraries and other
venues wi thout trained systemadm nistration and security staff is
rapidly increasing. These "always-on, rarely-protected" systens all ow
attackers to continue to add new systens to their arsenal of captured
weapons.

Resour ce Consunpti on

An intruder may al so be able to consune all the avail abl e bandwi dth on your
network by generating a | arge nunber of packets directed to your networKk.
Typically, these packets are | CMP ECHO packets, but in principle they may be
anyt hing. Further, the intruder need not be operating from a single machine;
he may be able to coordinate or co-opt several machines on different
networks to achi eve the sane effect.

In addition to network bandw dth, intruders nmay be able to consune other
resources that your systens need in order to operate. For exanple, in many
systens, a limted nunber of data structures are available to hold process
information (process identifiers, process table entries, process slots,
etc.). An intruder may be able to consune these data structures by witing a
sinple programor script that does nothing but repeatedly create copies of
itself. Many nodern operating systens have quota facilities to protect

agai nst this problem but not all do. Further, even if the process table is
not filled, the CPU may be consuned by a | arge nunber of processes and the
associ ated time spent sw tching between processes. Consult your operating
system vendor or operating systemmanuals for details on avail abl e quota
facilities for your system

Security Considerations

The primary intent of this docunent is to inherently increase security
practices and awareness for the Internet comunity as a whole; as nore
Internet Providers and corporate network adm nistrators inplenent ingress
filtering, the opportunity for an attacker to use forged source addresses as
an attack nethodology will significantly | essen. Tracking the source of an
attack is sinplified when the source is nore likely to be "valid." By
reduci ng the nunber and frequency of attacks in the Internet as a whol e,
there will be nore resources for tracking the attacks which ultimtely do
occur.

Thought s

On closing, | just wanted to nake sone conmments regarding security. Try to
subscribe to a couple of security alert digests so that you are alerted to
new exploits and try to keep up on bugs that effect your systens (SANS,
CERT, and SecurityFocus.com (Bugtraq) Security-Protocols.comare a few good
security sites with digests) and visit your operating systems site for
current information regarding your specific system As for the research
done, | have really enjoyed it and |learned a | ot about DoS and DDoS.
Thanks,

badpack3t

f ounder

WWW. Security-protocols.com
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