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Thi s docunent is about technics of hiding objects, files,
servi ces,
processes etc. on OS Wndows NT. These nethods are based on hooki ng
W ndows API
functions which are described in ny docunent "Hooking Wndows API".
Everything here was get frommnmy own research during witing
root kit
code, so there is a chance it can be witten nore effectively or it
can be
witten nuch nore easily. This also involve ny inplenentation.
Hiding arbitrary object in this docunent nean to change sone
system
functions which nanme this object in the way they would skip its
nam ng. In
the case this object is only return value of that function we woul d
return
val ue as the object does not exist.
Basi ¢ nethod (excluding cases of telling different) is that
we woul d
call original function with original argunents and then we would
change its
out put .
In this version of this text are described nethods of hiding
files,
processes, keys and values in registry, systemservices and drivers,
al | ocat ed
menory and handl es.

There are serveral possibilities of hiding files in the way
S woul d
not see it. W would aimonly changing APl and | eave out technics
| i ke those
whi ch play on features of filesystem It also is nuch easier because
we dont
need to know how particular fil esystem works.

=====[ 3.1 Nt QueryDirectoryFile ]
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Looking for a file on WNT in sone directory is based on
searching in
all its files and files in all its subdirectories. For file
enuneration is used
function Nt QueryDirectoryFile.

NTSTATUS Nt QueryDi rectoryFi |l e(
| N HANDLE Fi | eHandl e,
| N HANDLE Event OPTI ONAL,
I N Pl O APC ROUTI NE ApcRouti ne OPTI ONAL,
| N PVO D ApcCont ext OPTI ONAL,
QUT PI O STATUS BLOCK | oSt at usBI ock,
QUT PVA D Filelnformation,
I N ULONG Fi | el nfor mati onLengt h,
I N FI LE_| NFORVATI ON_CLASS Fi |l el nfornmati ond ass,
| N BOOLEAN Ret urnSi ngl eEntry,
| N PUNI CODE_STRI NG Fi | eNanme OPTI ONAL,
| N BOOLEAN Rest art Scan

)i

| nportant paraneters for us are FileHandl e, Filelnfornmation
and FilelnformationClass. FileHandle is a handle of directory object
whi ch
can be get fromNtQpenFile. Filelnformation is a pointer on allocated
menory,
where this function wite wanted data to. FilelnformationCd ass
determ nes type
of record witten in Filelnformation.

FilelnformationClass is varied enunerative type, but we need
only
four val ues which are used for enunerating directory content:

#define FileDirectorylnformation 1
#define FileFull Directorylnformation 2
#define FileBothDi rectorylnformation 3
#define Fil eNanmesl nformation 12

structure of recoed witten in Filelnformation for
Fil eDirectorylnfornmation:
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t ypedef struct _FILE DI RECTORY | NFORMATI ON {
ULONG Next EntryOf f set;
ULONG Unknown;
LARGE | NTEGER CreationTi ne;
LARGE | NTEGER Last AccessTi ne;
LARGE | NTEGER Last Wit eTi ne;
LARGE | NTEGER ChangeTi ne;
LARCGE | NTEGER EndOf Fi | e;
LARGE | NTEGER Al | ocati onSi ze;
ULONG Fil eAttri butes;
ULONG Fi | eNaneLengt h;
WCHAR Fi | eNane[ 1] ;
} FI LE_DI RECTORY | NFORVATI QN, *PFI LE DI RECTORY_| NFORVATI ON;

for FileFull D rectorylnfornmation:

typedef struct _FILE FULL DI RECTORY_| NFORMATI ON {
ULONG Next EntryOf f set ;
ULONG Unknown;
LARGE | NTEGER CreationTi ne;
LARGE | NTEGER Last AccessTi ne;
LARGE | NTEGER Last Wit eTi ne;
LARGE | NTEGER ChangeTi ne;
LARCGE | NTEGER EndOf Fi | e;
LARGE | NTEGER Al | ocati onSi ze;
ULONG Fil eAttri butes;
ULONG Fi | eNaneLengt h;
ULONG Eal nf or mat i onLengt h;
WCHAR Fi | eNane[ 1] ;

} FILE_FULL_DI RECTORY_| NFORVATI ON,

*PFI LE_FULL_DI RECTORY_| NFORVATI ON;

for FileBothDirectorylnformation:

t ypedef struct _FILE BOTH DI RECTORY_| NFORMATI ON {
ULONG Next EntryOf f set;
ULONG Unknown;
LARGE | NTEGER CreationTi ne;
LARGE | NTEGER Last AccessTi ne;
LARGE | NTEGER Last Wit eTi ne;
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LARGE | NTEGER ChangeTi ne;
LARGE | NTEGER EndOf Fi | €;
LARGE | NTEGER Al | ocati onSi ze;
ULONG Fi l eAttri butes;
ULONG Fi | eNaneLengt h;
ULONG Eal nf or mat i onLengt h;
UCHAR Al t er nat eNaneLengt h;
WCHAR Al t er nat eNane[ 12] ;
WCHAR Fi | eNane[ 1] ;
} FI LE_BOTH DI RECTORY_| NFORMATI ON,
*PFI LE_BOTH_DI RECTORY_| NFORMATI ON;

and for Fil eNanesl nfornmati on:

t ypedef struct _FILE NAMES | NFORVATI ON {
ULONG Next EntryOf f set ;
ULONG Unknown;
ULONG Fi | eNaneLengt h;
WCHAR Fi | eNane[ 1] ;
} FI LE_NAMES | NFORVATI ON, *PFI LE_NAMES | NFORVATI ON,;

This function wites a |list of these structures in
Fil el nformati on.
Only three vairiables are inportant for us in any of these structure
t ypes.

Next EntryOffset is the length of particular list item First
I tem
can be found on address Filelnformation + 0. So the second itemis on
addr ess
Filelnformation + NextEntryOffset of first one. Last item has
Next Ent ryOF f set
set on zero.

FileNane is a full nane of the file.

Fil eNaneLength is a length of file nane.

If we want to hide a file, we need to tell apart these four

types

and for each returned record we need to conpare its nane with the one
whi ch

we want to hide. If we want to hide first record, we have to nove
fol | ow ng
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structures by the size of the first. This will cause the first record
woul d
be rewwitten. If we want to hide another record, we can easily change
t he val ue
of NextEntryOffset of previous record. New val ue of NextEntryOfset
woul d be
zero if we want to hide the |ast record, otherw se the val ue would be
t he sum
of NextEntryOffset of the record we want to hide and of previous
record.
Then we shoul d change the val ue of Unknown of previous record which
is prolly
an i ndex for next search. The val ue of Unknown of previous record
shoul d have
a val ue of Unknown of the record we want hide.

I f no record which should be seen was found, we will return
error
STATUS_NO _SUCH FI LE.

#defi ne STATUS_NO SUCH FI LE 0xCO00000F

From unknown reason DOS enul ati on NTVDM can get a |ist of
files al so
wi th function Nt VdnContol.

NTSTATUS Nt VdntContr ol (
| N ULONG Cont r ol Code,
I N PVO D Control Dat a

)i

Cont rol Code specifies the subfunction which is applied on
data in
Control Data buffer. If Control Code equals to VdnDirectoryFile this
function
does the sanme as Nt QueryDirectoryFile with FilelnfornmationC ass set
on
Fi | eBot hDi rectoryl nf or mati on.

#define VdnDirectoryFile 6
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Then Control Data is used like Filelnformation. The only
di fference here
Is that we do not know the length of this buffer. So we have to count
it
manual | y. W have to add NextEntryOffset of all records and
Fi | eNaneLengt h
of the last record and Ox5E as a length of the last record excluding
t he nane
of the file. H ding nethods are the sane as in Nt QueryDirectoryFile
t hen.

Various systeminfo is avail abl e using
Nt Quer ySyst enl nf or nati on.

NTSTATUS Nt Quer ySyst enl nf or mat i on(
| N SYSTEM | NFORVATI ON_CLASS System nf or mati ond ass,
I N OQUT PVO D System nformation,
| N ULONG Syst enl nf or mat i onLengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)i

System nformati onCl ass specifies the type of information
whi ch we want
to get, Systenminformation is a pointer to the function output buffer,
System nformati onLength is the length of this buffer and ReturnLength
S
nunber of witten bytes.

For the enuneration of running processes we use
System nf or mat i onC ass
set on SystenProcessesAndThr eadsl nf or mati on.

#defi ne System nformati onCl ass 5

Returned structure in Systenm nformation buffer is:
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t ypedef struct _SYSTEM PROCESSES ({
ULONG Next EntryDel t a;
ULONG Thr eadCount ;
ULONG Reservedl]| 6] ;
LARGE | NTEGER Cr eat eTi ne;
LARGE | NTEGER User Ti nre;
LARGE | NTEGER Ker nel Ti ne;
UNI CODE_STRI NG Pr ocessNane;
KPRI ORI TY BasePriority;
ULONG Processl d;
ULONG I nheri t edFronPr ocessl d;
ULONG Handl eCount ;
ULONG Reserved?2| 2] ;
VM COUNTERS VntCount ers;
| O COUNTERS | oCounters; // Wndows 2000 only
SYSTEM THREADS Thr eads[ 1] ;

} SYSTEM PROCESSES, *PSYSTEM PROCESSES;

Hi di ng processes is simliar as in the case of hiding files.
We have to change NextEntryDelta of previous record of that we want
to hide.

Usually we will not want to hide the first record here because it is
I dl e
process.

W ndows registry is quite big tree structure containing two
| mport ant
types of records for us which we could want to hide. First type is
registry
keys, second is values. OMng to registry structure hiding registry
keys is
not as trivial as hiding file or process.
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OMng to its structure we are not able to ask for a |ist of

all keys
in the specific part of registry. W can get only information about
one key

specified by its index in sone part of registry. This provides
Nt Enuner at eKey.

NTSTATUS Nt Enuner at eKey(
| N HANDLE KeyHandl e,
I N ULONG I ndex,
| N KEY_| NFORVATI ON_CLASS Keyl nf or mat i ond ass,
QUT PVA D Keyl nformati on,
| N ULONG Keyl nf or mat i onLengt h,
OUT PULONG Resul tLength

)i

KeyHandl e is a handle to a key in which we want to get
i nf ormati on
about a subkey specified by Index. Type of returned information is
speci fi ed
by KeylnformationCl ass. Data are witten to Keylnformation buffer
whi ch |l ength
I s Keyl nformationLength. Nunber of witten bytes is returned in
Resul t Lengt h.

The nost inportant think we need to perceive is that if we
hi de a key,
| ndexes of all follow ng keys wooul d be shifted. And because we are
abl e to get
i nformati on about a key with higher index with asking for key with
| ower i ndex
we al ways have to count how many records before were hidden and then
return
the right one.

Let's have a | ook on the exanple. Assune we have sone keys
called A B,
C, Db Eand Fin any part of registry. Indexing starts fromzero
whi ch nean
i ndex 4 match E key. Now if we want to hide B key and the hooked
application
call Nt EnunerateKey with Index 4 we should return information about F
key
because there is an index shift. The problemis that we don't know
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t hat there
is ashift. And if we didn't care about shifting and return E instead
of F when
asking for key with index 4 we would return not hing when asking for
key with
index 1 or we would return C. Both cases are errors. This is why we
have to
care about shifting.

Now i f we counted the shift by recalling the function for
each i ndex
fromO to Index we would sonetinmes wait for ages (on 1GHz processor
it could
take up to 10 seconds with standard registry which is too nuch). So
we have to
t hi nk out nore sophisticated nethod.

We know t hat keys are (except of references) sorted
al phabetically.
| f we neglect references (which we don't want to hide) we can count
t he shift
by follow ng nethod. We will sort al phabetically our list of key
nanes whi ch we
want to hide (Rt| ConpareUni codeString can be used), then when
application calls
Nt Enuner ateKey we will not recall it with unchanged argunents but we
will find
out the nane of the record specified by Index.

NTSTATUS Rt | Conpar eUni codeSt ri ng(
| N PUNI CODE_STRI NG Stringl,
| N PUNI CODE_STRI NG String2,
| N BOOLEAN Casel nSensitive

)i

Stringl and String2 are strings which will be conpared,
Casel nSensitive
is True if we want to conpare with neglecting character case.
Function result describes relation between Stringl and

String2:
result > O: Stringl > String2
result = O: Stringl = String2
result < O: Stringl < String2
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Now we have to find a border. W will conpare al phabetically the nane
of

the key specified by Index with the nanes in our |ist. The border
woul d be

the last |esser nanme fromour list. We know that the shift is at nost
t he nunber of the border in our list. But not all itenms fromour |ist
have to

be a valid key in the part of registry we are in. So we have to ask
for all

itenms fromour |list up to border if they are in this part of the
registry.

Thi s can be done using Nt QpenKey.

NTSTATUS Nt OpenKey(
OUT PHANDLE KeyHandl e,
| N ACCESS MASK Desi redAccess,
| N POBJECT _ATTRI BUTES (bj ect Attri butes

)i

KeyHandl e is a handl e of superordi nate key. W will use the
val ue from
Nt Enuner at eKey for it. DesiredAccess are access rights.
KEY_ ENUVERATE _SUB_KEYS
is the right value for it. ObjectAttributes descri bes subkey which we
want to
open (including its nane).

#defi ne KEY ENUMVERATE SUB KEYS 8

If the result of Nt OpenKey is 0 opening was successful which
mean this
key fromour list exists. Opened key should be closed via Nt C ose.

NTSTATUS Nt C ose(
| N HANDLE Handl e

)i

For each call of Nt EnumareteKey we will count the shift as a
nunber of
keys fromour list which exist in the given part of registry. Then we
will add
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this shift to Index argunent and finally call the original
Nt Enuner at eKey.
For getting nanme of the key specified by Index we will use
t he val ue
KeyBasi cl nformati on as a Keyl nfornmati onCl ass.

#defi ne KeyBasiclnformation O
Nt Enuner at eKey returns this structure in Keylnformtion:

t ypedef struct _KEY_ BASI C | NFORMATI ON {
LARGE | NTEGER Last Wit eTi ne;
ULONG Titl el ndex;
ULONG NanelLengt h;
WCHAR Narme|[ 1] ;
} KEY_BASI C_| NFORMATI ON, *PKEY_BASI C_| NFORVATI ON,;

Only thing we need here is Nane and its | ength NaneLengt h.
If there is no entry for shifted Index we will return error
STATUS_EA LI ST | NCONSI STENT.

#define STATUS EA LI ST_I NCONSI STENT 0x80000014

Regi stry val ues are not al phabetically sorted. Luckily the
nunber

of values in one key is quite snmall, so we can use recall nethod to
get

the shift. APl for getting info about one value is called

Nt Enuner at eVal ueKey.

NTSTATUS Nt Enuner at eVal ueKey/(

| N HANDLE KeyHandl e,

I N ULONG I ndex,

| N KEY_VALUE | NFORVATI ON_CLASS
KeyVal uel nf or mat i ond ass,

QUT PVA D KeyVal uel nf or mati on,

| N ULONG KeyVal uel nf ormati onLengt h,

OUT PULONG Resul tLength

)i
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KeyHandl e is again a handl e of superordinate key. Index is an
I ndex
to the list of values in given key. KeyVal uel nfornmati onCl ass
descri bes a type
of information which will be stored into KeyVal uel nformati on buffer
whi ch
is | ong KeyVal uel nformati onLength bytes. Nunber of witten bytes is
ret ur ned
i n ResultLength.

Again we have to count the shift but according to the nunber
of val ues
in one key we can recall this function for all indexes fromO to
| ndex.
The nane of the value can be get when KeyVal uel nformati onC ass i s set
to
KeyVal ueBasi cl nf or nati on.

#defi ne KeyVal ueBasi clnfornmation 0O

Then we will get follow ng structure in KeyVal uel nformation
buffer:

t ypedef struct _KEY_VALUE BASI C | NFORMATI ON {
ULONG Ti t| el ndex;
ULONG Type;
ULONG NanelLengt h;
WCHAR Nane[ 1] ;
} KEY_VALUE_BASI C | NFORMATI ON, *PKEY_VALUE_BASI C_| NFORVATI ON;

Again we are interested only in Name and NanelLengt h.

If there is no entry for shifted Index we will return error
STATUS_NO MORE _ENTRI ES.

#defi ne STATUS_NO MORE_ENTRI ES 0x8000001A
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System services and drivers are enunerated by four
| ndependent API
functions. Their connections is different in each Wndows version.
That's why
we have to hook all four functions.

BOOL Enunter vi cesSt at usA(
SC HANDLE hSCwmanager,
DWORD dwSer vi ceType,
DWORD dwSer vi ceSt at e,
LPENUM SERVI CE_STATUS | pSer vi ces,
DWORD chBuf Si ze,
LPDWORD pcbByt esNeeded,
LPDWORD | pSer vi cesRet ur ned,
LPDWORD | pResuneHandl e

)i

BOOL Enuntervi ceG oupW
SC HANDLE hSCwmanager,
DWORD dwSer vi ceType,
DWORD dwSer vi ceSt at e,
LPBYTE | pSer vi ces,
DWORD chBuf Si ze,
LPDWORD pcbByt esNeeded,
LPDWORD | pSer vi cesRet ur ned,
LPDWORD | pResuneHandl e,
DWORD dwuUnknown

)i

BOOL Enunter vi cesSt at usExA(
SC HANDLE hSCwmanager,
SC ENUM TYPE | nf oLevel ,
DWORD dwSer vi ceType,
DWORD dwSer vi ceSt at e,
LPBYTE | pSer vi ces,
DWORD chBuf Si ze,
LPDWORD pchbByt esNeeded,
LPDWORD | pSer vi cesRet ur ned,
LPDWORD | pResuneHandl e,
LPCTSTR pszG oupNane
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BOOL Enunter vi cesSt at usExW
SC HANDLE hSCwmanager,
SC ENUM TYPE | nf oLevel ,
DWORD dwSer vi ceType,
DWORD dwSer vi ceSt at e,
LPBYTE | pSer vi ces,
DWORD chBuf Si ze,
LPDWORD pchbByt esNeeded,
LPDWORD | pSer vi cesRet ur ned,
LPDWORD | pResuneHandl e,
LPCTSTR pszG oupNane

)i

The nost inportant here is | pServices which points on the
buf fer where
the list of services would be stored. And al so | pServi cesRet ur ned
poi nting on
t he nunber of records in result is inportant. Structure of data in
t he out put
buf f er depends on the type of function. For functions
Enunter vi cesSt at usA
and Enuntervi cesGoupWis returned structure

t ypedef struct _ENUM SERVI CE_STATUS ({
LPTSTR | pSer vi ceNane;
LPTSTR | pDi spl ayNane;
SERVI CE_STATUS Ser vi ceSt at us;

}  ENUM SERVI CE_STATUS, *LPENUM SERVI CE_STATUS;

t ypedef struct _SERVI CE STATUS {
DWORD dwSer vi ceType;
DWORD dwCur rent St at e;
DWORD dwCont r ol sAccept ed;
DWORD dwW n32Exi t Code;
DWORD dwSer vi ceSpeci fi cExi t Code;
DWORD dwCheckPoi nt ;
DWORD dwMai t Hi nt ;
} SERVI CE_STATUS, *LPSERVI CE_STATUS;

f or EnunServi cesSt at usExA a EnunfServi cesStat usExWit it

t ypedef struct _ENUM SERVI CE_STATUS PROCESS {
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LPTSTR | pSer vi ceNane;
LPTSTR | pDi spl ayNane;
SERVI CE_STATUS PROCESS Servi ceSt at usProcess;
}  ENUM SERVI CE_STATUS PROCESS, *LPENUM SERVI CE_STATUS PROCESS;

t ypedef struct _SERVI CE _STATUS PROCESS ({
DWORD dwSer vi ceType;
DWORD dwCur rent St at e;
DWORD dwCont r ol sAccept ed;
DWORD dwW n32Exi t Code;
DWORD dwSer vi ceSpeci fi cExi t Code;
DWORD dwCheckPoi nt ;
DWORD dwMai t Hi nt ;
DWORD dwPr ocessl d;
DWORD dwSer vi ceFl ags;
} SERVI CE_STATUS PROCESS, *LPSERVI CE_STATUS PROCESS;

W are interested only in | pServiceNane which is the nanme of
system
service. Records have static size, so if we want to hide one we w ||
nove al |
followng records by its size. Here we have to differentiate between
t he size
of SERVI CE_STATUS and SERVI CE_STATUS PROCESS.

To get the desiderative efect we have to hook all running
processes
and al so all processes which would be created | ater. New processes
shoul d be
hooked before running their first instruction of their own code
ot herw se
t hey woul d be able to see our hidden objects in the tinme before they
woul d be
hooked.

=====[ 7.1 Rights ]
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At first it is good to know that we need at | east
adm nistrators rights
to get access to all running processes. The best possibility is to
run our
process as system service which run on user SYSTEM To install the
service we
al so need special rights.

Al so getting SeDebugPrivilege is very useful. This can be
done usi ng
APl (OpenProcessToken, LookupPrivilegeVal ue and Adj ust TokenPrivil eges.

BOOL OpenProcessToken(
HANDLE Pr ocessHandl e,
DWORD Desi redAccess,
PHANDLE TokenHandl e

)i

BOOL LookupPrivil egeVal ue(
LPCTSTR | pSyst enNane,
LPCTSTR | pNane,

PLU D | pLui d

)i

BOOL Adj ust TokenPri vi | eges(
HANDLE TokenHandl e,
BOOL Di sabl eAl |l Privil eges,
PTOKEN_PRI VI LEGES NewSt at e,
DWORD Buf f er Lengt h,
PTOKEN PRI VI LEGES Previ ousSt at e,
PDWORD Ret ur nLengt h

)

Negl ecting errors the code can | ook |ike this:
#def i ne SE_PRI VI LEGE_ENABLED 0x0002
#defi ne TOKEN QUERY 0x0008
#def i ne TOKEN_ADJUST_PRI VI LEGES 0x0020

HANDLE hToken;
LU D DebugNaneVal ue;
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TOKEN PRI VI LEGES Privi | eges;
DWORD dwRet ;

OpenProcessToken( Get Current Process(),
TOKEN_ADJUST_PRI VI LEGES | TOKEN_QUERY,

hToken) ;

LookupPri vi |l egeVal ue( NULL, " SeDebugPri vi | ege", &DebugNaneVal ue) ;

Privileges. Privil egeCount =1;

Privileges. Privileges[O0].Lui d=DebugNaneVal ue;

Privileges.Privileges[O0].Attributes=SE PRI VI LEGE_ENABLED,

Adj ust TokenPri vi |l eges(hToken, FALSE, &Pri vi | eges, si zeof
(Privileges),

NULL, &dwRet ) ;
Cl oseHandl e( hToken) ;

Enuneration of processes is done by already netioned API
function
Nt QuerySystem nformation. There are few native processes in the
system so we

will use the nmethod of rewiting first instructions of the function
t o hook

them For each running process we will do the sane. We will allocate
a part

of menory in target process where we will wite our new code for
functions

we want to hook. Then we will change the first five bytes of these

functions

With jnp instruction. This junp will redirect the execution to our

code.

So the jnp instruction will be executed i mredi ately when the hooked

function is

call ed. W have to save first instructions of each function which is

rewitten.

W need themto call original code of the hooked function. Saving

I nstructions

Is described in chapter 3.2.3 in the docunent "Hooking Wndows API".
At first we have to open target process via Nt OpenProcess and

get

the handle. This wll fail if we don't have enough rights.
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NTSTATUS Nt OpenProcess(
OUT PHANDLE ProcessHandl e,
| N ACCESS MASK Desi redAccess,
| N POBJECT _ATTRI BUTES (bj ect Attri butes,
IN PCLIENT ID Cientld OPTI ONAL

)i

ProcessHandl e is a pointer on a handle where the result w |
be stored.
Desi redAccess shoul d be set on PROCESS ALL ACCESS. W will set PID of
t ar get
process to Uni queProcess part of Clientld structure, UniqueThread
shoul d be 0.
Open handl e can be always cl osed via Nt d ose.

#def i ne PROCESS ALL_ACCESS Ox001FOFFF

Now we are going to allocate the part of nmenory for our code.
Thi s can
be done using Nt AllocateVirtual Menory.

NTSTATUS Nt Al | ocat eVi rt ual Menor y(
| N HANDLE Pr ocessHandl e,
I N QUT PVA D BaseAddr ess,
| N ULONG ZeroBits,
| N QUT PULONG Al | ocationSi ze,
| N ULONG Al | ocati onType,
I N ULONG Pr ot ect

)

ProcessHandl e is the one from Nt OQpenProcess. BaseAddress is a
poi nt er
on a pointer on the beginning where we want to allocate. Here will be
stored

t he address of the allocated nenory. |nput value can be NULL.

Al'l ocationSi ze

Is a pointer on nunber of bytes we want to allocate. And again it is

al so used

as output value for the real nunber of allocated bytes. It is good to
set

Al | ocati onType to MEM TOP_DOWN in addition to MEM COM T because the

menory
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woul d be all ocated on the hi ghest possible address near DLLs.

#define MEM COW T 0x00001000
#define MEM TOP DOWN  0x00100000

Then we can wite our code there using Nt WiteVirtual Menory.

NTSTATUS Nt WiteVirtual Menory(
| N HANDLE Pr ocessHandl e,
| N PVO D BaseAddr ess,
I N PVO D Buffer,
| N ULONG Buf f er Lengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)i

BaseAddress will be that address returned by
Nt Al | ocat eVi rtual Menory.
Buffer points on bytes we want to wite, BufferLength is nunber of
byt es we
want to wite.

Now we have to hook single functions. Only library which is
| oaded to

all processes is ntdll.dll. So we have to check if function we want
to hook is
i nported to the process if it is not fromntdll.dll. But the nenory

where woul d
this function (fromanother DLL) be could be allocated, so rewiting
byt es on
its address could easily cause error in target process. This is why
we have to
check whether library (where function we want to hook is) is |oaded
to target
process.

We need to get PEB (Process Environnent Bl ock) of target
process via
Nt Quer yl nf or mat i onPr ocess.

NTSTATUS Nt Queryl nf or mati onProcess(
| N HANDLE Pr ocessHandl e,
| N PROCESSI NFOCLASS Processl nfornmati onCl ass,
OQUT PVA D Processl nformati on,
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| N ULONG Pr ocessl nformati onLengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)i

W will set Processlinfronati onClass to
ProcessBasi cl nformati on. Then
t he PROCESS BASI C | NFORMATI ON structure would be returned to
Processl nformati on
buffer which size is given by ProcesslnfornationLength.

#defi ne ProcessBasiclnformation O

t ypedef struct _PROCESS BASI C | NFORVATI ON {
NTSTATUS Exi t St at us;
PPEB PebBaseAddr ess;
KAFFI NI TY AffinityMask;
KPRI ORI TY BasePriority;
ULONG Uni quePr ocessl d;
ULONG I nheri t edFr onlni quePr ocessl d;
} PROCESS_BASI C_| NFORMATI ON, * PPROCESS BASI C | NFORVATI ON,;

PebBaseAddress is what we were | ooking for. On PebBaseAddress

+0x0C i s
address PPEB LDR DATA. This woul d be get calling Nt ReadVirtual Menory.

NTSTATUS Nt ReadVi rt ual Menor y(
| N HANDLE Pr ocessHandl e,
| N PvO D BaseAddr ess,
QUT PVA D Buffer,
| N ULONG Buf f er Lengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)i

Paranmeters are simlar like in NtWiteVirtual Menory.
On PPEB LDR DATA+0x1C i s address
IninitializationOrderModul eList. It is
the list of libraries |oaded to the process. W are interested only
in a part
of this structure.

t ypedef struct _IN_IN TIALI ZATI ON_ ORDER MODULE LI ST {
PVAO D Next ,
PvA D Prev,
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DWORD | rageBase,
DWORD | mageEntry,
DWORD | mageSi ze,

)i

Next is a pointer on next record, Prev on previous, |ast
record points
on first. ImageBase is an address of nodule in the nenory, |mageEntry
S
the EntryPoint of the nodule, InageSize is its size.

For all libraries in which we want to hook we will get their
| mageBase
(e.g. using GetMdul eHandl e or LoadLibrary). This |InageBase we wi | |
conpare
wi th I mageBase of each entry in InlnitializationO derMdul eLi st.

Now we are ready for hooking. Because we are hooking running
processes
there is a possibility that the code we would be executed in the
nmonent we w | |
be rewiting it. This can cause error, so at first we will stop all
t hr eads
in target process. The list of its threads can get via
Nt Quer ySyst em nf or mati on
Wi th SystenProcessesAndThreadsl nformati on class. Result of this
function is
described in chapter 4. But we have to add the description of
SYSTEM THREADS
structure where the information about thread is.

t ypedef struct _SYSTEM THREADS ({
LARGE | NTEGER Ker nel Ti ne;
LARGE | NTEGER User Ti nre;
LARGE | NTEGER Cr eat eTi ne;
ULONG Wi t Ti nre;

PVAO D St art Addr ess;
CLIENT ID Cientld;
KPRIORITY Priority;

KPRI ORI TY BasePriority;
ULONG Cont ext Swi t chCount ;
THREAD STATE St at e;

KWAI T_REASON Wi t Reason;
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} SYSTEM THREADS, *PSYSTEM THREADS;

For each thread we have to get its handl e using Nt QpenThr ead.
Ve will
use Cientld for it.

NTSTATUS Nt OpenThr ead(
OUT PHANDLE Thr eadHandl e,
| N ACCESS MASK Desi redAccess,
| N POBJECT _ATTRI BUTES (bj ect Attri butes,
IN PCLIENT ID ddientld

)i

The handle we want will be stored to ThreadHandle. W wi ||
set
Desi redAccess to THREAD SUSPEND RESUME.

#def i ne THREAD _SUSPEND RESUME 2
ThreadHandl e wil|l be used for calling Nt SuspendThread.

NTSTATUS Nt SuspendThr ead(
| N HANDLE Thr eadHandl e,
OUT PULONG Previ ousSuspendCount OPTI ONAL

)i

Suspended process is ready for rewiting. We wll proceed as
it is
described in chapter 3.2.2 in "Hooking Wndows API". Only difference
will be
I n using functions for other processes.

After a hook we wll revive all process threads calling
Nt ResunmeThr ead.

NTSTATUS Nt ResuneThr ead(

| N HANDLE Thr eadHandl e,
OUT PULONG Previ ousSuspendCount OPTI ONAL

)i

=====[ 7.3 New processes ]
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Infection of all running processes does not affect processes
whi ch
woul d be run later. We could get the process list and after a while
get a new
one and conpare them and then infect those processes which are in
second | i st
but not in first. But this nethod is very unreliable.

Much better is to hook function which is always call ed when
new process
starts. Because of hooking all running processes on the system we
can't mss
any new with this nmethod. W can hook Nt CreateThread but it is not
t he easi est
way. We will hook NtResuneThread which is also called everytine after
t he new
process is created. It is called after Nt CreateThread.

The only problemw th Nt ResuneThread is that it is called not
only when
new process starts. But we can easily get over this.
Nt Quer yl nf or mati onThr ead
will give us an information about which process owns the specific
t hr ead.
The last thing we have to do is to check whether this process is
al ready hooked
or not. This can be done by reading first byte of any function we are
hooki ng.

NTSTATUS Nt Queryl nf or mati onThr ead(
| N HANDLE Thr eadHandl e,
| N THREADI NFOCLASS Thr eadl nf or mat i ond ass,
OQUT PVA D Thr eadl nformati on,
| N ULONG Thr eadl nf or mat i onLengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)i

Threadl nformationClass is information class and it should be
set in our
case to ThreadBasiclnformation. Threadlnformation is the buffer for
resul t
whi ch size is Threadl nformati onLengt h bytes.
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#defi ne ThreadBasi cl nfornation O
For class ThreadBasiclnformation is this structure returned:

t ypedef struct _THREAD BASI C | NFORMATI ON {
NTSTATUS Exit St at us;
PNT_TI B TebBaseAddr ess;
CLIENT ID Cientld;
KAFFI NI TY AffinityMask;
KPRIORITY Priority;
KPRI ORI TY BasePriority;
} THREAD BASI C | NFORVATI ON, * PTHREAD BASI C | NFORMATI ON;

In Cientld is the PID of which owns the thread.

Now we have to infect the new process. The problemis that
t he new
process has only ntdll.dll inits nmenory. Al others nodules are
| oaded
| mredi ately after calling Nt RessuneThread. There are several ways how
to handl e
this problem E.g. we can hook APl called LdrinitializeThunk which is
cal l ed
during process init.

NTSTATUS LdrinitializeThunk(
DWORD Unknownl,
DWORD Unknown2,
DWORD Unknown3

)

At first we will run original code and then we will hook all
functions
we want in this new process. But it will be better to unhook

LdrinitializeThunk
because it is called many tines |later and we don't want to rehook all
functions
again. Everything here is done before execution of the first
i nstruction of
hooked application. That's why there is no chance it would call any
of hooked
functions before we hook it.
The hooking in itself is the sane as when hooki ng runni ng
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process
but here we don't care about running threads.

In each process in the systemis the copy of ntdll.dll. That
mean we
can hook any function fromthis nodule in the process init. But how
about
functions fromother nodules |ike kernel 32.dll or advapi 32.dl1? And
there are

al so several processes which has only ntdll.dll. Al other nodul es
can be

| oaded dynam cally in the mddle of the code after the process hook.
That's why

we have to hook LdrLoadD | which | oades new npdul es.

NTSTATUS Ldr LoadDi | (
PWSTR szcwPat h,
PDWORD pdwidr Err,
PUNI CODE_STRI NG pUni Modul eNane,
PHI NSTANCE pResul t | nst ance

)i

The nost inportant for us here is pUni Modul eNane which is the
nane of

t he nodul e. pResultlnstance will be filled with its address if the
call is
successful .

W will call original LdrLoadD | and then hook all functions
i n | oaded
nodul e.

When we are hooking a function we nodify its first bytes. Via

cal ling
Nt ReadVi rt ual Menory anyone can detect that a function is hooked. So
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we have to
hook Nt ReadVirtual Menory to prevent detecting.

NTSTATUS Nt ReadVi rt ual Menor y(
| N HANDLE Pr ocessHandl e,
| N PvO D BaseAddr ess,
QUT PVA D Buffer,
| N ULONG Buf f er Lengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)i

We have changed bytes on the begining of all functions we
hooked and
we have al so allocated nenory for our new code. W shoul d check
whet her call er
reads sone of these bytes. If we have our bytes in the range from
BaseAddr ess
to BaseAddress + BufferLength we have to change sone bytes in Buffer.
| f one ask for bytes fromour allocated nenory we shoul d
return enpty
Buf fer and an error STATUS PARTI AL_COPY. This val ue says not all
request ed
bytes were copied to the Buffer. It is also used when asking for
unal | ocat ed
menory. ReturnLength should be set to O in this case.

#defi ne STATUS_PARTI AL_COPY 0x8000000D

| f one ask for first bytes of hooked function we have to call
ori gi nal
code and than we should copy original bytes (we have saved themfor
ori gi nal
calls) to Buffer.

Now t he process is not able to detect he is hooked via
reading its

menory. Also if you debug hooked process debugger will have a
problem It wll
show original bytes but it will execute our code.

To make hiding perfect we can al so hook Nt QueryVirtual Menory.
Thi s
function is used to get information about virtual nenory. W can hook
it to
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prevent detecting our allocated nenory.

NTSTATUS Nt QueryVi rtual Menor y(
| N HANDLE Pr ocessHandl e,
| N PVO D BaseAddr ess,
| N MEMORY_| NFORVATI ON_CLASS Menoryl nf or mati ond ass,
OQUT PVA D Menoryl nformati on,
| N ULONG Menoryl nf or mat i onLengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)i

Menor yl nf ormati onCl ass specifies the class of data which are
ret ur ned.
First two types are interesting for us.

#defi ne MenoryBasiclnformation O
#defi ne Menor yWor ki ngSet Li st 1

For class MenoryBasiclnformation is returned this structure:

t ypedef struct _MEMORY_BASI C | NFORMATI ON {
PVvO D BaseAddr ess;
PvO D Al | ocati onBase;
ULONG Al | ocati onProt ect;
ULONG Regi onSi ze;
ULONG St at e;
ULONG Pr ot ect ;
ULONG Type;
} MEMORY_BASI C | NFORVATI ON, * PMEMORY_BASI C | NFORMATI ON,;

Each nmenory section has its size RegionSize and its type
Type. Free
menory has type MEM FREE.

#defi ne MEM FREE 0x10000

If a section before ours has type MEM FREE we shoul d add the
si ze of
ours section to its RegionSize. If the followi ng section is also
MVEM FREE we
shoul d add foll ow ng section size again that Regi onSi ze.
|f a section before ours has another type we will return
VEM FREE
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for our section. Its size is counted again according to foll ow ng
section.

For class MenoryWrkingSetList is returned structure:

t ypedef struct _MEMORY WORKI NG SET LI ST {
ULONG Number O Pages;
ULONG Wor ki ngSet Li st[1];
} MEMORY_WORKI NG _SET LI ST, *PMEMORY_WORKI NG _SET_LI ST;

Nunmber OF Pages is the nunber of itens in WhrkingSetList. This
nunber
shoul d be decreased. W should find ours section in WrkingSetList
and nove
follow ng records over ours. WrkingSetList is an array of DWRDs
wher e hi gher
20 bits specifies higher 20 bits of section address and | ower 12 bits
specifies
fl ags.

Calling Nt QuerySystem nformati on with SystenHandl el nf ormati on
cl ass
gives us array of all open handles in _SYSTEM HANDLE | NFORMATI ON_EX
strucure.

#defi ne SystenHandl el nformati on 0x10

t ypedef struct _SYSTEM HANDLE | NFORVATI ON {
ULONG Processl d;
UCHAR Obj ect TypeNunber ;
UCHAR FI ags;
USHORT Handl e;
PVO D bj ect;
ACCESS MASK Grant edAccess;
} SYSTEM HANDLE | NFORMATI ON, *PSYSTEM HANDLE | NFORVATI ON,;

t ypedef struct _SYSTEM HANDLE | NFORMATI ON_EX {
ULONG Nunber O Handl es;
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SYSTEM HANDLE_| NFORMATI ON | nf or mat i on[ 1] ;
} SYSTEM HANDLE_| NFORMATI ON_EX,
* PSYSTEM HANDLE_| NFORMATI ON_EX;

Processl d specifies the process which owns the handl e.
bj ect TypeNunber
i s handl e type. Nunber O Handl es is nunber of records in Information
array.
Hiding one itemis trivial. W have to renove all follow ng records
by one
and decrease Nunmber O Handl es. Renoving all follow ng i s needed
because handl es
in array are grouped by Processld. That nean all handles from one
singl e
process are together. And for one process the nunber Handle is
gr ow ng.

Now renenber structure _SYSTEM PROCESSES which is returned by
this
function with SystenProcessesAndThreadsl nfornmation class. Here we can
see that
each process has an information about its nunber of handles in
Handl eCount .
If we want to be perfect we should nodify Handl eCount ow ng to how
many handl es
we hide when calling this function with
Syst enPr ocessesAndThr eads| nf or mat i on
class. But this correction would be very tine-consum ng. There are
many handl es
opening and closing in very short time during nornmal system running.
So it can
easi |y happend that nunber of handles is changed in between two calls
of this
function and we don't need to change Handl eCount.

Handl e hiding is trivial but find out which handle to hide is
little
bit harder. If we have e.g. hidden process we should hide all its
handl es and
all handl es which are connected with it. H ding handles of this
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process is
again trivial. W are only conparing Processld of handle and PI D of
our process
and when they equals we hide it. But handl es of other processes have
to be
nanmed before we can conpare sonething. The nunber of handles in the
systemis
usual ly very big, so the best we can do is to conpare handl e type
first before
trying to nane it. Nam ng types will save a lot of tinme for handl es
we are not
i nterested in.

Nam ng handl e and handl e type can be done via calling
Nt Quer yQbj ect .

NTSTATUS ZwQuer ybj ect (
| N HANDLE (bj ect Handl e,
| N OBJECT | NFORVATI ON_CLASS (bj ect I nformati ond ass,
QUT PVA D oj ect I nformati on,
| N ULONG bj ect | nf or mat i onLengt h,
OUT PULONG Ret urnLengt h OPTI ONAL

)
bj ectHandl e is a handle we want to get info about,
bjectInformationC ass is the type of information which will be

stored into
bj ectInformation buffer which is Qbjectlnformati onLength bytes | ong.

W will use class (bjectNanel nformati on and
bj ect Al | Typesl nf or nati on.
bj ect Nanel nfromation class will fill the buffer with

OBJECT_NAME_| NFORMATI ON

structure, ObjectAll Typeslinformation class with
OBJECT_ALL_TYPES | NFORVATI ON

structure then.

#defi ne Qbj ect Nanel nfornmation 1
#define QbjectAll Typeslinformation 3

t ypedef struct _OBJECT_NAME | NFORMATI ON {
UNI CODE_STRI NG Nane;
} OBJECT_NAME_| NFORMATI ON, *POBJECT_NANME | NFORVATI ON,

Nane determ nes the nanme of the handl e.
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t ypedef struct _OBJECT _TYPE | NFORMATI ON {
UNI CODE_STRI NG Nane;
ULONG Obj ect Count ;
ULONG Handl eCount ;
ULONG Reservedl| 4] ;
ULONG PeakObj ect Count ;
ULONG PeakHand| eCount ;
ULONG Reserved?2[ 4] ;
ULONG I nval i dAttri but es;
GENERI C_MAPPI NG Gener i cMappi ng;
ULONG Val i dAccess;
UCHAR Unknown;
BOOLEAN Mai nt ai nHandl eDat abase;
POOL_TYPE Pool Type;
ULONG PagedPool Usage;
ULONG NonPagedPool Usage;
} OBJECT_TYPE_| NFORMATI ON, *POBJECT_TYPE_ | NFORVATI ON,

t ypedef struct _OBJECT_ALL_ TYPES | NFORVATI ON {
ULONG Number O Types;
OBJECT_TYPE | NFORVATI ON Typel nf ormati on;
} OBJECT_ALL_TYPES | NFORVATI ON,
*POBJECT_ALL_TYPES | NFORVATI ON,;

Nanme determ nes the nanme of type object which imediately
fol |l ows
each OBJECT TYPE | NFORMATI ON structure. The next
OBJECT_TYPE_| NFORMATI ON
structure follows this Nane, starting on the first four-byte boundary.

bj ect TypeNunber from SYSTEM HANDLE | NFORVATI ON structure is
an i ndex
to Typel nformati on array.

Harder is to get the nanme of handl e from ot her process. There
are two
possibilities howto nane it. First is to copy the handle via
Nt Dupl i cat e(bj ect
to our process and then to nane it. This nethod will fail for sone
specific
types of handles. But it will fail only for few, so we can stay calm
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and use
t his.

Nt Dupl i cat eCbj ect (
| N HANDLE Sour cePr ocessHandl e,
| N HANDLE Sour ceHandl e,
| N HANDLE Tar get Pr ocessHandl e,
OUT PHANDLE Tar get Handl e OPTI ONAL,
| N ACCESS MASK Desi redAccess,
I N ULONG Attri butes,
| N ULONG Options

)i

Sour ceProcessHandl e is a handl e of process which owns
Sour ceHandl| e
which is the handle we want to copy. TargetProcessHandl e i s handl e of
process
where to copy. This will be handle to our process in our case.
Tar get Handl e
Is the pointer on handle where to save a copy of original handle.
Desi r edAccess
shoul d be set to PROCESS QUERY | NFORMATION, Attribures and Options to
0.

Second nam ng net hod which works with any handle is to use
system
driver. Source code for this is available in OpHandl e project on ny
site
http://rootkit.host. sk.

The easiest way to enunarate open ports is to use functions
cal l ed
Al | ocat eAndGet TcpTabl eFrontst ack and Al | ocat eAndGet UdpTabl eFr onfst ack,
and or
Al | ocat eAndGet TcpExTabl eFr ontst ack and
Al | ocat eAndGet UdpExTabl eFr ontst ack from
| phl papi .dll. The Ex functions are avail abl e since Wndows XP.
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t ypedef struct _M B _TCPROW {
DWORD dwsSt at e;
DWORD dwLocal Addr;
DWORD dwLocal Port ;
DWORD dwRenot eAddr ;
DWORD dwRenot ePort ;
} M B TCPROW *PM B_TCPROW

t ypedef struct _M B TCPTABLE {
DWORD dwNunEntri es;
M B_TCPROW t abl e[ ANY_SI ZE] ;
} M B _TCPTABLE, *PM B_TCPTABLE;

t ypedef struct _M B _UDPROW {
DWORD dwLocal Addr;
DWORD dwLocal Port ;

} M B_UDPROW *PM B_UDPROW

t ypedef struct _M B UDPTABLE {
DWORD dwNunEntri es;
M B_UDPROW t abl e[ ANY_SI ZE] ;
} M B_UDPTABLE, *PM B_UDPTABLE;

t ypedef struct _M B _TCPROW EX
{
DWORD dwsSt at e;
DWORD dwLocal Addr;
DWORD dwLocal Port ;
DWORD dwRenot eAddr ;
DWORD dwRenot ePort ;
DWORD dwPr ocessl d;
} M B_TCPROW EX, *PM B_TCPROW EX;

t ypedef struct _M B TCPTABLE EX

{
DWORD dwNunEntri es;

M B_TCPROW EX t abl e[ ANY_SI ZE] ;
} M B _TCPTABLE EX, *PM B_TCPTABLE_ EX;

t ypedef struct _M B _UDPROW EX

{
DWORD dwLocal Addr ;
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DWORD dwLocal Port ;
DWORD dwPr ocessl d;
} M B_UDPROW EX, *PM B_UDPROW EX;

t ypedef struct _M B UDPTABLE EX
{

DWORD dwNunEntri es;

M B_UDPROW EX t abl e[ ANY_SI ZE] ;
} M B _UDPTABLE EX, *PM B_UDPTABLE EX;

DWORD W NAPI Al | ocat eAndGet TcpTabl eFr ontst ack(
QUT PM B _TCPTABLE *pTcpTabl e,
I N BOOL bOrder,
| N HANDLE hAl | ocHeap,
| N DWORD dwAl | ocFl ags,
| N DAORD dwPr ot ocol Ver si on;

)i

DWORD W NAPI Al | ocat eAndGet UdpTabl eFr ontst ack(
OUT PM B_UDPTABLE *pUdpTabl e,
I N BOOL bOrder,
| N HANDLE hAl | ocHeap,
| N DWORD dwAl | ocFl ags,
| N DAORD dwPr ot ocol Ver si on;

)i

DWORD W NAPI Al | ocat eAndGet TcpExTabl eFr ontst ack(
OQUT PM B_TCPTABLE _EX *pTcpTabl eEx,
I N BOOL bOrder,
| N HANDLE hAl | ocHeap,
| N DWORD dwAl | ocFl ags,
| N DAORD dwPr ot ocol Ver si on;

)i

DWORD W NAPI Al | ocat eAndGet UdpExTabl eFr ontst ack(
OUT PM B_UDPTABLE EX *pUdpTabl eEx,
I N BOOL bOrder,
| N HANDLE hAl | ocHeap,
| N DWORD dwAl | ocFl ags,
| N DAORD dwPr ot ocol Ver si on;
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There is another way to do this stuff. Wen programcreates a
socket
and starts listening it surely has an open handle for it and for open
port.
We can enunerate all open handles in the system and send them speci al
buf fer
via Nt DeviceloControlFile to find out whether the handle is for open
port
or not. This wll also give us information about the port. Because
there are
a lot of open handles we will test only handles which type is File
and nane
is \Device\Tcp or \Device\Udp. Open ports have only this type and
nane.

When we | ook to the code of iphlpapi.dll functions above we
find out
that these functions also calls Nt DeviceloControl File and sends
speci al buffer
to get a list of all open ports in the system That nean only
functions we
need to hook for hiding ports is Nt DeviceloControl File.

NTSTATUS Nt Devi cel oControl Fi |l e(
| N HANDLE Fi | eHandl e
| N HANDLE Event OPTI ONAL,
I N Pl O APC _ROUTI NE ApcRout i ne OPTI ONAL,
| N PVO D ApcCont ext OPTI ONAL,
QUT PI O STATUS BLOCK | oSt at usBI ock,
| N ULONG | oCont r ol Code,
I N PVO D | nput Buf fer OPTI ONAL,
I N ULONG | nput Buf f er Lengt h,
OUT PVA D Qut put Buf fer OPTI ONAL,
| N ULONG Qut put Buf f er Lengt h

)i

I nteresting agrunents for us now are Fil eHandl e which specify
a handl e
of device to communicate with, I|oStatusBl ock which points to a
vari abl e that
receives the final conpletion status and informati on about the
request ed
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operation, loControl Code that is a nunber specifying type of the
devi ce,

net hod, file access and a function. InputBuffer contains input data
that are

| nput Buf f erLength bytes long and simlarly QutputBuffer and

Qut put buf f er Lengt h.

Getting a list of all open ports is the first way which is
used by e.g.
OpPorts and FPort on Wndows XP and al so Netstat.

Prograns calls here NtDeviceloControlFile twice with
| oCont r ol Code
0x000120003. QutputBuffer is filled after a second call. Nane of
FileHandl e is
here alwats \Device\Tcp. InputBuffer differs for different types of
cal l :

1) To get an array of M B _TCPROW I nputBuffer | ooks as foll ows:

first call:

Ox00 0x04 0x00 Ox00 OxO00 O0x00 OxO00 OxO00 O0x00 0Ox02 0OxO00 O0x00 Ox00 0Ox01

0x00 0x00

Ox01 Ox00 Ox00 Ox00 0xO00 0Ox00 OxO00 OxO00 Ox00 OxO0 OxO00 0Ox00 0xO00 0x00

0x00 0x00
Ox00 0x00 0x00 0x00

second cal l:

Ox00 0x04 0x00 Ox00 OxO00 Ox00 OxO00 OxO00 O0x00 0x02 0OxO00 O0x00 Ox00 0Ox01

0x00 0x00

Ox01 O0x01 O0x00 Ox00 OxO00 O0x00 OxO00 OxO00 Ox00 OxO0 OxO00 O0x00 0OxO0 0x00

0x00 0x00
Ox00 0x00 0x00 0x00

2) To get an array of M B_UDPROW

first call:

Ox01 O0x04 0x00 Ox00 OxO00 O0x00 OxO00 OxO00 O0x00 0x02 0OxO00 O0x00 Ox00 0Ox01

0x00 0x00
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Ox01 O0x00 O0x00 O0x00 0x00 0x00
0x00 0x00
Ox00 0x00 0x00 0x00

second cal | :

0x01 0x04 0x00 0x00 0x00 0OxO00
0x00 0x00
O0x01 0x01
0x00 0x00
0x00 0x00

Ox00 0x00 0x00 0x00

0x00 0x00

3) To get an array of

first call:

0x00 0x04 0x00
0x00 0x00
Ox01 0x00
0x00 0x00
0x00 0x00

0x00 0x00 0x00

Ox00 0x00 0x00 0x00

0x00 0x00
second cal | :

0x00 0x04 0x00
0x00 0x00
0x02 0x01
0x00 0x00
0x00 0x00

0x00 0x00 0x00

Ox00 0x00 0x00 0x00

0x00 0x00

4) To get an array of

first call:

0x01 0x04 0x00 0x00 0x00 0OxO00
0x00 0x00
Ox01 0x00
0x00 0x00
0x00 0x00

Ox00 0x00 0x00 0x00

0x00 0x00

second cal |l :

0x01 0x04 0x00 O0x00 0x00 0x00
0x00 0x00

0x02 0x01 Ox00 O0x00 0Ox00 0x00
0x00 0x00

0x00 0x00 0x00

0x00 0x00 0x00

0x00 0x00 0x00

M B_TCPROW EX:

0x00 0x00 0x00

0x00 0x00 0x00

0x00 0x00 0x00

0x00 0x00 0x00

M B_UDPROW EX:

0x00 0x00 0x00

0x00 0x00 0x00

0x00 0x00 0x00

0x00 0x00 0x00
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Ox00 0x00 0x00 0x00

You can see the buffers are different in few bytes only. W
can lucidly
recapi tul ate these:

Calls we are interested in have InputBuffer[1l] set to 0x04
and nmainly
| nput Buffer[17] on O0x01. Only after these input data we get filled
Qut put Buf f er
with desiderative tables. If we want to get info about TCP ports we
set
| nput Buffer[ 0] on 0x00, or on 0x01 for information about UDP. If we
want
ext ended output tables (M B TCPROWEX or M B _UDPROW EX) we use
| nput buf fer[ 16]
in second call set to 0x02.

If we find out the call with these paraneters we can change
t he out put
buffer. To get nunber of rows in output buffer sinply divide
| nformati on from
| oSt at usBl ock by size of the row H ding of one rowis easy then.
Just rewite
it with following rows and delete last row. Don't forget to change
Qut put Buf ferLengt h and | oSt at usBl ock.

We use Nt DeviceloControlFile with | oControl Code 0x00210012 to
det er m ne
if the handle of File type and nane \Device\Tcp or \Device\Udp is the
handl e of
open port.

So at first we conpare |oControl Code and then a type and the
nane of
the handle. If it is still interesting then we conpare the |ength of
I nput
buffer which should be equal to the | ength of struct

http://hxdef.czweb.org/knowhow/hidingen.txt (39 of 41)5/26/2004 2:45:51 PM



http://hxdef.czweb.org/knowhow/hidingen.txt

TDI _CONNECTION_IN. This
|l ength is 0x18. QutputBuffer is TDI _CONNETI ON_QUT.

t ypedef struct _TDI _CONNETI ON_I N
{
ULONG User Dat aLengt h,
PVA D User Dat a,
ULONG Opti onsLengt h,
PVO D Opti ons,
ULONG Renot eAddr essLengt h,
PVA D Renot eAddr ess
} TDI _CONNETI ON_I'N, *PTDI _CONNETI ON_I N;

t ypedef struct _TDI _CONNETI ON_OUT
{
ULONG St at e,
ULONG Event,
ULONG Transm ttedTsdus,
ULONG Recei vedTsdus,
ULONG Transmni ssi onErrors,
ULONG Recei veErrors,
LARGE | NTEGER Thr oughput
LARGE | NTEGER Del ay,
ULONG SendBuf ferSi ze,
ULONG Recei veBufferSi ze,
ULONG Unrel i abl e,
ULONG Unknownl|[ 5],
USHORT Unknown?2
} TDI _CONNETI ON_QUT, *PTDI _CONNETI ON_QUT;

Concrete inplenmentation of how to determne the handle is
open port
Is available in source code of OpPorts on http://rootkit.host.sk. W
are
interested in hiding specific port now W already conpared
| nput Buf f er Lengt h
and | oControl Code. Now we have to conpare RenoteAddressLength. This
I s al ways
3 or 4 for open port. The last we have to do is to conpare
Recei vedTsdus from
Qut put Buf fer which contains the port in network formand our |ist of
ports we
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want to hide. Differentiate between TCP and UDP is done according to
t he nane

of the handle. By del eting QutputBuffer, changing |oStatusBlock and
returning

t he val ue of STATUS | NVALI D ADDRESS we will hide this port.

Concrete inplenmentati on of described techniques wll be
avai l able with
t he source code of Hander defender rootkit in version 1.0.0 on its
honepage
http://rootkit.host.sk and on http://ww.rootkit.com
It is possible | wll add sone nore infornation about
invisibility on
Wndows NT in the future. New versions of this docunent could al so
cont ain
| mprovenent of described nethods or new comments.
Speci al thanks to Ratter who give ne a | ot of knowhow which
was
necessary to wite this docunent and to code project Hacker defender.
Send all remarks to holy_ father @hreaker.net or to the board
on
http://rootkit.host. sk.

http://hxdef.czweb.org/knowhow/hidingen.txt (41 of 41)5/26/2004 2:45:51 PM



	czweb.org
	http://hxdef.czweb.org/knowhow/hidingen.txt


