How to Recover a Lost Password on a Cisco Switch
David Davis

So you lost the password on your Cisco switch. Maybe the old administrator left or maybe you just
haven’t used this switch in a while and don't recall the password. No matter what the case, you need
to change the password on the switch so you can create a new password. How do you do this on a
Cisco switch? It is a little more difficult than a Cisco router. One important difference between
resetting the password on a Cisco switch vs. a router is that you don’t use configuration registers to
reset the password on the switch. Let me show you how it's done.

| want to point out that this article is based on a Cisco Catalyst 2900, 3500XL, 2940, 2950, 2955, and
3550 switches. If you have another model of Cisco Catalyst switch, see the link concerning general
Cisco password recovery at the bottom of this article.

To recover a password on a Cisco switch, you will have to be connected to the console port of the
Cisco switch using 9600 baud, 8 bits, no parity, 1 stop bit, and xon/xoff flow control. | recommend
using Hyperterminal that comes with Windows XP to do this.

Once you are connected and see something on the terminal window when you press enter, unplug
the power cable. Next, hold down the mode button on the front, as seen in the photo below, and
connect the power cable.

On a 2900, 3500XL or 3550 (like the one shown) release the mode button after the 1x port LED goes
out. On a 2940 or 2950 switch release the mode button after the stat light goes out. On a 2955, press
the break key (ctrl-break on Windows) when you see the message that the switch will autoboot.

You should now see something like this (taken from a 3550 switch):
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' |ooMl (1) - SecureCRT = B3
File Edé Vew Options Transfer Sonpt  Window Helo

BBURD R Q | BEE(FE ¢

CAT1> -
CATL> |
CATAi*pBase ethernet MAC Address: 00:0a:F4:df:77:80

Amodem file system 1is available.
The password-recovery mechanism is enabled.

The system has been interrupted prior to initializing the
flash filesystem. The following commands will initialize
the flash Filesystem, and Finish loading the operating
system software:

flash_init
boot

switch: [ j

Feady [Serial; COMY [30, & [15Rows, 62Cak 7100 | UM 2

Notice that it says that the password-recovery mechanism is enabled.

At the switch: prompt, type flash_init and press enter. You should see something like this (at least on

a 3550):
0O (1) - SecureCRT |- |O0] x}
Fie Edt ¥ew Options Transfer Jopt Window Heb

HBIAD Q| =8 ¢

flash_init E
boot

suitchm‘iﬂm

Initializing ash...

flashfs[0]: 354 files, 5 directories

flashfs[0]l: 0 orphaned files, 0 orphaned directories

flashfs[0]l: Total bytes: 15998976

flashfs[0]: Bytes used: 9235968

flashfs[0]: Bytes available: A7R3I0N0SE

flashfs[0]: flashfs fsck took 19 seconds.

coodone Initializing Flash.

Boot Sector Filesystem (bs:) installed, fsid: 3 j

switch: x

Ready Serlal: COML |15, 9 [15Rows, 62Cok PTIDD | NUM ¢

Now type load_helper and press enter. You should see something like this:
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"l CoML (1) - SecureCRT Hi= B
Fle Edt View Options Trarsfer Scrpt Window Help
AdRUR e |8 2R P

flash_init =|
boot

switch: Flash_init

Initializing Flash...

flashfs[0]: 394 files, 5 directories

flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 15998976

flashfsl[0]: Bytes used: 9235968

flashfs[0]: Bytes available: 6763008

flashfs[0]: flashfs fsck took 19 seconds.

...done Initializing Flash.

Boot Sestos aeystem (bs:) installed, fsid: 3
switcH: load_helper :l

switch:
Firady Seral COML (15, 8 [i5Rows, Gacek MTI0D | UM

Now type dir flash: and press enter. You should see something like this:

F_lCOMI (1) - SecureCRT M= E3
File EdiE View Opbions Tramsfer Script Windos Help

PR Q| aF & FH P

R A CEID, -

Directo 2

2 -rux 3850 cdate> config.text

3 -rux B9 <date’ system_snv_vars

4 -rux 9 <date’ private-config.text

5] -rux 1956 “datelk vlian.dat

7 “rux  AZ219426 <date> c3500-15q312-mz . 121~

20.EAZ.bin

10 drux 192 {date> c3550-19q312-mz . 121 -

22 .EA4

363 -rux 16 <date? env_vars

6763008 bytes available (9235968 bytes used)

switch: [j j
Serial: COME |15, 9 [15Rows, 62Cok [eTi00 | UM 2

The config.text file is what stores the administrative password that is keeping you from logging into the
router. To get rid of this file, use this command:

rename flash:config.text flash:config.backup

*_| oM (1) - SecureCRT

File Edt ¥ew Options Trensfer Seript Windaw  Help

WHHOY | B | BER8 fE 9

Directory of flash:/ |
2 -rwx 3850 {date canfig.text

3 =rwx 69 {dater system_env_vars

4 ~“rwx 5 {datel private-config.text

b -rwx 1956 <datel vlan.dat

7 -rwx 4219426 {date c3550-15q312-mz . 121~
20 _ERZ .bin

10 drwx 192 {date> c3IHn0-19q312-mz .121-
22 . Ea4d

363 -rwx 16 {dater> env_vars

B76300:

switchf rename flash:config.text flash:config.backup

switch: j
Ready {Senal: COML [15, 3 [iSRows, 62Cols WTIOO [ [NUM ¢
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Next, boot the switch using the boot command, like this:

0oL (1) - SecureCRT Hi=lE3
File Edt View Options Transfer Soopt  Window Help

WHRHOD rRQ 8% &8 FH e
switch E' lash:config.text flash:config.backup =]

switch

Loading ash:c3550-19g312-mz.121-22 . FA4/c35950-19g312-mz.121 -
Z2.EAd bin” ..  HEHBHEHEHAHBHAHRRBHAHRUHHBHBRAERARNRARAHAREHBUEY
HANANANERREA AR RN R HE RN R AR AR AR RN A T
HANBENERAHBANBNANERHENENEHRHEBUENENERENBEURHBEARANERRERRARERRNAHENEYN
HEHRBUHRUBHEHAHAUEHEHAHEBHEHEHAHEHEHEHEHHERHEBHERBRBRRUBHEHBHBRAY
HEHRBHBHAHBHAERHE AR HEHE BRI R R R EHE
HEANABANERARARARERA R UEHEENANERR RN AR RN AR
HRERBEHBRUEANENARENE RN EUERER BN ERRER RN R RIS

File "Flash:c3fh0-i189q312-mz . 121-22 EA4/c3050-19q312-mz .121~22 .
Efd.bin" uncompressed and installed, entry point: 0x3000
exECULIng. .. j

Ready [Serial: COML (15, 1 [15Rows, 62Cols PTI0D | UM s

Once the system is booted, you will be asked if you want to enter the initial configuration dialog. Say
no and press enter.

| oML (1) - SecureCRT M= E3
File Edt Wew Oplions Transfer Serpt ‘indow Help
ARUR | -BQAIBE S |F T

l.ulcluid you like to enter the initial configuration dialog? [yes «|
fnol:

% Please answer ‘yes’ or “no”’.

Would " like to enter the initial configuration dialog? [HE‘B
/nol Cna )

Press RETURH to get started!

00:01:12: ELINK-5-CHANGED: Interface Vlanl, changed state to a
dministratively down

00:01:43: XLINEPROTO-S-UPDOWH: Line protocol on Interface Wlan
1, changed state to down j

Ready {Serial; COML |15, 25 |15Rows, 62Caols NTIOD | NUM s

Next, enter enable mode with the en or enable command. Then, type the following commands:

rename flash:config.backup config.text
copy flash:config.text system:running-config
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|COMI {1) - SecureCRT

Be ER Yo Opns Lawie Srvt Window b
AVUD -AQABEE FR| T

=]
00:01:12: XLIMK-S-CHANGED: Interface Vlanl, changed state to a
dministratively down
00:01:13: XLINEPROTO-5-UPDOWH: Line protocol on Interface Vlan
1, changed state to down
Switch?
Suitch?
Switchrenable &
Switch#rename flash:config.backup -F'Laah:cnn{'igitext-*——
Destination filename [config.text]?
Switch#tcopy flash:config.text sustem:running—cnnﬁg*_—
Destination filename [running-configl?
38590 bytes copied in 0.636 secs (6053 butes/sec)
El‘-‘lTl#.y E]
Ready Serial: COMI 15, & |15 Rows, 62Cals fTIOD | MuM

After each command, you will be prompted to confirm the name of the destination file. Do this by
pressing enter each time.

Go into global configuration mode by typing config terminal. Next type no enable secret.

Now you can reset your enable password to whatever password you want. In the example below, we
used the enable password NetlInsider to set the password to Netinsider.

FICOMI (1) - SecureCRT [ Tox]|
O Bt fow Ottas Jrawfwr Soet Mindw [

AVUB | ~eQ B8 FH ?

00:01:13: XLINEPROTO-5-UPDDWH: Line protocol on Interface Vlan -
1, changed state to down |
Switch? |
Switch?

Switch*enable

Switch#rename flash:config.backup flash:config.text
Destination filename [config.text]?

Switch#copy flash:config.text system:running-config
Destination filename [running-configl?

38590 bytes copied in 0.636 secs (8053 bytesssec)

CATi#config terminal

Enter configuration commands, one per line. End with CHTLAZ.
CATi({config)#no enable secret ?— |
CAT1l(configl#enable password He Insider*— |
CaTi{config)ell E||
Ready Seriol: COML [15, 14 [15Rows, 62Cab WTI00 | oM «|

Exit out of global configuration using the exit command and save your configuration with the copy
running-config startup-config command. You will be prompted to confirm the name of the
destination file. Press enter.

You have successfully reconfigured your switch’s enable password using the password recovery
procedure. Even better, you were able to do this while preserving the entire switch configuration.
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