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Abstract and the development of analysis tools for the detection of the sig-
In previous publications we have demonstrated the use ofnature in a printed page with arbitrary content.

laser intensity modulation to embed information in halftone and The second strategy is active. We embedsiminsic signa-

text documents. In those experiments we were able to embed antlirein a printed page. This signature is generated by modulating
correctly decode 33 bits in a 12 point page of printed text. In this the process parameters in the printer mechanism to encode iden-
paper we will present our current work on developing a channel tifying information such as the printer serial number and date of
model for a text document. This model will allow us to define ca- printing. To detect the extrinsic signature we use the tools de-
pacity bounds for the channel and to better understand the mod-veloped for intrinsic signature detection. We have successfully
ulation and detection techniques that can be used to reach thatbeen able to embed information into a document with electropho-

capacity.! tographic (EP) printers by modulating an intrinsic feature known
as “banding”.[10]
Introduction We have previously reported techniques that use the print

In today’s digital world securing different forms of contentis quality defect known adandingin electrophotographic (EP)
important in terms of protecting copyright and verifying authen- printers as an intrinsic signature to identify the model and manu-
ticity. [1, 2, 3, 4, 5, 6, 7] One example is watermarking of digital facturer of the printer.[11, 12, 13] We showed that different print-
audio and images. We believe that a marking scheme analogou§'s have different sets dfanding frequenciewhich are depen-
to digital watermarking but for documents is very important.[1] dentupon brand and model. This feature is relatively easy to esti-
Printed material is a direct accessory to many criminal and ter- Mate from documents with large midtone regions. However, it is
rorist acts. Examples include forgery or alteration of documents difficult to estimate the banding frequencies from text. The reason
used for purposes of identity, security, or recording of transac- for this is that the banding is present in only the process direction
tions. In addition, printed material may be used in the course of @nd in printed areas. The text acts as a high energy noise source
conducting illicit or terrorist activities. Examples include instruc-  UPOn which the low energy banding signal is added.
tion manuals, team rosters, meeting notes, and correspondence.  One solution which we have previously reported in [14, 15,
In both cases, the ability to identify the device or type of device 16] is to find a feature or set of features which can be measured
used to print the material in question would provide a valuable ©ver smaller regions of the document such as individual text char-
aid for law enforcement and intelligence agencies. We also be-acters. If the print quality defects are modeled as a texture in the
lieve that average users need to be able to print secure document@,rinted areas of the document then texture features can be used to
for example boarding passes and bank transactions. classify the document. These types of features can be more eas-

There currently exist techniques to secure documents such!Y Méasured over small areas such as inside a text character. A
as bank notes using paper watermarks, security fibers, hologramsSiMilar technique is also described in [17] for identifying ink jet
or special inks.[8, 9] The problem is that the use of these secu-Printers. o .
rity techniques can be cost prohibitive. Most of these techniques  Embedding extrinsic features into the document also re-
either require special equipment to embed the security featuresduires knowledge of the specific print mechanism. During the
or are simply too expensive for an average consumer. Addition- P2t few years, many techniques to reduce banding artifacts have
ally, there are a number of applications in which it is desirable to Peen successfully demonstrated by modulating various process
be able to identify the technology, manufacturer, model, or even paramet_ers such as laser intensity/timing/pulse width (gxposure
specific unit that was used to print a given document. modulatlon)[.18], motor control [19], and Igspr bean.w.s.teerlng[ZQ].

We propose to develop two strategies for printer identifica- These techniques can also be used to inject “artificial” banding

tion based on examination of a printed document. The first strat-

signals that are not intrinsic to the printer. The technological un-
egy is passive. It involves characterizing the printer by finding derstanding and capability to implement these techniques are not
intrinsic features in the printed document that are characteristic,

easily obtained meaning it will be difficult for someone to “hack”
of that particular printer, model, or manufacturer’s products. We it . ith embeddi N is that the i
refer to this as théntrinsic signature The intrinsic signature re- ‘ O_ne |sshue ‘llé't err;) ed Ing e);’:rmslc ilgnr?tures 'Stt) atthe Ibn-
quires an understanding and modeling of the printer mechanism,ormat'on should not be etepta ebyt 1€ human observer l,“

needs to be detectable by suitable detection algorithms.[10] This

LThis research was supported by a grant from the Nationahgeie ~ 2" be accomplished by exploiting the band-pass characteristics

Foundation, under Award Number 0219893. Address all coarsgnce  Of the human visual system with regard to contrast sensitivity.
to E. J. Delp at ace@ecn.purdue.edu Previously we have demonstrated this ability to embed an
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Figure 2. Process block diagram for embedding extrinsic banding signature
using laser intensity modulation
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EP engines. However, modulating various laser parameters to af-
fect exposure, such as laser power, is common practice in typical
EP process controls.

As we have shown in[10, 22, 21], these techniques can be
used to inject an “artificial” banding signal into the document. In
particular, we presented a system shown in Figure 2 using laser
intensity modulation which allows per-scan-line changes in laser
intensity. The signals used for embedding include a set of sinu-
soids at various frequencies and amplitudes such that they lie be-
low the human visual sensitivity threshold curve. If the embedded
document has any large midtone gray patches, the signal is eas-
ily detectable using Fourier analysis techniques. If the document

on modeling of the text document as a communication channel..,naing text, the signal can be detected through analysis of the
By doing SO we can gain further insight into the type§ modula- otimated edge profiles of the characters.
tion technigues and signal types that can be used to increase the

embedding capacity. Channel Model and Experimental Results
. . A channel model of a printed text document is necessary for
EP E_mbeddlng Te_Chn_'queS ) ) _understanding the capacity limits and embedding techniques that
Figure 1 shows a side view of a typical EP printer. The print ¢an pe used for embedding extrinsic information into a document.
process has six steps. The first step is to uniformly charge theépne approach is to model each individual text line as a signaling
optical photoconductor (OPC) drum. Next a laser scans the drumperiod during which one channel symbol is sent. At the decoder
and discharges specific locations on the drum. This is the "eX-sjde, the fact that each individual character contains a version of
posure” step. The discharged locations on the drum attract tonekne same channel symbol can be viewed as a form of multipath
particles which are then attracted to the paper which has an opyeceiver diversity.
posite charge. Next the paper with the Foner particles on it passes  Given a printer with resolutioR, DPI, ideally the allowable
thrpugh a fuser and pressure ro_IIer which melts and permanentlyembedding bandwidth would 8% /2 cycles/inch. However, after
affixes the toner to the paper. Finally a blade or brush cleans aNYaking into account the printer MTF this drops significantly. Fur-
excess toner.frc.)m the_OPC drum. _ _ thermore, the signaling period length determines the frequency
In EP printing, artifacts are created in the printed output due resolution at the decoder. For a font sizethe maximum signal-
to electromechanical imperfections in the printer such as fluctu- ing period length id.max= 7Ls2 +Rs WhereR; is the scan resolution.

gtions in the angular velocity of the OPC drum, gear _eccentric- The smallest resolvable frequency separation is g%n For 12
ity, gear backlash, and polygon mirror wobble. In previous work point text this meanmax = 400 which gives between 6 and 18

we have shown that these imperfections are directly related t0¢y e /inch separation for uppercase and lowercase characters re-
the electromechanical properties of the printer. This property al- spectively for a 2400 DPI scan.

IO\.NS the corresponding fluctuatiqns ‘in t.he Fieveloped toner on the Given these observations a PSK signal set is defined at each
printed page to k?e'treate.d as an .|ntr|nS|c S|gnature of the prlntgr. of 9 frequencies; — 20,30,40, ..., 100 to create the signals
The most visible print quality defect in the EP process is
banding, which appears as cyclic light and dark bands most vis- (2% fixy
ible in midtone regions of the document. Many banding reduc- %i0(y) = S'n(T +9) ; 1)
tion techniques have been successfully demonstrated. These tech-
niques, three of which are laser intensity/timing/pulse width[18], The purpose of these signals is to estimate the channel gain at var-
motor control[19], and laser beam steering[20], actively modulate ious frequencies and determine whether we can easily detect the
certain process parameters. frequency and phase of the signal using the DFT and a correlation
It is desirable to inject signals with high spatial frequency detector.
where the human visual system has relative low contrast sensitiv- To determine which frequency was embedded in each line,
ity. Among the methods mentioned above, motor control has dif- the following process is performed. First the edge profjle s
ficulty controlling the EP process at high spatial frequencies duefound for the left edge of each character in the line. The power
to inherent electro-mechanical limitations. Laser beam steeringspectral density (PSD) of the profile is obtained using a 240 point
requires additional process capability that is not found in typical DFT as shown in Equation 2. 240 points are used to create 10

Transfer Roller
Figure 1.  Diagram of the EP process: (A) charging, (B) exposure, (C)
development, (D) transfer, (E) fusing, (F) cleaning

extrinsic signature in documents which contain halftone images or
text.[10, 21] Using a frequency shift keying modulation scheme,
we were able to embed 33 bits into a full page of 12 point text, or
2 bits for every three lines.

In the following sections we will present our current work



Power spectral densities from edges of length 240 and embedding amplitude 0.1
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Figure 3. Test document
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The PSDs for each edge profile are averaged together, and the
original embedding frequency is chosen as the one with the high-
est power.

After estimation of the embedding frequenty a correla- ] égeqmyﬁ(‘gydm;(; w1
tion detector is used to estimate the phase of the embedded sig-
nal. Each edge profikg(y) is correlated With(f,e(y) and the theta Figure 5. PSDs for each frequency embedded with amplitude 0.2

which gives the greatest correlation is used as the estithate
These signals; ¢ (y) are embedded in a test document as
showr_l n I_:lgure 3 consisting of 12 point hight veryogl lines. The scanline for each text line can be used as a phase reference for
page is printed on an HP Color LaserJet 5M, which is a 600 DPI . .
inter. The printed is th d usi E Perf each character in that line.
f_”n ?1290 ;T Ii’l;'nde page IS t gzozcznn? ;g'?)% an psoln er(;ac- However, in actuality the scanlines on the printed page are
lon atbed scanner & prin It grayscale mode perfectly straight and are not perfectly parallel to one another

with no exposure lcorrectlon. h of the f . across the entire page. The phase drift across one text line can
o e oS4t a0/ YU 01l e rom s esimate. Shown n iy
R : ure 6 is a plot of character offsets for individual textlines in one
text document. The rightmost character in each textline was used
as the reference. For this particular page, text lines located further
Thus every four lines will have the same frequency, with each down the page have a larger slope for the character offset. Im-
successive line havingza/2greater phase offset. proved phase estimation based on individual character features,
Three test pages were printed with modulation amplitude of such as character baseline, may allow full utilization of phase in-
0.1, 0.2, and 03 respectively. The PSDs for each frequency are formation in this channel.
estimated and plotted for each page. Figures 4 and 5 show these
results for modulation amplitudes oflDand 02. These plots Conclusion and Future Work
show that the channel gain decreases with frequency. Low fre- The experimental results appear very promising for further
guency signals can be embedded at lower amplitudes while highdevelopment of our proposed channel model, modulation, and
frequency signals need a larger amplitude to rise above the chandetection techniques. Further work needs to be investigated on
nel noise. The choice of embedding amplitude such that it doesphase estimation and signal signal design. With the modulation
not increase edge raggedness can be guided by the work in [22]. technique described in the previous section, approximately 3 bits
Estimating the phase of the embedded signal is slightly more can be embedded in every line of text without using any phase in-
difficult. Ideally, every scanline will be parallel to one another formation. Assuming the phase estimation problem can be over-
and perfectly straight. In this case, a linear estimate of the phasecome, this increases to approximately 5 bits in every line of text.
drift due to a slight skew in the scanned image can be made onFor a 12 point text document this is approximately 250 bits in the
the first line and used for each subsequent line. Also the top mostentire page.

Xfloor it +1, 2 4floori /4 3)



Variation in character offset
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Figure 6. Character offset for individual text lines in a document
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