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ABSTRACT

In this paper we propose a novel data hiding procedure called
Quantized Projection (QP), that combines elements from
quantization (i.e. Quantization Index Modulation, QIM)
and spread-spectrum methods. The method is based in quan-
tizing a diversity projection of the host signal, inspired in the
statistic used for detection in spread-spectrum algorithms.
We carry on a theoretical analysis of QP together with its
empirical validation to rigorously show that it offers an ex-
cellent performance: QP features probabilities of decoding
error several orders of magnitude lower than the aforemen-
tioned families of methods for the same dimensionality (di-
versity) and attacking distortion level. In addition we intro-
duce a Costa-based improvement of the basic QP method
named Distortion Compensated QP.

1. INTRODUCTION

Quantized Projection (QP) methods aim at effectively com-
bining the advantages of two big groups of methods: 1)
Known-host-state methods, such as QIM [1], that use the
host signal state for the embedding together with minimum
distance decoding, without using host signal characteriza-
tion; 2) Known-host-statistics methods, such as spread-spectrum
ones, that do not use host signal state information, but per-
form statistical detection using host signal statistics. The
idea is to employ a projection function that produces a scalar
decision variable playing the same role as the decision statis-
tic in known-host-statistics methods that is afterwards uni-
formly quantized in a similar way as QIM methods.

The description of this procedure resembles the so-called
Spread Transform Dither Modulation (STDM) [2]. How-
ever, a crucial observation not made there is that, for a given
quantization step, the larger cells in STDM allow for smaller
embedding distortions. Alternatively, for a comparable level
of watermarking distortions, the scalar quantization step can
be made much larger. This adds a high degree of robustness
to the method as it becomes more and more difficult for the
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attacker to change the projection to a wrong quantization
centroid when the projection function is unknown. Now the
hypothesis of host data uniform inside the Voronoi cells is
no longer valid, what demands a new theoretical analysis.
Also, an interesting side effect of QP is that the projection of
the attacking distortion has a probability distribution func-
tion (pdf) that can be assumed to be Gaussian for a large
variety of distortions.

For analyzing QP we will hide one information symbol
b = ±1 into a host signalx usingL pseudorandomly cho-
sen samples indexed by the setS. Without loss of generality
we write the watermarked signal as the additiony = x+w.
We will denote byDw theembedding distortion, that is, the
power of the embedded watermark. Alsoλ ,

√
σ2

x/Dw,
with σ2

x = E{x2[k]}, allows us to define thedocument-
to-watermark ratio, DWR = 20 log10 λ. Before decoding,
y undergoes a channel represented by additive noisen in-
dependent ofx and following an arbitrary zero-mean pdf,
yielding a received signalz = y + n. Let Dc = σ2

n de-
note thechannel distortion, i.e. the power of the distortion
produced by the channel. Last we defineξ ,

√
Dw/Dc,

callingwatermark-to-noise ratioto WNR = 20 log10 ξ.

2. QUANTIZED PROJECTION

The projection function consists in computing the cross-
correlation between the watermarked image and the water-
mark, so for a single transmitted bit the projectionr is such
that

r =
∑
k∈S

y[k]α[k]s[k] (1)

with s[k] a pseudorandom sequence such thatE{s2} = 1
andα[k] a perceptual restriction limit. The use of this pro-
jection function is based in its linearity and in the fact that
it would be the optimal ML decoding function if the statis-
tics of the host image were Gaussian [3]. Alternatively, this
projection would result in the case of i.i.d. additive Gaus-
sian noise in the channel. Note that an i.i.d. channel noise
is not optimal from the perspective of its degree of invisibil-
ity; nevertheless, we make here this assumption in order to



keep the discussion simple. Improvements are possible us-
ing nonlinear projections adapted to the statistics ofx, but
we will not pursue this issue here. It is possible to rewrite
(1) as

r = rx + rw =
∑
k∈S

x[k]α[k]s[k] +
∑
k∈S

w[k]α[k]s[k] (2)

whererx is the projected host image andrw is the projected
watermark. The embedding ofb is made by quantizingr
with one of two uniform scalar quantizers whose centroids
are given by the unidimensional latticesΛ−1 = 2∆Z−∆/2
and Λ1 = 2∆Z + 3∆/2. Thus, the embedder findsrw

with the smallest magnitude such thatrx + rw ∈ Λb, i.e.
rw = Qb(rx) − rx, with Qb(x) the closest centroid tox in
the latticeΛb.

There are infinitely many ways to select the watermark
samplesw[k], k ∈ S so that this condition is satisfied; here
we will content ourselves with choosingw[k] proportional
to the perceptual maskα[k]. Then,

w[k] = ρα[k]s[k] (3)

It is easy to see thatρ = rw/
∑

k∈S α2[k]. Noticing thatrw

ands[k] are statistically independent and thatE{s2} = 1,
it is immediate to write

Var{w[k]} =
Var{rw}α2[k](∑

k∈S α2[k]
)2 (4)

In order to simplify the performance analysis while pro-
ducing illustrative results let us assume a constant percep-
tual mask, i.e.,α[k] = α, for all k ∈ S. With this as-
sumption (3) becomesw[k] = rws[k]/Lα, k ∈ S, and (4)
becomes

Dw = Var{w[k]} =
Var{rw}

L2α2
(5)

For evaluatingVar{rw} it is necessary to statistically
characterize the random variablerx. Since thes[k], k ∈ S,
are statistically independent, it is possible to resort to the
central limit theorem (CLT) to show that, for largeL, rx can
be accurately modeled by a Gaussian pdf with zero mean
and varianceσ2

rx
= Lα2σ2

x. As the pdf ofrx is symmet-
rical, if the binary values ofb are equally likely it is trivial
to see thatE{rw} = 0. Now, assuming an equiprobable
information bitb we have

Var{rw} =
E{r2

w|b = 1}+ E{r2
w|b = −1}

2
(6)

where

E{r2
w|b = 1} =

∞∑
i=−∞

∫ ∆(2i+ 3
2 )

∆(2i− 1
2 )

frx
(rx)(2i∆ + ∆/2− rx)2drx

(7)

wherefrx(rx) is the pdf ofrx. A similar analysis applies
for E{r2

w|b = −1}, and substituting these two expectations
into (6) and operating, we have

Var{rw} = ∆2

(
1
4

+ I(σrx/∆)
)

(8)

where

I(σ) =
1√
2πσ

∞∑
i=−∞

∫ 1/2

−1/2

e−(rx+i)2/2σ2
r2
x drx (9)

It is useful to note that for smallσrx
/∆, I(σrx

/∆) can
be approximated by(σrx

/∆)2, which is in fact an upper
bound. Having obtained the distortionDw for arbitrary
∆, σx andα, we will determine the bit error probability at
the channel output. For the proposed channel model the
projection ofz becomes

r =
∑
k∈S

z[k]α[k]s[k] = rx + rw + rn (10)

whererx andrw were defined in (2) and the projected noise
is rn =

∑
k∈S n[k]α[k]s[k]. For L large, we can apply

again the CLT to state that for a wide class of distributions
for n[k], the pdf ofrn can be approximated by a zero-mean
Gaussian pdf with varianceσ2

rn
= Lα2σ2

n = Lα2Dc, as-
suming invariance inα[k].

The bit error probabilityPe can be determined by taking
into account the symmetry in the problem, assuming with-
out loss of generality a transmittedb = 1 we can write1

Pe = 2
∞∑

k=0

{
Q

(
(4k + 1)∆

2σrn

)
−Q

(
(4k + 3)∆

2σrn

)}
(11)

When∆/σrn
is large, the formula above can be simplified

to Pe ≈ 2Q(∆/2σrn), actually an upper bound toPe. In
order to rewritePe in terms of the desired parameters, let us
make∆ = τLα2 for some realτ . Then we can write

Pe ≈ 2Q

(
τ
√

Lα

2
√

Dc

)
(12)

We want to find an expression forα in terms ofDw. Sub-
stituting (8) into (5) and using the expressions ofσrx

and∆
in terms ofα andL, it is possible to write

√
Dw

σx
=

τα

σx

√
1/4 + I

(
σx

τ
√

Lα

)
=

1√
L

F

(
τ
√

Lα

σx

)
(13)

1Q(x) , 1√
2π

∫∞
x e−

τ2
2 dτ



with F (x) , x
√

1/4 + I(1/x), which can be shown to be
one to one and monotonically increasing forx > 0. Then,
inversion of (13) yields

τ
√

Lα

σx
= F−1

(√
LDw

σx

)
(14)

Again, after substituting (14) into the first equalty of (13)
we obtain

α =
√

Dw

τ
·

1/4 + I

 1

F−1
(√

LDw

σx

)
−1/2

(15)

Noting that∆ increases linearly withτ andL while σrx

only increases as
√

L, it is possible to considerably sim-
plify equation (15) for largeL or largeτ , since, for largex
I
(
1/F−1(x)

)
≈ 1/4x2 and then

α ≈ 2
√

Dw

τ
·

(
1 +

1
LDw

σ2
x

)−1/2

(16)

so finally we have

Pe ≈ 2 Q

 ξ√
1 + λ2

L

√
L

 (17)

See thatPe does not depend on the sizeτ of the quantiza-
tion step for the projection. Also note that, forL large, the
denominator in the argument ofQ(·) in (17) tends to one
and then the asymptotic performance does not depend on
the DWR.

3. DISTORTION COMPENSATED QP

The QP scheme can be improved by applying the idea of
leaving a residual error when quantizing the scalar vari-
able r, giving raise to Distortion Compensated QP (DC-
QP). The projection function and quantization centroids are
the same as in the previous section. Given the projected
host imagerx, the projected watermark is selected now as
rw = ν(Qb(rx) − rx). If the w[k] are also selected in the
same way the main difference is only that the quantization
error in the projected domain is scaled byν. This in turn
implies that the development in the previous section for de-
terminingVar{rw} can be easily adapted to the present case
yieldingVarDC−QP{rw} = ν2 VarQP{rw}.

We will assume without loss of generality that the sym-
bol b = 1 is sent. Then, the probability of bit error can be
written as

Pe =
∑

i

∫ 2(i+1)∆−∆/2

2i∆−∆/2

frx
(rx)Pe(rx)drx (18)

wherePe(rx) is the probability of error for a given value of
rx. In order to determinePe(rx), note that if

rx ∈ [2i∗∆−∆/2, 2(i∗ + 1)∆−∆/2) (19)

for some integeri∗, then the undistorted projected water-
marked imager = rx + rw becomes

r = νQ1(rx) + (1− ν)rx = ν(2i∗∆ + ∆/2) + (1− ν)rx

(20)

When∆/σ2
rx

is large, it is possible to simplify the analysis
by considering that whenever there exists a decoding error it
is due torx+rw+rn lying in the Voronoi cells associated to
one of the neighboring centroids torx +rw in Λ−1, namely,
2(i∗ + 1)∆ − ∆/2 and2i∗∆ − ∆/2. From here, we can
conclude that

Pe(rx) ≈ Q

(
(2i∗ + 1)∆− ν(2i∗∆ + ∆/2)− (1− ν)rx

σrn

)
+ Q

(
ν(2i∗∆ + ∆/2) + (1− ν)rx − 2i∗∆

σrn

)
(21)

wherei∗ is such that (19) holds. Substituting (21) into (18)
it is possible to arrive at the following result

Pe ≈
∑

i

∆√
2πσrx

∫ 3/2

−1/2

e−∆2(rx+2i)2/2σ2
rx (R+ + R−)drx

(22)

with

R± = Q

 (1± (1− ν)(1− 2rx))

ν
√

1 + λ2

L

ξ
√

L

 (23)

In this result it has been assumed thatL is large as to per-
mit the same approximations as in the previous section. The
integral in (22) must be evaluated numerically, but it is in-
teresting to see that it depends only on the WNR, the DWR,
L and the residual error parameterν respectively. Bear in
mind that the ratio∆2/σ2

rx
in (22) may be approximated by

4(L/λ2 + 1).
In Fig. 1 we plotPe as a function ofν for ξ = 1, L = 20

and forDWR = 3.5 and6.8 dB. Notice that the optimal val-
ues ofν, 0.9460 and0.9420 respectively, are smaller than
one; hence, note that the DC-QP method offers a potential
improvement over the QP method by choosing an appropri-
ate value ofν.

Since DC-QP resembles Costa’s method [4], one might
expect that the optimal parameterν, there derived for maxi-
mizing capacity, should become similar to the one here ob-
tained. In Costa’s paper, the optimal value isν = 1/(1 +
NSR) with NSR the noise to signal ratio. In QP the noise to
signal ratio after projection becomesσ2

rn
/Var{rw} which

results in

σ2
rn

Var{rw}
=

Lα2Dc

∆2(1/4 + I(σrx
/∆))

=
Dc

LDw
(24)
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Fig. 1. Bit error probability versusν for different values of
the DWR,Dc = Dw andL = 20.

Consequently, the optimal value ofν approaches 1 asymp-
totically for L → ∞. Numerical optimization experiments
show that this is the case whenPe is minimized in terms of
ν and then, for largeL the QP and DC-QP methods turn out
to be equivalent.

Also, for moderateL, experimentation shows (cf. Fig.
1) that the optimalν depends on WNR but also on the DWR
in contrast with Costa’s result in which the host image (there
the state) does not show up in the optimal value ofν. The
reason for this difference must be found in the fact that
Costa’s method has unlimited complexity, which is obvi-
ously not our case (unlessL is made unpractically large).
Interestingly, knowledge of the image second-order statis-
tics becomes useful when trying to optimize performance.
Moreover, for larger DWR’s there is more room for im-
provement by choosing the proper value ofν.

4. EXPERIMENTAL RESULTS

In Fig. 2 the results for QP and DC-QP are presented. We
can see that a impressively low probability of error is at-
tained even when the distortion level is as high as the em-
bedding distortion (WNR = 0 dB). Also note that since the
example has a moderate value of DWR, the DC-QP does
not offer a salient advantage with respect to QP, even for the
optimized value ofν, that in this case is0.94. Experimen-
tal tests show that approximation (16) holds for values of
λ2/L . 0.25.

Finally, in Fig. 3 the theoretical performance values of
QP and DC-QP for different values ofL are shown. The
ν parameters optimize DC-QP in each case. The predicted
values are so low that its empirical simulation becomes dif-
ficult; the soundness of the results is supported by the em-
pirical validation of Fig.2 and by the fact that the theoretical
approach becomes tighter whenL grows. As a final obser-
vation note that, as depicted in Fig.1, quantized projection
methods are also DWR-dependent, a property exhibited by
known-host-statistics methods but not by known-host-state
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Fig. 2. Bit error probability versus WNR for Quantized Pro-
jection (L = 20), DWR = 7.0 dB

0 0.5 1 1.5 2 2.5 3 3.5

PSfrag replacements

P
e

WNR

L = 30

L = 40

L = 50

10

10

10

10

10

10

10

10

10

−6

−8

−10

−12

−14

−16

−18

−20

−22

Fig. 3. Bit error probability versus WNR compared for QP
(solid line) and DC-QP (dashed line), for increasing values
of L (DWR = 7.0 dB)

methods.

5. REFERENCES

[1] Brian Chen and Gregory W. Wornell, “Provably ro-
bust digital watermarking,” inProc. of SPIE, San Jośe,
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“Statistical analysis of watermarking schemes for copy-
right protection of images,”Proceedings of the IEEE,
vol. 87, no. 7, pp. 1142–1166, July 1999, Special Issue
on Identification and Protection of Multimedia Informa-
tion.

[4] Max H.M. Costa, “Writing on dirty paper,”IEEE Trans.



on Information Theory, vol. 29, no. 3, pp. 439–441,
May 1983.


	1  Introduction
	2  Quantized projection
	3  Distortion Compensated QP
	4  Experimental results
	5  References

