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Abstract

An overview of channel coding techniques for data hiding in still images is presented. Use of codes is helpful in reducing
the bit error probability of the decoded hidden information, thus increasing the reliability of the system. First, the data
hiding problem is statistically modeled for the spatial and DCT domains. Then, the benefits brought about by channel
diversity are discussed and quantified. We show that it is possible to improve on this basic scheme by employing block,
convolutional and orthogonal codes, again giving analytical results. It is shown that the use of superimposed pulses does
not produce any benefit when applying them to data hiding. The possibility of using codes at the ‘sample level’ (that is,
without repeating every codeword symbol) is introduced and its potential analyzed for both hard- and soft-decision
decoding. Concatenated and turbo coding are also discussed as ways of approaching the hidden channel capacity limit
for the sample level case. Finally, experimental results supporting our theoretical approach are presented for some cases
of interest. © 2001 Elsevier Science B.V. All rights reserved.
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1. Introduction

The increasing growth of electronic commerce
has fostered a huge research effort in techniques for
preventing illegal uses of digital information, espe-
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cially by means of cryptography and watermark-
ing. Watermarking systems insert an imperceptible
and secret signal, called watermark, into the object
that it is intended to protect, which in our case will
be a still image. Research in digital watermarking
techniques has experienced two different (and
somehow overlapped) phases: in the first years,
a plethora of methods were proposed relying on
psychovisual techniques but paying little attention
to effective ways of detecting and/or extracting the
watermark and lacking analytical methods for as-
sessing their performance. In the second phase,
recently started, watermarking has been likened to
digital communications and from here, a set of
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analysis and synthesis tools, generally resting on
statistical bases, is emerging.

In this paper we concentrate on the so-called
data hiding problem, that refers to embedment and
retrieval of hidden information in a given image
with the highest possible reliability. The creation of
this hidden channel proves to be extremely impor-
tant in many commercial applications where identi-
fiers for the copyright owner, recipient, transaction
dates, etc., need to be hidden. We will show how
channel coding techniques known for digital com-
munications can be effectively used for significantly
improving the performance of data hiding systems
and thus approach the capacity limit that Shan-
non’s theorem predicts for this case. We will also
briefly comment on the use of these techniques for
the so-called detection problem in which one is
interested in determining whether a certain image
has been watermarked with a certain key. An in-
depth discussion of this topic can be found in [14].

The use of channel coding in data hiding was first
proposed in [ 12] for the spatial domain. Since then,
new schemes have been published, some lacking
a theoretical performance analysis, some with pro-
posals than can be improved. Our objective is then
to provide a perspective on the different existing
possibilities, to analyze and compare them by in-
troducing fair quality measures and to propose new
promising schemes adapted from the area of deep-
space communications. In the course of our
development we will clearly identify the underlying
assumptions for the theoretical analysis. Through-
out the paper, we will use interchangeably
the terms data extraction/decoding and data
hiding/transmission.

Of course, it is not possible to include here an
exhaustive description of all the watermarking al-
gorithms that employ or admit coding, in particu-
lar, we have chosen here the DCT and spatial
domains, but most of the results can be extended to
other domains such as the discrete wavelet trans-
form (DWT), the fast fourier transform (FFT), etc.
The same can be said regarding attacks. We have
not considered them here because coding does not
help to mitigate those attacks, except for tamper-
proofing applications [3]. However, the advan-
tages of coding given here can be still used if
watermarking is performed in a more ‘robust’ do-

main, as it occurs, for instance, with the reportedly
good properties of the Fourier-Mellin transform
against affine transformations [4]. Regarding dis-
tortions or unintentional attacks, design of robust
decoders is possible provided that a (mild) statist-
ical characterization of the distortion is available.
In any case, the robustness issue constitutes an
interesting subject of research that will be not pur-
sued here.

In the following, variables in bold letters repres-
ent vectors whose elements will be referenced using
the notation x = (x[1],...,x[L]). An image x can
also be regarded to as a unidimensional sequence
with L elements defined in the domain in which
watermarking is performed. Thus, the elements of
vector x will be also considered as samples. Note
that the particular ordering of these samples is
arbitrary and will have no effect on the final
theoretical results.

Suppose that we want to hide N bits of informa-
tion and x has L elements. Let b[i]le{ + 1},
i=1,...,N denote a sequence of antipodal sym-
bols obtained by directly mapping the information
bits following the rule 0 > — 1, 1 > + 1. These
symbols, for convenience arranged in a vector b, are
hidden in x in a secret way depending on a key
K that is known only to the copyright owner and to
the authorized recipient. The information symbols
are used to construct a watermark w that is added
to x to produce a watermarked image that conceals
the secret information.! At the recipient side, the
objective will be to extract this information with the
highest possible fidelity, so an adequate perfor-
mance measure is the probability of bit error, that
will be introduced later.

The model we are following for generation of the
watermark is represented in Fig. 1.

First, a sequence s is produced by a pseudoran-
dom generator initialized to a state depending on
the key K. This ii.d. sequence is constrained to
have zero mean and unit variance at each sample,
thatis, E{s[i]} =0, E{s’[i]} = 1 foralli=1,..., L.
In order to guarantee invisibility, the sequence s is
multiplied by a perceptual mask a which results

! Non-additive watermarking schemes will not be considered
in this paper.
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Fig. 1. Model for watermark insertion.

after analyzing the original image with a
psychovisual model which takes into account the
different sensitivity of the human visual system
(HVS) to alterations in the different elements of x.
Then, o?[i] can be seen as the peak energy con-
straint that the watermark must satisfy at the ith
sample for being imperceptible. After s and a are
multiplied, the resulting sequence modulates the
information symbols b in a way that will be detailed
in subsequent sections and that may include chan-
nel coding. The product sequence is the watermark
that is scrambled in a key-dependent manner (see
Section 2) before adding it to x to produce a water-
marked image y.

The perceptual mask is computed differently de-
pending on the domain chosen for watermarking
and on the specific properties of the HVS that are
being taken into account. The details on how « is
evaluated in the spatial and DCT domains are out
of the scope of the paper and can be found in [§,13];
we simply mention that the use of coding and the
methodology for performance analysis proposed
here can be readily extended to other watermarking
schemes in these or other domains. This is an impor-
tant advantage of providing a general framework.

More relevant for our study is the issue of the
availability of statistical models characterizing the
image x. In the DCT domain, several authors have
recently proposed to approximate the AC coeffi-
cients by independent random variables following
a generalized Gaussian probability density function
(pdf), given by the expression

felx[i]) = A[i]e” Pl (1)

where both A[i] and p[i] can be expressed as
a function of /1 and the standard deviation o[i]

L Tem\" i
ﬁm‘ﬁ(mw) - A=y @

In (1) the standard deviation ¢ is allowed to vary
from sample to sample to permit a more flexible
modeling of the coefficients at different frequencies.
The use of this statistical characterization was inde-
pendently proposed in [1,11] to derive optimal
extraction functions in the DCT domain and has
proven to be an invaluable help in the design of
hidden information decoders, especially when re-
dundancy is introduced by means of channel cod-
ing. On the other hand, some domains do not
admit such characterization, so the design of ex-
traction functions cannot rest on statistical grounds
and has to resort to a more ‘heuristic’ design. Such
is the case of watermarking in the spatial domain,
but also it will be so in other less studied domains
until researchers come up with good statistical
models. However, it should be stressed that this
lack of models does not prevent us from improving
the performance of data hiding systems with signal
processing techniques. For instance, we have
shown in [13] that it is possible to obtain a Wiener
estimate of the watermark which produces signifi-
cantly better results.

With all these considerations in mind and trying
to provide an overview of the advantages and
limitations of channel coding techniques for data
hiding purposes, we have chosen three scenarios: (1)
Unfiltered spatial, i.e., data hiding in the spatial
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domain; (2) Wiener filtered, i.e., same as (1) but with
a Wiener estimate of the watermark and (3) DCT
domain.

It is appropriate to mention the recent proposal
[3,16] of what could be termed as ‘deterministic
methods’ as opposed to the probabilistic approach
taken here. Deterministic data hiding takes advant-
age of perfect knowledge of the channel (image) at
the transmitter side. With a known (although pos-
sibly key-dependent) decoding function, informa-
tion is hidden in such a way that it is later decoded
as desired while meeting the perceptual constraints.
The design of the deterministic decoding function
divides the perceptually reachable region into sub-
regions that are decoded differently (typically, two
subregions, corresponding to a single bit). Thus,
in principle, with no distortions present these
methods can achieve zero probability of error.
Unpublished results reveal, however, a rapid degra-
dation of performance as the energy of the distortion
increases; on the other hand, the same distortions
have much less impact on probabilistic methods,
the reason being that distortions that do not alter
the perceptual contents of the image barely alter its
pdf, so the structures derived for the undistorted
case are still valid [18].

The paper is organized as follows. In Section
2 we present the diversity method that is used for
subsequent coding schemes. Thus, in Section 3 both
hard- and soft-decision decoders are analyzed for
block codes and in Section 4 convolutional codes
are studied. These two sections form the basis for
the analysis of orthogonal codes and superimposed
pulses given in, respectively, Sections 5 and 6. In
Section 7 the diversity assumption is dropped and
coding at the sample level is introduced. Section 8 is
devoted to briefly discuss the use of coding for the
detection problem. Finally, Section 9 presents ex-
perimental results and comparisons.

2. Watermarking with diversity

A very simple way of hiding information would
be to alter each sample of x in an amount with
magnitude «[i] and sign depending on the hidden
symbol, so that the perceptual constraint is met. In
this way, the watermark would be obtained as

wli] = b[i]a[i]s[i],i=1,...,L, so L bits of in-
formation could be conveyed. Unfortunately,
such a simple scheme would result useless because
generally ofi]«x[i], and consequently there
would be a large probability of error for each
hidden bit.

It is possible then to increase the signal to noise
ratio (SNR) that ‘sees’ each information bit by
repeating it at different samples of x. This idea
closely resembles diversity techniques used in
digital communications over fading channels [19].
Therefore, we will also use the term diversity to
identify this approach. Obviously, if N bits are to be
transmitted over L samples, each bit will be hidden
at an average of L/N samples.? In order to maxi-
mize the uncertainty associated to each bit and
make the system robust against certain types of
attacks (e.g., cropping), the set of L available sam-
ples is partitioned into N subsets that we will de-
note by {&;}~; and which are non-overlapping,
ie, inF; =0, Vi#j The particular partition
that is used depends on the key K and is uniformly
chosen from the set of all possible partitions, here
denoted by 7. Again, the idea of spreading the
information throughout the image has its counter-
part in digital communications where it is known
as interleaving.

The generated watermark w (see Fig. 1) is then

wljl = bliJaljls[j]. je %, 3)

where b[i],i=1,...,N are the
symbols.

In this section we will consider the set 4 of
possible information words b;, [ =1,...,2", that
are obtained by combining the N information
symbols in every possible way. Clearly,
b, = (b[1],...,b[N]), where [ = 1, ... ,2". Then, the
data extraction problem can be posed as: find the
information word b € 4 that has been hidden in the
image. If we want to extract the hidden information
in an optimal way, we need to know the pdf of
y conditioned on a certain key K and on a
certain information word. The optimal maximum

information

2 From now on, we will neglect possible ‘border effects’ due to
non-integer quotients.



F. Pérez-Gonzalez et al. | Signal Processing 81 (2001) 1215-1238 1219

likelihood (ML) decoder would decide b€ 2, such
that

b=arg max {f,(yb;,K)}, 4)
1=1,..,2"
where f,(-) is the pdf of y.
Alternatively, (4) can be solved by maximizing
the log-likelihood ratio between transmitted code-
words, i.e.,

f;’(y|blaK)
Sy 0lby, K)

where log(-) is the natural logarithm function.

As it was discussed in the Introduction, some-
times the distribution of y is known or can be
accurately estimated with parametric methods.
This is, in fact, the case of watermarking in the
DCT domain. However, in the spatial domain sta-
tistical models are not available and one has to
resort to an extraction function based on the cross-
correlation between y and w as was discussed in
[10] with some detail. We will also assume that the
extracting device is able to exactly compute the
perceptual mask a. Although this is obviously not
the case in practice, experimental results show that
the error made when estimating the mask is very
small. In any case, taking these errors into account
constitutes an open line of research.

b=b e log >0, Vm#l, 5)

2.1. Equivalent channel parameters

In the DCT case we have discussed in [8] that (5)
can be solved by computing a set of sufficient statis-
tics r = (r[1],...,7[N]) that reduce the number of
dimensions of the problem from L down to N. In
this case, r takes the form

il =Y LA + el s = L] — oLjs0*

JeSi O’[.j]l

(6)

forall ie{l,...,N}.

In the unfiltered spatial and Wiener scenarios the
cross-correlation between the watermarked image
and the watermark results in a set of statistics that
is by no means sufficient but has proven to yield
good results [10]. In the first case, the elements of

r are computed as follows:

r[i] = . yLjlelj1sL/] (7)
JeS:

forallie{1,...,N}. For the Wiener case, y[ j] in (7)
is replaced by an estimate of the watermark W[ j].
Note that when (6) is specialized to 4 =2 and
a[j] = o for all j, a scaled version of (7) results.
Thus, the cross-correlation decoder can be con-
sidered as optimal in the ML sense if the image
x follows a Gaussian distribution.

Interestingly, for the three scenarios under analy-
sis, the decoding problem is tantamount to the
following bit-by-bit hard decisor:

bli] = sgn(r[i]), i=1,...,N. (8)

Once the data extraction structures have been de-
rived, it is possible to analyze their performance.
For the three examined models we will compute the
bit error probability (P,) assuming that the original
image x is fixed and the key K is the only random
variable in the system. This choice is justifiable
from the point of view that different images reveal
quite different performance results; on the other
hand, it is reasonable to average the results over the
whole set of keys since the key election/assignation
should be random? and different keys will produce
a different number of errors. The election of the key
K affects the watermarking system in two ways:
first, in the generation of the sequence s and second
in the partition that produces the sets &;. Then, for
the analysis below, it is useful to introduce two
independent random variables: s, with pdf f;(s) that
determines the sequence used, and T, with pmf
(probability mass function) P(T), that selects the
partition used to generate the sets &;, i = 1,..., N.

As we will see shortly, evaluation of P, requires
statistical knowledge of the pdff,(r|x). In particular,
we will be interested in determining the marginal
pdf’s of r[i],i=1,...,N, while keeping in mind
that, for a fixed x, each r[i] is a function of the

3We will not deal here with a possible key-expurgation
scheme that discards ‘bad’ keys; this would make the subsequent
analysis more cumbersome and in any case would be question-
able from the point of view of maximizing the uncertainty in the
watermarking system.
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random variables s and T. When the order of
diversity is high, that is, when the number of sam-
ples per information bit L/N is large, the central
limit theorem guarantees that f,(r|x) will be reason-
ably well approximated by a Gaussian pdf whose
first and second order moments can be analytically
calculated. This will be achieved in two steps: first,
we will fix the partition T and determine the first
and second order moments of f,(r|x, T') considering
that s is the only random variable. In the second
step, f,(rlx) is simply calculated as

Jelrbx) = 3, fulrlx, T)P(T). ©)
TeT

Let b[i] be the ith transmitted information symbol.
Then, for a fixed partition T, r[i] has a Gaussian
conditional pdf with mean b[i]a[i] and variance
92[i], with a[i] and y?[i] as given below. Note that
the conditioning upon T and x is not explicitly
shown for the sake of clarity in the notation. Also
note that, from the i.i.d. property in the sequence
s it follows that the random variables r[i] are
mutually independent.

For the spatial (both unfiltered and Wiener
filtered) and DCT cases, we have the following
expressions for a[i] and y[i] (see [8,13]):

ali] = Z qoLJ]; (10)
] = Z avLjl, (11)

where in the unfiltered spatial case:

a0l i1 =L,

(12)

av[il = 2L + (B{s*} — De?[1])

and for the Wiener filtered spatial case:

_ 2[]] P—1
W0l = 5377 5 azm< 5 ) (13)
_ 6[]] |:<P_1>2 2F =+ 4 _1
qV[]] (Ax[J] + 062[]])2 o []](E{S } )
+ (x[/] — m[])? P2 Z ZUJ} (14)
led;

where 62[ j] and [ j] are local two-dimensional
estimates of, respectively, the variance and the

mean of x and &; denotes a square-shaped neigh-
borhood of P image samples around j, excluding
j itself.

Finally, for the DCT case with a pseudorandom
sequence s that takes at each sample the values + 1
and — 1 with equal probability, we have

ol 11 = TV a1 + 2000
PN - 20— W ()
24
av 11 =T+ 2011y

— XL/ = 2o01177% (16)

In all three cases, it can be shown that, when aver-
aged over all possible partitions TeZ, the
marginal pdf’s of each r[i] will follow identical
Gaussian distributions which are approximately
independent and whose respective means and
variances are:

1 L
a=7% @l (17

1 L Z—1
-z% [qv [+ Zqém} (18)
where qo[j] and gy [j],j =1, ..., L were defined in
Egs. (10)-(16) for the different scenarios under con-
sideration and Z is the number of sets &; in which
the available samples are partitioned. Note that for
the moment Z = N, but we will deal later with
other values of Z when coding is introduced.

We will also find useful to define a quantity
called per sample signal to noise ratio (PSSNR) as

Xi=1a0l)*  _aZ
LYY \(av[j1+ @3]~ »*L’

which is just the total available SNR divided by the
number of available samples. Note that the PSSNR
highly depends on the original image and also on
the particular method and domain chosen for data
hiding. By differentiating (19) with respect to o[i] it
is straightforward but tedious to show that for the
unfiltered and Wiener filtered spatial cases the
PSSNR increases with o i]. Consequently, for these
cases, making the watermark peak energy higher

PSSNR £

(19)
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will yield better performance at the price of increas-
ing the visibility of the watermark. Surprisingly,
this is not always the case for DCT-domain water-
marking. It can be shown that if /<1 and
ofi] < |x[i]], then the PSSNR may decrease with
increasing «[i]. Therefore, increasing the water-
mark peak energy in the DCT domain does not
necessarily produce better results.

2.2. Computation of the bit error probability

Let P,(b;) denote the bit error probability when
word b; is transmitted. Then, for a given image x,
it is possible to derive an expression for Py(b;)
as follows. Assume that b;[i]= + 1, for all
i=1,...,N, then recalling that the decoder (ML in
the DCT case) is equivalently given in terms of the
r[i] by (8) and using the fact that the components of
r are jointly independent (and thus an error in
symbol b;[i] depends exclusively on r[i]), it is pos-
sible to write

1 N
p,,(bj)WET{Z f ) Of(r[i]mdr[i]}

N
= % ) f Er[fCr[i]1 T)]dr[i], (20)
i=1 Jr[i1<0

where conditioning of f(r[i]| T) upon x is assumed
but not explicitly shown.

We have already seen that E[ f(r[i]| T)] follows
a Gaussian distribution with mean a and variance
2, so we can finally write

Py(b;) = Qlafy). (21)

It is immediate to repeat the derivation above for
any other information word b, € 4, to arrive at the
same expression as in (21). Then, the bit error
probability is independent from the transmitted
codeword and we can write

P, = 0(a/y) ~ O(/PSSNR L/N). (22)

Note that this independence with the transmitted
bit is not surprising since we are averaging over the
set of all the possible set partitions. It is also inter-
esting to remark that PSSNR L/N can be regarded
as the average SNR per hidden information bit;
thus, it plays an analogous role to the ratio E,/N,
used in digital communications and in the same

way allows a fair comparison between different
modulation and coding schemes. In fact, the widely
used curves representing P, versus E,/N, can also
be adopted for data hiding purposes. However, care
must be taken when employing these curves, since
most of them are suited for passband modulations
(ours could be regarded as a baseband case) so
a 3 dB difference arises. In addition, Eq. (22) clearly
shows how performance increases with the number
of samples in x (for the same PSSNR) and decreases
with the number of hidden bits N.

3. Block coding

Once we have built a basic scheme for reliable
information hiding, its performance can be im-
proved by means of coding. Coding is an effective
way of reducing the probability of bit error by
creating interdependencies between the transmitted
symbols at the price of an increased complexity.

We will first deal with block codes and then
proceed to describe how convolutional codes can
be used for data hiding purposes. Suppose that,
instead of transmitting raw information symbols
through the hidden channel, we use a (nk)
block code that maps k information symbols
b[i],i=1,...,k, into n binary antipodal channel
symbols c[i], with c[i]le{ +1},i=1,...,n. From
the way it is constructed, it is clear that this
code, that we will denote by %, consists of a total
of 2¢ codewords that will be denoted by
¢, | =1,....2% each with n binary antipodal sym-
bols. In order to use this code for data hiding, the
set of N source information bits is divided into N/k
blocks, and each block of size k bits mapped into
n symbols that are hidden using a procedure for
watermark insertion similar to that summarized in
(3). Therefore, the watermark is generated in the
following way:

wli] = CO[afils[i], ie SV, je{l,....n}, (23)

where ¢”, [e{1,...,N/k} is the Ith transmitted
codeword and &, le{1,...,N/k} are the subsets
of samples in which the Ith transmitted codeword is
inserted. By construction, it is easy to see that each
codeword symbol will be replicated at L/N k/n
different samples.
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Regarding watermark extraction, two strategies
are possible: hard- and soft-decision decoding, each
admitting different implementations and simplifica-
tions. An important difference in the treatment of
this and following sections with respect to Section
2 is that for the sake of clarity in the exposition (and
with no impact in the final results) we will analyze
here the transmission of a single codeword, corre-
sponding to k information bits or n channel sym-
bols. Thus, superscripts will be dropped from (23).

3.1. Hard-decision decoding

In this case, an independent threshold-based de-
cision is taken for each symbol of the transmitted
codeword, producing a received word. Then, the
codeword with minimum Hamming distance to the
received word is chosen. Note that this two-step
decoding process is not optimal in the ML sense,
but gives good results at a low computational cost,
since efficient decoding algorithms are available for
certain types of block codes (generally belonging to
the class of linear codes).

When trying to assess the performance of hard
decoding, one finds that the number of errors n(T.s)
depends, for a fixed partition, in a complicated
manner with the sequence s so this precludes ob-
taining an exact expression for P,. However, useful
approximations can be given for many cases of
interest, particularly for perfect linear codes [28].
First, instead of the bit error probability, it is
simpler to obtain the probability of block error,
that is, the probability of incorrectly decoding
a certain transmitted codeword ¢;. This probabil-
ity, here denoted by P.(c;), can be used to bound
the bit error probability P, and can be written as

Pucj) = Y. Pr(T)Pelc;|T). (24)
TeT

In the case of perfect codes, it is possible to write an
exact expression for P.(c;|T) in terms of the cross-
over probability of the corresponding binary sym-
metric channel (BSC), that is, the probability of
error when sending an arbitrary symbol belonging
to the transmitted codeword.

For the remaining of this section (and for certain
derivations in the sections to follow) we will make
the assumption of i.i.d. parallel channels (IPC) that

states that the equivalent Gaussian channels seen
by each of the transmitted antipodal symbols are
independent and identically distributed. This im-
plies that a[i] and y*[i] are independent of i, so we
can write a(T) and y*(T) instead (recall that they are
still conditioned on a fixed partition T). This as-
sumption is reasonable as long as L/N is large and
the sets &; are typical, in the sense that each one
gathers contributions from all over the image. In
addition, this assumption has been verified experi-
mentally.

Since for the three scenarios under analysis each
codeword symbol sees a Gaussian channel, we can
write

p(T) = Qa(T)/(T)), (25)

where p(T) is the cross-over probability in the BSC
that results after adopting the IPC assumption for
a given partition T. For the general non-perfect case,
there are upper bounds to P.(c;|T) again available
in terms of p(T). These bounds have the form

P.(¢)|T)

! dmin _
<@ -1 ) ( >P(T)'"(1 —p(T)"", (26)
m=t+1 \M
where t 2| dpy;,/2 | is the maximum number of bit
errors that the code is able to correct and d,;,, is the
minimum Hamming distance (minimum number of
differing antipodal symbols) between any two
codewords. For linear codes, we have the
Bhattacharyya bound
o
P(eIT) < 3 [4p(TX(1 — p(T)]""2, 27
m=2
where w,, is the Hamming weight (number of
antipodal symbols with the value + 1) of the mth
codeword.

Note, however, that upper-bounding Eq. (24) is
cumbersome because of the dependence of p(T)
with T. Although a formal proof is not available at
this moment, we have observed that for the cases of
interest the variance of a(T)/y(T) with T is small
when compared to a/y, so with this approximation
it is straightforward to write

P(T)~p = Q<9> N Q< /W) (28)
Y N
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where a and ¢ were defined in Egs. (17) and (18) and
R = k/n is the so-called code rate. Then, the value
of p obtained from (28) can be plugged into Egs.
(26) or (27) to obtain upper bounds to the probabil-
ity of block error. Once this probability is available,
it is possible to write the bit error probability corre-
sponding to the Bhattacharyya bound as
k-1 2*

2
Py <gr—g ¥ [4p(l = p)]""2 (29)
m=2

A simple yet accurate approximation to P, that has
been used in the computer simulations presented in
Section 9 is [24]

" n

P, :1 Y m( )p’"(l —p) ™ (30
N=t+1 m

For bounds suitable for specific types of codes, the

reader is recommended to consult a monograph on

channel coding, of which [17,28] are excellent

examples.

3.2. Soft-decision decoding

In this case, a soft-decision decoder, implemen-
ting the ML decoder, should seek the codeword
¢ €%, that maximizes the probability

¢ =arg max {f,(lc;, K)}. (31)
1=1,..,2"

Alternatively, (31) can be solved by means of the

log-likelihood ratio between transmitted code-

words, in a similar way to (5). For the DCT case, it

follows that the optimal ML decoder should find

¢; such that

: (yL1 + ol j1sCie, [ — Iy0i1 + elf1s0ile, i)
DY -
i=1 jeS, a“[j]
>0, VIi#m. (32)

With the r[i] as defined in (6) it is possible to show
that the ML decoder will decide ¢ €% such that

n

¢=arg max y ¢[i]r[i]. (33)
1=1,..,25i=1

In the spatial domain (both unfiltered and Wiener

filtered cases) the lack of statistics for y that has

been discussed previously precludes using (31).

Alternatively, the cross-correlating decoder that
was used in Section 2 can be simply extended to
coding and becomes identical to (33) where the r[i]
have been defined in (7). Note that the decisor in
(33) is equivalent to minimizing the Euclidean dis-
tance between ¢, and r. Also note that, although not
ML for the unfiltered and Wiener filtered cases, this
decisor is soft in the sense that no bit-by-bit hard
decisions are taken.

Once we have shown the structure of the soft-
decision decoders, we can evaluate their perfor-
mance. The methodology mimics the approach
taken before: for a fixed image x and considering
K as the only random variable in the system, we
will compute the bit error probability P,. Exact
computation of P, for the soft-decision decoder is
extremely involved except for trivial cases. Instead,
and as is customary in communications theory, we
will obtain the so-called union bound in which the
probability of error between two codewords is the
fundamental ingredient. To this end, we want to
calculate the probability that the decoder decides
codeword ¢, when c¢; is sent assuming that these
two are the only existing codewords. We will de-
note this probability by P(¢; — ¢,). Let

WTs) =Y (eli] — ex[iDrLil. (34)
i=1

Then, in the three cases under study it follows from
(33) that the decoder will decide ¢, iff h(T,s) <O.
Thus, the block error probability for these two
codewords can be obtained from the pdf of h(T,s). It
is straightforward to show that h(T,s) follows
a Gaussian distribution with respective mean and
variance:

n

E{h} = _;1 (c1[i] = c2[[])a,

) (35)
Var(h} = Y (c;[i] — e2[i)*2
i=1

Then, the probability of block error for two words is

d

Pley > ¢2) = Q< 12’2"), (36)
Y

where d; , is the Hamming distance between the

two codewords; a and y were defined in (17) and (18)

and now Z = (Nn)/k.
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For linear codes, the probability of block error is
independent of the transmitted codeword. Then,
assuming that the transmitted codeword is ¢y, the
probability of block error P. can be bounded as

2k
ch z P(Cl_)cl)

1=2

_ ._i AiQ< /iRPS;NRL>’ (37)

where R = k/n is the rate of the code and 4; is the
so-called weight spectrum, which indicates the
number of codewords with Hamming weight i.

Given the difficulty of soft decoding for block
codes, except for some cases (see Section 5), subop-
timal decoding algorithms have been proposed
such as the one due to Chase [28].

4. Convolutional coding

The main advantage of convolutional codes is
their error correction power together with the
availability of efficient algorithms that perform soft
decoding. Convolutional codes are advantageous
over block codes for similar rates. Use of convolu-
tional codes in watermarking applications was first
proposed in [20] and has been used in [9] for
watermarking of video sequences due to their
superior performance properties.

A description of convolutional codes is out of the
scope of this paper. We refer the reader to
[17,19,27] where a detailed exposition and proper-
ties are presented. Here we point out at the exist-
ence of the well-known Viterbi algorithm that
makes ML decoding feasible for channels with i.i.d.
noise.

Implementation of convolutional codes for
watermarking applications follows the same lines
than for block codes with soft-decision decoding.
Given a rate R = k/n convolutional code, the N
information bits are divided in groups of N/k
symbols that are sequentially introduced in the
convolutional encoder. The latter evolves through
its state diagram and produces an output in groups
of n antipodal symbols, thus resulting a total of
M = (Nn)/k symbols c[i], i=1,...,M that are

transmitted through the hidden channel exactly as
was described in the previous section. Regarding
soft decoding with Viterbi’s algorithm, the required
metrics can be easily obtained following the dis-
cussion for soft-decision decoding of block codes.
For the three models we are considering the branch
metrics are computed as the Euclidean distance
between the vector of n statistics r[i] and the vector
of n channel symbols ¢;[i] generated by the convo-
lutional encoder when it follows the jth state
transition.

Most approaches for assessing the performance
of convolutional codes resort to the so-called in-
put-output weight enumerator function (IOWEF)
[2], which has the form

T(W,H) =

w

418

Y A(w, W H", (38)
e h=1

where dg,.. is the minimum Hamming distance be-
tween any two output sequences and A(w, h) is the
number of codewords with Hamming weight w as-
sociated with an input word of Hamming weight h.
The weight enumerator function (WEF) T(W) is
obtained from (38) by setting H = 1 and summing
over h. The WEF has the form

AW)W™. (39)

Both the WEF and IOWEF can be generated in
systematic ways amenable for computer implemen-
tation, so they can be readily available for a given
code.

In order to apply the union bound to the prob-
ability of block error in soft decoding of con-
volutional codes, it is necessary to compute the
probability of block error for two-codewords P,,
which for linear codes will show up as a function of
the Hamming distance, that is, P,(w). Then, the
probability of block error can be bounded as

Po< Y AWPyw) = Y A(w)Q(@“)

W =dgree W =diree

(40)

with a and y as defined in (17) and (18) and now
Z = (Nn)/k.
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The bit error probability can be obtained in
a similar fashion by using the IOWEF, thus

| = = RPSSNR L
Po<- Y Y idwio [ @)
kG i< N

where the term 1/k comes from the number of
information bits in a codeword. It is also possible to
obtain simpler bounds, such as the Bhattacharyya
bound. We refer the reader to [27,28] for more
details.

5. Orthogonal coding

The use of orthogonal codes is another way of
improving the performance of the basic diversity
method described in Section 2. Although, in prin-
ciple, orthogonal signals could be transmitted with
different schemes, here we will analyze the structure
proposed by Kutter [15] that constructs a set of
orthogonal codewords, that can be studied within
the block coding context although some peculiari-
ties arise. Different ways of generating orthogonal
waveforms exist, but we will deal here with Walsh
codes that will serve for illustrative purposes.
A Walsh code can be regarded to as a (2, k) code in
which all the n = 2* codewords ¢;, [ = 1,...,n are
orthogonal, in the sense that

n

Y alilelil = nd;,, Vjle{l,....n}, (42)
i=1

where 0;, is the Kronecker delta, that takes the
value 1 if j = [ and is zero otherwise.

The codewords in a Walsh code are generated by
a simple recursive procedure that is detailed in
[26,28]. The use of Walsh codes for data hiding
matches the description given for block codes. Note
that for N information bits and L samples, each
codeword symbol will be replicated at L/Nk/n sam-
ples. As with the block codes case, we will analyze
the performance for a single transmitted codeword,
that produces the same results as for the set of all
transmitted codewords.

Although Walsh codes can be seen as block
codes, simple soft-decision decoding algorithms are
available [26], so here we will analyze only
the performance of this type of decoder. A first

approach would be to follow the lines of Section
3 to find the union bound; however, the results so
obtained are only accurate for high SNRs. Fortu-
nately, the special structure of the code allows for
a semi-analytical expression. Let r[i],i = 1,...,nbe
the set of statistics (obtained as in (7)) for the first
transmitted codeword and assume without loss of
generality that this word is the all-ones word, that
is ¢;[j]= +1,j=1,...,n. Then, following (33),
the soft-decision decoder will compute n cross-
correlations of the form

n

hj1= >, ¢;[iIr[i], Vje{l,...,n} (43)
i=1

and decide that ¢; for which h[j] is largest. There-

fore, a correct decision will be made iff h[1] > h[j]

for all j > 1. With the IPC assumption, for a fixed

partition each h[j] is Gaussian distributed with

respective mean and variance

E{(h[jT} =0, Var{h[j]} = m*(T), 1 <j<n, (44)
while
E{(h[1]} = na(T), Var{h[1]} =m*(T),  (45)

the probability P(correct|T) that t[1] > ¢[ j] for all
j > 1, which in turn is the probability of correct
decision, is

P(correct|T)
© Iy hy e—(hl—na(T))z/2ny2(T)
:LJWL (2nmy(T)'
e

) L | Gy (1) 2

Now, recalling that P(correct) = E{P(correct|T)}
and noting that what we have in the integrand of
(46) is the product of n independent random vari-
ables with the integral limits independent of T, it is
possible to write

—h;/2ny*(T)

=

dhj]dhl. (46)

0 e~ (hy —na)®/2ny*

P(correct) = j

x (1 — Qhy fy/m)' ™ dhy, 47)

where a and 7> were given in (17) and (18) and
Z = (Nn)/k. From here, the probability of block
error is simply P, = 1 — P(correct). Eq. (47) cannot
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be evaluated in closed form, although it is quite
simple to compute the integral numerically. Alter-
natively, there exist bounds and approximations
[6] for both the low and the high SNR cases. In
particular, the probability of block error can be
bounded by [27]

k PSSNR Lp

P.<(n—1y -, 48

<=1 exp( NG+ o) ) (48)
where

PSSNR L .1 N2log2

= [——— -1 if-<—————<1 4
P={ N2log2 "4 S PSSNRL “9)
and

N2log2 1

=1 — < .

p PSSNRL 4 50

Regarding the bit error probability, it is straight-
forward to show [19] that

— n P
T owm—2"¢

It is interesting to remark that when PSSNR(L/N)

< 2log?2 = 1.4 dB the bit error probability cannot
be made arbitrarily small or, in other words, the
total SNR per information bit lies below the
asymptotic value of Shannon’s Capacity for Gaus-
sian channels [21,25]. This asymptotic value is
achieved for an infinite number of channel uses.
Alternatively, for a given image with L available
samples and a certain PSSNR, by applying the
previous condition we can upper-bound the max-
imum amount of information bits that could be
reliably conveyed. For the case of orthogonal
pulses, it is also possible to show [27] that the
capacity limit is reached asymptotically when
n — oo; however, since the number of available
samples is limited to L, the codewords size n must
satisfy n < L so this bound cannot be reached in
practice. Furthermore, other channel coding
schemes (e.g., convolutional codes) allow us to fall
closer to the capacity limit than orthogonal codes.
Note that, in any case, we are not claiming that the
value given above is the actual capacity bound of
a given image because, above all, the physical data
hiding channel is not really Gaussian (see Section 7)
and the use of diversity and/or interleaving also
reduces the true capacity.

P, (51)

It is possible to improve the performance of
orthogonal coding by using the so-called biorthog-
onal codes and simplex codes. For the former, each
transmitted codeword is further modulated by a
binary antipodal symbol, taking advantage of the
fact that sign changing does not destroy ortho-
gonality. Now, there are two classes of error events:
errors between orthogonal codewords and errors in
the symbol that modulates a certain codeword.
Since orthogonal codewords are closer in Euclid-
ean distance than antipodal symbols, it is possible
to approximate the performance of biorthogonal
codes by concentrating only on error events of the
first kind. The analysis closely resembles what has
been already presented for orthogonal codes, so we
will not repeat it here. We just point out that the
use of biorthogonal signals allows to double the
number of signals with a performance similar to
that of orthogonal codes. We refer the reader to
[19,28] where full descriptions of biorthogonal sig-
nals are given.

Another slight improvement can be achieved by
the use of simplex codes. These signals are not
orthogonal but have cross-correlation coefficients
that take the value — 1/(n — 1), becoming equicor-
related. This allows a reduction in the ratio
PSSNR L/N of 10logyo(n/(n — 1)) dB for the same
bit error probability [19]. Nevertheless, this gain
approaches zero as n is increased.

Finally, we mention that some authors have pro-
posed the use of ‘spread-spectrum’ waveforms for
data hiding [4,22]. These modulations may be use-
ful in overloaded multiple access environments, but
nothing is gained when a single user is present,
which is our case. Moreover, most of them (e.g.,
Gold or Kasami codes) have non-negligible cross-
correlations that would seriously affect perfor-
mance when compared to orthogonal codes. For
this reason, we have decided not to dwell on them
here. For a critic comparison between spread-
spectrum and other modulations, see [23].

6. Modulations with superimposed orthogonal
pulses

Next, we turn our attention to a class of modula-
tions in which some codewords corresponding to
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different information bits are transmitted superim-
posed over the same set of samples .%;. One of such
possibilities was proposed by Csurka et al. [4].
Here, we will adapt their method to the lines of our
exposition, but the conclusions and results remain
valid.

We will also focus only the unfiltered spatial and
Wiener cases. The ML decoder in the DCT domain
results prohibitively complex for this modulation
since it is not possible to decouple the contributions
of all the information bits that are transmitted over
the same set of samples, except for the Gaussian
(i.e., A = 2) model.

Consider then the following expression for the
watermark:

_— & bl [f]
W[]]_lgl ﬁ

where the codewords ¢;, [ = 1,..., k, are orthogonal
(cf. Eq. (42)) with n binary antipodal symbols. As in
Section 2, the b;[I], I = 1,...,k, are binary antipo-
dal information symbols. We can see that for this
scheme each codeword modulates a different in-
formation bit, so if L is the total number of samples
and N is the number of information bits, then each
codeword spans n = (Lk)/N samples. It is interest-
ing to see that the term Zle(bi[l]clﬂ])/ﬁ, for
large k, follows a zero-mean unit-variance Gaus-
sian distribution that is independent from s. This
guarantees satisfaction of the perceptual constraint
through a. In this case, decoding is implemented for
each transmitted bit by computing the statistic

alj1sLjl. jes, (52)

ni = Y 0 e gt el on) (53)

JeS: ﬁ

in the unfiltered spatial case, replacing y[ j] by W[ j]
in the Wiener scenario. As in previous sections, the
estimate of each transmitted bit is simply

b[1] = sgn(r[1]). (54)

Let us analyze the performance of this scheme. To
this end, we will concentrate on a single set, say .%;.
It is not difficult to see that, for a fixed assignment
of samples to ¥}, i.e., for a fixed partition, the r;[1]
will be i.i.d. Gaussian random variables with mean

b;[1]a[i] and variance y*[i] where

rr =y U (56)

and the expressions for ¢, [j] and ¢y [j] are identical
to those given in (10)-(16) except that the term
(E{s*} — 1)is replaced now by (E{s*} — 1/k). Thus,
after averaging over all possible partitions, for-
mulas (17) and (18) are still applicable with
Z = N/k, so the bit error probability can be com-
puted.

In order to make a comparison between this
scheme and the diversity method presented in Sec-
tion 2, we first note that the means a of the equiva-
lent Gaussian channels are identical for the two
cases. Regarding the variances, let 7 be the vari-
ance for diversity and let y3 be the variance for the
superimposed orthogonal case. Then, it is possible
to show that

L o*[j1/1 + Nk —k* — N/k
v%—y%=z’}v[]< N k) s

The two variances are identical for k = 1 (as should
be expected, since then the two schemes become the
same) and for k = N (i.e., codewords with size equal
to the number of available samples). In these two
situations, both schemes provide the same bit error
probability.* Otherwise, the diversity method re-
veals a superior performance for the same value of
E{s*}. On the other hand, note that if one wants to
maximize the entropy for each sample of the water-
mark, s should follow a Gaussian distribution
which gives E{s*} = 3, but this same distribution is
achieved (for large k) in the case of superimposed
orthogonal pulses with a binary antipodal s for
which E{s*} = 1.

Some final comments are due regarding this
method. First, it is straightforward to combine it
with the various forms of channel coding that we

“This is not surprising since spread-spectrum systems, that
also superimpose the transmitted waveforms from different
users, do not represent any increase in channel capacity with
respect to time division multiple access, as has been discussed for
instance in [23].
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have presented with the possibility of soft-decision
decoding in those cases where it is already feasible
(e.g., Walsh or convolutional codes). Unfortunately,
extension to data hiding in the DCT domain be-
comes hard to implement because orthogonality is
helpful when the decoder is based on cross-correla-
tions which is not the case in the DCT domain (see
(6)). Alternatively, a sub-optimal cross-correlation-
based receiver could be implemented but this
would result in a significant performance degrada-
tion as we have shown in [8]. Finally, for the
unfiltered spatial and Wiener cases the computa-
tional complexity of the superimposed orthogonal
pulses scheme is k times higher than the corre-
sponding to the diversity method. Considering the
discussion above, we conclude that using superim-
posed orthogonal pulses is not advisable for data
hiding purposes.

7. Coding at the sample level

All the data hiding schemes that we have con-
sidered so far relied in replicating each information
bit in different samples of the image in order to gain
enough SNR so that a low probability of error
could be achieved. This was also the case for coding
since each symbol at the output of the encoder was
repeated at a number of samples. Diversity can be
seen as a simple form of block coding (with only
two codewords) for which soft-decision decoding is
extremely simple (see Section 2). The good perfor-
mance achieved by this almost trivial way of cod-
ing, also known as repetition coding, opens the
door for more sophisticated types of codes that
provide additional improvements over the basic
scheme. In this section we investigate coding at the
sample level, which differs from the approach taken
in previous sections (and in most of the prevalent
literature) in that each codeword symbol is now
transmitted over a single sample. This is tanta-
mount to say that the sets .%; in which we partition
the image are now one sample wide. Thus, a code-
word with n symbols would require exactly n
samples to be transmitted. The watermarking
generation equation is then (23), but as before, we
will drop the superscripts since we are interested in
analyzing the performance for a single transmitted

codeword. Then

wljl = c[ila[j1s[j], jes (58)

where ¢ is the transmitted codeword.

We will see that most of the structures already
developed can be extended to the sample level;
unfortunately, an exact performance analysis turns
out to be cumbersome, since now it becomes obvi-
ous that it is not possible to resort to the central
limit theorem approximation. In this section we
will concentrate only on the DCT domain with
a Laplacian model, i.e., A = 1. The reason for this
election is two-fold: first, the existence of a statist-
ical model will allow to obtain analytical results
and bounds for P,. The lack of good models as in
the spatial domain makes this analysis very difficult
if not impossible, since averages over the ensemble
of samples cannot be taken. Second, the Laplacian
is, together with the Gaussian, the simplest in the
family of generalized Gaussian models, and it pro-
duces relatively accurate results as we have dis-
cussed in [8]. It is possible to extend most of the
results that will be presented here to other values of
A but sometimes no closed-form expressions exist
and use of numerical methods is required.

Unlike the approach taken in Section 2, here we
will rely on the statistical characterization of x[i]
and consider the key K as deterministic. We will
also assume that the sequences of both «[i] and
o[i],i=1,...,L, can be characterized by means of
a stochastic process with joint pdf f, ,(«,0). More-
over, by virtue of the key-dependent interleaving
used in the watermark insertion stage, we can con-
sider both sequences «[i] and o[i] as ii.d. With
these assumptions it is clear that all key-dependent
partitions will produce the same results.

We will consider first the case of hard-decision
decoding and then the soft-decision case. We will
later discuss the use of concatenated codes and
finally give some hints on how furbo-codes can be
employed to improve the performance of data hid-
ing systems.

7.1. Hard-decision decoding
In this case, an independent decision is taken for

each codeword symbol. If the pdf of x[j] is symme-
tric then the symbol-by-symbol ML decision
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threshold will be set at the origin. Let us
assume, without loss of generality, that the ith
codeword symbol takes the value +1 and that
s[j1=1, je;. Then, the probability of error
pi| o[ j1,0[j]) for this symbol is

p(ilaljlolj]) = P{x[j]1 + o«[j]1 <O}, jeZ:.
(59)

The probability p(i| o[ j],0[ j]) can be easily evalu-
ated for the case in which x[ j] follows a Laplacian
distribution, yielding

(—/221/oL D)
2

Pl Lol /D) = =0 : (60)
When this probability is averaged over the se-
quence a of perceptual masks and the sequence ¢ of
variances, it becomes independent of the index of
the transmitted symbol. Thus, the BSC cross-over
probability p for this decoder can be written as

p= j wfm(u,a)dada. (61)

Knowledge of the joint pdf of o and ¢ is then
necessary for solving (61). The marginal pdf of « can
be obtained from the way the perceptual mask is
computed by taking advantage of a ‘continuous
approximation’ on the magnitudes of the DCT
coeflicients which will not be pursued here due to
the space limitation. Another way of solving (61) is
by means of an ergodic assumption on o and ¢ that
allows to approximate p as

_ L& exp(— /2o 1/o L))
b= 2

. (62)

&P‘
I

Once p is available, it can be substituted into (29)
and (30) to give bounds and approximations to P,.
Note that since the value of p will be in general
quite large, use of powerful codes will be essential in
order to achieve good performance. An effective
way of attaining this is through the use of conca-
tenated codes, as will be discussed shortly.

7.2. Soft-decision decoding

The optimal ML detector for the Laplacian
case would decide codeword ¢ e € such that (33) is

satisfied, where the sufficient statistics r[i] are com-
puted as in (6), taking into account that now the
sets &; consist of just one sample.

Regarding the bit error probability, in order to
use the union bound, the probability of error be-
tween two codewords has to be computed. Assum-
ing that ¢; and ¢, are the only existing codewords
and that ¢; is sent, we should determine the prob-
ability of error conditioned on a certain sequence of
perceptual masks a« and variances o, that is,
P(¢y — ¢, |a,6) and where now x is the only ran-
dom variable in the system. Collecting all these
considerations, we can state that there will be
a block error (i.e., the decoder will decide ¢,) iff

M=

(c1[i] — ea[i])

1

" [yLi1 + ol jIsCil — Iy0j] — el j1sL/]
ol j] je,

i

< 0.

(63)

In Appendix A we derive a Chernoff upper bound
to the probability of error between two codewords.
For linear codes, once the set of two-codewords
error probabilities between ¢; and any other code-
word are available, we can write

P, <
1

Ple; —¢). (64)

M=

2

7.3. Concatenated coding

Sample-level coding for data-hiding applications
faces the problem of the very low PSSNR that is
usually encountered, which is a direct consequence
of the imperceptibility constraint. Then, although
we have shown the potential advantage of coding
instead of simple repetition, it is also true that
powerful codes would be required in order to
achieve a small probability of error. Unfortunately,
for moderately large values of dg... (dpmin) In the
convolutional (block) code, decoding has a tremen-
dous complexity. This difficulty also arises in deep-
space communications where transmitted power is
as well severely limited [29].

A popular solution to this problem is that of
concatenated codes, proposed by Forney [5] and
summarized in Fig. 2 for a typical data hiding
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Fig. 2. Model for concatenated coding in data hiding.

application. Note that only one level of concatena-
tion is shown, but the idea is easily generalized to
any level. In our context, the inner code would be
a binary block (n, k) or convolutional (k/n) code and
the outer code would be a block code (typically,
a Reed-Solomon) with an alphabet of g symbols
(typically, g = 256) so that the output of the latter is
compatible with the input of the former. With con-
catenation it is possible to achieve a d,,;, which is
the product of the minimum distances of the two
concatenated codes; on the other hand, decoding
complexity is merely that of each individual code.
An important element of many concatenated codes
is the interleaver [24,28] which is a device that
simply produces a deterministic permutation of the
symbols at the output of the outer encoder. This
permutation avoids that error bursts at the output
of the inner decoder appear at the input of the outer
decoder, making it easier to correct them. These
error bursts are common at the output of convolu-
tional decoders. Note that interleaver memory,
a frequent concern when designing interleavers for
communications applications is not so critical here
due to the availability of the entire image.
Concerning performance analysis, this is quite
straightforward given the results of Sections 3 and
4: first, the cross-over probability p of a decoding
error (either with soft or hard decision) in the inner
code is computed (or upper-bounded) and this
value is substituted into (30) or similar to obtain the
overall bit error probability P,. Of course, this
approach to performance assumes a perfect inter-
leaver that makes the decisions of the inner decoder
look to be independent. The performance P, versus

PSSNR L/N curves for concatenated codes are very
steep, meaning that a small increase in the PSSNR
produces an enormous improvement in the overall
P,. Outer Reed-Solomon codes for data-hiding
applications were first proposed by O’Ruanaidh
and Pun [22] combined with an election for the
inner code that resembles pulse position modula-
tions (PPM).” In practice, complexity issues should
be taken into account but concatenated codes used
in digital communications will also perform well for
data hiding purposes. As a final remark, note that
the use of codes combined with diversity can be
seen also as a form of concatenation in which the
inner code is simply a repetition code; interestingly,
this choice allows for soft decoding of the outer
code.

7.4. Turbo coding

Closely related to concatenated codes is the re-
cently proposed idea of iterative decoding. The
original term ‘turbo codes’ refers to parallel concat-
enation of two or more systematic convolutional
encoders that are decoded iteratively, with the ad-
vantage of a complexity comparable to that of the
basic (constituent) codes. The subject has evolved
rapidly during the past years and now variations on
the basic theme exist (e.g., serially concatenated

° Although not explicitly discussed in our paper, this inner
modulation can be analyzed in a way much similar to our
discussion for orthogonal codes with approximately the same
results.
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codes, use of block codes, etc.), all of them sharing
the idea of iterative decoding. A fundamental ele-
ment for this codes is an interleaver that in the case
of parallel concatenated codes acts upon the in-
formation bits that enter the parallel encoders, and
that usually has a very large size that precludes
practical ML decoding. Fortunately, after some
iterations, near-optimal performance is achieved,
which implies astonishing results. As an example,
for very large interleavers and a moderate number
of iterations, values of PSSNR L/N smaller than
3 dB suffice to achieve values of P, lower than
107°. Regarding decoding algorithms, they are
based on maximum a posteriori (MAP) probabilit-
ies and give ‘soft’ (sometimes called reliability) in-
formation together with hard decisions thus
providing an effective way of exchanging informa-
tion between decoders.

Implementation of turbo coding for data hiding
becomes a very promising line of future research.
Similarly to the previous section, interleavers can
be as large as the size of the original image so
typical constraints appearing in digital commun-
ications, such as latency time, do not apply here.
However, it is important to take into account that
in order to provide reliability information, statis-
tical knowledge of the image is required. In the
DCT domain the soft information would take
a form similar to (63). For an excellent view on
turbo codes, see [2,7].

8. A glance at the detection problem

In several applications, such as copyright protec-
tion, we are interested in determining whether
a given image contains a watermark. This is what
we call the watermark detection problem. This
should not be confused with the decoding of em-
bedded information that we have analyzed in pre-
vious sections, since now we are insterested only in
detecting the mere presence of a watermark in the
image we are testing.

Therefore, the watermark detection problem can
be expressed as a hypothesis test with two hypothe-
ses, namely “the image contains a watermark” (H)
and “the image does not contain a watermark”
(Hy). The optimal detector corresponds to the

Neyman-Pearson rule, in which H; is decided if

S| Hy)
Sy Ho)

where 5 is a decision threshold, otherwise H is
decided. The pdf in the numerator corresponds to
the statistical distribution of the image under test
when it contains a valid watermark, whereas the
pdf in the denominator corresponds to the statis-
tical distribution when no watermark is present.
Again, we have similar problems as those we found
in Section 2 regarding the statistical characteriza-
tion of images. Specifically, we do not have good
statistical models for images when watermarks are
embedded in the spatial domain. However, we can
resort to the Gaussian approximate model derived
in Section 2 if we assume that the heuristically
justified correlator receiver is used. Hence, in this
case in the optimal detection rule H; is decided
when

Je(rlHy) >

A Hy) ~

where 7 is the decision threshold, otherwise Hy, is
decided. In the DCT domain we do have fairly
good statistical models, so we can use them in Eq.
(65). Note that in this detection test we are not
interested in extracting any information that the
watermark might carry, as it was the case in pre-
vious sections. Therefore, if the watermark can en-
code a binary message, the pmf of the set of possible
messages should be considered when f,(y|H;) is
derived.

In some cases, especially when error protection
coding is used (Sections 3-6), the decision rule in
Egs. (65) and (66) can be difficult to implement.
However, suboptimal detectors can be used. For
instance, a suboptimal decision can be made in two
steps. First,an ML decoder obtains an estimate b of
the message b carried by the watermark. Then,
a hypothesis test similar to that in Eq. (65) is ap-
plied, now changing hypothesis H; to “the image
contains a watermark carrying the message b”.

Another suboptimal detection algorithm is the
following. First, hard-decision estimates of the en-
coded message ¢ are computed. Then, a binary test
similar to (65) is applied, now using the pmf’s of the

> 1, (65)

(66)
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Hamming (15,11)

—=2—  Coded (empirical)
-—- Coded (theoretical)
—<o—  Uncoded (empirical)
------ Uncoded (theoretical)

2 4 6 8 10
PSSNR.L/N (dB)

Fig. 3. Theoretical and empirical results for the Hamming (15,11).

hard-decisions ¢ conditioned to hypothesis H; and
H,. This approach can be compared to hard-decision
schemes used for information decoding. As a mat-
ter of fact, a similar performance degradation prob-
lem is experienced due to the hard-decision step.

From the discussion above, it is clear that the
procedure proposed sometimes in the literature,
consisting in using the watermark decoder to ob-
tain an estimate of the message carried by the
possibly existing watermark and verifying that it is
a valid message (using for instance a checksum
field), is in fact a suboptimal approach to solving
the watermark detection problem expressed in
Eq. (65). This combines the two suboptimal
schemes presented, using both hard decisions and
a suboptimal binary hypothesis test with only one
message considered in hypothesis H;. Further
details and analytical results for the spatial domain
are given in [14].

9. Experimental results

In order to illustrate the validity of our theore-
tical results we have watermarked the ‘Lena’

image (256 x 256 pixels) in the spatial domain with
Wiener filtering in the extraction stage and different
coding schemes have been compared. In all
cases the empirical values have been obtained
by averaging out the results for 100 randomly
chosen keys and with an iid sequence s that
has a discrete pmf with four equiprobable levels
{— N, — \/27/5, \/%, \/%} This sequence is
chosen for the purpose of illustrating how the pro-
posed theoretical results are valid for any general
distribution. In practice, other distributions will
achieve better performance as has been shown in
[13]. The curves here presented show the theoret-
ical and empirical values of the bit error rate (BER)
as a function of the parameter PSSNR L/N and
include for comparison the BER for the uncoded
case.

Fig. 3 shows the BER for a Hamming (15,11)
code which has a very small error correcting capa-
bility of t = 1. Note that the uncoded and coded
curves cross at a relatively high value of
PSSNR L/N. The discrepancy between the theore-
tical results (obtained with (30) and the empirical
ones is due to the errors in the estimates of a and
y in (17) and (18). Fig. 4 presents the results for
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BCH (63,45)

100 2 Coded (empirical)
Coded (theoretical)
Uncoded (empirical)

Uncoded (theoretical)

—6 ! !

! 1 !

6
PSSNR.L/N (dB)

10 12

Fig. 4. Theoretical and empirical results for the BCH (63,45).

a BCH(63,45) code for which t = 3. Note the im-
provement in performance that is summarized in
a lower PSSNR L/N crossing point. We have also
performed experiments with other codes and in all
cases the theoretical results closely match the
empirical.

We also present in Figs. 5-7 results obtained for
three different convolutional codes with respective
rates 1/2, 1/3 and 1/4 when soft decision decoding
is employed. These codes are designed by their
generator polynomials expressed in octal form (see
[19]) which are, respectively, (15, 17), (13, 15, 17)
and (5, 7, 7, 7). The respective constraint lengths are
4, 4 and 3 (the definition in [19] is used) and the
respective dy... parameters are 6, 10, 10. The theor-
etical results were obtained with the bound of (41)
in which only the first term of the outer sum was
considered. This provides good asymptotic results
but offers a poor approximation for low values of
PSSNR L/N due to the fact that more terms in the
sum are non-negligible. With all these consider-
ations and the discrepancies between the theoret-
ical and empirical values of ¢ and ¢ mentioned in
the previous paragraph, truncated (41) becomes an

approximation and is no longer an upper bound.
Asymptotically (for high SNR) the gain provided
by the convolutional codes approaches
101og(Rds,ee), sO the respective asymptotic gains
(indB)are 4.77, 5.22 and 3.97 which implies that the
best results are achieved for the second code. Also
shown in Figs. 5-7 are the results obtained for these
convolutional codes with hard-decision decoding.
Note how performance degrades when compared
to soft decision, but it is still better (provided that
a minimum SNR is achieved) than for the uncoded
case.

Finally, Fig. 8 shows the results obtained with
orthogonal codes in two cases: n = 8 and 64. For
these two cases, besides the empirical results, we
show the theoretical performance evaluated by nu-
merical integration of (47) and bound (48). Note
again that errors in the estimation of the para-
meters a and y convert (51) into just an approxima-
tion. For the Wiener filter case we have observed
that increasing n does not necessarily lead to im-
proved asymptotic results as theory would predict.
This is due to the non-negligible correlations be-
tween transmitted words that become higher as the
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Fig. 5. Theoretical and empirical results for the rate 1/2.
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Fig. 6. Theoretical and empirical results for the rate 1/3.
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number of samples per pulse increase. Comparing
Figs. 6 and 8 we see that for practical sizes convolu-
tional codes fall closer to the capacity limit.

10. Conclusions

In this paper we have given an overview of the
advantages that channel coding brings about in
data hiding applications, although the similarities
with the detection problem have been also pointed
out. Careful statistical modeling is the key for deriv-
ing decoding structures with optimal performance.
However, in those cases where no such model is
available, judicious choice of a heuristic decoding
function also produces good results. In any case, we
have chosen the bit error probability as the refer-
ence quality measure and have given theoretical
results that are represented in a way that becomes
independent of the image to be watermarked,
whereas the operating point does depend on the
particular image. Analysis of the different coding
schemes reveals superior performance of convolu-
tional codes for a reasonable complexity. Compari-
son with the uncoded case shows gains of about
5 dB for simple codes. Note that a coding gain of
3dB allows doubling the number of hidden in-
formation bits for the same P,.

We have also discussed the benefits of coding at
the sample level, especially when concatenated or
turbo codes are employed. However, much theoret-
ical work remains to be done at this level, since it is
no longer possible to resort to central limit consid-
erations which are very helpful for the diversity case
as it was shown in the paper. Moreover, compact
results for the sample level case demand a model
not only for the pdf of the image, but also for the
parameters involved in the detector such as the
sequence of perceptual masks. One possible ap-
proach might follow the treatment given to digital
communications over Rayleigh channels, but
adapted to the models at hand.

The work here presented can be extended to
other domains; it would be particularly interest-
ing to generalize it to the Fourier-Mellin
transform domain [22] where affine transform-
ation attacks can be compensated. Again, the
statistical approach requires more knowledge

about the distributions of the coefficients in this
domain.

Finally, as was mentioned in the Introduction,
a deterministic approach leads to zero probability
of error decoding schemes which unfortunately
have little robustness against distortions and
attacks. An attractive possibility would be to
combine the two approaches (for instance, water-
marking part of the samples with a deterministic
method and the remaining with a probabilistic
scheme) in order to collect the advantages of each.
Of course, this asks for a rigorous study of the
possible distortions and attacks and perhaps new
procedures that might include ideas from the field
of robust statistics.

Appendix A. Chernoff bound for sample-level data
hiding in the DCT domain

In this appendix we obtain a Chernoff bound for
the two-codewords error probability in the DCT
domain (Laplacian case) with coding at the sample
level and soft decoding. We will assume that the
samples of s[i] take the values { + 1}. First, we
upper-bound the probability that inequality (63)
holds when ¢; is correct and & and ¢ are fixed. This
probability, denoted by P,(a,6), can be written as

PZ(aao-)
_ P{Z IXLl — IX[j] + 2ol j1sLj]I
JjeJ O-[]]
where ¢ is the set of samples belonging to .%; for
which ¢, [i] # c,[{]. Without loss of generality, as-

sume that s[j] = 1 for all je ¢, then the Chernoff
bound to P, can be written as

> 0}, (A.1)

P,(a,0)
<min[] £ {exp<zlx[j]| - z%ﬁ + 20f j]|>}

(A.2)

Each of the expectations in the product above takes
the form

/2 r exp<<z—ﬁ)|xm| — zx[j] +2am|>
20[/] ol /]
dx[ /1. (A.3)

— 00
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The integral above can be split into three pieces,
which can be evaluated analytically and mani-
pulated to yield

2e2(= =/ 2palilielil 4 (

7 — ﬁ)e—mm/am
. A4
R (A4)

The minimum of (A.4) can be shown to be achieved

atz = \/5/2 and is independent of j, so this value of
z also minimizes (A.2) and the final Chernoff bound

becomes
V2 ocm>< ﬁa[j])
gexp< o )

(A.5)

The case of ofj] =« and o[j] = o for all je ¢ is
particularly illustrative, since (A.5) becomes

—d /sz/a' \/50{ e
Py(a,0) <e @ I+~—] (A.6)

[

where d;, is the Hamming distance between
¢y and c,. Note that, as expected, the bound de-
creases with d; , and also with o/ which could be
taken as a PSSNR for this case.

In any case, the randomness and independence in
a and o can be taken into account to write

P(cy = ¢3)

2 d;»
< [ J e—ﬁ“/”<1 + fo‘) fo(0,0)do da} .
o,a g

(A.7)

The right hand side of (A.7) can be approximated as
in (62).
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