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Why Oracle Forensics?

Since the state of California passed the Database Security
Breach Notification Act (SB 1386) in 2003 another 34 states
have passed similar legislation with more set to follow.

In January 2007 TJX announced they had suffered a database
security breach with 45.6 million credits card details stolen — the
largest known breach so far.

In 2006 there were 335 publicized breaches in the U.S.; in 2005
there were 116 publicized breaches; between 1st January and
March 31st of 2007, a 90 day period, there have been 85
breaches publicized.

There are 0 (zero) database-specific forensic analysis and
Incident response tools on the market — free or commercial.
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Where is the evidence?

 Evidence of a compromise can be found in many places — for
example
« TNS Log files
* Trace files
 Redo Logs

 Datafiles
 Metadata and statistics

« Apache logs (Oracle Application Server)

» This talk specifically covers the datafiles, redo logs In the
essence of time we’ll be cutting out several parts of the forensic
process which you wouldn’t do in a real scenario of course!

e Search for evidence related to SELECTs

e To start with we'll look at an Oracle Data Block
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Where is the evidence?

 Evidence of a compromise can be found in many places — for
example

« TNS Log files
* Trace files
 Redo Logs

o Datafiles

 Metadata and statistics
« Apache logs (Oracle Application Server)

» This talk specifically covers the datafiles, redo logs In the
essence of time we’ll be cutting out several parts of the forensic
process which you wouldn’t do in a real scenario of course!

e To start with we’ll look at an Oracle Data Block
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Oracle Data Block

Header
Object ID (25" Byte)
Checksum
Row Directory
Each row has
2 byte entry
pointing to offset

Header
able Directory

Row Directory

,f”/ Free Space

Row Data
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Oracle Data Block...row of data

Consists of a 3 byte Row Header
Byte 1: Flags to indicate row state

If row of data has been deleted the 5% bit of 1st
byte (Flags) is set — e.g. 0x2C becomes 0x3C

Byte 2: Lock Status
Byte 3. Number of columns

Column Length followed by that number of bytes of data
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Oracle Data Block...row of data

Col 1 04 C3 06 13 2F

Col 2 04 C3 06 13 2F

Col 3 02 C1 37

Col 4 OD 4D 59 5F 54 45 4D 50 5F 54 41 42 4C 45
Col 5 02 C1 02

Col 6 FF

Col 7 02 C1 03

Col 8 07 78 6B 03 17 12 08 38
Col 9 07 78 6B 03 17 12 08 38
Col 10 07 78 6B 03 17 12 08 38
Col 11 02 C1 02

Col 12 FF

Col 13 FF

Col 14 01 80

Col 15 FF

Col 16 02 C1 07

Col 17 02 C1 02
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Locating Dropped Objects

To locate dropped objects we need to know what
happens when an object is created:

 Arow is entered in the OBJ$ table, | OBJ1, | OBJ2,
| OBJ3 indexes

e Depending upon object
TABS$, COLS$ for table objects
SOURCES, IDL_UB1$, IDL_CHARS$ for functions

* Information about new objects scattered all over the
datafile.
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Locating Dropped Objects

Open datafile that has the SYSTEM tablespace

Locate all blocks with object ID of 18 — object ID of the
OBJ$ table.

Follow each entry in the row directory
Some of these will point to “live” (0x2C) rows
Others “deleted” (0x3C)
All data that has not been “blocked out” is deleted
data — may only be fragments though!

Rinse and Repeat for all “interesting” object IDs — e.qg.
SOUCRCES,
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Examination after an attack — dropped row in OBJ$
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Examination after attack — extract row

Row Header: O0x3C 0x01 Ox11
Ox11 (17) Columns

189d3790h:
189d37a0h:
189d37b0h:
189d37cOh:
189d37d0Oh:
189d37e0h:

3C 01 11
04 C3 06 13 2F 04 C3 06 13 2F 02 C1 37 OD 4D 59
OF 54 45 4D 50 5F 54 41 42 4C 45 02 C1 02 FF 02
Cl1 03 07 78 6B 03 17 12 08 38 07 78 6B 03 17 12
08 38 07 78 6B 03 17 12 08 38 02 C1 02 FF FF O1
80 FF 02 C1 07 02 C1 02
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Examination after attack — row columns

04 C3 06 13 2F
04 C3 06 13 2F

02 C1 37

OD 4D 59 5F 54 45 4D 50 5F 54 41 42 4C 45
02 C1 02

FF

02 C1 03

07 78 6B 03 17 12 08 38

07 78 6B 03 17 12 08 38

07 78 6B 03 17 12 08 38

02 C1 02

FF

FF

01 80

FF

02 C1 07

02 C1 02
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Examination after attack — Column datatypes for OBJ$

OBJ# NUMBER
DATAOBJ# NUMBER

OWNER# NUMBER

NAME VARCHAR2(30)
NAMESPACE NUMBER
SUBNAME VARCHAR2(30)
TYPE# NUMBER

CTIME DATE

MTIME DATE

STIME DATE

STATUS NUMBER
REMOTEOWNER VARCHAR2(30)
LINKNAME VARCHAR2(128)
FLAGS NUMBER

OID$ RAW(16)

SPARE1 NUMBER

SPARE2 NUMBER
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Examination after attack — converted columns

04
04
02
oD
02
FF
02
07
07
07
02
FF
FF
01
FF
02
02

C3 06 13 2F
C3 06 13 2F
Cl 37 = 55
4D 59 5F 54
Cl102=1

= NULL

Cl1 03 =2
/8 6B 03 17
/8 6B 03 17
/8 6B 03 17
Cl102 =1

= NULL
= NULL
80 =0
= NULL
C1 O7

6
Cl 02 1

51846
51846

((6-1)*10000) + ((19-1)*100) + (47-1)
((6-1)*10000) + ((19-1)*100) + (47-1)

45 4D 50 5F 54 41 42 4C 45 = MY_TEMP_TABLE

12 08 38 = 23/03/2007 17:07:37
12 08 38 = 23/03/2007 17:07:37
12 08 38 = 23/03/2007 17:07:37
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Examination after attack — object ID

04 C3 06 13 2F (51846)

Search reveals object ID 1In
MON_MODS$
I MON_MODS$ OBJ
RECYCLEBINS$ OBJ
C_FILE# BLOCK#
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Examination after attack — further examination — source$
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Examination after attack — deleted rows

0x1D39805C + 0x1306 = 0x1D399362
0x1D39805C + O0x12EC = 0x1D399348
0x1D39805C + 0x12D8 = 0x1D399334
0x1D39805C + 0x1250 = O0x1D3992AC
0x1D39805C + 0x123E = 0x1D39929A
0x1D39805C + 0x1213 = 0x1D39926F
0x1D39805C + 0x1204 = 0x1D399260
0x1D39805C + O0x11E4 = 0x1D399240
0x1D39805C + 0x11AB = 0x1D399207




o) r
OE ; :
c B &y
— B - I - BRI A [ B P R -+
— B __.:._.:..._«"__.u... SO LI TS T £ IS e I O I T I = ¢ O s
U& PR O A DENEH sl R NAD - O
(0p] L L IEC S A T I S | v D E =y A - Wy oot [

> e I T TS B TR VI 7 R 3 B [ SV A S s TS IR R S
C E cZN M |2 DV H R R I .
OH O A ol el c O s ORI s s M

& s o e F sl & o 0] ] O ] O TS RV
A v Vol | LU0 T P LS T A 1 | [y 3 K & = T T

& UM E [ oMz O0OM g & O || I T ETRFTS

0o cEZ MM O+ cOH sl HOH R MW « B4 W] *
Sm U T e T e T = I T ST o I Y A £ I YA I ¥ A

sy (B el D U 0 RS o~ BE «F « -

0 = | ) . . . q..—“ —.._.“ . e S OS = 0 m “..I_._- o Hﬂ_ Y
A_v c . = goha

) . "I S R oM - 5 [x] _u\. i = AN & .

0] T S WO Y . q._.“ u,l... . #.._." RS S = __-._- - [ ) LT
m M LY L™ LT LY LY -y oy LY LY LY LEY .y LY LEY LY LY LY LAY LY LEY LR LR LR

Z - —

(SIS I L= RIS (] I VW I U B o CPO T I e I T I VO W N [T I
L T T - L e = A o O (1] I L Al Lo B s o VT B LV B L A oV I N (5] (VI

Al & B o iy gl [ 0 :.f uy uy oy Wy 0 al | [ iy
.f:. [y ol [CUI B L LS S O T O T T LT o I R I L) P
Iy < ) gy ) O O wow oS oy O[O O

uy S f oy o o O ] ] e e 1] S g | W
i d.sJ.‘ y st w) w QM u o oy o O O] O

Ll g‘ [ | _.._“ W oS W O 00w o ﬂ &~ -
N Uy Ml O3 st st )y uy ) g GO

wy O ) Tl st O O Ny 0] Oy
- o W A O

i
Mo, 01 01 O [ w) iws = 0 e ] |0
A ST LT I U U TR T al | O A iy
[y
o m (TR I T O I T T W I e (5] | (] SV (]
LA B Ll A A LB LB LI VI A o E ) e

ﬂ‘_. Il TGN I LU s o] iy 03 L TS T o T s o T LIS T L)
i
i

Wy Wy oy | O et S - g S o Ny O O O

LU I A N R Tl L) ES R s o EC B i A A T P I T 4 T A [0
O LT N R LA R B e A A A i s I L A AR I I I BT [

O o] iy |0 ey [ e oo W O [y i [ LT L
(st U TR R o N ey [Tp Do R L Lo I B L W L0 W) O o O

uy
GO mowmnmels o w ooy oo o W MR Tty
O W O Opcn W O G 9w u S | 4w O

OWily s wm p|ofo o Ao o oom@ [ e 8 |
G s w G OO s 0| s »

-

[ IR I LI LR T Ll W I

D 5

o= LT B I L B Iy I (8] )

[V L I T o T I T
[Tp TN~ L I o T T o I~ L )

o = & LIS T L Y [

-~
]
—
A
£
o
=&

[Ty]
SR P L LA S ST EURY (LT s s T T T A IV T P8 (O S PR |
QG g Ul S0 O N WG] S N W NS D)
[1s
[Ty]

ES I LN | S0 ST L O T
AN S U oy uy s

i M
uwy & O M

o000 000000000000.000508
[ T T T T O O T e T O O R O O Y O O O O O |
O 6y ooy W oaon om0 0 T [ I T B o I I LV YR
O 0 0 0 O O N 0 N N NN @
M 3
M M M
L0 T T T N T T T T L B N O O O O O T O R T T
b I T T o T T T o T o O o O O O o I
-.—l-.-.-.—l-.-.—-.—.——.—-—.—.—.—.—.——-—.-—.—_.——-—.-—.—_.———

Examination after attack — same object ID
C3 06 13 33 (51850)
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Examination after attack — text of funciton

FUNCTION EXTRACT_SYS_PASSWORD RETURN VARCHAR
AUTHID CURRENT_USER

IS

PRAGMA AUTONOMOUS_TRANSACTION;

BEGIN

EXECUTE IMMEDIATE 'INSERT INTO
SCOTT.MY_TEMP_TABLE VALUES ((SELECT

PASSWORD FROM SYS.DBA _USERS WHERE USERNAME =
IISYSII))I;
COMMIT;

RETURN 'FOQO"
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Examination after attack — locate table

Object ID 51846 — table 1s USERS
tablespace — SYS password present

-
T e ln = W e W A ™ -y e o -~ T W W W - -y ~r | 4
I002a000R = Fig, | 4 | 1 () | | E 1) 1) 1) | 2 g e (= -
e s e e = = aa s J.J. - a - - - - - - - - - ¥ w s o n'=® 8 ® @ B 8 ® = 8
-
- - P - - P P - P P - - - e = g =

— - . ﬂ - - 19 -
puuvseuiLun: 40 UL UL UL DL UL UL U DU BU 28 UPF UU 7 LeescssaaaTBRhaas 8.
- - P - P - P e - P P P P - P - e - - &

= - - - Fal - -
povsebsun. Ul UL LR UL )2 UL S UU 91 UL UL ULl Ve LUU £33 UL 2 T Y T T

-
P —— g e e om mam o o e - - - e e ~ e e - -

= = - - a = = ]:.- = - € C
puvceuv U 1H Us UU UL 25 UL o UL = Ul 41F UW Ul Z£ZU U UL 7 Uasa aSalaaaas aa
o . Nk - - - = - .| ! PN P — ey - - - - r ! - F3d
IO02a0d0kR B =] \F 1%} Lt ) ) i 10 FE | 1% S | =20 | r += £ £
' e B e s e al Bl ma W = o U e (| - A T, = o T, A, [ | = ., > - llllll_‘\;lll'fl. u
e e — . = - - - = - - - - - - - - - £ - -

= - . - = = - ] -
vbvsevaun. El Ul =2 UL 'L LU UL UL BL =242 U UL DU DU UL UL 7 B.aFas aa "Baasaaa
P PR e —— - e omem . ~ o = -

- - Fal - - - - o= - - - ] TITLT
vlvseveun.s UL UL LR UL U UL Us UU FE PEF 1H ULD SB 1F LB L1PF ; A Y - T
P - p— = e M e e A e T - o e -

o - - = A oA = = F AaAD E .

Juvoceu run. £LE 1P LU UU WUs UL o9 A4F U L1EF oL AFE 20 AF UU UU ; s s s s s ngpalla halla aw
~ e T T -~ - -~ ~ ~ A T e T T

|||—ffa|i—- )0 00 00 QOO0 OO0 OO OO OO OO OO OO OO 2 | 2 | o=

JULLUD Ufl: UU UL UL UU UL UL DU LU UL UL DU U L L UL AU . " EEEEEEEE g oEoEw

D00BLffbOh: 44 43 42 37 34 38 41 35 42 43 35 33 39 30 46 32 ; D-:EF’Q-.&E 380F2
D00BffcOn: 2C 01 01 10 44 43 42 37 34 38 41 35 42 43 35 33 ; ,...DC -i ASBCS53
DOOBLffdOnh: 39 30 46 32 2C 00 01 10 44 43 42 37 34 38 41 35 ; Er:'FE,....]Z BT48A5
0008ffeOh: 42 43 35 33 39 30 46 32 2C 00 01 10 44 43 42 37 ; BCS5350F2,...DCB7
DOOBLffOh: 34 38 41 35 42 43 35 33 39 30 46 32 02 06 B2 9A : 4BASBCS39%0F2..%*s




N[€3rs3 Consulting

Next Generation Security Software Ltd.

Examination after attack — converted columns

04
04
02
oD
02
FF
02
07
07
07
02
FF
FF
01
FF
02
02

C3 06 13 2F
C3 06 13 2F
Cl 37 = 55
4D 59 5F 54
Cl102=1

= NULL

Cl1 03 =2
/8 6B 03 17
/8 6B 03 17
/8 6B 03 17
Cl102 =1

= NULL
= NULL
80 =0
= NULL
C1 O7

6
Cl 02 1

51846
51846

((6-1)*10000) + ((19-1)*100) + (47-1)
((6-1)*10000) + ((19-1)*100) + (47-1)

45 4D 50 5F 54 41 42 4C 45 = MY_TEMP_TABLE

12 08 38 = 23/03/2007 17:07:37
12 08 38 = 23/03/2007 17:07:37
12 08 38 = 23/03/2007 17:07:37
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Examination after attack — converted columns

04
04
02
oD
02
FF
02
07
07
07
02
FF
FF
01
FF
02
02

C3 06 13 2F
C3 06 13 2F
Cl 37 = 55
4D 59 5F 54
Cl102=1

= NULL

Cl1 03 =2
/8 6B 03 17
/8 6B 03 17
/8 6B 03 17
Cl102 =1

= NULL
= NULL
80 =0
= NULL
C1 O7

6
Cl 02 1

51846
51846

((6-1)*10000) + ((19-1)*100) + (47-1)
((6-1)*10000) + ((19-1)*100) + (47-1)

45 4D 50 5F 54 41 42 4C 45 = MY_TEMP_TABLE

12 08 38 = 23/03/2007 17:07:37
12 08 38 = 23/03/2007 17:07:37
12 08 38 = 23/03/2007 17:07:37
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Oracle Redo Logs

Binary file that keeps a record of changes (called redo
entries) so in the event of a database failure all
actions can be redone.

Redo Entry

Contains all changes for a given SCN (System
Commit number)

Has a header and one or more change vectors
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Change Vector operation codes

5.1 Undo Record

5.4 Commit

11.2 INSERT on single row
11.3 DELETE

11.5 UPDATE single row
11.11 INSERT multiple rows
11.19 UPDATE multiple rows
10.2 INSERT LEAF ROW
10.4 DELETE LEAF ROW
13.1 Allocate space [e.g. after CREATE TABLE]
24.1 DDL

We can use these to determine what actions were taken ‘ %,
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INSERT Example

Timestamp INSERT Opcode  ObjectID

01 224 00 09 94 o 00 £0 03 00 00 00 Ao eo 67 A1 ; Pr..ma... ... £g
00 [B0] 37 0900 84 42 08 0005 00 5C C3 ; “....7..nB....\A
00 00 32 00 20 00 00 00 01 0 02 00 00 00 ; .vveZiveueveenns
02 Jp 00 00 09/ 02 00 B84 42 08 0P 00 00 B0 00 ; vveuveeum 2....5.
02 01 B}, OB 3B 49 80 00 EA 00 17 g0 6D 5C €O 99 ; ..-.;.€.&8...m\A
[EE 67 cc 23[08 02] 01 90 01 00 00 /00 8B 02 40 00 ; ugis........ <.@
€4 33 08 00 00 00 ED 00 02 oo [57 O0|[0C 00] 14 00 ; d:....i...W.....
31 00 [0Z 00[0Z _00J[03 00] 01 01 80 00 07 00 08 00 ; l.ue...... €eunn.
2F 01 00 00 CC 09 80 00 C9% 00 12 00 8B 02 40 00 ; /...I.€.E...<.@.
89 02 40 00 FF 12 02 01 01 00 €O 00 2C 01 03 00 ; %.8.¥..... A.,
00 00 13 06 F9 FF 02 00 00 00 00 00 00 00 00 00 ; ....lFecueeeoaan.
001d28b0h: 00 00 00 00 OD 00 OB 01 00 00 00 00 00 02 01 00 ;
001d328e0h: oo oo [CL_o05 co oo [CZ 09 31] ooJos oz]ip oo
001d28d0h: 02 00 FF FF 69 00 80 00 50 42 O8 00 00100 00 00 ;
001d28e0h: 02 00 FF FF 04 00 20 00 O8 00 00 00 2F |01 00 00 ;
001d28£f0h: CC 09 80 00 C9 00 12 00 12 00 80 00 00 RE 72 33 ;
001d2900h: 00 00 00 00 00 00 00 GO T] 1E 00 02 00 FF FF ;
001d2910h: CC 09 0 00 50 42 08 0O =0 33 01 190 FF FE ;
OR 00 14 00 48 00 1C 00 BD 33 80 40 4C 17 ;
12 00 FF FF 07 00 08 00 00 00 C9 Op 12 90 ;
57 00 00 00 57 00 00 00 00 00 00 0D 00 90 ;
02 01 0B 00 OB 04 01 4O g0 00 Co Q04 11 Q0 ;
48 3C 08 00 00 00 FF FF C 08 00 00 0d 1C 00 ;
32 90 10 90 82 42 08 00 )0 00 00 GA 09| 80 00 ;
00 00 00 00[36 00]00 00 94 01 00 00 06 0Ol0O 90 ;
20 01 00 00 58/ 2C 80 00 B8 4C 00 00 80|00 00 ;
DB FC 07 00 0z 40 00 [83 40 00 FF 12 |03 01 ; :
01 00 CO 00 01 00 00/AE 00 00 00 01 00 PO 00 ; ..A..... \ fﬁ
UserID Undo Opcode Undo Header Opcode - \
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Time stamp

Timestamp is when the redo entry was written — not
when the action was taken.

Records to the second from midnight of 15t January
1988.




N[€3rs3 Consulting

Next Generation Security Software Ltd.

DDL Example
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01fd7e80h: 06
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D1fd7ecOh: 77
D1fd7edOh: 69
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Evidence of SELECTSs

No object is created or dropped
No transaction occurs

e Automatic Workload Repository
 The Cost-Based Optimizer
e Fixed view V$SOQL
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Cost Based Optimizer - CBO

Whenever a query is executed it is compiled into
execution plan.

The most efficient way to do this is handled by the Cost
Based Optimizer (CBO)

Attempts to reduce system resources required

Statistics about the CBO are kept by the System
Monitor background process

Stored in COL_USAGE$
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Cost Based Optimizer — COL_USAGE$

OBJ# NUMBER
INTCOL# NUMBER
EQUALITY_PREDS NUMBER
EQUIJOIN_PREDS NUMBER
NONEQUIJOIN_PREDS NUMBER
RANGE_PREDS NUMBER
LIKE_PREDS NUMBER
NULL_PREDS NUMBER
TIMESTAMP DATE

Predicates are the “where” clause..
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Cost Based Optimizer — COL_USAGE$

Compare with copies of this table against
backups

Look for “odd” entries

- €.g. no company application ever looks at
table X but it's in COL_USAGE$




N[€3rs3 Consulting

Next Generation Security Software Ltd.

Cost Based Optimizer — COL_USAGE$

SQL> ALTER SESSION SET NLS_DATE_FORMAT = "YYYY-MM-DD
HH24:M1:SS*" ;

SQL>SELECT OBJ#, INTCOL#, LIKE_PREDS, EQUALITY_PREDS,
RANGE_PREDS, TIMESTAMP FROM SYS.COL_USAGE$;

OBJ# INTCOL# LIKE_PREDS EQUALITY_PREDS RANGE_PREDS TIMESTAMP
21 14 0 0 0 2007-07-31 00:39:43
145 1 0 2 0 2007-07-31 18:04:13
166 1 0 2 0 2007-07-31 18:04:13
222 1 0 2 0 2007-07-31 18:04:13
226 1 0 2 0 2007-07-31 18:04:13
228 1 0 2 0 2007-07-31 18:04:13
233 2 0 0 0 2007-07-31 18:04:13
243 2 0 2 0 2007-07-31 18:04:13
249 6 0 2 2 2007-07-31 18:04:13
253 3 0 1 0 2007-07-31 00:39:43
253 6 0 1 0 2007-07-31 00:39:43

OBJ# INTCOL# LIKE_PREDS EQUALITY_PREDS RANGE_PREDS TIMESTAMP
702 14 0 1 0 2007-07-31 00:54:48
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Automatic Workload Repository

Records SQL that takes a “long time” to
execute...

WRH$_ACTIVE_SESSION_ HISTORY
WRH$_SQLTEXT
WRH$ SQLSTAT
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Automatic Workload Repository

SQL> SET LONG 2000000

SQL> SELECT ST.PARSING SCHEMA 1D, TX.SQL TEXT FROM
WRH$ SQLSTAT ST, WRH$ SQLTEXT TX WHERE TX.SQL_ID =
ST.SQL_ID;
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V$SQL Fixed View

Resident in memory so won't be there if the database is shutdown

SQL> SELECT PARSING_USER_ID, PARSING SCHEMA ID,
PARSING_SCHEMA NAME, LAST ACTIVE_TIME, SQL TEXT FROM
V$SQL ;
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Questions?
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Thank You

http://www.ngsconsulting.com/

Copyright © 2004. Next Generation Security Software Ltd. All other trade marks are the property of their respective owner, and are used in an editorial context without intent of infringement.
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F.E.D.S. (Forensic Examiner’'s Database Scalpel)

B: Block Info \
C ASCII VleW h\ll !f_”f&

A: Hex Dump 5 c b e
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Red: Deleted
E: Block Number
F: Object ID for block

El

F.E.D.S. is still in design and research stage




	Oracle Forensics �–�Dissection of an Oracle Attack in the Absence of Auditing  �
	Why Oracle Forensics?
	Where is the evidence?
	Where is the evidence?
	Oracle Data Block
	Oracle Data Block…row of data
	Oracle Data Block…row of data
	Locating Dropped Objects
	Locating Dropped Objects
	Slide Number 10
	Examination after an attack – dropped row in OBJ$
	Examination after attack – extract row
	Examination after attack – row columns
	Examination after attack – Column datatypes for OBJ$
	Examination after attack – converted columns
	Examination after attack – object ID
	Examination after attack – further examination – source$
	Examination after attack – deleted rows
	Examination after attack – same object ID
	Examination after attack – text of funciton
	Examination after attack – locate table
	Examination after attack – converted columns
	Examination after attack – converted columns
	Oracle Redo Logs
	Change Vector operation codes
	INSERT Example
	Time stamp
	DDL Example
	Evidence of SELECTs
	Cost Based Optimizer - CBO
	Cost Based Optimizer – COL_USAGE$
	Cost Based Optimizer – COL_USAGE$
	Cost Based Optimizer – COL_USAGE$
	Automatic Workload Repository
	Automatic Workload Repository
	V$SQL Fixed View
	Questions?
	Thank You
	F.E.D.S. (Forensic Examiner’s Database Scalpel)

