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Dedication

In memory of Ali Mandalinci who passed away at the age of 38 whom | have shared invaluable moments of true
friendship.

Lifeisataletold by anidiot,
Full of sound and furry,
Signifying nothing.
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Preface

This document tries to explain how to configure the excellent SuSEfirewall2 packet filtering script in alayman's
level. Most of the information you will find on these pages are basically collected by reading the documentation,
the SuSEfirewall2 script itself and sear ching the fine web for SuSEfirewall 2 rel ated questions. The SUSE-Security
mailing list archieves were extremely helpful in finding answers especially on troubleshooting.

"Although naming the program as afirewall istheoretically wrong asit is a highly configurable
and effective packet filter"

says Marc Heuse yet | will refer it asafirewall just to make things easier for readability.

A basic definition for firewall can be a component or set of components that restricts access between a protected
network and the Internet, or between other sets of networks.

1. Audience

Questions on configuring SuSEFirewall2 is a common topic both on SUSE Linux and SUSE-Security mailinglists.
It is sometimes difficult to understand how to configure the application so the intended protection takes
place. Therefore the intended audience is both the the new user and the savy system admin. The document triesto
provide information covering awide interest area.

In the hope of making SuSEfirewall2 usage easier and to avoid fighting simpleissues encountered by SuSE Li nux
users this document tries to cover the following

» Understanding how SuSEfirewall2 works
* Understanding the parameters of SuSEfirewall2 and assigning the needed variables.
* How to do troubleshooting

2. Layout of the document

Rendered by

Technical Background
In order to effectively configure SuSEfirewall 2, one must understand the process happening in the background.
SuSEfirewall2 initiates in three steps and in each step network protection is available. It is recommended to
read this chapter before moving further into the configuration itsel f

Variablesand Parameters
Since thereis no preset firewall configuration for protecting your network, SuSEfirewall2 needs some para-
meters to be set before it can operate.

This chapter isamust to read before configuring the application. Y ou can configure complicated firewallsif
you really understand what the variables do mean and how information can be entered into them.

YaST2 GUI configuration
Using YaST?2 it is possible to configure SuSEfirewall2. The firewall module enables the user to set a basic
firewall configuration.

Editing the Configuration file

If you would like to have more control in the configuration of the variables thisis the chapter you would like
to read.

understanding the examplesin this chapter should aid you in setting your firewall.

Expert Configuration
If your needs are beyond the basic configuration, or you would like to fine tune SuSEfirewall2, this chapter
should help you in achieving these.

Autoproctecting services, forwarding ports and redirecting are discussed in this chapter along with examples.
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Customizing
Itispossibleto extend SuSEfirewall2 soit's capabilities are expanded. Sometimes you may need to have some
specal rulesinserted to the firewall to allow or deny specific settings.

Be carefull asthisareais highly expert level and you may loose the protection if misconfigurations are done.

Logs and Under standing them
In this section understanding SuSEfirewall2 generated logs is the key topic. Intrepreating the generated logs

isvery usefull especially when you are getting suspicious about what's happing behind.
It isalso usefull in the debugging procedure when SuSEfirewall2 is not behaving as you are expecting it to.

TroubleShooting
Sometimes you need quickfixes, which will satisfy the needs with immediate gratification. This chapter tries

to come out with such recipes.

3. Examples

In order to make the document more understandabl e examples are used which are from the SuSEfirewall2 docu-
mentation. When it was necessary additional examples have been supplied. Before applying the examples please
make sure you understand the intent of the situation and then adapt it to your network needs.

4. Conventions used in this document

In the hope of making ease of readability the following are used:

Choices
In order to clarify the choices available for the selected variable these are blue colored if there is a default
setting thisis highlighted with bold black color.

Choice"yes" or "no" defaultsto " no"
Requires

Sometimesin order for the parameter to function another variable needsto be configured also. Thisisidentified
asfollows.

'REQUIRES.FW_ROUTE|
with the required variable linked

Note
In order to identify Notes the following notation is used.

Note

Thisisinformative note

Tip
In order to identify Tip the following notation is used.

Tip

Thisisahelpful hint

Warning
In order to point out a War ning, the following notation is used.
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Warning

Thisisawarning message. Be sure to read it carefully.

Caution
In order to identify a Caution information, the following notation is used.

Caution

Be careful thisis a Caution area

5. Comments and Questions

The program coding screens directly come from the SuSEfirewall2 script. Should there be any error in those areas
please check the script itself that isinstalled in your computer. If there are conflicts between the document and the
script itself, it is highly recommended that you follow the script installed in your computer. Asthere are bug fixes
and feature improvements involved with the application, it is difficult to maintain consistency.

Therecipiesthat are available[Chapter § are from SuSE-Security mailinglist archieves. Although they should work
without amgjor problem, it isrecommended before you imply them you have a through understanding how things
work.

Nevertheless it is very likely that there will be typographical errors or a solution may not work. In these cases
please report any bugs, patches, recommendations to the project website located at http://sourceforge.net/pro

ectssusefad . There is a specia tracker for SuSEfirewall2 ittp://sourceforge.net/tracker/?at]

|d=509170& group_1d=42064& func=browsa.

6. Acknowledgments

* Actualy the whole credit should go to Marc Heuse since | just reformatted what was in the script and the
configuration file

»  SUSE-Security mailing list has valuable members. Many of the cookbook recipes came from that mailing list

« In[Chapter §, [Bection 5.9 is work of Nadeem Hasan. The original article's location listed in [Appendix B. It is
included in this document considering the user may not have alnternet connnection while setting up SuSEfire-
wall2.
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Part I. Introduction

Thisisthe part where we will start understanding how SuSEfirewall2 works. Once we have a better understanding

what's in the background we will then have alook to the variables used in the configuration file/ et ¢/ suscon-
fig/ SuSEfirewal | 2

It is extremely important to understand the background process and the variables used in the SuSEfirewall2 to
have aworking configuration that best meets the needs of your network environment
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Introduction to SuSEfirewall2

1.1. Where to get from

The most current version of the SUSE Firewall2 can be found at http://www.suse.de/~marc/suse.htmll. The version
that comes with SUSE 7.3 CDs is old and has some bugs which were fixed later and hence the reason to get the
latest from Marc's page.

If you are using SUSE 8. 0 duetothefact of / et ¢/ sysconfi g directory structure, the correct version isthe one
that comes with the SUSE 8.0 CD/DVD

Note

You can get verson 31 for 80 from fip:/ftp.owdg.de/pub/linux/suse/people/gard
Loff/linux/SUSE/RPM S/8.0/SuSEfirewal 12-3.1-19.noarch.rpn] there is a new option which is called easy.

Thisbasically makes SuSEfirewall2 to act like the personal-firewall with rejecting al incoming connections.

Please note that when using packages from the people directory you are not using the SUSE supported
version

This article will cover the version compatible with SUSE 8. 1

1.2. How to install

Depending on where you get the SuSEfirewall2 the installation method could be via YaST or via rpm -Uhv

package-name.rpm or viatar zxvf package.tar.gz and changing in to the directory and issuing the ./INSTALL
command

Regardless of the method of instalation you should read the documentation that comes with the firewall package
which will walk you through how it should be configured for your specific case.

Here is the list of documentation files located at / usr/ shar e/ doc/ packages/ SuSEf i rewal | 2. You may
want read these before configuring the firewall

*  SuSEfirewall2.conf.EXAMPLE
« FAQ
« PROBLEMS

The configuration fileis placed under the/ et c/ sysconfi g/ SuSEf i rewal | 2 and it does include explanations
of the various parameters.

1.3. Technical Background

Rendered by

How does SuSefirewall2 starts at boot time

This section will try to explain what happens when you have configured / et c/ sysconfi g/ SuSEf i rewal | 2
and the program SuSEfirewall2 starts.
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1. Importantistheinitialization of thefirewall during theboot up. First/ et c/init. d/ SuSEfirewal | 2_i nit
is called, making sure no incoming network traffic allowed except dhcpd +ping (used for boot security).

case "$1" in

start)
echo -n "Starting Firewall Initialization:
echo -n ' (phase 1 of 3)

( $SUSEFWALL close ) > /dev/null 2>&1 || return=$rc_failed
echo -e "$return”

Note

/etc/init.d/ SuSEfirewal | 2_init start calls/ shin/SuSEfirewal | 2withthecl ose parameter.

test "$1" = cl ose && {
set _basic_rules O
{echo 0 > /proc/sys/net/ipvd/ip_forward 2> /dev/null ;} >/dev/null 2>&10
$I PTABLES - A | NPUT -j ACCEPT -p udp --sport 67 -d 255.255.255.255/32 --dport 680
$I PTABLES -A I NPUT -j ACCEPT -p icnp --icnp-type echo-request O
$I PTABLES - A I NPUT -j ACCEPT -i lo O
$1 PTABLES -A | NPUT -j "$REJECT" O
test -x "$LOGCER' && \
$LOGGER -p kern.info -t SuSEfirewal |2 "Firewal | rules set to \
CLCSE all network traffic."O
exit O

Close parameter

set _basi c_rul es functioniscalled

Ip forwarding is disabled

DHCP client's IPretriveis allowed

ICMP with echo-request is allowed
Packetson | oopback devi ce isaccepted
Default | NPUT is set as $SREJECT

Statusis logged

OooooOoogog

function set_basic_rules() {
{ rmmod i pf wadm rnmmod i pchai ns
nodpr obe i p_tabl es; nodprobe ip_conntrack; nodprobe ip_conntrack _ftp
nodprobe ip_nat_ftp
} > /dev/inull 2%t; &1 O
$I PTABLES - F | NPUT
$I PTABLES - F OUTPUT
$1 PTABLES - F FORWARD 2> [dev/null O
test "$DROP" = ACCEPT && DROP_JUWP=" ACCEPT"
test "$DROP" = ACCEPT || DROP_JUMP="DROP"
$1 PTABLES - P | NPUT " $DROP_JUWP"
$| PTABLES - P OUTPUT " $ACCEPT"
$| PTABLES - P FORWARD " $DROP_JUWP" 2> /dev/null O
$I PTABLES - F
$I PTABLES - X
# Speci al REJECT function #
$I PTABLES -t nat -F
$I PTABLES -t nat -X
$I PTABLES -t mangle -F
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$I PTABLES -t mangle -X O

$I PTABLES - N rej ect _func

$I PTABLES -A reject_func -p tcp -j REJECT --reject-with tcp-reset O

$I PTABLES -A reject_func -p udp -j REJECT --reject-with icnp-port-unreachabl e

$I PTABLES - A reject_func -] REJECT --reject-with icnp-proto-unreachable O

Basic rules setup

i pf wadm i pchai ns modules are unloaded and i pt abl es related modules are |oaded.
Rules for default chains are flushed

Default policies are set

Tables are flushed

For tcp protocol packets are rejected with tcp-reset

For UDP and other protocols packets are rejected with i cnp- pr ot o- unr eachabl e

I I B

2. Next when al other related init scripts have started (SuSEfirewall2_init network route dhclient)
/etc/init.d/SuSEfirewall2_setup iscalled which will read and parsethe/ et c/ sysconfi g/ SuSEf i rewal | 2
configuration file generating firewall rules for all interfaces available atthistime

3. However, because more dynamic connections and services might be run later (ie. rpc, named, sshd, inetd,
dhcp, nscd, nessusd, wpmd, squid, ipsec, after all these have started then /etc/init.d/SuSEfirewall2_final is
called. All possible firewall rules are generated and also if there are error messages are given back.

It isimportant that from dynamic dialup scripts, the firewall should always be called from / et ¢/ ppp/ i p- up so
that firewall rules are reloaded. Thisis already done by SUSE so no worries here.

Just by configuring these settings and using the SuSEfirewall2 you are not secure per se! Thereisnot such athing
you install and hence you are saved from all (security) hazards.

Enhanced Security

The below list is placed at the very begining of / et ¢/ sysconfi g/ SuSEf i r ewal | 2 and it says ensure your se-
curity, you need also:

e Secureall servicesyou are offering to untrusted networks (internet) Y ou can do this by using software which
has been designed with security in mind (like postfix, apop3d, ssh), setting these up without misconfiguration

and praying, that they have got really no holes. SuUSEcompartment can help in most circumstances to reduce
therisk.

» Do not run untrusted software. (philosophical question, can you trust SUSE or any other software distributor?)

» Harden your server(s) with the harden_suse package/script

« Recompile your kernel with the openwall-linux kernel patch http://www.openwall.con] (former secure-linux
patch, from Solar Designer)

» Check the security of your server(s) regulary

» If you are using this server as afirewall/bastion host to the internet for an internal network, try to run proxy
services for everything and disable routing on this machine.

e If you run DNS on the firewall: disable untrusted zone transfers and either don't allow access to it from the
internet or run it split-brained.
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1.4. How SuSEfirewall2 works

This section will try to explain what happens when you have configured / et c/ sysconf i g/ SuSEf i rewal | 2
and the program SuSEfirewall2 starts.

In this section is often talked about filter rules on internal interfaces and networks. These will only be set up if you
defined those networks and interfaces and they are up and running when you are starting the firewall. (If not, no
traffic on/to these is allowed)

Thisishow the SuSEfirewall2 script, which residesin/ sbi n, works:

a. Firstitreadsthe configurationfile/ et c/ sysconfi g/ SuSEf i rewal | 2. Y ou must must first configure this
configuration file before anything can happen.

b. All tools like sed, awk, grep, ifconfig, netstat and of course iptables are searched for and if not available it
terminates with an error message. If the kernel version can not be determined, it prints awarning; if it is not
a2.4.x kernel it terminates with an error message.

c. Now all the configuration option are processed, some logical settings done and some data is read from the
system, e.g. IP addresses and netmasks of interfaces. If an interface is not up, there will only some small
protection rules generated. After any new connection with a dynamic |IP address, this script should be run

again.

Note

If you are connected viappp or i ppp thescript/ et ¢/ i p- up takes care of thisrestart automaticly.

d. The script starts! All former rules are flushed and defaults for incoming packets and those which has to be
routed are set to DROP. This means that if there's no rule found for a special packet, it will be thrown away.
All packets which leave the firewall are allowed.

e. Ifthefirewall isconfiguredtoroute, the routing isactivated. (Y ou need akernel configured for this, however,
the default kernel from SUSE is.)

f.  The/ proc system alowseasy onlinekernel configuration. The script usesthis possibility to add some security
settings. However, to set most of these, you haveto set the option FW KERNEL _SECURI TY inthe configuration
fileto yes, because the results can be very complex ...

0. Veryimportant: al traffic is allowed viathe localhost interface.

h.  Now the IP spoofing and circumvention rules are set, which prevents attacks in which an intruder tries to
disguise his data as coming from the internal network, and direct access to the internal network.

i.  Theredirection rules, which come next, can be used to direct access to the internal network or local portsto
special port defined on the firewall.

j-  Isaninterna (trusted?) network connected to the firewall? If this is the case, and an internal interface is
defined, now the configuration option FW PROTECT_FROM | NTERNAL is processed, which allows all traffic
from the internal network to the firewall, if set to yes. Otherwise, all other filter rules notes below are also
done against the internal network, unless noted otherwise.

k. Now al ICMP, TCP and UDP rules are generated.

The ICMP rules are generated in two waves, first special |CMP packets are allowed or denied, depending on
the configuration, e.g. ping to the firewall, sourcequench messages from the connected routers and replies to
traceroute like programs (TTL exceeded). Next the general config which denied dangerous ICMP packets
and allows important ones are set. The internal network is always allowed to ping the firewall.

I.  Forthe TCPrules, first al configured services which are allowed to the outside, to trusted networks and the
internal one are alowed. Then port 113 is set to send REJECT with TCP connection resets to al incoming
connections (thisisimportant to prevent long mail sending delays). For moreinformation please see[Section 6.9

Then afine automation processisdone. If the option FW AUTOPROTECT _GLOBAL_SERVI CESwassettoyes
inthe configuration file, all serviceswhich arelistening on all interfaces (e.g. public services, using 0. 0. 0. 0
or | NADDR_ANY) will be protected. Thisisuseful if you have to open your high ports ports to incoming con-
nection, but you want to ensure that e.g. your database running on port 4545 is protected.
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Finally, it is decided from the configuration if/how the high/unprivileged ports (between 1024 and 65535)
may be accessed: not at all, only DNS packets from name serverswhich are defined in/ et ¢/ r esol v. conf
only packets which come from a special source port (not recommended, this protection is easy to subvert),
or everyone. Internal networks are always allowed to access unprivileged ports (except to those protected by
the AUTOPROTECT routine).

The same is done for UDP, but the connection reset for port 113 is not needed here.

Then come the routing rules, those, which defined to which internal systems external machines are allowed
to have access to. This should of course not be used!!

Now are the masquerading rules set.

Very important for the configuration are additional 1ogging mechanisms for special packets. E.g. logging all
incoming TCP packets which want to initiate a connection. If a LOG * _ALL option is set, al packets are
logged! Thisisfor debugging filter problems.

Last, some optimization rules are installed, to make the transfer with ssh, ftp, www, syslog and snmp faster
or more reliable.

Thisisthe end of the script. If an error occurred, it returns 1, if everything went fine, it returns 0.
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Configuration
2.1. Variables used in SuSEfirewall2

1. FW_QUICKMODE
Should the Firewall run in quickmode?

Quickmode means that only the interfaces pointing to external networks are secured, and no other. all
interfaces not in the list of are allowed full network access! Additionally, masquerading
is automatically activated for FW_MASQ DEV devices. and last but not least: all incoming connection
viaexterna interfacesare REJECTED.

Y ou will only need to configure
. DEV_EX
e EW_MASQ DEVM.

Optionally, you may add entriesto section FW_SERVICES QUICK _*

Choice: "yes' or "no", if not set defaultsto " no"

FW QUI CKMODE=" no"

I nterfaces

2. FW_DEV_EXT
Which istheinterface that points to the Internet/untrusted networks?

Enter all the network devices here which are untrusted.

Choice: any number of devices, separated by a space e.g. "eth0", "ippp0 ipppl eth0:1"
Tip

If you have more then one device connected to the Internet you can have multiple definitionsie. ppp+,
i ppp0, et hO entered spearted by a space

FW DEV_EXT="ppp+ i ppp0 et ho"

3. FW_DEV_INT
Which isthe interface that points to the internal network?
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Enter all the network devices here which are trusted. If you are not connected to atrusted network (e.g.
you have just adialup) leave this empty.

Choice: leave empty or any number of devices, separated by a space e.g. "tr0", "ethO ethl eth1:1" or " "
4. FW_DEV_DMZ
Which isthe interface that points to the dmz or dialup network?

Enter al the network devices here which point to the dmz/dialups. A dmzisaspecial, separated network,
which is only connected to the firewall, and should be reachable from the Internet to provide services,
e.g. WWW, Mail, etc. and henceare at risk from attacks. See/ usr/ shar e/ doc/ packages/ SuSEf i r e-
wal | 2/ EXAMPLES for an example.

Note

Y ou have to configure to define the services which should be available to the Internet and
set to"yes'.

Choice: leave empty or any number of devices, separated by a space e.g. "tr0", "ethO ethl eth1:1" or " "

5. FW_ROUTE
Should routing between the Internet, dmz and internal network be activated?

'REQUIRES: Fw DEV_I N1 or Fw DEV_DMH|

You need only set thisto "yes", if you either want to masquerade internal machines or allow access to
the dmz (or internal machines, but this is not a good idea). This option supersedes | P_FORWARD from
/ et c/ sysconfi g/ net wor k/ opti ons

Setting this option one alone doesn't do anything. Either activate masquerading with FwW MASQUERADE
below if you want to masquerade your internal network to the Internet, or configure FW FORWARD to
define what is allowed to be forwarded!

Choice: "yes' or "no", defaultsto " no"

Masquerading

6. FW_MASQUERADE
Do you want to masguerade internal networks to the outside?

'REQUIRES: DEV _INTfor DEV_DMZ, ROUT

"Masguerading” means that all your internal machines which use services on the I nternet seem to come
from your firewall.

Note

Please note that it is more secure to communicate via proxies to the Internet than masquerading. This
option is required for FW MASQ NETS and FW FORWARD MASQ.

Choice: "yes' or "no", defaultsto " no"

FW_MASQ_DEV
Y ou must also define on which interface(s) to masquerade on. Thisis normally your externa device(s)
to the Internet.
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Most users can leave the default below.

e.g. "ippp0" or $FW DEV_EXT

FW_MASQ_NETS

Which internal computers/networks are allowed to access the Internet directly (not via proxys on the
firewall)?

Only these networks will be allowed access and will be masqueraded!
Choice: leave empty or any number of hosts/networks separated by a space.

Every host/network may get alist of allowed services, otherwise everythingisallowed. A target network,
protocol and service is appended by a comma to the host/network. e.g. 10. 0. 0. 0/ 8 alows the whole
10. 0. 0. 0 network with unrestricted access. 10. 0. 1. 0/ 24, 0/ 0, t cp, 80 10. 0. 1. 0/ 24, 0/ Ot cp, 21
alows the 10. 0. 1. 0 network to use ww/ ft p to the Internet. 10. 0. 1. 0/ 24, t cp, 1024: 65535
10. 0. 2. 0/ 24 is OK too.

Set this variable to "0/0" to alow unrestricted access to the Internet.

General protection

7. FW_PROTECT_FROM_INTERNAL

Do you want to protect the firewall from the internal network?

REQUIRES: FW DEV_INT|

If you set thisto " yes' , internal machines may only access services on the machine you explicitly allow.
They will be also affected from the FW AUTOPROTECT _SERVI CES option.

If you set thisto " no", any user can connect (and attack) any service on the firewall.

Choice: "yes' or "no", defaultsto " yes'

8. FW_AUTOPROTECT_SERVICES

Do you want to autoprotect all running network services on the firewall?

If set to " yes', al network access to services TCP and UDP on this machine will be prevented (except
to those which you explicitly allow, see below: FW SERVI CES { EXT, DMZ, | NT} _{ TCP, UDP} )

Choice: "yes' or "no", defaultsto " yes""

9. FW_SERVICES * *

Which servicesON THE FIREWAL L should be accessible from either the Internet (or other untrusted
networks), the dmz or internal (trusted networks)?

Note

(see EW_FORWARDE& FW FORWARD MAS{ if you want to route traffic through the firewall)

Revision: 0.9

Rendered by

IAMAN Rendar X CONT

Enter all portsor known portnames below, separated by aspace. TCP services (e.g. SMTP, WWW) must
be set in FW SERVI CES_*_TCP, and UDP services (e.g. syslog) must be set in FW SERVI CES_* _UDP.
e.g. if awebserver on the firewall should be accessible from the Internet:

FW SERVI CES_EXT_TCP="vww/"
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e.g. if the firewall should receive syslog messages from the dmz:

FW SERVI CES_DWZ_UDP="sysl| og"

For IP protocols (like GRE for PPTP, or OSPF for routing) you need to set FW SERVI CES_* _| P with

the protocol name or number (see/ et ¢/ pr ot ocol s)

Choice: leave empty or any number of ports, known portnames (from/ et c/ ser vi ces) and port ranges
separated by a space. Port ranges are written like this: allow port 1to 10->"1:10" eg. " ", "smtp", "123
514","3200:3299", "ftp 22 telnet 512:514" For FW SERVI CES_* _| P enter the protocol name (like"igmp")

or number ("2")

FW_SERVICES EXT_TCP
Common: smtp domain

FW SERVI CES_EXT_TCP=""

FW_SERVICES EXT_UDP
Common: domain

FW SERVI CES_EXT_UDP

FW_SERVICES EXT_IP
For VPN/Routing which END at the firewall!!

FW SERVI CES_EXT | P=""

FW_SERVICES DMZ_TCP
Common: smtp domain

FW SERVI CES_DMZ_TCP=""

FW_SERVICES DMZ UDP=""
Common: domain

FW SERVI CES_DMVZ_UDP=""

FW_SERVICES DMZ_IP
For VPN/Routing which END at the firewall!!

FW SERVI CES_DMVZ_| P=""

FW_SERVICES INT_TCP
Common: ssh smtp domain

FW SERVI CES_| NT_TCP=""
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FW_SERVICES INT_UDP
Common: domain syslog

FW SERVI CES_| NT_UDP=""

FW_SERVICES INT_IP
For VPN/Routing which END at the firewall!!

FW SERVI CES_| NT_| P=""

10. FW_TRUSTED_NETS

Which services should be accessible from trusted hosts/nets?

Define trusted hosts/networks (doesn't matter if they are internal or external) and the TCP and/or UDP
services they are allowed to use. Please note that a trusted host/net is not allowed to ping the firewall
until you set it to allow also icmp!

Choice: leave FW TRUSTED _NETS empty or any number of computers and/or networks, separated by a
space. eg. " 172.20.1.1 172.20.0.0/16"

Optional, enter aprotocol after acomma, eg.""1.1.1.1,icnp""

Optional, enter aport after a protocol, e.g. "2. 2. 2. 2, t cp, 22"

11. FW_ALLOW_INCOMING_HIGHPORTS *

How is access allowed to high (unprivileged [above 1023]) ports?

FW_ALLOW_INCOMING_HIGHPORTS_TCP
FW_ALLOW_INCOMING_HIGHPORTS_UDP

Y ou may either allow everyone from anyport access to your highports ("yes"), disallow anyone ("no"),
anyonewho comes from adefined port (portnumber or known portname) [notethat thisiseasy to circum-
vent!], or just your defined nameservers ("DNS").

Note

Note that you can't use rpc requests (e.g. r pci nf o, shownount ) asroot from afirewall using this script
(well, you can if you include range 600: 1023 in FW SERVI CES_EXT_UDP ...).

Please note that with v2.1 "yes" is not mandatory for active FTP from the firewall anymore.

Choice: "yes', "no", "DNS', portnumber or known portname, defaultsto " no" if not set

FW_ALLOW_INCOMING_HIGHPORTS TCP
Common: "ftp-data’, better is"yes" to be sure that everything else works :-(

FW_ALLOW_INCOMING_HIGHPORTS UDP
Common: "DNS" or "domain" "ntp", better is"yes" to be sure....

12. FW_SERVICE_AUTODETECT
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Are you running some of the services below?

They need special attention - otherwise they won't work!
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Set services you are running to "yes', all othersto "no", defaultsto " no" if not set.

FW_SERVICE_DNS
If you are running bind/named set to yes. Remember that you have to open port 53 (or "donai n")
as udp/tcp to allow incoming queries.

Also FW ALLOW | NCOM NG_HI GHPORTS_UDP needsto be " yes"

FW_SERVICE_DHCLIENT
if you use dhclient to get an ip address you have to set thisto " yes' !

FW_SERVICE_DHCPD
set to "yes' if this server isa DHCP server

FW_SERVICE_SQUID
setto" yes' if thisserver isrunning squid. Y ou still have to open the tcp port 3128 to allow remote
access to the squid proxy service.

FW_SERVICE_SAMBA
setto " yes' if thisserver isrunning a samba server. You still have to open the tcp port 139 to alow
remote accessto SAMBA.

13. FW_FORWARD
Which services accessed from the Internet should be allowed to the dmz (or internal network - if it isnot
masqueraded)?

'REQUIRES: FW_ROUTH

With this option you may allow accessto e.g. your mailserver. The machines must have valid, non-private,
| P addresses which were assigned to you by your I SP. This opens adirect link to your network, so only
use this option for access to your dmz!!!!

Choice: leave empty (good choice!) or use the following explained syntax of forwarding rules, separated
each by a space.

A forwarding rule consists of:

e source |P/net

o destination |P separated by acomma. e.g. 1. 1.1.1,2.2.2.2 3.3.3.3/16,4. 4. 4.4/ 24
Optional isaprotocol, separated by acomma, e.g. 5. 5. 5. 5, 6. 6. 6. 6, i gnp Optional isaport after the

protocol with acomma, e.g. 0/ 0, 0/ 0, udp, 514

14. FW_FORWARD_MASQ
Which services accessed from the Internet should be allowed to masqueraded servers (on the internal
network or dmz)?

'REQUIRES: FW_ROUTH|

With this option you may allow access to e.g. your mailserver. The machines must be in a masqueraded
segment and may not have public | P addresses!
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Tip

If is set to the external interface you have to set from internal to DMZ for

the service as well to allow access from internal!

Please note that this should not be used for security reasons! Y ou are opening a hole to your precious
internal network. If e.g. the webserver thereis compromised - your full internal network iscompromised!!

Choice: leave empty (good choice!) or use the following explained syntax of forward masquerade rules,
separated each by a space.

A forward masguerade rule consists of:

» source |P/net

e destination IP (dmz/intern)

e aprotocol (tcp/udp only!)

» destination port, separated by a comma (",")
,60.4.0.0.0/8,1.1.1.1,tcp, 80

Optional is a port after the destination port, to redirect the request to a different destination port on the
destination IP,eg.4.0.0.0/8,1.1.1.1,tcp, 80, 81

15. FW_REDIRECT

Which accesses to services should be redirected to alocalport on the firewall machine?

Thiscan beusedtoforceall internal usersto surf viayour squid proxy, or transparently redirect incoming
web traffic to a secure webserver.

Choice: leave empty or use the following explained syntax of redirecting rules, separated by a space.
A redirecting rule consists of:

» source|P/net

o destination |P/net,

e protocol (tcp or udp)

e original destination port

» local port to redirect the traffic to, separated by a colon.

eg..10.0.0.0/8,0/0,tcp, 80,31280/0,172.20.1.1,tcp, 80, 8080

16. FW_LOG_*
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Which logging level should be enforced?

Y ou can define to log packets which were accepted or denied. Y ou can also the set log level, the critical
stuff or everything.
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Note

Note that logging *_ALL isonly for debugging purpose ...

Choice: "yes' or "no", FW LOG * _CRI T defaultsto " yes', FW LOG * _ALL defaultsto " no""

« FW_LOG_DROP_CRIT="yes"

« FW_LOG_DROP ALL="no"

« FW_LOG_ACCEPT CRIT="yes"
« FW_LOG_ACCEPT ALL="no"

FW_LOG=
FWLOG"--10g-1evel warning --1og-tcp-options --10g-ip-option --log-prefix SuSE-FW

Only change/activate thisif you know what you are doing!. To have a better understanding of SuSEfire-
wall2 log process see Bection 7.1

17. FW_KERNEL_SECURITY
Do you want to enable additional kernel TCP/IP security features? If set to yes, some obscure kernel
options are set.

e icmp_ignore bogus error_responses
e icmp_echoreply rate

e icmp_destunreach_rate
e icmp_paramprob_rate
e icmp_timeexeed rate
e ip_local_port range

e log_martians

« mc_forwarding

« mc_forwarding

e rp filter

e routing flush

Kerne Security

This is actually what is happening when you set this option and it could be very problematic in some
cases. For example if you have this option turned on at first, but later you change your mind and turn it
off since changes have been implemented in the/ pr oc areathe results you will be getting from SuSE-
firewall2 may not be what you are after

test "$FWKERNEL_SECURI TY" = no || {
echo > /[ proc/sys/net/ipvd/icnp_ignore_bogus_error_responses 2> /dev/ nul
echo / proc/ sys/net/ipvd/icnp_echoreply rate 2> /dev/ nul
echo / proc/ sys/ net/ipvd/icnp_destunreach_rate 2> /dev/ nul
echo / proc/ sys/ net/ipvd/icnp_paranprob_rate 2> /dev/ nul
echo / proc/ sys/ net/ipvdl/icnp_timeexceed rate 2> /dev/ nul
echo 20 > /proc/sys/net/ipv4lipfrag_time 2> /dev/nul
echo 1 > /proc/sys/net/ipv4/ignp_max_nenbershi ps 2> /dev/ nul
echo "1024 29999" > /proc/sys/net/ipv4/ip_|local _port_range 2> /dev/nul
for i in /proc/sys/net/ipva/conf/*; do
echo 1 > $i/log_martians 2> /dev/ nul
echo 0 > $i/bootp_relay 2> /dev/null
test "$FWROUTE" = yes || ( echo 0 > $i/forwarding ) > /dev/null 2>>&1
echo 0 > $i/proxy_arp 2> /dev/null
echo 1 > $i/secure_redirects 2> /dev/nul
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done
echo 1 > /proc/sys/net/ipv4/route/flush

Tip

Set thisto "no" until you have verified that you have got a configuration which works for you. Then set
thisto "yes' and keep it if everything still works. (It should!) ;-)

Choice: "yes' or "no", defaultsto " yes'

18. FW_STOP _KEEP ROUTING_STATE
Keep the routing set on, if the firewall rules are unloaded?

'REQUIRES: FW_ROUTH

If you are using diald, or automatic dialing vialSDN, if packets need to be sent to the Internet, you need
to turn this on. The script will then not turn off routing and masquerading when stopped.

Y ou might also need thisif you have got aDMZ.

Note

Please note that thisisinsecure! If you unload the rules, but are still connected, you might your internal
network open to attacks!

The better solution is to remove "/shin/SuSEfirewall2 [ st op] " or /shin/SuSEfirewall2 [ st op] from
thei p- down script!

Choices: "yes' or "no", defaultsto " no"

19. FW_ALLOW_PING_*
Allow (or don't) ICMP echo pings on either thefirewall or the dmz from the Internet? The Internet option
isfor allowing the DMZ and the internal network to ping the Internet.

'REQUIRES: FW ROUTH for FW ALLOW PI NG _DMVZ and FW ALLOW PI NG_EXT)|

Choice: "yes' or "no", defaultsto " no" if not set
FW_ALLOW_PING_FW="yes"
FW_ALLOW_PING_DMZ="no"
FW_ALLOW_PING_EXT="no"

20. FW_ALLOW_FW_TRACEROUTE

Allow (or don't) ICMP ti me-to-1ive-exceeded to be send from your firewall. This is used for
traceroutesto your firewall (or traceroute like tools).

Please note that the unix traceroute only works if you say "yes' to FW ALLON | NCOM NG_HI GH+
PORTS_UDP, and Windows™ traceroutes only if you say additionally " yes' to FW ALLOW PI NG_FW

Choice: "yes' or "no", defaultsto " no" if not set.
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21. FW_ALLOW_FW_SOURCEQUENCH
Allow |CMP sourcequench from your 1SP?

If set to yes, the firewall will notice when connection is choking, however this opens yourself to adenial
of service attack. Choose your poison.

Choice: "yes' or "no", defaultsto " yes"
22. FW_*_FW_BROADCAST
Allow/Ignore | P Broadcasts?

If set to yes, the firewall will not filter broadcasts by default. Thisis needed e.g. for Netbios/Samba, RIP,
OSPF where the broadcast option is used.

If you do not want to allow them however ignorethe annoying log entries, set FW | GNORE_FW BROADCAST
to"yes".

Choice: "yes' or "no", defaultsto " no" if not set.
FW_ALLOW_FW_BROADCAST="no"
FW_IGNORE_FW_BROADCAST="yes'

23. FW_ALLOW_CLASS ROUTING
Allow same class routing per default?

'REQUIRES: FW_ROUTH

Do you want to alow routing between interfaces of the same class (e.g. between all Internet interfaces,
or al internal network interfaces) be default (so without the need setting up FW FORWARD definitions)?

Choice: "yes' or "no", defaultsto " no"

24. FW_CUSTOMRULES
Do you want to load customary rules from afile?

Warning

Thisisrealy an expert option. NO HELP WILL BE GIVEN FOR THIS! READ THE EXAMPLE
CUSTOMARY FILE AT /etc/sysconfig/scripts/ SuSEfirewal | 2-cust om

FW_CUSTOMRULES="/ et ¢/ sysconfi g/ scri pts/ SuSEfirewal | 2- cust onf’
Y ou will find more information on this topic in [Section 6.1.

25. FW_REJECT
Do you want to REJECT packets instead of DROPing?

DROPing (which isthe default) will make portscans and attacks much slower, asno repliesto the packets
will be sent. REJECTing means, that for every illegal packet, a connection reject packet is sent to the
sender.

Choice: "yes' or "no", if not set defaultsto " no"
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2.2. SuSEfirewall2 Command parameters
Although if you have configured SuSEfirewall2 properly, it will start during the system initialization time and you

would not need the possible command parameters. In this section you will find the vari ous options/sbin/SuSEfir e-
wall2 can take and how they can help you.

Table 2.1. SuSEfirewall2 command options

Option Explanation

Start generate and load the firewall filter rules from /etc/sysconfig/ SuSEfirewall2

stop unload all filter rules

easy set easy filter rules which rejects all incoming access 1

close no incoming network traffic except bootp+ping (used for boot security)

file FI LENAMVE sameasst art but load alternate config file FI LENAVE

test generate and load the filter rules but do not drop any packet but log to syslog
anything which would be denied

status print the output of iptables-L -nv, iptables-nat -L -nv and iptables -t mangle
-L -nv

debug print the iptables command to stdout instead of executing them

help the output of above options

3Thisis available with version 3.1

Note

Calling /sbin/SuSEfirewall2 without any option isthe sasme asthest art option. Thefil e FI LENAMVE
option my be used withthest art, t est and debug options.

2.2.1. Configuring SuSEfirewall2 for different rules via cron

One possibly isto make use of cron to load a different configuration file.

For example during night time you may disable accessto your proxy so your employees can not use your highband-
with to download software or MP3.'s

# run at 8 pmto disable proxy and ftp access

020 * * ** [sbin/SuSEfirewal |2 start file /home/adm n/conf/firewall-nightrules
# run at 7.30 amso nornal firewall rules apply

307 * * * * [shin/SuSEfirewal | 2 start

1 .. . . .
3Thisis available with version 3.1
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Part Il. Configuration

Thisis the part where we will start configuring SuSEfirewall2. Y ou will see that YaST2 has a new module now
for firewall configuration. Thisis new for SUSE 8. 1. It can be used to quickly configure avery basic firewall.

If your needs are above the basic configuration then it is suggested you follow starting with [Chapter 4,
/etc/susconfig/ SuSEfirewal | 2

It is extremely important to understand the background process and the variables used in the SuSEfirewall2 to
have a working configuration that best meets the needs of your network environment
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Starting with version 3.1 that comes with SuSE 8.1 (it is also available for 8.0 from

tp://ftp.awdg.de/pub/linux/suse/people/garl of f/linux/SUSE/RPM $/8.0/SuSEfirewal12-3.1-19.noarch.rpn] ) there
isanew option which is called easy. This basically makes SuSEfirewall2 to act like the personal-firewall with re-
jecting all incoming connections.

FW_QUICKMODE

Should the Firewall run in quickmode?

Quickmode meansthat only the interfaces pointing to externa networks are secured, and no other. all interfaces
notinthelist of areallowed full network access! Additionally, masquerading isautomatically
activated for FW_MASQ DEV| devices. and last but not least: all incoming connection viaexternal interfaces
are REJECTED.

You will only need to configure
. DEV EX
« FW_MASQ DEV.

Optionally, you may add entries to section FW_SERVICES_QUICK_*

Choice: "yes" or "no", if not set defaultsto " no"

FW QUI CKMODE=" no"

FW_SERVICES QUICK_*

External services in QUICKMODE. Thisis only used for | (The settings here are similar to
section FW_SERVICES *) Which services ON THE FIREWAL L should be accessible from either the In-
ternet (or other untrusted networks), i.e. the external interface(s) FW DEV_EXT

Enter al ports or known port names below, separated by a space. TCP services (e.g. SMTP, WMWW) must be
setin FW SERVI CES_QUI CK_TCP, and UDP services(e.g. syslog) must be setin FwW SERVI CES_QUI CK_UDP.
e.g. if asecure shell daemon on the firewall should be accessible from the Internet:

FW SERVI CES_QUI CK_TCP="ssh"

e.g. if the firewall should receive isakmp (IPsec) Internet:

FW SERVI CES_QUI CK_UDP="i saknp"

For IP protocols (like IPsec) you need to set
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FW SERVI CES_QUI CK_| P="50"

Choice: leave empty or any number of ports, known port names (from / et ¢/ ser vi ces) and port ranges
separated by a space. Port ranges are written like this: allow port 1to 10 ->"1:10" e.g. ", "smtp", "123 514",
"3200:3299", ""ftp 22 telnet 512:514" For FW SERVI CES_QUI CK_| P enter the protocol name (like "igmp")
or number ("2")

QUI CKMODE: TCP services open to external networks (Internet)

# (Common: ssh sntp)
FW SERVI CES_QUI CK_TCP=""

# QUI CKMODE: UDP services open to external networks (Internet)
# (Conmmon: i saknp)
FW SERVI CES_QUI CK_UDP=""

# QUICKMODE: | P protocols unconditionally open to external networks (Internet)
# (For VPN firewall that is VPN gateway: 50)
FW SERVI CES_QUI CK_| P=""

3.2. Configuring SuSEfirewall2 with YaST2

For those who would like to configure the firewall parameters via GUI interface there exists two choices

sysconfig editor

Edit sysconfig variables
Config options

*etc F\W_DEY_DMZ .
+- Baze—Administration = [FC o=y Il

Base-Applications

I»]

|

4.1 ¥hich is the interface that points to the dmz or ||

-
+-Deskiop dialup network? Enter all the network devices
= F!rewall here which point to the dmz/dialups. A "dmz" is a
- BUSE-Firewallz Fyl_DEV_EXT special, seperated network, which is only
I [1eic e lr | | connected to the firewall, and should be reachakle
+-Features fram the internet to provide services, e.2. Whhd,
+-Forwarding-Masquerading wail, etc. and hence are at risk from attacks. See
~Gateway-Protection fusrfshare/doc/packages/SuSEfirewall2/ExXAMP LE
+-Logging Py _DEV_INT for an example. Special note: You have to
| =-Services configure Fy_FORWARD to define the services
- SUSE-Personal-Firewall which should be available to the internet and set
+-Hardware Fi_ROUTE to yes. Choice: leave empty or any
+- Mail number of devices, seperated by a space e.g.
+- Netwark FW_QUICKMODE "tro", "etho eth1 eth1:1" or "
+Network—Services no -
= S_ecuritg FW_DEY_EXT:
Security-hasics Copyright {c) 2001 SUSE GmbH Nuernberg,
F\W_TRUSTED_NETS Germany. All rights reserved. Authar: Marc Heuse
, 2001 Please contact me directly if you find bugs.
If you have problems getting this tool configures, [a]
nlease read this file carefuly and take also a look E
| 7N [o] [ [4]»]

By using sysconfig editor you will be able to reach the/ et ¢/ sysconfi g/ SuSEf i r ewal | 2 and make your
configuration there.
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Edit sysconfig variables
Config options

+-eto
+-Base—Administration
+-Base—-Applications
+-Deskiop

=-Firewall
=-BUSE-Firewall2
~Devices

- Features

i~ Switches
“-Traceroute

s Fomwarding
—-Masguerading
=-Subltems
fw_masg_dev

- Gateway—Protection
+-Logging
+-Serdces

—-Forwarding—Masouerading

+fw_service_samba
fy_serdce_souid

Ew_MasQ_NETS

| v

FW_MASQ_NETS:

which internal computers/networks are allowed to access the internet directly
(not via proxys on the firewall}? Only these networks will be allowed access
and will be masgueraded! Choice: leave empty or any number of
hosts/networks seperated by a space. Every host/network may get a list of
allowed services, otherwise everything is allowed. A target network, protocol
and service is appended by a comma to the hostnetwork. e.g. "10.0.0.0/8"
allows the whole 10.0.0.0 network with unrestricted access.
"10.0.1.0/24,0/0,cp,80 10.0.1.0/24,0/0tcp,21" allows the 10.0.1.0 network to
use wwwiftp to the internet. "10.0.1.0/24,tcp, 1024:65535 10.0.2.0/24" is OK
too. Set this variable to "0/0" to allow unrestricted access to the internet.

It should be noted that this option does not list the itemsin the order they are listed in the file. Although it can
be easier for many people to use sysconfig eitor in configuring the firewall

Y aST2 firewall moduleis basicly enables configuration of the QUI CK_MODE parameters via graphical user in-
terface. It will provide a quick and convenient configuration for avery basic setup.

In this section we will have alook to the second option using YaST?2 firewall module

Procedure 3.1. Step by step proceduresfor using the YaST 2 firewall Module

1.
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LR'E 151 P) Control Center i
@ o iFange soarce of | Install or ramove
- mE] R
@ HebuoiBasic @Dnlm U pidaie % Pabch £ Update
Eﬂ‘m Mstworkiadvancad u A
&:& Securily and Users
gg e
e a2l Lloza
#

b.  From the left menu choose Security and Users where you will notice on the right hand menu thereisa

Firewall. Select Firewall

= F
{-'.*‘l YasTe Controd Center @ meltem

2vYaSsT

Control Center

@ Sofware
=
Harmwarg
-
é Mebwork/Bazic

a HetworsAdvanced
| N Securty and Lsars

@ sypsem

F

Help | | Search |

w Edit and creale groups w Edil and create users

ﬂ Fiirenwall
i

E'\‘\Q Security sefngs

| hose

2. Choosing theinterfaces

Singleinterface

If you are connected viadialup or ADSL (PPPOE) choose ppp0
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General:

Thiz tools aims to be an easyto
use configuration front-end for
the Linux packet filter engine. The
configuration ilems in the fallowing
mienus are a cobection of the most
Imporiant funclionalities of the
SuSElrewallz packaze. Take a
few moments 1o 2o through all
menus and select the options
carefulky,

External interface:

Chooze the interface connected
the Internet for which to cordigure
the firewall,

Internal interface:
Choose your internal network
interface.

Firewall Conflguration (Step 1 of 4): Basic Settings

— Select interfaces o protect

etho (gth1, eth2 ..} is tupically

used for ethemet cards, ippo0 for
150N, and popd for madem and ADSL
connections

Extemal imerface:
popd -

Internal inerface:

iinune!l ®

Leave this empty if wou do not
have an internal netwark.

Warning:

* DSLwilh FFF over Ethemet uses pppo ipopt, ppoe; . as the
external interface, Your ethemet Interface Is not the external
Interface In this case.

Abort

Two interface
If you have aLAN and you have two connections then choose both of the interfaces

General:

This tools aims to be an easuto
use corfiguration front-end for
the Linux packet filker engine. The
configuration items in the following
menus aré a collection of the most
impartant functionalities of the
SuSEfirewall? package, Take a
few maoments 1o go through sl
menus and select the options
carsiully,

Exernal interface:

Choose the imerface connected o
the Intemet for which to cordigure
the firewall.

Internal interface:
Choose your internal network
interface.

Firewall Conflguration (Step 1 of 4): Basic Settings

— Select interfaces to protect

etho (gth1, eth2 ..} is typically

used for ethemel cards, Ippol for
150N, and popo for modem and ADSL
connections

External imerface:
popo o

Internal interface:

o &

Leave this empty if you do not
have an internal netwaork.

Warning:

* DSLwith PPP over Ethernel uses pppd (popt, ppos, ..) as the
external interface, Your ethemet interface is nat the external
Irerface In this case.

3. Choosing the services
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Inkernet. |*| Firewall configuration (Step 2 of 4): Services
K you are nol running a
server of some kind, you Conflgure the serdces that should be avallable on your server
:zﬁ::de:m need any of the T m——

’ I/ hitp

ICJ http with ss1 (htips)

Allention: f
Ewven correctly configured H:" SERVEr
packet filtering rules cannot L smip
save you from vulnerabllites ) gop3
thiat mau ke present In the IC| pop3a with 521 (popas)
services to which you allow IC) Imap

access from the Imemet. Use

C with ssl (maps)
10U (¥asT? Online Update) 1o U e 1=

keep your system up-io-date Other services
with the lateel update packages IC) telnet
fram the SUSE FTFP Servers. |C| Segure Shell {sshh

I reync
hittp:
Senvice to run aweb senver, Additlonal =epdces:
such as Apache,

| | Expert..

smip
Sendce used by mail serers
that accept incoming e—rmdail,
such as sendmall. IE | Back | |_Abort |

a.  If you need to add additional servicesthat you would like to offer then
YasTZi@mellem =2 L | ®

—r
Edit additional services

CrIUET alliy DI Ur pur s, l'l
known port names (from ]
fetcrservices), and port
ranges, separated by a [
Sp4ace.

Additional services

Port ranges are separated
by & colon. For example,

to allow part 21 to 23 write g
“21:23" »

For exampleif your ISP is blocking access to port 80 and you really want to serve your own web pages

you can define adifferent port like 81 and haveyour friendsknow it asht t p: / / your . server. com 81

IAMAN Rendar X CONT
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Edit additional services

= =iy rna II:.l:I Llf MU=y .l
known pon names (from

fetcisenyces), and port Additional services
ranges, separated by a 81

Space.

Port ranges are separated

by & colon. For example,
to allow port 21 10 23 wiile |
"21:23" »

4. Additional features

In this step you will define if features like t r acer out e masquer adi ng Aut o protecting services
andprotecting frominternal network

| vetenslen B R
(2 YasT) e

Allow traceroute means that Firewall Configuration (Step 3 of 4): Features
ICMF time-to-live-excesded
messages are allowed to be
=sent from your firewall. This is
used for traceroutes (g your
firewall (or raceroute like oals).

Forward traffic and do 2| Allow traceroute

masquerading means that all

your internal machines that use \®| Forward traffic and do masquerading
services on the Internet seem

Lo come from your firewall. I 13 \X| Protect all unning services

mOore Secure 1o communicate

wia prosies 1o the Internet than 7 p i i e
Lo use masguerading. E| Protect from internal netwo

Features:

Frotect all running senvices
means that all network access
to sensces, TCP, and UDF an
this machine will be prevented
except for thoze 10 which you
explicitky allowed access in the
previous dialog.

Protect from internal
network means thal [pernal
machines may only access
esplicihy allowed serdces on

the maching. They will also be IE |_Back | |_Abort |

5. Logging

Now choose the logging options
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SuSE

Choose which packets should be
logged. With Log critical
dropped and accepted
packets, only packests arriving on
critical poris that were dropped or
accepled, as specified, are
logged. Log all dropped
packets logs all dropped
packets. Log all accepted
packets logs all accepted
packets. Attention: This option is
dangerous as your log fike wil
grow very guicky if wou activate
this.

— Logging options

Back

Firewall configuration (step 4 of 4): Logging options

Standard options
& Log critical dropped packets
O Log critical accepted packels

Debug options

This option causes a large amount of output,

) Log all dropped packets
) Log all accepted packets

6.

Finishing up

Once everything is configured clicking Next will bring the save settings window

W | i mehs

Save settings and ac

tivate flirewall

- configure the firewall boot scripts
— stop the firewall, ¥ its cumenthy runming

- save your settings to selc/sysconfligriSuSEfirewall2

- start the firewall with Your new settings

-E_;ﬁjUHue'

[ Cancel |
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Firewall configuration —-- saving seltings
v stop firewall

W save seltings
v stan fieewall

Finished, press Quit
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4.1. Basic Configuration of SuSEFirewall2

This section will try to explain the basics of configuring/ et ¢/ sysconfi g/ SuSEfi r ewal | 2. Please consult the
file as this page covers very basic details.

4.1.1. Single user

If you areaend-user whoisNOT connected to two networks (read: you have got asingle user system and are using
adialup or cable modem to theinternet and you are not offering any servicesto theworld) you just haveto configure

the following (all other settings are OK): FW DEV_EX.

FW_DEV_EXT=""
Which isthe interface that points to the internet/untrusted networks?

If you have adialup connection or ADSL with PPPOE then your internet connection is Point to Point Protocol
and you have ppp+ device. For ISDN usersthe deviceisi ppp

FW DEV_EXT="ppp+"

If you have cable modem or direct Ethernet connection then you need to have your device as et hX where X
is the ethernet number

FW DEV_EXT="et hX"

Note

When you have PPPOE athough you are connecting the ethernet device to the ADSL modem you are
actually conneted to the Internet via virtual device ppp so ADSL users who have PPPOE connections
must use ppp+ astheir connecting device

FW_STOP_KEEP_ROUTING_STATE="no"
If you are using diald, or automatic dialing via ISDN, if packets need to be sent to the internet, you need to
turn this on. The script will then not turn off routing and masquerading when stopped.

Choices"yes" or "no", defaults to "no"

FW STOP_KEEP_ROUTI NG_STATE="yes"
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4.1.2. Examples for basic configuration

Example4.1. Single User ADSL

A User with his nice SUSE Linux PC wants to be protected when connected to the internet viathe ADSL dialup
of hisISP. He wants to offer NO services to the internet. Heis NOT connected to any other network, nor are any
other network cards active.

FW DEV_EXT="ppp0" # this is the adsl interface, which is using pppoe

Example 4.2. Single User | SDN

A User with hisnice SUSE Linux PC wantsto be protected when connected to the internet viathe ISDN dialup of
his|SP. He has dial on demand configuration He wantsto offer NO servicesto theinternet. HeisNOT connected
to any other network, nor are any other network cards active.

FW DEV_EXT="i ppp0" # this is the isdn interface

FW STOP_KEEP_ROUTI NG_STATE="yes"

4.2. Proxy masquerading

Proxy services are specialized application or server programs that run on afirewall host: either a dual-homed host
with an interface on theinternal network and one on the external network, or some other bastion host that has access
to the Internet and i s accessible from the internal machines. These programstake users requestsfor Internet services
(such as FTP and HTTP) and forward them, as appropriate according to the site's security policy, to the actual
services. The proxies provide replacement connections and act as gateways to the services. For thisreason, proxies
are sometimes known as application-level gateways.

Dual-homed host is a general-purpose computer system that has at |east two network interfaces (or homes)

Internet

Dual
_Homed
Host

Internal Network

Figure4.1. Dual-homed Host

Proxy services sit, more or less transparently, between a user on theinside (on the internal network) and a service
on the outside (on the Internet). Instead of talking to each other directly, each talksto a proxy. Proxies handle al
the communication between users and Internet services behind the scenes.
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Transparency isthe major benefit of proxy services. It's essentially smoke and mirrors. To the user, a proxy server
presentstheillusion that the user isdealing directly with thereal server. Totherea server, the proxy server presents
theillusion that the real server isdealing directly with a user on the proxy host (as opposed to the user's real host).

AsFEigure 4.9 shows, aproxy service requires two components: aproxy server and aproxy client. In this situation,
the proxy server runs on the dual-homed host. A proxy client isaspecia version of anormal client program (i.e.,
aTelnet or FTP client) that talksto the proxy server rather than to the "real” server out on the Internet; in addition,
if users are taught special procedures to follow, normal client programs can often be used as proxy clients. The
proxy server eval uates requestsfrom the proxy client, and decideswhich to approve and which to deny. If arequest
is approved, the proxy server contacts the real server on behalf of the client (thus the term "proxy"), and proceeds
to relay requests from the proxy client to the rea server, and responses from the real server to the proxy client.
Almost all web browsers have the ability to work as Proxy client

Real
Server

-

Internet
<

|l Dual
External Homed
Host Host
Internal Network
Proxy
Client
L = | m I
|
Internal
Host

Figure4.2. Using Proxy Services

The proxy server doesn't always just forward users requests on to the real Internet services. The proxy server can
control what users do, because it can make decisions about the requests it processes. Depending on your site's se-
curity policy, requests might be allowed or refused. For example, the HTTP proxy might allow users to surf only
certain sites. More sophisticated proxy services might allow different capabilities to different hosts, rather than
enforcing the same restrictions on all hosts.

If this server isafirewall, which should act like a proxy (no direct routing between both networks), or you are an
end-user connected to the Internet and to an internal network, you have to setup your proxies and reconfigure (all

other settingsare OK): FEW_DEV_EXT],FW_DEV_INTJFW EXT_SERVICES * ¥ and maybeFW PROTECT IN]
CERNAL, EW_ALLOW INCOMING HIGHFW FORWARD MASQ

FW_DEV_INT=""
Which isthe interface that points to the internal network?

Enter al the network devices here which are trusted. If you are not connected to a trusted network (e.g. you
have just adiaup) leave this empty.

FW DEV_I NT=""

If you haveaL AN and other PC's are connected to thefirewall PC then enter the device for the LAN connection.
Again you can enter multiple variables separated with space if that isyour case.
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FW DEV_| NT="et h1"

Note

Y ou can also enter virtual interfacesie. et h0: 1

FW_PROTECT_FROM _INTERNAL=""
Do you want to protect the firewall from the internal network?

Warning
REQUIRES: [ FW DEV_I NT

If you set this to yes, internal machines may only access services on the machine you explicitly alow. They
will be also affected from the Fw AUTOPROTECT _SERVI CES option.

Tip

The way you set FW AUTOPROTECT _SERVI CES may require additional configurations.

For instance if you have chosen " yes" for both of the parameters, the you have to state the services that
are running on the firewall which local users may access. For that you will need to enter the necessary
portsto FW SERVI CES | NT_TCP and FW SERVI CES_| NT_UDP and maybe FW SERVI CES | NT_| P

One thing to make clear is the services mentioned here are like SSH server or SMTP server running on the
firewall machine

If you set thisto no, any user can connect (and attack) any service on the firewall.

Choice: "yes' or "no", defaultsto "yes"

FW PROTECT_FROM | NTERNAL="yes" # "yes" is a good choice
FW_ALLOW_INCOMING_HIGHPORTS

How is access alowed to high (unprivileged [above 1023]) ports?

Y ou may either allow everyone from any port accessto your high ports("yes'), disallow anyone ("no"), anyone

who comes from a defined port (port number or known port name) [note that thisis easy to circumvent!], or
just your defined nameservers ("DNS").

Note

Note that if you want to use normal (active) ftp, you have to set the TCP option to ftp-data. If you use
passive ftp, you don't need that. Note that you can't use rpc requests (e.g. rpcinfo, showmount) as root
fromafirewall using thisscript (well, you canif you include range 600:1023 in FW SERVI CES_EXT_UDP

).

Choice: "yes', "no", "DNS', port number or known port name, defaultsto "no" if not set

FW ALLOW | NCOM NG_HI GHPORTS_TCP="no" # Common: "ftp-data"
FW ALLOW | NCOM NG _HI GHPORTS UDP="DNS'  # Common: "DNS' or "domain ntp"
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FW_FORWARD_MASQ=

Which services accessed from the | nternet should be all owed to masqueraded servers (on theinternal network
or dmz)?

Warning

REQUIRES:

With thisoption you may allow accessto e.g. your mail server. The machines must bein amasqueraded segment
and may not have public IP addresses!

Tip

If dev_masq is set to the external interface you have to set FW FORWARD from internal to DMZ for the
service aswell to allow access from internal!

Caution

Please note that this should not be used for security reasons! Y ou are opening a hole to your precious
internal network. If e.g. theweb server thereis compromised - your full internal network iscompromised!!

Choice: leave empty (good choice!) or use the following explained syntax of forward masquerade rules, sep-
arated each by a space. A forward masguerade rule consists of

1. sourcelP/net
2. dedtination IP(dmz/intern)
3. aprotocol (tcp/udp only!)

4. destination port, separated by a comma (*,"), e.g. 4.0.0.0/8,1.1.1.1,tcp,80 Optional is a port after the
destination port, to redirect the request to a different destination port on the destination IP, e.g.
"4.0.0.0/8,1.1.1.1,tcp,80,81"

FW FORWARD MASQ="0/0, 10.0.1. 2,tcp, 80" # Beware to use this!

4.2.1. Examples for Proxy Configuration

Example 4.3. Proxy Masquerading with | SDN

A company usesit's SUSE Linux PC to access the Internet viaan ISDN dialup of it's ISP.
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Internet

Dual
Homed

; Firewall Host

ethi

192.168.1.0/24
Internal Network

Figure 4.3. Proxy Masquear ading

It has got aweb server running on the PC plusit'sthe mail-/pop3-server for the company. Squid is running to cache
WWW traffic. No internal PC should have direct accessto the Internet.

The network address of the internal LAN is 192.168.1.0 netmask 255.255.255.0

TODO: users have to configure their mail server, pop3server and DNS to the IP of the firewall, and their web
client software to use the firewall on port 3128.

TODO: The services mail, squid and pop3 have to be set up (securely).

FW DEV_EXT="i ppp0"

FW DEV_| NT="et h0"

FW ROUTE="yes"

FW SERVI CES_EXT_TCP="25 80"

FW SERVI CES_| NT_TCP="25 53 80 110 3128"
FW SERVI CES_| NT_UDP="53"

FW SERVI CE_DNS="yes"

FW STOP_KEEP_ROUTI NG_STATE="yes"

4.3. Firewall Masquerading

If thisserver isafirewall, and should do routing/masquerading between the untrusted and the trusted network, you
haveto reconfigure (al| other settingsare OK): FEW_DEV_EXT], FW_DEV_INT|, FW_ROUTH, FW_MASQUER]
RADE, FW MASQ NETS, FW SERVICES

If you have applications running on your system that are providing servicesto the Internet (for example webserver)
then you have to configure also the following

FW_SERVICES EXT_TCP=""
Enter al ports or known port names, separated by a space. Please note that if you use service names, that they
existin/ et c/ servi ces. Thereisno service dns, it's called domain; email is called smtp etc. TCP services
(e.g. SMTP, WWW) must be set in FW_SERVICES * TCPe.g. if awebserver on the firewall should be ac-
cessible from the Internet:
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FW SERVI CES_EXT_TCP=" www/'
or if awebserver on the firewall should be reachable along with SSH you have to edit like

FW SERVI CES_EXT_TCP="www ssh"

Note

This means the services you will be listing here are the actual services running on the firewall. If you
want to use services that are available on other sites ie ftp.suse.com do not enter 21 here thinking you
are providing access permission to your local LAN to access the ftp servers which are located on the In-
ternet.

Any service type and port should be actually running on the firewall machine

FW_SERVICES EXT_UDP
Enter all ports or known port names, separated by a space. UDP services (e.g. domain) must be set in
FW_SERVICES EXT_UDP

FW SERVI CES_EXT_UDP="53 123 " # Conmon: donai n

4.3.1. Examples for Masquerading firewall configuration

Example 4.4. Masquer ading Only

A small university unit wantsto use masquerading to accessthe Internet directly but wantsthe client PCsnot directly
reachable from the outside (and hence provide limited protection through this). The Firewall provides no services
whatsoever.

o externa fw interface=ethl

* internal fw interface=ethO

e internal LAN: 192.168.10.0/24
FW DEV_EXT="et h1"

FW DEV_I NT=" et h0"

FW ROUTE="yes"

FW MASQUERADE="yes"
FW MASQ NETS="192. 168. 10. 0/ 24"

4.4. Configuring the SuSEfirewall2 for using DMZ
If you want to run aDMZ in either of the above three standard setups, you just have to configure additionally

. DEV DMZ
FW SERVICES DMA4

« FEW_SERVICES AUTODETECT

FORWARD
FW KERNEL SECURITY]
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e FW ALLOW PING ¥

The very first variable you need to set is DEV_DMZ. Once that is set you need to define the services that
DMZ will be using that are on the firewall machine.

Tip

When you are providing the service on the DMZ you do not enter the same service on the FW SER-
VI CES_EXT_* and more important you do not define them here as FW SERVI CES DVZ_*. The services
you provide on the DMZ machine are either defined in FW FORWARD or FW FORWARD_MASQ depending
on your use of public or private IP

4.4.1. Setting up Services for DMZ

Thisiswhere you define the services that DMZ network is allowed to access on the firewall machine. It could be
mailserver or a name server.

* FW_SERVICES DMZ_TCP
Enter the servicesthe DMZ server isallowed to use on the firewall . For example to provide access from
DM Z to to your mailserver and SSH server on the firewall you may enter

FW SERVI CES_DWZ_TCP="22 25"

FW_SERVICES DMZ_UDP
Enter the servicesthe DMZ server isallowed to use on the fir ewall machine. For exampleto provide access

to DNS and syslog server you may enter

FW SERVI CES DWZ_UDP="domai n sysl og"

FW_SERVICES DMZ_IP
For IP protocols (like GRE for PPTP, or OSPF for routing)

FW SERVI CES_DMZ_| P=""

4.4.2. Services Autoprotect
Actually Autoprotect services featureis a complicated part of the SuSEfirewall2 even says so the author.

"... these long lines of code try to identify which services were allowed via the config file (in-
cluding the DNS port for UDP) and which others are open which have to be protected. This
could even be more optimized by resolving name->number and just protecting ports > 1023. |
know it looks ... weird ... but it works! ;-)"

test "$FW AUTOPROTECT_SERVI CES" = no || {
PROTECT_GLOBAL="$NETSTAT -an | \
$GREP -E '“tcp .* 0.0.0.0:[1-9].*LISTEN ~tcp .* :::[1-9].*LISTEN | \
SAWK '{print $4}' | $SED 's/.*://['"
for IP in $DEV_EXT; do
PROTECT _EXT="$PROTECT_EXT ' $NETSTAT -an | \
SAWK ' /Atep . * ""SIP' :[1-9].*LISTEN {print $4}' | $SED 's/.*://' "
done
for IP in $DEV_DVZ; do
PROTECT DMZ="$PROTECT_DMZ " $NETSTAT -an | \

Revision: 0.9

Rendered by



http://www.renderx.com

Draft

$AVK ' /Atcp .* ""$IP' :[1-9].*LISTEN {print $4}' | $SED 's/.*://' "
done
test "$FW PROTECT _FROM | NTERNAL" = no || {
for 1P in $DEV_INT; do
PROTECT_| NT="$PROTECT I NT " $NETSTAT -an | \
$AVK '/Atcp . * ""$IP' :[1-9].*LISTEN {print $4}' | $SED 's/.*://' "
done
PROTECT="for S in $PROTECT | NT $PROTECT_GLOBAL; do echo $S; done | $SORT -n’
OPENED | NT="echo "$FW SERVI CES_INT_TCP" | $SED 's/ /|/g" "
PROTECT_I NT="for S in $PROTECT; do echo $S; done | grep -Evw "$OPENED | NT""
for PORT in $PROTECT_I NT; do
test -z "$LDC' -0 -z "$LDA" && $I PTABLES -A input_int -j LOG ${LOG "- DROP
-p tcp --dport $PORT --syn
$I PTABLES -A input_int -j "$DROP" -p tcp --dport $PORT --syn
done

PROTECT="for S in $PROTECT DWMZ $PROTECT _GLOBAL; do echo $S; done | $SORT -n’
OPENED DMZ="echo " $FW SERVI CES DVZ_TCP" | $SED 's/ /|/g'"
PROTECT_DWZ="for S in $PROTECT; do echo $S; done | grep -Evw "$OPENED DWVZ""
for PORT in $PROTECT_DMZ; do
test -z "$LDC' -0 -z "$LDA" && $I PTABLES - A input_dnz -j LOG ${LOG}" - DROP
-p tcp --dport $PORT --syn
$I PTABLES -A input_dnz -j "$DROP" -p tcp --dport $PORT --syn
done
PROTECT="for S in $PROTECT _EXT $PROTECT_GLOBAL; do echo $S; done | $SORT -n’
OPENED_EXT="echo "$FW SERVI CES EXT TCP" | $SED 's/ /|/g""
PROTECT_EXT="for S in $PROTECT; do echo $S; done | grep -Evw "$OPENED EXT""
for PORT in $PROTECT_EXT; do
test -z "$LDC' -0 -z "$LDA" && $I PTABLES - A input_ext -j LOG ${LOG " - DROP
-p tcp --dport $PORT --syn
$| PTABLES - A input_ext -j "$DROP" -p tcp --dport $PORT --syn
done

This basically searches for the listening ports on the server using netstat and then using grep and awk and sed
identifies the ports to protect

test "$FW SERVI CE_ SQUID' = yes -0 "$START _SQUID' = yes && SQUI D PORT="$LSOF -i -n
-P |\
$CREP '~squid .* UDP \*:'| $AWK -F: "{print $2}'| \
$AWK ' {print $1}' | $SORT -un’

Here we also see the use of |sof in identification of the port used

test "$FW SERVI CE_SQUID' = yes && {
test -z "$SQUI D_PORT" && \
echo ' Warni ng: FW SERVI CE_SQUI D defi ned, but no Squid server found running!'
test -z "$SQUI D_PORT" || {
for PORT in $SQUI D_PORT; do
for CHAIN in input_int input_dne input_ext; do
$LAA $I PTABLES - A $CHAIN -j LOG ${LOG "- ACCEPT " -p udp --dport $PORT

$I PTABLES - A $CHAIN -j "$ACCEPT" -mstate --state NEW ESTABLI SHED, RELATED
-p udp --dport $PORT
done
done
}
}
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4.4.3. FW_FORWARD

Since with this option you may alow accessto e.g. your mailserver. The machines must have valid, non-private,
I P addresses which were assigned to you by your 1SP. This opens a direct link to your network, so only use this
option for accessto your dmz!!!!

L ets say your web server hasgot an official IPaddressof 1. 1. 1. 1 which you received from your I SP. Y ou would
just configure FW_FORWARD_TCP likethis:

FW FORWARD="0/0,1.1.1. 1, tcp, 80"

In the case you have only one official 1P address thats your external Firewall IP address and you have got a web-
server with aprivate ip placed in the dmz, you can use backward masquerading.

For this you need to set FW ROUTH and FW MASQUERADH to " yes' , and additionally Fw FORWARD MASQfor the
web servers private IP (letssay itis 10. 0. 0. 1):

FW FORWARD MASQ="0/ 0, 10. 0. 0. 1, t cp, 80"

4.4.4. Kernel security options

Due to the fact that when you enabl e this option after you disable it the results may be not exactly what you want.
It isagood ideato have this option to be disabled until you are sure that everything works.

FW KERNEL_SECURI TY="no"

Note

In order to refresh what happens when enabled please refer to Kernel Security

4.4.5. Routing state

Y ou might also need to enable FW KEEP_ROUTI NG _STATH got aDMZ.

Thisis defined in the functions part of the SuSEfirewall2

function reset_rules() {
echo -n "SuSEfirewal | 2: clearing rules now ..."
test "$FW STOP_KEEP_ROUTI NG STATE" = "yes" || (
echo 0 > /proc/sys/net/ipvé4lip_forward
) > /dev/null 2>&1

FW STOP_KEEP_ROUTI NG_STATE="yes"

4.4.6. Ping

Allow (or don't) ICMP echo pings on the dmz from the Internet? In order to have this parameter to work FW ROUTE
should have avalue of " yes"
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# FORWARD | CVP rul es
test "SFWALLOWPING DVZ" = yes -a "$FW ROUTE' = yes && {
for DEV in $FW DEV_DWVZ; do
for CHAIN in forward_ext forward_int; do
$LAA $I PTABLES -A $CHAIN -j LOG ${LOG "-ACCEPT-PING " -p icnp --icnp-
type echo-request -o $DEV

$I PTABLES - A $CHAIN -j "$ACCEPT" -mstate --state NEW-p icnp --icnp-
type echo-request -o $DEV
done
done
$LAA $I PTABLES -A forward_dne -j LOG ${LOG "-ACCEPT-PING" -p icnp --icnp-type
echo-reply
$I PTABLES -A forward _dnz -j "$ACCEPT" -mstate --state ESTABLISHED -p icnp -

-icnp-type echo-reply

FW ALLOW PI NG _DMZ="no"

Tip

During the configuration of the firewall and the network it is helpful to have ping working so you may
set thisto "yes' during this phase and once sure everything works can change it to "no"

4.4.7. Example for DMZ configuration

Example 4.5. DM Z configuration

As shown in Eigure 4.4There'saDMZ where aWeb server resides (port 80 and port 443) which needs to connect
tothe Firewall to deliver mail to internal, send syslog messages and do domain lookups. It needs also direct access
to the internal database (bad ideal).

All mail which is delivered to the firewall, is sent to the internal mail server. The mail server sends all mail to the
Internet to the firewall. Internal PCs which access the Internet should be masqueraded.

All Mail is delivered to the firewall. It also provides DNS service to internal and external.
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Internet
eth2
Multi o
Homed B
Host ethl
Firewal
........................... é.t.};l.l:l..............'.'...................................'.'."-'.

192.168.1.0/24
Internal Network
192.168.1.3

In al pat 1=
Mailserver Server

Figure4.4. SampleDMZ

external fwinterface: eth2

dnz fwinterface: ethl

internal fwinterface: ethO

ip of database: 192.168.1.3, tcp port for database is 4545

ip of web server: 200.200.200.200 (this is an official, assigned address!)
internal LAN: 192.168. 1. 0 net mask 255. 255. 255. 0

TODO: the name server on the firewall needs to be setup "split-brained". See the DNS How-to. The mail server
on the firewall needs to be setup as aforwarder/relayer. The mail server on the internal network gets the firewall
as forwarder/relay configured.

FW DEV_EXT="et h2"

FW DEV_I NT="et hO"

FW DEV_DwZ="et h1"

FW ROUTE="yes"

FW_MASQUERADE="yes"

FW MASQ NETS="192. 168. 1. 0/ 24"

FW SERVI CES _EXT_TCP="25 53"

FW _SERVI CES_EXT_UDP="53"

FW SERVI CES DWZ_TCP="25 53"

FW SERVI CES DWZ_UDP="53 514"

FW SERVI CES | NT_TCP="25 53"

FW _SERVI CES | NT_UDP="53"

FW _SERVI CE_DNS="yes"

FW_FORWARD="0/ 0, 200. 200. 200. 200, t cp, 80 0/ 0, 200. 200. 200. 200, t cp, 443 \

200. 200. 200. 200, 192. 168. 1. 3, tcp, 4545" # access to the web server and al |l ow

# access fromthe web server to the database

FW REDI RECT="192. 168. 1. 0/ 24, 0/ 0, t cp, 53, 53 192. 168. 1. 0/ 24, 0/ 0, t cp, 25, 25" # all
# DNS and mail is done by the firewall

FW REDI RECT="192. 168. 1. 0/ 24, 0/ 0, udp, 53,53" # all DNS is done by the firewal
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FW ALLOW PI NG DVZ="yes"

Tip

the redirect statements here are gimmicks to show how to use it. in this example they send *any* traffic
from the internal network, which go viathe firewall and a are destined to atarget port of 53 (DNS) or 25
(Mail) to the local servers on the firewall.
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5.1. Editing the Expert Options

If you know what you are doing, you may also change

+ W AUTOPROTECT SERVICES

« EW ALLOW HIGHPORTS ¥
. REDIREC
.

and the expert options at the far end, but you should NOT.

« FW ALLOW PING ¥

« FW TRACEROUTH
EW_ALLOW FW_SOURCEQUENCH

« W * FW BROADCAST]

FW_ALLOW CLASS ROUTING

5.1.1. How FW_AUTOPROTECT_SERVICES works

Rendered by

Basically the easiest way for configuring SuSEfirewall2 is to have this option set to " yes" . If there are services
that the internal LAN needs to reach than you have to specify them on W SERVI CES * *| parameter

Y ou also need to adjust the servicesEW SERVI CE_ AUTODETECT| accordingly. SuSEfirewall2 will check these adjust
them in the memory and give you a warning message So you can correct your configuration

War ni ng: detected activated named, enabling FW SERVI CE_DNS!
You still have to allow tcp/udp port 53 on internal, dnz and/or external.

test "$FW SERVI CE_AUTCDETECT" = yes && {
test "$FW SERVI CE DNS' = no && check_srv named && {
echo -e 'Warning: detected activated naned, enabling FW SERVI CE_DNS!
You still have to allow tcp/udp port 53 on internal, dnz and/or external.'
FW SERVI CE_DNS=yes
FW ALLOW | NCOM NG _HI GHPORTS_UDP=yes
}
test "$FW SERVICE SQUID' = no & check_srv squid && {
echo -e 'Warni ng: detected activated squid, enabling FWSERVI CE_SQU D!
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You still have to allow tcp port 3128 on internal, dnez and/or external.'
FW_SERVI CE_SQUI D=yes
}
test "$FW SERVI CE DHCPD' = no && check_srv dhcpd && {
echo "Warni ng: detected activated dhcpd, enabling FW SERVI CE_DHCPD! '
FW_SERVI CE_DHCPD=yes
}

test "$FW SERVI CE_SAMBA" = no && check_srv snb && {
echo -e 'Warning: detected activated sanba, enabling FW SERVI CE_SMVB!
You still have to allow tcp port 139 on internal, dnz and/or external.'
FW _SERVI CE_SAMBA=yes
}

test "$FW SERVI CE_DHCLI ENT" = no && {
test "$I FCONFI G 0" = dhcpclient -o "$I FCONFI G 1" = dhcpclient \
-0 "$I FCONFI G 0" = bootp -0 "$I FCONFI G 1" = bootp && {
echo 'Warni ng: detected BOOTP/ DHCLI ENT usage for interfaces in \
[ et c/ sysconfi g/ net wor k/ confi g, \
enabl i ng FW SERVI CE_DHCLI ENT! *
FW SERVI CE_DHCLI ENT=yes

Advanced optionsfor FW_SERVICE_*

If you want to offer the below services to your DMZ as well, (and not just internally), set the switches below to
"dmz", if you even want to offer to the world as well, set to " ext" instead of "yes' (NOT RECOMMENDED
FOR SECURITY REASONS!)

test "$FW SERVI CE_ AUTODETECT" = no -a "$FWALLOW | NCOM NG _HI GHPORTS _UDP" '!I=' yes
-a "$FW SERVI CE_ DNS" = yes && \

echo ' FWALLOW | NCOM NG HI GHPORTS_UDP shoul d be set to yes, if you are running
a DNS server!'

test "$FW SERVI CE_AUTOCDETECT" = yes -0 "$FW SERVI CE_AUTCDETECT" = dnz -0 "$FW SER-
VI CE_AUTODETECT" = ext && {

test "$FWSERVICE DNS" = no -a '!' "$START_NAMED' = no && check_srv naned &&
{
echo -e 'Warning: detected activated named, enabling FW SERVI CE_DNS!
You still have to allow tcp/udp port 53 on internal, dnz and/or external.’

FW SERVI CE_DNS=$FW SERVI CE_AUTODETECT
FW ALLOW | NCOM NG_HI GHPORTS UDP=yes

}
test "$FWSERVICE SQUID' = no -a '!" "$START_SQUI D' = no & check_srv squid &&
{
echo -e 'Warning: detected activated squid, enabling FWSERVI CE_SQU D!
You still have to allow tcp port 3128 on internal, dnz and/or external .’
FW _SERVI CE_SQUI D=$FW SERVI CE_AUTCDETECT
}

Thisway services you define, will be available to either the DMZ or the World. It could be helpful if you are ser-
vicing a public DNS server.

5.1.2. Configuring HIGHPORTS

By configuring the two variables

FW_ALLOW_INCOMING_HIGHPORTS TCP
FW_ALLOW_INCOMING_HIGHPORTS_UDP
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in this area you decide how accessis alowed to high (unprivileged [above 1023]) ports

Y ou may either allow everyone from any port access to your high ports ("yes"), disallow anyone ("no"), anyone
who comes from a defined port (port number or known port name) [note that thisis easy to circumvent!], or just
your defined nameservers ("DNS").

test -e /etc/resolv.conf && NAMESERVERS=" $AWK '/“naneserver/ {print $2}'
/etc/resolv.conf| \
$CREP -iv yast 2> /dev/null"

DONE_ALL=no
test "$FWALLOW | NCOM NG H GHPORTS_TCP" = yes || {

$LAC $I PTABLES -A $CHAIN -j LOG ${LOG"-ACCEPT " -p tcp --dport 1024: 65535 --
syn

$LAA $| PTABLES - A $CHAIN -j LOG ${LOG "-ACCEPT " -p tcp --dport 1024: 65535

$I PTABLES - A $CHAIN -j "$ACCEPT" -m state --state ESTABLI SHED, RELATED -p tcp
--dport 1024: 65535

}
for j in $FWALLOW I NCOM NG H GHPORTS_TCP; do
case "$j" in
no) ;;
yes)
for CHAIN in input_int input_dne input_ext; do
$LAC $I PTABLES - A $CHAIN -j LOG ${LOG "- ACCEPT " -p tcp --dport 1024: 65535
--syn
$LAA $1 PTABLES - A $CHAIN -j LOG ${LOG "- ACCEPT " -p tcp --dport 1024: 65535
$I PTABLES - A $CHAIN -j "$ACCEPT" -mstate --state NEW ESTABLI SHED, RELATED
-p tcp --dport 1024: 65535
done
DONE_ALL=yes
[Dd] [Nn] [ Ss])
test -z "$NAMESERVERS' && \
echo 'Warni ng: No naneservers in /etc/resolv.conf!'
test "$DONE_ALL" = yes || for k in $NAMESERVERS; do
test "$k" = 127.0.0.1 || for CHAIN in input_int input_dnme input_ext; do
$LAA $I PTABLES - A $CHAIN -j LOG ${LOG "-ACCEPT " -p tcp -s $k --sport 53
--dport 1024: 65535
$I PTABLES - A $CHAIN -j "S$ACCEPT" -m state --state ESTABLI SHED, RELATED -
p tcp -s $k --sport 53 --dport 1024: 65535
done

done
5 5 5
test "$DONE_ALL" = yes || for CHAIN in input_int input_dne input_ext; do
$LAC $I PTABLES - A $CHAIN -j LOG ${LOG "-ACCEPT " -p tcp --sport $ --
dport 1024: 65535 --syn
$LAA $I PTABLES - A $CHAIN -j LOG ${LOG "-ACCEPT " -p tcp --sport $ --
dport 1024: 65535
$1 PTABLES - A $CHAI N -] "$ACCEPT" -mstate --state NEW ESTABLI SHED, RELATED
-p tcp --sport $j --dport 1024: 65535
done
esac
done

Soif you enter DNS as the allowed port you are basically allowing communication with your defined nameservers
in/etc/resol v. conf. If you are only querying other nameservers for name resolution you don't need to have
DNS in FW ALLOW HI GHPORTS_TCP to have DNS
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Note

Note that you can't use rpc requests (e.g. r pci nf o, shownount ) asroot from afirewall using this script
(well, you can if you include range 600: 1023 in FW SERVI CES_EXT_UDP ...).

Tip

Please note that with v2.1 "yes" isnot mandatory for active FTP from the firewall anymore. If you want
to have active FTP then you should enter " ftp-data”

5.1.3. Configuring FW_REDIRECTT

This can be used to force al internal users to surf via your squid proxy, or transparently redirect incoming web
traffic to a secure web server.

5.1.3.1. Transparent Proxy Configuration for FTP

Lets assume the company is using SUSE-FTP proxy application and wants to implement it as a transparent proxy
so the I'T supervisor does not have configure the employees ftp clients and force the usersto the SUSE-FTP proxy

How does Transparent Proxy works?

Its very simple: the ip filter of you kernel redirects all packages to the ftp port (21) in "external networks' to the
proxy and the proxy connects the server you wanted to go using informations from the ip package of your request.

Example5.1. Transparent Proxy

Here is a example network configuration:

Internet

ipppl
200.200.200.1

FTP
| Proxy
Host

:Firewall

192.168.1.1
Internal Network 192.168.1.0/24

Figure5.1. Transparent proxy

First, you want to enable the AllowTransProxy flag in the ftp-proxy.conf(5) file and start the proxy.

# grep -v ~# [etc/proxy-suite/ftp-proxy.conf | grep -v *$
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Squid
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[-d obal -]

Server Type st andal one
LogDesti nati on daenon

Desti nati onTr ansf er Mode passi ve

Por t Reset sPasv yes

Li sten 192.168.1.1

# may be needed in NAT' ed/ Masquer aded environments
#Tr ans| at edAddr ess 200. 200. 200. 1
Uselagi cChar %

Al | owivagi cUser yes

Al | owTr ansPr oxy yes

Second, you want to enable the transparent proxy feature in your kernel and set up the redirect rules

Note

Default SUSE kernel has the transparent proxy feature enabled so kernel reconfiguration is not necessary

FW REDI RECT="192. 168. 1. 0/ 24, ! 192. 168. 1. 1, tcp, 21, 21"

5.1.3.2. Transparent Proxy Configuration for Squid

Example 5.2. Transparent Squid Proxy
Asyou have seen in How does Transparent Proxy works?first prepare/ et ¢/ squi d. conf for transparent proxy

support and the as seen in configure parameter

# this is needed for transparent proxy:
htt pd_accel _host virtual

htt pd_accel _port 80

htt pd_accel _w th_proxy on

htt pd_accel _uses_host _header on

and configure the firewall for using Squid

FW SERVI CE_SQUI D="yes"

FW REDI RECT="192. 168. 1. 0/ 24, 0/ O, t cp, 80, 3128"

5.1.4. Expert log Format

The configuration of FW_LOG_* options results to the noise of your logging process:

« FW_LOG DROP_CRIT="yes"
- FW_LOG_ACCEPT CRIT="yes"

If youturntheseto™ no" theamount of logging will beless. It would bewiser to only change FW LOG DROP_CRI T
to"no".

If for some reason you are having problems with the configuration, ie SuSEfirewall2 is preventing an access
whereas you would like to permit you may change the following to " yes' for debugging reasons

« FW_LOG_DROP ALL="no"
« FW_LOG_ACCEPT ALL="no"
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Note

Thiswill log everything so your logs will grow really fast

Another option isturn on kernel logging of matching packets. When this option is set for arule, the Linux kernel
will print some information on all matching packets (like most | P header fields) viathe kernel log (where it can
be read with dmesg or syslogd).

Y ou can read more about the options in [Section 7.1.1.

FWLOG="--10g-level warning --log-tcp-options --lo0g-ip-option --I|og-prefix SuSE-FW

5.1.5. Allowing Ping

ping uses the | CVP protocol's mandatory ECHO REQUEST datagram to elicit an | CMP ECHO _RESPONSE from a
host or gateway. ECHO REQUEST datagrams (" pings') havean | P and | CVP header, followed by a struct timeval

and then an arbitrary number of “pad" bytes used to fill out the packet. 2

test "$FW ROUTE" = no -a “"$FWALLOW PI NG DMZ" = yes -0 "FWROUTE' = no -a "$FWAL-
LOW PI NG EXT" = yes && \

echo 'Warning FW ROUTE needs to be set to yes, so that the FWALLOWPI NG EXT
and/ or FWALLOW PI NG DVZ wor ks!'

test "SFWALLONPING FW = yes & for CHAIN in i nput_ext input_dne input_int; do

$LAA $I PTABLES -A $CHAIN -j LOG ${LOG"-ACCEPT-PING " -p icnp --icnp-type
echo-request

$| PTABLES - A $CHAIN -j "$ACCEPT" -p icnp --icnp-type echo-request
done

for TYPE in echo-reply destination-unreachabl e time-exceeded \
par anet er - probl em ti nest anp-reply address-nask-reply; do
for CHAIN in input_ext input_dne input_int; do

$LAA $I PTABLES - A $CHAIN -j LOG ${LOG "-ACCEPT-ICMP " -p icnp --icnp-type
$TYPE
$I PTABLES - A $CHAIN -j "$ACCEPT" -mstate --state ESTABLI SHED, RELATED - p
icnp --icnp-type $TYPE
done
done

# DROP rules for input 1CVP are after trusted handling (see bel ow)

# FORWARD | CWVP rul es
test "$FWALLOWPING DMZ" = yes -a "$FWROUTE" = yes && {
for DEV in $FW DEV_DVZ; do
for CHAIN in forward _ext forward_ int; do

$LAA $I PTABLES -A $CHAIN -j LOG ${LOG "-ACCEPT-PING " -p icnp --icnp-
type echo-request -o $DEV
$I PTABLES - A $CHAIN -j "$ACCEPT" -m state --state NEW-p icnp --icnp-
type echo-request -o $DEV
done

done
$LAA $I PTABLES -A forward_dnz -j LOG ${LOG "- ACCEPT-PING" -p icnp --icnp-type
echo-reply
$I PTABLES -A forward_dnz -j "$ACCEPT" -mstate --state ESTABLISHED -p icnp -
-icnp-type echo-reply
}

Lrefer to man ping(8) for more information
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test "SFWALLOWPING EXT" = yes -a "$FWROUTE' = yes && {
for DEV i n $FW DEV_EXT; do
for CHAIN in forward_int forward_dne; do

$LAA $I PTABLES -A $CHAIN -j LOG ${LOG"-ACCEPT-PING " -p icnp --icnp-
type echo-request -o $DEV
$I PTABLES - A $CHAIN -j "$ACCEPT" -mstate --state NEW-p icnp --icnp-
type echo-request -o $DEV
done

done
$LAA $I PTABLES - A forward_ext -j LOG ${LOG "- ACCEPT-PING" -p icnp --icnp-type
echo-reply
$I PTABLES - A forward_ext -j "$ACCEPT" -mstate --state ESTABLISHED -p icnp -
-icnmp-type echo-reply
}

# drop rule for forwarding chains are at the end of the forwarding rules

5.1.6. Configuring the SuSEfirewall2 for Traceroute

What istraceroute? Thelnternetisalarge and complex aggregation of network hardware, connected together
by gateways. Tracking the route one's packets follow (or finding the miscreant gateway that's discarding your
packets) can be difficult. Traceroute utilizes the IP protocol ti me to |ive field and attemptsto elicit an | CvP

Tl ME_EXCEEDED response from each gateway along the path to some host. 3

# OUTPUT | CVP rul es
test -z "$LDC' -0 -z "$LDA" -0 -z "SLAC' -0 -z "SLAA" && $I PTABLES -A QUTPUT -j

LOG ${LOG " - TRACEROQUTE- ATTEMPT " -p icnp --icnp-type ti me-exceeded
test "$FWALLOW FW TRACERQUTE" = yes && {
$I PTABLES - A QUTPUT -j "$ACCEPT" -p icnp --icnp-type time-exceeded
$I PTABLES - A QUTPUT -j "S$ACCEPT" -p icnp --icnp-type port-unreachabl e

}
test "$FWALLOW FW TRACERQUTE"' = yes || \
$I PTABLES -A QUTPUT -j "$DROP" -p icnp --icnp-type time-exceeded
for TYPE in fragnentati on-needed net wor k- prohi bi t ed host - prohi bi ted conmuni cati on-
prohi bi ted; do
$I PTABLES - A QUTPUT -j "$ACCEPT" -p icnp --icnp-type $TYPE
done
$1 PTABLES -A QUTPUT -j "$DROP" -p icnp --icnp-type destination-unreachable # we
deny all other icnp type 3 codes

To get programs like traceroute to your firewall to work is a bit tricky, you have to set the following optionsin
items

e EW ALLOW INCOMING HIGHPORTS *

« W ALLOW PING ¥

e EW ALLOW FW TRACEROUTH

FW ALLOW. | NCOM NG _H GHPORTS_UDP=yes
FW ALLOW FW Pl NG=yes #( this is for Wndows PC s)
FW ALLOW FW TRACEROUTE=yes

5.1.7. Understanding FW_ALLOW_FW_SOURCEQUENCH

ICMP message types are not listed in / et ¢/ ser vi ces. However you may find a helpful file in /usr/include/net-
inet/ip_icmp.h that defines the names of the ICM P message numbers. |CMP, the Internet Control Message Protocol,

3
2for more information look at traceroute man or info pages by issuing the man tracer oute command
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is not exploited to break in to your site's computer systems. However, it is being used, for numerous denial of
service attacks. ICMP was designed as a network health indicator

Note

Time exceeded and port unreachable messages are al so apotential result of running the traceroute program
from one of your site's host computers. Traceroute sends out packets to probe for the identities of all the
routers along a network path and gathers the data it needs from the ICM P messages.

SuSEfirewall2 will let only your ISP to send you this when you enable FW ALLOW FW SOURCEQUENCH

test "$FW ALLON FW SOURCEQUENCH' = no || for NET in $DEV_EXT_NET; do

test -z "$LAC' -0 -z "$LAA" && $I PTABLES -A input_ext -j LOG ${LOG " - ACCEPT-
SOURCEQUENCH " -p icnp -s $NET --icnp-type source-quench

$1 PTABLES - A input_ext -j "$ACCEPT" -p icnp -s $NET --icnp-type source-quench
done

5.1.8. Understanding BROADCAST options

If set to yes, the firewall will not filter broadcasts by default. Thisis needed e.g. for Netbios/Samba, RIP, OSPF
where the broadcast option is used.

test "$FWALLOW FW BROADCAST" = yes && {
for NET in $DEV_EXT_BCAST; do
for DEV in $FW DEV_EXT; do
$I PTABLES -A INPUT -j input_ext -i $DEV -d $NET
$1 PTABLES -A INPUT -j input_ext -i $DEV -d 255. 255. 255. 255
done
done
for NET in $DEV_DMZ_BCAST; do
for DEV in $FW DEV_DWVZ; do
$I PTABLES -A INPUT -j input_dnz -i $DEV -d $NET
$| PTABLES -A INPUT -j input_dme -i $DEV -d 255. 255. 255. 255
done
done
for NET in $DEV_I NT_BCAST; do
for DEV in $FWDEV_I NT; do
$I PTABLES -A INPUT -j input_int -i $DEV -d $NET
$1 PTABLES -A INPUT -j input_int -i $DEV -d 255.255. 255. 255
done
done

If you do not want to allow them however ignore the annoying log entries, set FW | GNORE_FW BROADCAST to
"yes'

br oadcast stuff
test "$FW. | GNORE_FW BROADCAST" = yes && {
for NET in $DEV_EXT_BCAST; do
for DEV i n $FW DEV_EXT; do
$I PTABLES -A I NPUT -j "$DROP' -i $DEV -d $NET
$I PTABLES -A I NPUT -j "$DROP' -i $DEV -d 255.255. 255. 255
done
done
for NET in $DEV_DMZ_BCAST; do
for DEV in $FW DEV_DWVZ; do
$I PTABLES -A | NPUT -j "$DROP' -i $DEV -d $NET
$I PTABLES -A I NPUT -j "$DROP' -i $DEV -d 255.255. 255. 255
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done
done
for NET in $DEV_I NT_BCAST; do
for DEV in $FWDEV_I NT; do
$1 PTABLES - A I NPUT -j "$DROP" -i $DEV -d $NET
$1 PTABLES - A I NPUT -j "$DROP" -i $DEV -d 255.255. 255. 255
done
done

5.1.9. Routing interfaces of same class

If you have two internal network cards, communication between the two networks connected to the firewall is not
possible. Thisworks as designed. For security reasons, no network may communicate to another until configured
otherwise. Evenif both aretrusted internal networks. Y ou can allow full traffic with FW ALLOW CLASS ROUTI NG
or specifying all allowed traffic with FW FORWARD

If you have more then one device connected as L ocal net you can have multiple definitionsie. et hO, et h3, ppp+
entered spearted by a space

FW_DEV_INT="ppp+ eth0 eth3"

test "$FWALLOW CLASS ROUTING' = yes && {
for DEV1 in $FWDEV_INT; do
for DEV2 in $FWDEV_INT; do
test "$DEV1" = "$DEV2" || {
$LAA $I PTABLES -A forward int -j LOG ${LOG"- ACCEPT- CLASS " -i
$DEV1 -0 $DEV2
$I PTABLES - A forward_int -j "$ACCEPT" -i $DEV1 -o $DEV2
}
done
done
for DEV1 in $FWDEV_DVZ; do
for DEV2 in $FWDEV_DMZ; do
test "$DEV1" = "$DEV2" || {
$LAA $I PTABLES -A forward dnz -j LOG ${LOG}"- ACCEPT- CLASS "  -i
$DEV1 -0 $DEV2
$I PTABLES - A forward_dne -j "$ACCEPT" -i $DEV1 -o $DEV2
}
done
done
for DEV1 in $FWDEV_EXT; do
for DEV2 in $FWDEV_EXT; do
test "$DEV1" = "$DEV2" || {
$LAA $I PTABLES - A forward_ext -j LOG ${LOG "- ACCEPT- CLASS " -i
$DEV1 -0 $DEV2
$I PTABLES - A forward_ext -j "$ACCEPT" -i $DEV1 -o $DEV2
}
done
done

5.2. Building a VPN with FreeS/WAN, SuSEfirewall2 and SSHSentinel

Nadeem Hasan

Thisarticleexplainsbuilding aV PN connection between amobile user (so called roadwarrior) and alocal network
using agateway running SUSE 7.3 with SuSEFirewall2 and FreeS/WAN.
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5.2.1. Introduction

A VPN (Virtual Private Network) lets you create a secure link between two private networks over an unsecure
public network such astheinternet. In thisarticlewewill build such anetwork using IPSec. IPSec (Internet Security
Protocol) is a generic framework to provide security enhancements to IP (Internet Protocol). Three protocols are
used to handle encryption and authentication, namely AH (Authentication Header) provides a packet-level authen-
tication service, ESP (Encapsul ating Security Payload) provides encryption plus authentication and IKE (Internet
Key Exchange) negotiates connection parameters, including keys, for the other two. IPSec supportstwo encryption
modes, transport and tunnel. The transport mode encrypts only the payload part, while the tunnel mode encrypts
both the header and the payload. The secure channel negotiated between any two IPSec peers is called an SA
(Security Association). SAs are uni-directional, i.e. you need to established a pair of them for bi-directional com-
munication. IPSec is an open standard developed by IETF and is supported by all major operating systems and
security product vendors.

FreeS/'WAN is a portable, open source implementation of |PSec specification for Linux available under GPL. It
has three main parts, namely KLIPS (Kernel IPSec) implements AH, ESP, and packet handling within the kernel,
pluto (an IKE daemon) implements IKE, negotiating connections with other systems and various scripts, that
provide an adminstrator's interface to the machinery. FreeS/'WAN currently only supports 3DES (triple Data En-
cryption Standard) for encryption. Authentication is carried out by using MD5 hash of a shared key. This shared
key could be a character string (shared secret), RSA crypto keypair or X.509 certificate (requires a patch). For
more information about 1PSec, see the introduction and also the FAQ on the FreeS'WAN website.

5.2.2. Prerequisites

| am assuming that you already have abox configured as afirewall using SUSE 7.3 and SuSEFirewall2 (iptables).
Y ou arefreeto use any other distribution and firewall system (such asipchains) aslong asyou adapt these instruc-
tionsto your system. Also, make sure that you have FreeS’'WAN compiled with the X.509 patch. This patch adds
support for digital (X.509) certificates, required for the purpose of this article. SUSE 7.3 ships with FreeS'WAN
1.91 with X.509 patch version 0.9.2, although other versions might work too. We would be using X.509 certificates
for authentication, using OpenSSL as the CA (Certification Authority) to generate the certificates. Y ou need to
have root privileges on the system to do the tasks below.

Make sure you have freeswan and opensd packagesinstalled. Y ou can check this by issuing the following command:

# rpm -q package_nane

5.2.3. Firewall Tweaks

First off, you need to allow the IKE (UDP port 500) and ESP (protocol 50) packets on your firewall. Optionally
you can also allow AH (protocol 51), but we won't need it for this setup. If you are using SuSEfirewall2, add 500
to the list of ports for variable FW SERVI CES_EXT_UDP, also add 50 to the protocols listed under FW SER-
VI CES_| NT_I Pinthefirewall configfile/ et ¢/ sysconfi g/ SuSEfirewal | 2, €g.:

FW SERVI CES_EXT_UDP="1500"
FW SERVI CES_EXT | P="50"

In case you are cooking your own firewall rules using iptables:

# | KE negoti ati ons on UDP port 500
iptables -A INPUT -p udp --sport 500 --dport 500 -j ACCEPT
iptables -A QUTPUT -p udp --sport 500 --dport 500 -j ACCEPT
# ESP (protocol 50, not port) encrypton and authentication
iptables -A INPUT -p 50 -j ACCEPT iptables -A QUTPUT -p 50 -j ACCEPT

Also, you need to add i psecO to the FW DEV_EXT variable. Assuming your external interfaceis et ho, it should
now read:
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FW DEV_EXT="et hO i psec0"

It isimportant to add i psecO here so that SuSEfirewall2 does not turn on the reverse path filter (aka rp_filter),
used for IP spoofing protection, on all the interfaces. Although, | am not sure what the exact interaction is, but
having rp_filter turned on for the external interface has been reported to break thingswith ipsec. | would be happy
to include agood explanation hereif anyone comes up with one. If you omit this step, you will receive error messages
like the following when you start FreeS/WAN:

i psec_setup: WARNING ipsecO has route filtering turned on, KLIPS may not work
i psec_setup: (/proc/sys/net/ipv4/conf/ipsecO/rp filter = "1', should be 0)

i psec_setup: WARNING ethO has route filtering turned on, KLIPS may not work

i psec_setup: (/proc/sys/net/ipv4/conf/ethO/rp filter = “1', should be 0)

For more information on this topic, see FreeS’'WAN and Firewalls document.

5.2.4. OpenSSL and Certification Authority (CA)

Each X.509 certificate isissued (signed) by a CA (Certification Authority). This CA can be intermediate, i.e. its
certificateisin turn signed by another CA, or root, i.e. it uses aself signed certificate. A certificateisauthenticated
by going up the trust chain until atrusted CA isfound. If no tusted CA isfound until the root CA is reached, the
certificate fails the authentication. In our example, we will use OpenSSL to generate a self-signed root CA certi-
ficate. Since this OpenSSL CA and the FreeS/'WAN gateway run on the same machine, care must be taken to use
adifferent DN (Distinguished Name) for the CA and gateway certificates.

To generate a self-signed CA certificate, issue the following commands:

# cd
# nmkdir certs
# cd certs

# In -s /usr/share/ssl/ msc/CA sh CA sh
# ./ CA. sh -newca

Press enter when asked for CA certificate filename. You will then be asked for a passphrase twice. Enter the
passphrase and remember it, otherwise you won't be able to sign any certificates later using this CA. Answer the
other questions appropriately. When prompted for Common Name (CN), enter an alias for you hostname, such as
ca.mysite.dom. Thisname need not beavalid DNS name. When finished, you will have adirectory structure under
demoCA for al the CA related files. The CA private key (1024 bit RSA) will be created in private/cakey.pem and
aself-signed CA certificate in cacert.pem under the demoCA directory. The CA certificate will have avalidity of
1year. If you want adifferent validity period, edit the CA.sh script and change the variable DAY S appropriately.
Use the following command to verify the certificate content:

# openssl x509 -in ./denpCA/ cacert.pem -noout -text

Inorder for thisCA certificate to be used with SSH Sentinel and FreeS/'WAN, it must be converted to DER (binary)
format from the PEM (base64) format. L ater versions of X.509 patch (0.9.3+) also accept PEM encoded CA certi-
ficates.

# openssl base64 -d -in ./denpbCA/ cacert.pem -out cacert.bin

In order for FreeS/'WAN to trust this CA certificate, it should be copied to the /etc/ipsec.d/cacerts directory:

# nmv cacert.bin /etc/ipsec.d/cacerts/
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5.2.5. FreeS/WAN Gateway Certificate

Next, we will generate a host certificate for the FreeS/'WAN gateway. In order to make this certificate easier to
use, we need to add a subjectAltName field to it and use the FQDN (Fully Qualified Domain Name) to identify
the host. To achieve this, put the following line under [ usr_cert ] section of OpenSSL configuration file
Jusr/share/ssl/openssl.cnf:

subj ect Al t Nane=DNS: host . nysi t e. dom

Replace host.mysite.dom with the FQDN of your FreeS/'WAN gateway machine. This will allow us to use this
FQDN astheidin FreeS'WAN instead of the certificate DN. Moreon thislater. Now issue the following command
to generate a certificate request:

# ./ CA sh -new eq

You will again be prompted for a passphrase twice. Remember this passphrase as it will provide the proof that
you have authority over this request. Please provide the appropriate requested information, making sure to use the
FQDN of the gateway as the CN (Common Name). At the end of this, you will have a PEM encoded certificate
request and the private key in newreg.pem. Next, this certificate request should be signed by the CA:

# ./ CA sh -signreq

When prompted for the passphrase, type the CA's passphrase. Y ou will then be asked twice to confirm, first to
sign the request and then to commit it. Answer "y" to both questions. The certificate request will be signed and a
text copy printed on the screen. The signed certificate is stored in newcert.pem. At this point, remember to remove
the subjectAltName line from opensdl.cnf file.

FreeS/'WAN uses the X.509 certificate stored in DER format in /etc/x509cert.der to identify itself to its peers.
Before we can use our PEM host certificate, we need to convert it into DER format:

# openssl x509 -in newcert.pem -outform DER -out newcert. der
# nmv newcert.der /etc/x509cert.der

5.2.6. Installing the Private Key

Now that we have the host certificate stored, we need to have its private key available in /etc/ipsec.secrets. SUSE
installs a private key by default upon installation in this file, so we need to move the existing file out of the way
and create a new one with the private key of our gateway.

# mv /etc/ipsec.secrets /etc/ipsec.secrets.orig
# lusr/liblipsec/fswert --key new eq. pem > /etc/ipsec.secrets

When prompted for a passphrase, use the passphrase you entered during the host certificate request process before.
Verify that the private key has been stored in /etc/ipsec.secrets. It should look something like:

RSA {
Modul us: OxEO. . ..
Publ i cExponent: 0x010001
Pri vat eExponent: OxD7....

Prinel: OxF8. . ..
Prinme2: OxES6. . ..
Exponent 1: 0xBO. . ..

Revision: 0.9

Rendered by


http://www.renderx.com

5.2.7. Configuring FreeS'WAN Draft

73

Exponent 2: 0x55. ...
Coefficient: 0x8D. . ..

}

Private keys should be protected zealously, make sure oursis:

# chnod 600 /etc/ipsec.secrets

5.2.7. Configuring FreeS/WAN

FreeS/'WAN stores its configuration in /etc/ipsec.conf. Following is a complete configuration for our setup:

# /etcl/ipsec.conf - FreeS/WAN | Psec configuration file
# More el aborate and nore varied sanpl e configurations can be found
# in FreeS/WAN s doc/ exanples file, and in the HTM. docunentati on

config setup
# THI S SETTI NG MUST BE CORRECT or al nbst nothing will work;
# %efaultroute is okay for nobst sinple cases.
i nt erfaces=%lef aul troute
# Debug-1o0gging controls: "none" for (alnost) none, "all" for lots.
kl i psdebug=none
pl ut odebug=none
# Use aut o= paraneters in conn descriptions to control startup actions.
pl ut ol oad=%sear ch
pl ut ost art =%ear ch
# Cl ose down ol d connection when new one using sanme |D shows up.
uni quei ds=yes

# defaults for subsequent connection descriptions
conn %def aul t

t ype=t unnel

#

| ef t =%lef aul trout e

# | eftnexthop woul d default to %lefaul troute

| ef t subnet =192. 168. 200. 0/ 24

| ef t updown=/usr/ i b/ipsec/ _updown_cust om

#

aut hby=r sasi g

#

keyexchange=i ke

keyi ngtries=1

i kelifetime=240m

keyl i f e=20m

| efti d=@ost.nysite.dom

| ef t rsasi gkey=%ert

ri ghtrsasi gkey=%ert

#

aut h=esp

pf s=yes

conpr ess=yes

conn vpn
ri ght =%any
aut o=add

For detailed description of each parameter in thisfile, see the manual pagefor /etc/ipsec.conf. Make sureto change
the host.mysite.dom, listed asleftid, to the FQDN of your gateway. Also, changetheleftsubnet parameter to reflect
your setup. Note that | have turned on compression (compress=yes). Though not completely reliable, it can be a
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real winner for roadwarriors connected via slow dialup access. It has worked for me so far. If you face problems,
try setting it to no. Y ou can aso increase the keylife from 20m (default 60m), but using a smaller value helpsin
cleaning up the dead connections faster. This is because the pluto daemon cannot detect a dead peer until it tries
to renegotiate the keys. Y ou should leave the rest of the parameters intact, unless you have avery good reason to
change them.

5.2.8. Poking Holes in the Wall

An important parameter to consider here is leftupdown. Everytime an IPSec SA is established, a hole needs to be
created in the firewall to allow the traffic flow back and forth for that SA. Pluto can call a script specified by the
leftupdown parameter each time a connection (SA) comes up or goes down. FreeS/'WAN ships such ascript called
_updown in /usr/lib/ipsec, but it is only suitable for firewalls using the ancient ipfwadm firewall system. The
FreeS/'WAN devel opers recommend using this default script as the starting point to create a custom updown script
for other firewall systems. Only caveate isthat we should use adifferent name for this custom script so that it does
not get overwritten during the next upgrade. We are going to patch this default script and call it _updown_custom.

The patchislisted below. Y ou can al'so download it from here, you can also download a patched _updown_custom
file

Saveit under /ust/lib/ipsec as _updown.diff and do the following to create our custom updown script.

# cd /usr/libl/ipsec
# cp _updown _updown_custom
# patch < _updown. diff

At this point make surethat START_IPSEC variablein /etc/rc.config is set to yes and reboot. Y ou could also start
ipsec manually using "rcipsec start” at this point, but you would get therp_filter related error described el sewhere.
This is because during the last startup, SuSEfirewall didn't see ipsecO listed and it turned on the rp_filter for all
the interfaces. Just restarting the firewall would have no effect as it would then leave the rp_filter at its previous
state. At this point you should have FreeS'WAN running on your gateway machine. If you get errors, verify that
you havefollowed the steps outlined earlier properly. Y ou can also refer to the troubleshooting guide on FreeS'WAN
website.

5.2.9. Configuring SSH Sentinel

Next, we install SSH Sentina 1.2.3 on a Windows 2000 laptop. SSH Sentinel is an IPSec implementation that
supportsamost al flavors of Windows(TM) operating system. Y ou can download it with a30 day evaluation license.
Go through the installation and create a self-signed certificate for Sentinel. Although we won't be using this certi-
ficate, Sentinel somehow requirsthat it be present at all times. At the end of the installation, Y ou will be asked to
reboot in true Windows tradition. After reboot, you will see anicon for SSH Sentinel in the system tray. Now, we
will create a certificate request, sign it using our OpenSSL CA and import it back into Sentinel along with the CA
certificate.

Right click on the Sentinal tray icon and select "Run Policy Editor..." to open the policy editor window. Click on
the "Key Management" tab. Under "Authentication Keys', right click on "primary host key". Select "Add New
Auth. Key..." to open the"New Authentication Key" wizard. Select "Enroll for anew certificate” and click "Next".
By doing this, we will be using the existing private key to generate a certificate request. Y ou can also choose to
generate anew key by selecting " Create anew authentication keypair and certificate”. On the"ldentity Information”
screen, select "Administrator Email" as the primary identifier and enter your email address in the next field and
click "Next". Onthe"EnrolIment Information™ screen, select "File Based Enrollment (PK CS#10)" asthe " Enrollment
protocol" and enter "a\request.req” in the "File Location" field. Place a formatted disk in the floppy drive and
Click "Finish". On the policy editor window, click "Apply".

Insert the floppy disk into linux gateway. To sign the certificate request contained in it, issue the following com-
mands:
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# mount /fl oppy
# cd ~/certs
# openssl ca -policy policy_anything -in /floppy/request.req -out /floppy/request.cer

You will be prompted for the CA passphrase. Enter "y" for both the prompts asking you to confirm the signing
and committing of the request. For Sentinel to trust this certificate, it should also have and trust the CA certificate.
To accomplish this, we copy the CA certificate to the floppy disk:

# cp /etcl/ipsec.d/cacerts/cacerts/cacert.bin /floppy/
# unmount /fl oppy

Put this floppy back in the laptop drive. Open "Policy Editor" and go to the "Key Management" tab. Right click
on "Trusted Root CA" and select "Add New Certificate...", select the CA certificate (cacert.bin) from the floppy
and click "OK" on the confirmation dialog. The OpenSSL CA certificate should now appear under "Trusted Root
CA" ascamysite.dom or whatever CN you provided for the CA. Click "Apply" to apply the change. Next, we will
import out user certificate for which we have a pending request in Sentinel. Right click on the "primary host key"
and select "Import Auth. Key...". Now select the certificate file (request.cer) from the floppy and click "OK" on
the confirmation dialog. Now you should see our certificate under "primary host key". Y ou may want to rename
it to something more helpful such asyour name or email address. Make sureto click "Apply" to apply the changes.

Next, wewill create asecurity policy for our setup. Click on the " Security Policy” tab in the policy editor window.
Right click on "VPN Connections' and select "Add New Rule...". Inthe"Add VPN Connection" screen, enter the
hostname of our FreeS/'WAN gateway. If you want, you can also enter the IP address by clicking the "IP" button
next to thefield. Select our certificate as the authentication key from thelist. Click to select "Uselegacy proposal”
option. Enter the intranet ip address and subnet mask, which in our case are 192.168.200.0 and 255.255.255.0.
You may need to adjust these to match your network. Click "OK" to create the policy. Sentinel will now try to
probe this connection. If the probe is successful, Sentinel will show you the connection properties. If the probe
fails, choose to add the connection anyway and then check the parameters to make sure they are correct. It will
also fail if you are not connected to the internet. Click "Apply" to apply the changes. Open the properties dialog
of our VPN connection again. Under "General" tab, make sure "Encryption” is set to 3DES, "IKE Mode" is set to
MainModeand "IKE Group" isset to MODP 1024. Click onthe " SA Lifetimes' tab and change"IPSec SA Lifetime"
to 20. Now click on the " Advanced tab" and select the " Apply 1P compression” option. Also select the PMTU and
PFS options. Click "OK" and "Apply" to apply the changes.

5.2.10. Putting It All Together

Finally, itstime to eat the fruits of our hard work. If you are not already connected, dial your | SP and establish an
internet connection. Open the Sentinel statistics window by right clicking on the Sentinel icon in the system tray
and selecting "View Statigtics...". Now try to ping any machineinsidetheinternal network protected by FreeS'WAN
gateway. Please note that you will not be ableto ping the FreeS/WAN gateway itself as explained here. If the ping
does not work the first time, try again or try adifferent machine, in case routing on thefirst is broken. Y ou should
see the ping echo reply from that host. At this point, the statistics window should show information about the es-
tablished IPSec SA. Check the FreeS/'WAN messages on the gateway by issuing the following command:

# tail -f /var/log/ messages

Y ou should see something like:

Pl ut o[ 10532]: "vpn" #1: ignoring informational payload, type |IPSEC | N TI AL_CONTACT
Pl ut o[ 10532]: "vpn" #1: Peer IDis |ID DER ASN1 DN: ' CN=nhasan@adnm com

Pl ut o[ 10532]: "vpn" #1: STATE MAI N R3: sent MR3, | SAKMP SA established

Pl ut o[ 10532]: "vpn" #1: responding to Qui ck Mdde

Pl ut o[ 10532]: "vpn" #1: STATE QUI CK R2: |Psec SA established
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The last line tells us that the IPSec SA was established successfully with the peer, in this case our roadwarrior
laptop. If you are connecting to a Windows network and using NT domain logins, make sure to specify the WINS
server address on the laptop. Thiswill make sure that you find the domain controller that you authenticate with.

5.2.11. Conclusion

I hope that you found this article useful and were successful in getting the desired results. To the best of my
knowledge, the information presented within is accurate. | would appreciate any input in case you find any inac-
curacies or mistakes. This document is still awork in progress and will be periodically updated. | would also like
to thank everyone who helped me with advice and suggestions when | first tried to use FreeS/'WAN.

5.3. Configuring SuSEfirewall2 for VPN

I psec interface must be on the same FW DEV_* asthe real interface accepting the ipsec traffic. in this examples
it's ethO, so ipsec must be in FW DEV_EXT.

Example 5.3. Sample VPN configuration

A small company wants access to the Internet for it's client PCs and additionally IPSEC with another office on
another continent.

external fw interface=ethO

internal fw interface=ethl

frees/wan ipsec device=ipsecO

internal LAN: 192.168.0.0/16

remote LAN: 10.0.0.0/16

the incoming frees/wan traffic is accepted on ethO, the external interface

FW DEV_EXT="et hO i psec0"

FW DEV_I NT="et h1"

FW ROUTE="yes"

FW_MASQUERADE="yes"

FW MASQ NETS="192. 168. 0. 0/ 16"

FW _SERVI CES_EXT_UDP="500"

FW SERVI CES EXT_| P="50 51"

FW FORWARD="192. 168. 0. 0/ 16, 10. 0. 0. 0/ 16 10.0. 0.0/ 16, 192. 168. 0. 0/ 16"

Example 5.4. VPN with no masguer ading

This example is from the SUSE-Security Mailing list

FW DEV_EXT="et hO i psec0"

FW ROUTE="yes"

FW_SERVI CES_EXT_UDP="500"

FW _SERVI CES_EXT_| P="50"
FW_AUTOPROTECT_SERVI CES=" no"

In order to have the above to work you need to either modify / usr/ 1'i b/ i psec/ _updown or better have acustom
script/ usr/ 1i b/ i psec/ _updown_cust om Copy the original to _updown_custom and add the following lines

up-client:)
# connection to ny client subnet com ng up
# |If you are doing a customversion, firewall comrands go here.
iptables -1 FORWARD 1 -s $PLUTO MY_CLI ENT_NET/ $PLUTO MY_CLI ENT_MASK \
-d $PLUTO PEER CLI ENT_NET/ $PLUTO PEER CLI ENT_MASK -j AGCCEPT
iptables -1 FORWARD 1 -d $PLUTO MY_CLI ENT_NET/ $PLUTO MY_CLI ENT_MASK \
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-s $PLUTO PEER CLI ENT_NET/ $PLUTO_PEER CLI ENT_NASK -j ACCEPT
down-client:)

# connection to nmy client subnet goi ng down

# |If you are doing a customversion, firewall conmmands go here.

i ptabl es -D FORWARD -s $PLUTO _MY_CLI ENT_NET/ $PLUTO_MY_CLI ENT_MASK \
-d $PLUTO PEER CLI ENT_NET/ $PLUTO_PEER CLI ENT_NASK -j ACCEPT

i ptabl es -D FORWARD -d $PLUTO_MY_CLI ENT_NET/ $PLUTO_MY_CLI ENT_MASK \
-s $PLUTO PEER CLI ENT_NET/ $PLUTO_PEER CLI ENT_NASK -j ACCEPT

Itisnecessary also to modify the config filefor ipsec (located in/ et ¢/ i psec. conf ) add thelinewith leftupdown:
conn %def aul t
| ef t updown=/usr/ i b/i psec/ _updown_cust om

Of course, if you are using SUSE on both sides, you should set the other computer too (also only leftupdown script).
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Customizing SuSEfirewall2

6.1. Using custom rules with SuSEfirewall2

If you are in need of some special rules for your firewall you can have SuSEfirewall2 load it automatically. This
section will try explainthe/ et ¢/ sysconfi g/ scri pt s/ SuSEf i rewal | 2- cust om

Warning

Thisisfileisfor SuSEfirewall2 and is an example for using the hooks which are supplied to load custom-
ized iptables rules.

THERE ISNO HELP FOR USING HOOKS EXCEPT THISFILE ! SO READ CAREFULLY !
IT ISUSEFUL TO CROSS-READ /shin/SuSEfirewall2 TO SEE HOW HOOKS WORK !

6.1.1. Enabling FW_CUSTOM

In order to use custom rules together with SuSEfirewall2 you should first enable the Fw CUSTOMby removing the
comment character #

FW CUSTOVRULES="/ et ¢/ sysconfi g/ scri pt s/ SuSEfi rewal | 2- cust onf'

test -z "$FW CUSTOMRULES' || {
test -r "$FW CUSTOMRULES' || {
echo "Error: Can not read customrules file: $FW CUSTOVRULES"
test -x "$LOCGCER' && \
$LOGGER -p kern.error -t SuSEfirewall2 "Firewall customary rules file
can not be read: $FW CUSTOVRULES"
exit -1
}

" $FW CUSTOVRULES"
test -x "$LOGCER' && \
$LOGGER -p kern.info -t SuSEfirewal |2 "Firewal |l customary rul es | oaded from
$FW CUSTOVRULES"

}

6.1.2. Understanding how FW_CUSTOM works

fw_custom_before_antispoofing()
theseruleswill be loaded before any anti spoofing ruleswill be loaded. Effectively the only filter lists already
effective are

1. dlow any traffic viathe loopback interface

Rendered by


http://www.renderx.com

80 Draft Customizing SuSEfirewall2

2. dlow DHCP stuff,
3. dlow SAMBA stuff [2 and 3 only if FW_SERVICE ... are set to "yes']

Y ou can use this hook to prevent logging of uninteresting broadcast packets or to allow certain packet through
the anti-spoofing mechanism.

fw_cust om before_anti spoofing() {

#exanpl e: all ow i ncom ng nmulticast packets for any routing protocol
#i ptables -A I NPUT -j ACCEPT -d 224.0.0.0/24

true

}

fw_custom_before port_handling()
could also be named "after_antispoofing()" these ruleswill be loaded after the anti-spoofing and icmp handling
but before any IP protocol or TCP/UDP port allow/protection rules will be set.

Y ou can use this hook to allow/deny certain | P protocolsor TCP/UDP ports before the SuSEfirewall2 generated
rules are hit.

fw_cust om before_port_handling() { # could al so be named "after_anti spoofing()"
#exanpl e: always filter backorifice/netbus Trojan connect requests and | og t hem
#for target in LOG DROP; do

# for chain in input_ext input_dne input_int forward_int forward ext forward_dng;

do
# i ptables -A $chain -j $target -p tcp --dport 31337
# i ptables -A $chain -j $target -p udp --dport 31337
# iptables -A $chain -j $target -p tcp --dport 12345:12346
# iptables -A $chain -j $target -p udp --dport 12345:12346
# done
#done
true
}

fw_custom_before_masq()
could also be named "after_port_handling()" these rules will be loaded after the IP protocol and TCP/UDP
port handling, but before any IP forwarding (routing), masquerading will be done.

Note

NOTE: reverse masguerading is before directly after fw_custom_before port_handling !!!!

You can use this hook to ... hmmm ... I'm sure you'll find ause for this ..

fw _custom before_masq() { # could al so be naned "after_port_handling()"
true

}

fw_custom_before_denyall()
could also be named "after_forwardmasq()" these are the rules to be loaded after 1P forwarding and masquer-
ading but before the logging and deny all section is set by SuSEfirewall2. Y ou can use this hook to prevent
the logging of annoying packets.
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fw_custom before_denyal |l () { # could al so be naned "after_forwardmasq()"

#exanpl e: prevent |ogging of talk requests from anywhere

#for chain in input_ext input_dne input_int forward_int forward_ext forward_dng;
do

# i ptables -A $chain -j DENY -p udp --dport 517:518
#done

true
}

6.2. Identd Dilemma

Analysis of the Hard coded rule for port 113

It is quite common to have a portscan check once you have your firewall up an running. It is always better to find
the open ports before some else has the opportunity to sneak in. One the sites that provide such a scan is
Lp://www.arc.con] which is designed to find open portsin afirewall typically running on a Windows™ machine.

When you test your firewall at pttp://www.arc.con the analysis will say identd, is visible. Thiswill be the same
even if you have identd disabled.

This is because when someone tries to connect port 113 they will receive TCP RST. This means the identd port
has anetfilter rule that says REJECT all incoming connections; every other port is configured as DROP by default.

Note

Y ou may change what DROP means with SuSEfirewall2 version 3.1

Thisisintentional. Otherwise you will get long long delays when trying to connect to a service that will first do
an | DENTD lookup before processing your connection. Most IRC servers do that, and some FTP servers as well.
You also need it for mail sending. Here is the code from SuSEfirewall2-3.1

# |If port 113 (auth/identd) will not allowed bel ow, outgoing mail would

# be del ayed nost of the time. Hence we put a hard coded reject |ine

# in.

$I PTABLES -1 input_ext 1 -j "$REJECT" -p tcp --dport 113 --syn 2> /dev/nul

6.2.1. Definition of REJECT target

Beforewegointo detail s of thereasoning, it would beworthy to recall the definition of REJECT from man iptables

Table6.1. REJECT target

Option --reject-with
Example iptables-A FORWARD -p TCP --dport 22 - REJECT --r g ect-with tcp-reset
Revision: 0.9
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Explanation

Thisoption tellsthe REJECT target what response to send to the host that sent
the packet that we are rejecting. Once we get apacket that matchesaruleinwhich
we have specified this target, our host will first of all send the associated reply,
and the packet will then be dropped dead, just as the DROP target would drop
it. The following reject types are currently valid: i cnp- net - unr eachabl e,

i cnp- host - unr eachabl e, i cnp- port - unreachabl e, i cnp- pr ot o- un-
reachabl e,i cnp- net - pr ohi bi t ed andi cnp- host - pr ohi bi t ed. Thedefault
error message isto send an port-unreachable to the host. All of the above are

I CMP error messages and may be set asyou wish. You can find further in-
formation on their various purposes in the appendix [Table A 1. Thereis also the
option echo-reply, but this option may only be used in conjunction with rules
which would match | CVP pi ng packets. Finally, there is one more option called
tep-reset, which may only be used together with the TCP protocol. Thetcp-reset
optionwill tell REJECT to send an TCP RST packet in reply to the sending host.
TCP RST packets are used to close open TCP connections gracefully. For more
information about the TCP RST read REC 793 - Transmission Control Protocoll.
Asdtated in theiptables man page, thisismainly useful for blocking identd probes
which frequently occur when sending mail to broken mail hosts, that won't other-
wise accept your mail.

6.2.2. Deciding the error code to send back
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When scanned firewalls give back some responses either that reply as the service available or they produce error
messages. For the person analyzing the error messages given back the firewall, making an assumption on which
ports are redlly filtered is not that difficult

When you uset cp- r eset you basically shut off TCP connection without using ICMP. This is the response that
amachine would give if it received a TCP packet bound for a port where nothing was listening. Although TCP
resets give away lessinformation than ICMP error codes, they still speed up attack problems.

When you just REJECT than the default behavior is to send port - unr eachabl e Sending back an ICMP error
code has the effect of warning the sending machine not to retry sending the packet, thereby saving some network

traffic.
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Part lll. Logs and Interperating them

Once you have the firewall configured and working obviously you would want to have information on what's
happening with the firewall. In this part awe will try to understand how SuSEfirewall2 creates the logs, and what
do they mean.
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7.1. Log messages and understanding them

Starting with SUSE 8. 1 you need to specify in/ et ¢/ sysl og. conf where you want the logs to be written. The
following makes sure the firewall logs will be writtento/ var/1 og/ firewal |

* *:lkern.* - /var/l og/ messages
kern.* - /[var/log/firewal l

SuSEfirewall2 will create log files which are typically writtento/ var/ 1 og/ firewal | . Thelevel of logging is
based on your choicein parameter.

# Loggi ng setup

LOG="--10g-1evel warning --log-tcp-options --10g-ip-options --1o0g-prefix SuSE-FW
test -z "$FWLOG' || LOG="$FWLOCG'

test "$FWLOG DROP_CRIT" = no -o "$FWLOG DROP_ALL" = yes && LDC=":"

test "$FWLOG ACCEPT_CRIT" = no -0 "$FWLOG ACCEPT_ALL" = yes && LAC=":"

test "$FWLOG DROP_ALL" = yes || LDA=":" # it mght ook weird - a ":"
test "$FWLOG ACCEPT_ALL" = yes || LAA=":" # di sabl es [ ogging of this type

7.1.1. Understanding Iptables' log parameters
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Before we can go in analyzing the logs of SuSEfirewall2 a basic understanding of Iptables log target options is
necessary.

Table7.1. LOG target options

Option --log-level
Example iptables-A FORWARD -p tcp -j LOG --log-level debug
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Explanation

Thisisthe optiontotell iptablesand syslog which log level to use. For acomplete
list of log levelsread thesysl og. conf manual. Normally there arethefollowing
log levels, or priorities asthey are normally referred to: debug, i nf o, notii ce,
war ni ng,warn, err,error,crit,alert,energ andpani c. Thekeyword
error isthesameaserr, war n isthe same aswar ni ng and pani ¢ isthe same
asener g. Note that al three of these are deprecated, in other words do not use
error,warn and pani c. The priority defines the severity of the message being
logged. All messages arelogged through the kernel facility. In other words, setting
kern.=info /var/log/iptablesinyour sysl og. conf fileand thenletting all your
L OG messagesin iptables use log level info, would make all messages appear
inthe/ var/ | og/ i pt abl es file. Note that there may be other messages here as
well from other parts of the kernel that usestheinfo priority. For moreinformation
onlogging | recommend you to read the syslog and sys| og. conf man pagesas
well as other HOWTOs etc.

Option

--log-prefix

Example

iptables-A INPUT -p tcp -j LOG --log-prefix " INPUT packets®

Explanation

Thisoption tellsiptablesto prefix al log messages with a specific prefix, which
can the easily be combined with grep or other tools to track specific problems
and output from different rules. The prefix may be up to 29 letterslong, including
whitespace and other special symbols.

Option

--log-tcp-sequence

Example

iptables-A INPUT -p tcp -j LOG --log-tcp-sequence

Explanation

Thisoption will logthe TCP Sequence numbers, together with thelog message.
The TCP Sequence number are special numbers that identify each packet and
whereit fitsintoaTCP sequence, aswell as how the stream should be reas-
sembled. Note that this option constitutes a security risk if the logs are readable
by unauthorized users, or by the world for that matter. As does any log that con-
tains output from iptables.

Option

--log-tcp-options

Example

iptables-A FORWARD -p tcp -j LOG --log-tcp-options

Explanation

The --log-tcp-options option logs the different options from the TCP packet
headers and can be valuable when trying to debug what could go wrong, or what
has actually gonewrong. Thisoption does not take any variablefields or anything
like that, just as most of the L OG options don't.

Option

--log-ip-options

Example

iptables-A FORWARD -p tcp -j LOG --log-ip-options

Explanation

The --log-ip-options option will log most of the IP packet header options. This
works exactly the same as the --log-tcp-options option, but instead works on the
I P options. These logging messages may be valuable when trying to debug or
track specific culprits, aswell asfor debugging - in just the same way asthe pre-
vious option.

7.1.2. Variables used in the SuSEfirewall2 generated logs

SuSEfirewall2 has a complex and helpful logging options. Before we start analyzing the logs it would be better
to understand the remarks used in the logs. All logs have the default SUSE-FW in addition to the prefixes shown
below. Y ou can change the SuSE- FWby editing the- - | og- pr ef i x inthe FW_LOQ parameter

Obviously you will not be seeing al those unless you are debugging your configuration
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Table 7.2. SuSEfirewall2 LOG Prefixes

Remark Explanation

ACCEPT Packet is accepted

DROP Packet is dropped

REJECT Packet isrejected. Thisisused when thereisani dent d request

ACCEPT-CLASS

Thisisused when FW ALLOW CLASS_ROUTI NGisenabled and you have enabled
LOG_ACCEPT_ALL for debugging purposes

ACCEPT-ICMP

Thisisused when FW ALLOW Pl NG_FWisenabled and LOG_ACCEPT_ALL isset
to yes for debugging purposes

ACCEPT-ALL-INTERN-
AL

Thisis used when FW PROTECT _FROM | NTERNAL isset to " no" and LOG AC-
CEPT_ALL isset to yesfor debugging purposes

ACCEPT-MASQ Thisis used when you have defined FW MASQand LOG_ACCEPT_ALL issetto
yes for debugging purposes

ACCEPT-RE- Thisis used with FW FORWARD_MASQand LOG _ACCEPT ALL isset to yesfor

VERSE_MASQ debugging purposes or LOG_ACCEPT_CRI Tl CAL isenabled

ACCEPT-PING Thisisused when FW ALLOW PI NG_DVZ and/or FW ALLOW PI NG_EXT isenabled
and LOG_ACCEPT_ALL isset to yes for debugging purposes

ACCEPT- Thisis used when you have enabled FW ALLOW SOURCEQUENCH and LOG_AC-

SOURCEQUENCH CEPT_ALL isset to yesfor debugging purposes or LOG_ACCEPT_CRI Tl CAL is

enabled

ACCEPT-REDIRECT

Thisis used when you have defined FW REDI RECT and LOG_ACCEPT_ALL isset
to yesfor debugging purposes or LOG_ACCEPT_CRI Tl CAL is enabled

ACCEPT-TRUST

Thisis used when you have defined FW TRUSTED_NETS and LOG_ACCEPT_ALL
is set to yes for debugging purposes or LOG_ACCEPT_CRI Tl CAL isenabled

DROP-ANTI-SPOOF

Thisisused when LOG DROP_CRI Tl CAL or LOG DROP_ALL isenabled andif IP
spoofing is encountered on the interface

DROP-CIRCUMVEN-
TION

This used when FW ROUTE is enabled and LOG_DROP_CRI Tl CAL or
LOG DROP_ALL isenabled

DROP-ICMP-CRIT

If LOG_DROP_CRI Tl CAL isenabled then critical ICMP requests are logged as
seenin ICMP Drop Rules.

DROP-DEFAULT

These are the packet dropped by default when LOG_DROP_CRI TI CAL isenabled

DROP-DEFAULT-IN-
VALID

These are the packet dropped by default if stateis INVALID when
LOG DROP_CRI Tl CAL isenabled

FORWARD-RELATED

Thisisused if you have FW ROUTE enabled and LOG_ACCEPT_ALL isset to yes
for debugging purposes

NO-ACCESS-INT-

Thisis used to identify Anti Spoofing/Circumvention protection - interface de-

>SFWEXT pendent

TRACEROUTE-AT- Thisisused with all logging optionsif you have enabled Fw AL-

TEMPT LOW FW TRACEROUTE

UNAUTHORIZED- Thisisused to identify Anti Spoofing/Circumvention protection - interface de-
ROUTING pendent seen if FW ROUTE is enabled and either LOG_DROP_CRI TI CAL or

LOG DROP_ALL isenabled

UNAUTHORIZED-TAR-
GET

Thisis used to identify Anti Spoofing/Circumvention protection - interface de-
pendent and either LOG_DROP_CRI Tl CAL or LOG_DROP_ALL isenabled
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ICMP Drop Rules
# | CWP drop rules must be here to allow trusted rules for |CW
for CHAIN in input_ext input_dne input_int; do

$LDC $I PTABLES -A $CHAIN -j LOG ${LOG"-DROP-ICWP-CRIT " -p icnp --icnp-type
redirect

$LDC $I PTABLES -A $CHAIN -j LOG ${LOG"-DROP-ICWP-CRIT " -p icnp --icnp-type
sour ce- quench

$LDC $I PTABLES -A $CHAIN -j LOG ${LOG"-DROP-ICWP-CRIT " -p icnp --icnp-type
ti mest anp-r equest

$LDC $I PTABLES -A $CHAIN -j LOG ${LOG"-DROP-ICWP-CRIT " -p icnp --icnp-type
addr ess- mask- r equest

$LDC $I PTABLES - A $CHAIN -j LOG ${LOG"-DROP-ICMP-CRIT " -p icnp --icnp-type 2

7.1.3. Analyzing SuSEfirewall2 generated logs

Example 7.1. Drop Default

Cct 1 14:21:32 zeus kernel: SuSE- FW DROP- DEFAULT | N=et hO OQUT=

MAC=00: 10: 4b: 10: 69: c1: 00: 20: 6f : 13: 82: d2: 08: 00 SRC=111. 222. 333. 444

DST=555. 666. 777. 888 LEN=60 TOS=0x00 PREC=0x00 TTL=51 | D=10094 DF PROTO=TCP
SPT=1332 DPT=443 W NDOW5840 RES=0x00 SYN URGP=0 OPT
(020405B40402080A03E4463C0000000001030300) -

Table 7.3. SuSEfirewall2 log explanations

Option

Explanation

SUSE-FW-DROP-DE-
FAULT

Log title produced by the SuSEfirewall2 script describing the action taken

IN interface the packet came in on. In this case thiswas et h0
ouT interface packet went out on. In this case, not applicable
MAC Combined MAC address of sender and recipient

SRC Source |P. "thisistheip of the attacker"

DST Destination IP

LEN, TOS, PREC, TTL,
ID

various stuff in the TCP/IP headers

PROTO protocol of the packet

SPT Source port "thisis the port they're coming from"

DPT Destination Port "this is the port they're trying to gain access to"

WINDOW, RES more packet header stuff

SYN The packet was a SY N packet, i.e. the first packet in a TCP negotiation.
Note

The details of the header fields can be found in the RFC documents on TCP and IP |fc793, kfc791).

7.2. Firewall Log Analysis Software

Many people on the SUSE-Security mailinglist recommend a tool named fwlogwatch available

gtuttgart.de/projects/fwlogwatch] and from http://www.kyb.uni-stuttgart.de/boris/software.shtml.
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It isahighy configurable tool with the ability to parse nice HTML output of not only netfilter messages but also
snort rules. Hereisalist of it's feature taken from the README file:

FEATURES

General Features

Can detect and process log entries in the following formats:
e Linux ipchains
e Linux netfilter/iptables

e SolarigBSD/Irix/HP-UX ipfilter

 CiscolOS
e CiscoPIX,
¢ NetScreen

¢ Windows XP firewall
* ElsalLancom router

« Snort IDS.

Entries can be parsed in combined log files, the parsers to be used can be selected.
Gzip-compressed logs are supported.

Can separate recent from old entries and detects timewarpsin log files.

Can recognize 'last message repeated’ entries concerning the firewall.

Integrated resolver for protocols, services and host names.

Can do lookups in the whois database.

Own DNS and whoisinformation cache for faster lookups.

Hosts, ports, chains and branches (targets) can be selected or excluded as needed.

Support for internationalization (available in English, German, Portuguese, simplified and traditional
Chinese and Swedish).

Log summary mode:
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A lot of options to find and display relevant patternsin connection attempts.

Intelligent selection of certain fields (e.g. the host name column is omitted and the host mentioned in the
header of the summary if thelog isfrom asingle host, the same happens with the chains, targets and inter-
faces).

Plain text and HTML (with CSS) output with many sort options.

Can send reports by email.
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Interactivereport mode:

» Theintegrated report generator fills and presents a report that can be sent to abuse contacts of attacking
sites or computer emergency response teams (CERTS).

»  Supports templates and incident number generation.
All fields can be adjusted as needed interactively.
Realtime response mode;
» The program detaches and stays in the background as a daemon.
» Detection of the necessary ipchains rules with logging turned on can be configured.

» Response can be a notification (in form of a log file entry, an email, a remote winpopup message or
whatever you can put into a shell script), or a customizable firewall modification.

* Theincluded response script adds anew chain for fwlogwatch to ipchains or netfilter setups and attackers
are blocked with new firewall rules.

e Supports trusted hosts (anti-spoofing).
» The current status of the program can be followed through aweb interface (supports | Pv6).

The commented configuration file supports and explains all options and will get you started quickly. Please read
the man page for details on the command line options.
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Part IV. Troubleshooting

This part will try to help you to quickly identify the troubles you may be encountering and also includes some
cookbook receipes which were posted to <suse- securi t y@use. cone Mailinglist. If you are not already sub-
scibed to thisvery valuablelist it istimeto start considering to subscribe since you are caring for security of your
system.
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8.1. Cookbook Recipes

Although SuSEfirewall2 is a straightforward application there are times when you may have difficulty in setting
up things. In this section you will find quick fixes for your problems.

8.1.1. Configuring SuSEfirewall2 for pcAnywhere

Hereis an example 192. 168. 0. 23 isan internal IP of the system behind firewall. this will accept connections

from anywhere

FW FORWARD MASQ="0/ 0, 192. 168. 0. 23, tcp, 5631 0/ 0, 192. 168. 0. 23, udp, 5632"

Another example is to specify the source IP

FW FORWARD_MASQ="12. 45. 26. 3, 192. 168. 0. 23, tcp, 5631 \
12. 45. 26. 3, 192. 168. 0. 23, udp, 5632"

In the case you want to use pcAnywherein reaching more than one Windows™ PC. Obviously, we can't use ports
5631 and 5632 on the firewall, those are now port-forwarded to the 192. 168. 0. 15 machine. So... We'll pick a
different pair (5633, and 5634), and forward them to 5631 and 5632 on 192. 168. 0. 30.

Now our forward statement will look like this;

W
2
2

. 2.
6
6
6
6

e e e @l = == T
NN NN W W W

FORWARD MASQ="1.
.0/ 24, 192.
.0/ 24, 192.
.0/ 24, 192.
.8/32,192.
.8/32,192.
.8/32,192.
.8/32,192.

168.
168.
168.
168.
168.
168.
168.

.3.0/24,192. 168. 0. 15, tcp, 5631 \
.15, udp, 5631 \

.15,tcp, 5632 \

. 15, udp, 5632 \

.30, tcp, 5633, 5631 \

. 30, udp, 5633, 5631 \

.30, tcp, 5634, 5632 \

. 30, udp, 5634, 5632"

[eNeolNeNoNoNoeloN N

8.1.2. Configuring SuSEfirewall2 for edonkey

Hereis an example for port forwarding edonkey to 192. 168. 0. 2

FW FORWARD MASQ="0. 0. 0. 0/ 0, 192. 168. 0. 2, t cp, 4662 0. 0. 0. 0/ 0, 192. 168. 0. 2, udp, 4665"

8.1.3. Configuring SuSEfirewall2 for Kazaa

To enable Kazaa clients to share with other Internet users; Internal network is192. 168. 0. 0/ 24
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Use following Rule with SuSEfirewall2 and No M asquer ading:

FW FORWARD="192. 168. 0. 0/ 24, 0. 0. 0. 0/ 0, t cp, 1024: \
192. 168. 0.0/ 24,0.0. 0. 0/ 0, udp, 1024: 0.0.0.0/0, 192. 168. 0. 0/ 24, t cp. 1024: \
0.0.0.0/0,192. 168. 0. 0/ 24, udp, 1024: "

Use following Rule with SuSEfirewall2 and M asquer ading:

FW FORWARD_NMASQ="192. 168. 0. 0/ 24, 0.0.0.0/0, tcp, 1024: \
192. 168. 0.0/ 24,0.0.0. 0/ 0, udp, 1024: 0.0.0.0/0, 192. 168. 0. 0/ 24, t cp. 1024: \
0.0.0.0/0, 192. 168. 0. 0/ 24, udp, 1024: "

Note

Interfaces have to be set correct in[FW _DEV_EXT], FW_DEV_INT]|

8.1.4. Configuring Masquerading for specific port numbers

8141 Which options | haveto changein/ et c/ sysconfi g/ SuSEf i r ewal | 2, that a Client behind the wall can
access the Ports 2401(t cp/ udp) and 21(t cp) onthe Internet directly?

try, for your example,

FW MASQ NETS=" 192.168.0.0/24,0/0,tcp, 21 \
192. 168. 0. 0/ 24, 0/ 0, t cp, 2401 \
192. 169. 0. 0/ 24, 0/ 0, udp, 2401"

Note

(change 192. 168. 0. 0/ 24 to suite your needs)

8.1.5. Configuring SuSEfirewall2 for use with time servers

To configure Network time server access and response which is using UDP protocol and port number 123 you
have couple of options. NTP uses source and destination port 123.

FW SERVI CES_EXT_UDP="123"

or

FW TRUSTED _NETS="I| P_addr ess_of _ti meserver, udp, 123"

8.1.6. Configuring SuSEfirewall2 for Internal Access to External IP

The problemisthat you can't seem to accessthe server from theinternal machineielaptop using the external address.
You can't even ping it. Syslog on the server says:

SUSE- FW NO_ACCESS_| NT- >FWEXT | N=et h0 QUT=
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Thisgivesyou the clue: the firewall is set up to prevent internal machines from accessing the external port (it'san
anti-spoofing measure). You will needtoadd arule (or rules) to/ et c/ sysconfi g/ scri pt s/ SuSEf i rewal | 2-
custom Infw_cust om bef ore_anti spoofi ng(), add:

iptables -A INPUT -i ethO -s internal net/mask -d external i/f -j ACCEPT

internal net/mask islike 192. 168. 0. 0/ 24 (as appropriate to your LAN) external i/f isthe IP address for the ex-
ternal interface.

Notethat you want to specify both the sourceinterface (ethO) and the source address, so that theruleisNOT applied
to packets coming from the Internet side (spoofing an internal address). Y ou could improve this further by adding
controlsfor ports and protocols to narrow its behavior even further, for example add arule (as above but with port
specified) for each of http, pop and smtp. That way only those portswill be handled, all otherswill generate alog

message.

8.1.7. Accessing the webserver in DMZ

If you want to access your web server from amachine connected to theinternal network (192. 168. 1. 0/ 24), you
need to typethe private | P address of the web server: http://192. 168. 5. 2 to your browser's address bar. However
SuSEfirewall2 will normally drop this request

Therearetwo reasonsfor this: Accessto the external/public IP of thefirewall is prohibited from theinterna network
for security reasons, you will seeaSuSE- FW NO_ACCESS_| NT- >FW EXT if you log dropped packets. Futhermore,
the firewall does only DNAT (redirect) connections coming in from the masquerading interface (ie ppp0) to the
web server inthe DMZ.

To beableto accessyour web server intheDMZ fromthe 192. 168. 1. 0/ 24 net, you need to forward connections
between the DMZ and theinternal net. SuSEfirewall 2 does not route anything between different subnets by defaullt.
Masquerading is not involved here, therefore you need at least to set

FW FORWARD="192. 168. 1. 0/ 24, 192. 168. 5. 2, t cp, 80"

Thiswill alow accessto port 80 on your web server from any machineinthe 192. 168. 1. 0/ 24 net. And, please
set

FW LOG DROP_ALL="yes"
FW LOG ACCEPT CRI T="yes"

to be able to see what exactly is going on. Once you have SuSEfirewall2 acting as you want it you should change
the above logging options so that your logs are not filling with unnecessary information. 4

8.1.8. Protection for DOS

By using the SuSEf i r ewal | 2- cust omyou can add some rules for protecting the webserver from DOS

iptables -A INPUT -p tcp --dport 80 -mlimt --limt 50/s -j ACCEPT

iptables -AINPUT -p tcp --dport 80 -mlimt --limt 2/m -j LOG\
--log-prefix "DoS attenpt:

iptables -A INPUT -p tcp --dport 80 -j DROP

Of course you may need to adjust the --limit 50/s to reflect your needs. 5

3By Andreas J. Mueller
4By Michal Ludvig
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8.1.9. Security Aspects & Troubleshooting for FTP

FTP is aproblematic protocol 8
There are two different connection typesthat are used in FTP.

Thefirst is the "control" connection. This connection is initiated by the FTP client software. Thisis a connection
from client:X to server:ftp (port 21)

client: X -> server:ftp

where"X" is some high (>1023) port number. From afirewall standpoint, the control connection is very straight-
forward and easy to accommaodate.

The second isthe "data' connection. There are two types of data connection: "active" and "passive".

"active" connections are often considered the normal means of getting datafrom an FTP server. Here are the steps
involved in active data transfer:

» theFTPclient bindsto ahigh port on the client machine (call it "Y")
» theFTPclient tellsthe FTP server what port it has chosen
» the FTP server initiates a connection from its ftp-data port (port 20) to the port chosen by the FTP client

So the active connection looks like

server:ftp-data -> client:Y

"passive” connections work basically likethis;

» theFTPclient asksthe FTP server to use a passive connection for data
* the FTP server bindsto a high port (call it "N")

» the FTP server tellsthe client which port it has chosen

» the FTP client connects from some high port to the port chosen by the server So the passive connection looks
like

client:Z -> server: N

There are firewall problems with both data transfer methods, at least as long as we're using more primitive tools
like 'ipchains' that cannot keep track of stateful information; e.g. ipchains cannot tell if a connection from some
remote machine's ftp-data port is servicing an FTP session, or simply probing high TCP ports.

The problem with active FTP was just described. FTP clients can bind to virtually any high port on the client ma-
chine, and we really don't want to allow any remote machine to initiate a connection to _any_ high port on this
machine (which is why we have those awful TCP_BLOCKED_SERVICES settings).

Briefly, "active" FTP can be arisk for the client.

The problem with passive FTP is that the FTP _server  must be prepared to accept TCP connections on various
high ports. We don't want to allow _any _ remote machine to connect to high ports on the FTP server, either.

Briefly, "passive” FTP requires |oosening firewall restrictions on the server.

STaken from Bastile project Peter Watkins
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8.1.9.1. Configuring your server to allow passive FTP clients

The recommended way to allow your FTP server to handle passive clientsisto configure it to use a certain range
of ports, and only loosen the firewall restrictions for those ports.

If you install proxy-suite application from your SUSE CD /DVD you will also use proxy capabilities along with
port restriction increasing the security
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Thisisacomplete listing of all ICMP types:

TableA.1. ICMP types

ICMP types

TYPE

CODE

Description

Query | Error

0

0

Echo Reply

Network Unreachable

Host Unreachable

Protocol Unreachable

Port Unreachable

Fragmentation needed but no frag. bit set

Source routing failed

Destination network unknown

Destination host unknown

Source host isolated (obsol ete)

OO | N|O|On || W[IN|[F,]|O

Destination network administratively prohibited

[
o

Destination host administratively prohibited

=
=

Network unreachable for TOS

[y
N

Host unreachable for TOS

[
w

Communication administratively prohibited by filtering

[N
D

Host precedence violation

=
(3]

Precedence cutoff in effect

XX | X | X | X [X|X|X|X[X|X]|X|X|[X]|X]|X

Source quench

Redirect for network

Redirect for host

Redirect for TOS and network

Redirect for TOS and host

Echo request

QOO AW WWIWIW W W W w wlwlwliwjlw|w|w

Router advertisement

=
o

Route sollicitation

=
=

TTL equals 0 during transit

=
=

TTL equals O during reassembly

[EnY
N

O|lRPr|O|lO|O|O|W|N|FL,|O|O

IP header bad (catchall error)
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TYPE CODE |Description Query | Error
12 1 Required options missing X
13 0 Timestamp reguest (obsolete) X
14 Timestamp reply (obsolete) X
15 0 Information request (obsolete) X
16 0 Information reply (obsolete) X
17 0 Address mask request X
18 0 Address mask reply X
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Resources

There were many valuable sources of information that assisted in the creation of thisbook. The following sections

list additional resources to help you learn even more SuSEfirewall2 and I ptables.

B.1. Resources on the Web
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Unix SysAdm Resour ces. Firewalls & Unix Security
Thisisanice collection of resources rel ated to firewalls and security http://www.stokely.com/unix.sysadm.re]

Bources/security.htmli

I ptables Tutorial
Thisisain depth tutorial on Iptables. Usefull when you want to understand how things work.

tutorial frozentux.netf

| psysctl-tutorial
Currently at the beat stage according to the author the website, still has information revealed about the secrets

of / proc/ sys/ net/ipv4/ . http://ipsysctl-tutorial .frozentux.net

Linux Networking-concepts HOWTO
A gentle introduction to networking concepts by Rusty Russell

Linux 2.4 NAT HOWTO
Another howto by Rusty Russell explaining the Network Address Trangdlation in the Linux 2.4 kernels.

Packet Filtering
Another howto by Rusty Russel on Packet filtering basics. http://www.netfilter.org/documentation/HOWS

[TO//packet-filtering-HOWTO.html|

Netfilter Extensions
There are many extensions to the netfilter code. Some are included with the SUSE kernel like ULOG module
which can do very detailed logging to different targets (plaintext files, MySQL databases, ...). ulogd supports
pluginsfor different output formats, aswell asfor new protocols. http://www.netfilter.org/documentati on/HOW-
TO//netfilter-extensions HOWTO.html]

Connection Tracking
http://www.sns.ias.edu/~jns/security/iptables/iptables conntrack.html

Netfilter FAQ
FAQ docuemntation on Netfilter mailinglist. http://www.netfilter.org/documentation/FA Q/netfilter-fag.html

SFIRESCAN
SFIRESCAN isasoftware, which anayzesthefile/ var /1 og/ fi rewal | , created if the software SuSEfirewall
or SuSEfirewall2 isinstalled and activated. http://seismo.ethz.ch/linux/sfirescan.htmi
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Firewall Forensics (What am | seeing ?)
This document explains what you see in firewall logs, especially what port numbers means. Y ou can use this
information to help figure out what hackers are up to. http:/wwuw.linuxsecurity.com/resource files/firewalls/fire]
all-seen.html

Netfilter Log Format
Hereis a quick reference for the format used by the netfilter log messages. http://logi.cc/linux/netfilter-logq
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OPEN PUBLICATION LICENSE

Draft v0.4, 8 June 1999

C.1. REQUIREMENTS ON BOTH UNMODIFIED AND MODIFIED
VERSIONS

The Open Publication works may be reproduced and distributed in whole or in part, in any medium physical or
electronic, provided that the terms of this license are adhered to, and that this license or an incorporation of it by
reference (with any options elected by the author(s) and/or publisher) is displayed in the reproduction.

Proper form for an incorporation by referenceis as follows:

Copyright (c) <year> by <author's name or designee>. This material may be distributed only
subject to the terms and conditions set forth in the Open Publication License, vX.Y or later (the
latest version is presently available at http://www.opencontent.org/openpuby).

The reference must be immediately followed with any options elected by the author(s) and/or publisher of the
document (see section V1).

Commercial redistribution of Open Publication-licensed material is permitted.

Any publication in standard (paper) book form shall require the citation of the original publisher and author. The
publisher and author's names shall appear on all outer surfaces of the book. On al outer surfaces of the book the
original publisher's name shall be as large as the title of the work and cited as possessive with respect to the title.

C.2. COPYRIGHT

The copyright to each Open Publication is owned by its author(s) or designee.

C.3. SCOPE OF LICENSE
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Thefollowing licenseterms apply to all Open Publication works, unless otherwise explicitly stated in the document.

Mere aggregation of Open Publication works or aportion of an Open Publication work with other works or programs
on the same media shall not cause this license to apply to those other works. The aggregate work shall contain a
notice specifying the inclusion of the Open Publication material and appropriate copyright notice.

SEVERABILITY
If any part of thislicenseisfound to be unenforceablein any jurisdiction, the remaining portions of thelicense
remain in force.

NO WARRANTY.
Open Publication works are licensed and provided "asis"' without warranty of any kind, express or implied,
including, but not limited to, the implied warranties of merchantability and fitness for a particular purpose or
awarranty of non-infringement.
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C.4. REQUIREMENTS ON MODIFIED WORKS

All modified versions of documents covered by this license, including tranglations, anthol ogies, compilations and
partial documents, must meet the following requirements:

1. Themodified version must be labeled as such.
2. The person making the modifications must be identified and the modifications dated.

3. Acknowledgement of the origina author and publisher if applicable must be retained according to normal
academic citation practices.

4. Thelocation of the origina unmodified document must be identified.

5.  Theorigina author's (or authors) name(s) may not be used to assert or imply endorsement of the resulting
document without the original author's (or authors)) permission.

C.5. GOOD-PRACTICE RECOMMENDATIONS

In addition to the requirements of this license, it is requested from and strongly recommended of redistributors
that:

1. If you are distributing Open Publication works on hardcopy or CD-ROM, you provide email notification to
the authors of your intent to redistribute at least thirty days before your manuscript or media freeze, to give
the authorstime to provide updated documents. This notification should describe modifications, if any, made
to the document.

2. All substantive modifications (including del etions) be either clearly marked up in the document or el se described
in an attachment to the document.

Finally, whileit isnot mandatory under thislicense, it is considered good form to offer afree copy of any hardcopy
and CD-ROM expression of an Open Publication-licensed work to its author(s).

C.6. LICENSE OPTIONS

The author(s) and/or publisher of an Open Publication-licensed document may elect certain options by appending
language to the reference to or copy of the license. These options are considered part of the license instance and
must be included with the license (or its incorporation by reference) in derived works.

A. To prohibit distribution of substantively modified versions without the explicit permission of the author(s).
"Substantive modification” is defined asachangeto the semantic content of the document, and excludes mere
changes in format or typographical corrections.

To accomplish this, add the phrase "Distribution of substantively modified versions of this document is pro-
hibited without the explicit permission of the copyright holder.' to the license reference or copy.

B. Toprohibit any publication of thiswork or derivative worksin wholeor in part in standard (paper) book form
for commercial purposesis prohibited unless prior permission is obtained from the copyright holder.

To accomplish this, add the phrase 'Distribution of the work or derivative of thework in any standard (paper)
book formisprohibited unless prior permission isobtained from the copyright holder.' to thelicensereference
or copy.

C.7. OPEN PUBLICATION POLICY APPENDIX:

(Thisis not considered part of the license.)

Open Publication works are available in source format via the Open Publication home page at http://works.open-
content.org/.
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Open Publication authors who want to include their own license on Open Publication works may do so, as long
as their terms are not more restrictive than the Open Publication license.

If you have questions about the Open Publication License, please contact TBD, and/or the Open Publication Authors
List at opal @opencontent.org, via email.
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Colophon

Colophon.

This document was written entirely in XML, using Docbook 4.2 XML DTD. The PDF file was generated using
Docbook XSL Stylesheets 1.58.1. Transforming the XML fileto Fo was done using Saxon 6.5.2 and the resulting
Fo file was converted to PDF by XEP 2.77

Emacswas used as the editing processor along with psgml extensions. SUSE Linux 8.1 was the operating platform
for al of the tasks

The Unofficial SUSE FAQ project is aiming to produce documents which are supplementary to those that come
with the distribution itself with an overall objective to provide answersto frequently asked questions

Y ou are more than wel comed to contributeto the project. Details may befind in the project web sitehttp://sf.net/pro
hosted at Sourceforge
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Glossary of terminology

Stateful Firewall

A stateful firewall not only checksfor source and destination | P addresses and port numbers, but it also listens
to al TCP/IP communicationsto make surethat all of the communicationsarefollowing all procedures. Think
of it asarealtime grammer and spell checker for languageslike TELNET, WWW, etc. Hackerstry to re-write
thelanguagetotry to break intoit, crashit, etc. A stateful firewall will see agiven TCP/IP connection running
a"language" like TELNET doing weird stuff that it shouldn't be doing and then it ssmply drops that weird
packet.

Split Zone

The Split Zone feature means that there will be (2) named processes running on your machine. One daemon
will run and answer DNS queriesfor the external interface while the other daemon will answer on theinternal
interface for the private network. This setup hel ps protect your internal network 1P addresses and names from
being exposed to people out on the Internet.

Chroot

The CHROOTed feature means that the named daemon which runsasr oot will runinits own isolated area.
This behavior is very similar to the access that an anonymous FTP user logs in and can only see a subset of
the entire remote file system. The reason to implement thisisthat if some new named security exploit comes
out and a hostile user (cracker) finds your machine, they will be extreamly limited to what they can and can
not do. Thisisagood thing in the name of security. CHROOTing daemons like named isn't perfect but it does
help security.

egress filtering

use googleto look it up basically: only alow source IP'sto match the | P addresses supplied in the connection
drop al outgoing traffic that doesn't have the expected source | P addresses

acknowledgment

Abbreviated ACK. In communications, ACK is a control code, ASCII 06, sent by the receiving computer to
indicate that the data has been received without error and that the next part of the transmission may be sent.

negative acknowledgment

Abbreviated NAK. In communications, a control code, ASCII 21, sent by the receiving computer to indicate
that the data was not properly received and should be sent again.
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