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To clarify this image, consider this. If we get a packet into the first routing decision that is not destined for the local
machine itself, it will be routed through the FORWARD chain. If the packet is, on the other hand, destined for an IP
address that the local machine is listening to, we would send the packet through the INPUT chain and to the local
machine.

Also worth a note, is the fact that packets may be destined for the local machine, but the destination address may be
changed within the PREROUTING chain by doing NAT. Since this takes place before the first routing decision, the
packet will be looked upon after this change. Because of this, the routing may be changed before the routing decision
is done. Do note, that all packets will be going through one or the other path in this image. If you DNAT a packet back
to the same network that it came from, it will still travel through the rest of the chains until it is back out on the
network.

If you feel that you want more information, you could use the rc.test-iptables.txt script. This test script should
give you the necessary rules to test how the tables and chains are traversed.

6.2. mangle table

This table should as we've already noted mainly be used for mangling packets. In other words, you may freely use the
mangle targets within this table, to change TOS (Type Of Service) fields and the like.

(2
You are strongly advised not to use this table for any filtering; nor will any DNAT, SNAT or
Masquerading work in this table.

The following targets are only valid in the mangle table. They can not be used outside the mangle table.
« TOS
« TTL
« MARK

The TOS target is used to set and/or change the Type of Service field in the packet. This could be used for setting up
policies on the network regarding how a packet should be routed and so on. Note that this has not been perfected and
is not really implemented on the Internet and most of the routers don't care about the value in this field, and
sometimes, they act faulty on what they get. Don't set this in other words for packets going to the Internet unless you
want to make routing decisions on it, with iproute2.

The TTL target is used to change the TTL (Time To Live) field of the packet. We could tell packets to only have a
specific TTL and so on. One good reason for this could be that we don't want to give ourself away to nosy Internet
Service Providers. Some Internet Service Providers do not like users running multiple computers on one single
connection, and there are some Internet Service Providers known to look for a single host generating different TTL
values, and take this as one of many signs of multiple computers connected to a single connection.

The MARK target is used to set special mark values to the packet. These marks could then be recognized by the
iproute2 programs to do different routing on the packet depending on what mark they have, or if they don't have any.
We could also do bandwidth limiting and Class Based Queuing based on these marks.

6.3. nat table
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This table should only be used for NAT (Network Address Translation) on different packets. In other words, it should
only be used to translate the packet's source field or destination field. Note that, as we have said before, only the first
packet in a stream will hit this table. After this, the rest of the packets will automatically have the same action taken on
them as the first packet. The actual targets that do these kind of things are:

« DNAT

SNAT

MASQUERADE

REDIRECT

The DNAT target is mainly used in cases where you have a public IP and want to redirect accesses to the firewall to
some other host (on a DMZ for example). In other words, we change the destination address of the packet and reroute
it to the host.

SNAT is mainly used for changing the source address of packets. For the most part you'll hide your local networks or
DMZ, etc. A very good example would be that of a firewall of which we know outside IP address, but need to
substitute our local network's IP numbers with that of our firewall. With this target the firewall will automatically
SNAT and De-SNAT the packets, hence making it possible to make connections from the LAN to the Internet. If your
network uses 192.168.0.0/netmask for example, the packets would never get back from the Internet, because IANA has
regulated these networks (among others) as private and only for use in isolated LANS.

The MASQUERADE target is used in exactly the same way as SNAT, but the MASQUERADE target takes a little
bit more overhead to compute. The reason for this, is that each time that the MASQUERADE target gets hit by a
packet, it automatically checks for the IP address to use, instead of doing as the SNAT target does - just using the
single configured IP address. The MASQUERADE target makes it possible to work properly with Dynamic DHCP IP
addresses that your ISP might provide for your PPP, PPPOE or SLIP connections to the Internet.

6.4. Filter table

The filter table is mainly used for filtering packets. We can match packets and filter them in whatever way we want.

This is the place that we actually take action against packets and look at what they contain and DROP or /ACCEPT
them, depending on their content. Of course we may also do prior filtering; however, this particular table is the place
for which filtering was designed. Almost all targets are usable in this table. We will be more prolific about the filter

table here; however you now know that this table is the right place to do your main filtering.

Chapter 7. The state machine

This chapter will deal with the state machine and explain it in detail. After reading through it, you should have a
complete understanding of how the State machine works. We will also go through a large set of examples on how
states are dealt with within the state machine itself. These should clarify everything in practice.

7.1. Introduction

The state machine is a special part within iptables that should really not be called the state machine at all, since it is
really a connection tracking machine. However, most people recognize it under the first name. Throughout this chapter
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I will use these names more or less as if they were synonymous. This should not be overly confusing. Connection
tracking is done to let the Netfilter framework know the state of a specific connection. Firewalls that implement this
are generally called stateful firewalls. A stateful firewall is generally much more secure than non-stateful firewalls
since it allows us to write much tighter rule-sets.

Within iptables, packets can be related to tracked connections in four different so called states. These are known as
NEW, ESTABLISHED, RELATED and INVALID. We will discuss each of these in more depth later. With the --
state match we can easily control who or what is allowed to initiate new sessions.

All of the connection tracking is done by special framework within the kernel called conntrack. conntrack may be
loaded either as a module, or as an internal part of the kernel itself. Most of the time, we need and want more specific
connection tracking than the default conntrack engine can maintain. Because of this, there are also more specific parts
of conntrack that handles the TCP, UDP or ICMP protocols among others. These modules grab specific, unique,
information from the packets, so that they may keep track of each stream of data. The information that conntrack
gathers is then used to tell conntrack in which state the stream is currently in. For example, UDP streams are,
generally, uniquely identified by their destination IP address, source IP address, destination port and source port.

In previous kernels, we had the possibility to turn on and off defragmentation. However, since iptables and Netfilter
were introduced and connection tracking in particular, this option was gotten rid of. The reason for this is that
connection tracking can not work properly without defragmenting packets, and hence defragmenting has been
incorporated into conntrack and is carried out automatically. It can not be turned off, except by turning off connection
tracking. Defragmentation is always carried out if connection tracking is turned on.

All connection tracking is handled in the PREROUTING chain, except locally generated packets which are handled in
the OUTPUT chain. What this means is that iptables will do all recalculation of states and so on within the
PREROUTING chain. If we send the initial packet in a stream, the state gets set to NEW within the OUTPUT chain,
and when we receive a return packet, the state gets changed in the PREROUTING chain to ESTABLISHED, and so
on. If the first packet is not originated by ourself, the NEW state is set within the PREROUTING chain of course. So,
all state changes and calculations are done within the PREROUTING and OUTPUT chains of the nat table.

7.2. The conntrack entries

Let's take a brief look at a conntrack entry and how to read them in /proc/net/ip_conntrack. This gives a list of all
the current entries in your conntrack database. If you have the ip_conntrack module loaded, a cat of
/proc/net/ip_conntrack might look like:

tcp 6 117 SYN_SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 \
dport=22 JUNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 \
dport=32775 [ASSURED] use=2

This example contains all the information that the conntrack module maintains to know which state a specific
connection is in. First of all, we have a protocol, which in this case is tcp. Next, the same value in normal decimal
coding. After this, we see how long this conntrack entry has to live. This value is set to 117 seconds right now and is
decremented regularly until we see more traffic. This value is then reset to the default value for the specific state that it
is in at that relevant point of time. Next comes the actual state that this entry is in at the present point of time. In the
above mentioned case we are looking at a packet that is in the SYN_SENT state. The internal value of a connection is
slightly different from the ones used externally with iptables. The value SYN_SENT tells us that we are looking at a
connection that has only seen a TCP SYN packet in one direction. Next, we see the source IP address, destination IP
address, source port and destination port. At this point we see a specific keyword that tells us that we have seen no
return traffic for this connection. Lastly, we see what we expect of return packets. The information details the source
IP address and destination IP address (which are both inverted, since the packet is to be directed back to us). The same
thing goes for the source port and destination port of the connection. These are the values that should be of any interest
to us.
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The connection tracking entries may take on a series of different values, all specified in the conntrack headers available
in Iinux/include/netfilter-ipv4/ip_conntrack*.h files. These values are dependent on which sub-protocol of IP
we use. TCP, UDP or ICMP protocols take specific default values as specified in linux/include/netfilter-
ipv4/ip_conntrack.h. We will look closer at this when we look at each of the protocols; however, we will not use
them extensively through this chapter, since they are not used outside of the conntrack internals. Also, depending on
how this state changes, the default value of the time until the connection is destroyed will also change.

H

~ Recently there was a new patch made available in iptables patch-o-matic, called tcp-window-tracking. This
patch adds, among other things, all of the above timeouts to special sysctl variables, which means that they can
be changed on the fly, while the system is still running. Hence, this makes it unnecessary to recompile the
kernel every time you want to change the timeouts.

These can be altered via using specific system calls available in the /proc/sys/net/ipv4/netfilter
directory. You should in particular look at the /proc/sys/net/ipva/netfilter/ip_ct_* variables.

When a connection has seen traffic in both directions, the conntrack entry will erase the [UNREPLIED] flag, and then
reset it. The entry that tells us that the connection has not seen any traffic in both directions, will be replaced by the
[AsSSURED] flag, to be found close to the end of the entry. The [ASSURED] flag tells us that this connection is assured
and that it will not be erased if we reach the maximum possible tracked connections. Thus, connections marked as
[AsSURED] will not be erased, contrary to the non-assured connections (those not marked as [ASSURED]). How many
connections that the connection tracking table can hold depends upon a variable that can be set through the ip-sysctl
functions in recent kernels. The default value held by this entry varies heavily depending on how much memory you
have. On 128 MB of RAM you will get 8192 possible entries, and at 256 MB of RAM, you will get 16376 entries. You
can read and set your settings through the /proc/sys/net/ipv4/ip_conntrack_max setting.

A different way of doing this, that is more efficient, is to set the hashsize option to the ip_conntrack module once this
is loaded. Under normal circumstances ip_conntrack_max equals 8 * hashsize. In other words, setting the hashsize to
4096 will result in ip_conntrack_max being set to 32768 conntrack entries. An example of this would be:

work3:/home/blueflux# modprobe ip_conntrack hashsize=4096
\:/\)’/S;Iég:/home/b lueflux# cat /proc/sys/net/ipv4/ip_conntrack max
work3:/home/blueflux#

7.3. User-land states

As you have seen, packets may take on several different states within the kernel itself, depending on what protocol we
are talking about. However, outside the kernel, we only have the 4 states as described previously. These states can
mainly be used in conjunction with the state match which will then be able to match packets based on their current
connection tracking state. The valid states are NEW, ESTABLISHED, RELATED and INVALID. The following
table will briefly explain each possible state.

Table 7-1. User-land states

State Explanation
The NEW state
tells us that the
packet is the first
packet that we
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see. This means
that the first
packet that the
conntrack module
sees, within a
specific
connection, will
be matched. For
example, if we
see a SYN packet
and it is the first
packet in a
connection that
we see, it will
match. However,
NEW the packet may as
well not be a
SYN packet and
still be
considered NEW.
This may lead to
certain problems
in some
instances, but it
may also be
extremely helpful
when we need to
pick up lost
connections from
other firewalls, or
when a
connection has
already timed

out, but in reality
is not closed.

The
ESTABLISHED
state has seen
traffic in both
directions and
will then
continuously
match those
packets.
ESTABLISHED
connections are
fairly easy to
understand. The
only requirement
to get into an
ESTABLISHED
state is that one
host sends a
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packet, and that it
ESTABLISHED|later on gets a
reply from the
other host. The
NEW state will
upon receipt of
the reply packet
to or through the
firewall change to
the
ESTABLISHED
state. ICMP reply
messages can
also be
considered as
ESTABLISHED,
if we created a
packet that in turn
generated the
reply ICMP
message.

The RELATED
state is one of the
more tricky
states. A
connection is
considered
RELATED when
it is related to
another already
ESTABLISHED
connection. What
this means, is that
for a connection
to be considered
as RELATED,
we must first
have a
connection that is
considered
ESTABLISHED.
The
ESTABLISHED
connection will
then spawn a
connection
outside of the
main connection.
The newly
spawned
connection will
then be
considered
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RELATED, if
the conntrack
module is able to
understand that it
is RELATED.
Some good
RELATED examples of
connections that
can be considered
as RELATED
are the FTP-data
connections that
are considered
RELATED to
the FTP control
port, and the
DCC connections
issued through
IRC. This could
be used to allow
ICMP error
messages, FTP
transfers and
DCC's to work
properly through
the firewall. Do
note that most
TCP protocols
and some UDP
protocols that rely
on this
mechanism are
quite complex
and send
connection
information
within the
payload of the
TCP or UDP data
segments, and
hence require
special helper
modules to be
correctly
understood.

The INVALID
state means that
the packet can't
be identified or
that it does not
have any state.
This may be due
to several
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reasons, such as
the system
running out of
memory or ICMP
error messages
that do not
respond to any
known
connections.
Generally, itis a
good idea to
DROP
everything in this
state.

INVALID

These states can be used together with the --state match to match packets based on their connection tracking state.
This is what makes the state machine so incredibly strong and efficient for our firewall. Previously, we often had to
open up all ports above 1024 to let all traffic back into our local networks again. With the state machine in place this is
not necessary any longer, since we can now just open up the firewall for return traffic and not for all kinds of other
traffic.

7.4. TCP connections

In this section and the upcoming ones, we will take a closer look at the states and how they are handled for each of the
three basic protocols TCP, UDP and ICMP. Also, we will take a closer look at how connections are handled per
default, if they can not be classified as either of these three protocols. We have chosen to start out with the TCP
protocol since it is a stateful protocol in itself, and has a lot of interesting details with regard to the state machine in
iptables.

A TCP connection is always initiated with the 3-way handshake, which establishes and negotiates the actual
connection over which data will be sent. The whole session is begun with a SYN packet, then a SYN/ACK packet and
finally an ACK packet to acknowledge the whole session establishment. At this point the connection is established and
able to start sending data. The big problem is, how does connection tracking hook up into this? Quite simply really.

As far as the user is concerned, connection tracking works basically the same for all connection types. Have a look at
the picture below to see exactly what state the stream enters during the different stages of the connection. As you can
see, the connection tracking code does not really follow the flow of the TCP connection, from the users viewpoint.
Once it has seen one packet(the SYN), it considers the connection as NEW. Once it sees the return
packet(SYN/ACK), it considers the connection as ESTABLISHED. If you think about this a second, you will
understand why. With this particular implementation, you can allow NEW and ESTABLISHED packets to leave your
local network, only allow ESTABLISHED connections back, and that will work perfectly. Conversely, if the
connection tracking machine were to consider the whole connection establishment as NEW, we would never really be
able to stop outside connections to our local network, since we would have to allow NEW packets back in again. To
make things more complicated, there are a number of other internal states that are used for TCP connections inside the
kernel, but which are not available for us in User-land. Roughly, they follow the state standards specified within REC
793 - Transmission Control Protocol on pages 21-23. We will consider these in more detail further along in this
section.
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Client Firewall Server

SYN
] NEW
*  SYN/ACK
- ESTABLISHED

ACK [

As you can see, it is really quite simple, seen from the user's point of view. However, looking at the whole
construction from the kernel's point of view, it's a little more difficult. Let's look at an example. Consider exactly how
the connection states change in the /proc/net/ip_conntrack table. The first state is reported upon receipt of the first
SYN packet in a connection.

tcp 6 117 SYN_SENT src=192.168.1.5 dst=192.168.1.35 sport=1031 \
dport=23 [UNREPLIED] src=192.168.1.35 dst=192.168.1.5 sport=23 \
dport=1031 use=1

As you can see from the above entry, we have a precise state in which a SYN packet has been sent, (the SYN_SENT flag
is set), and to which as yet no reply has been sent (witness the [UNREPLIED] flag). The next internal state will be
reached when we see another packet in the other direction.

tcp 6 57 SYN_RECV src=192.168.1.5 dst=192.168.1.35 sport=1031 \
dpor} 23 src=192.168.1.35 dst=192.168.1.5 sport=23 dport=1031 \
use=

Now we have received a corresponding SYN/ACK in return. As soon as this packet has been received, the state
changes once again, this time to SYN_RECV. SYN_RECV tells us that the original SYN was delivered correctly and that the
SYN/ACK return packet also got through the firewall properly. Moreover, this connection tracking entry has now seen
traffic in both directions and is hence considered as having been replied to. This is not explicit, but rather assumed, as
was the [UNREPLIED] flag above. The final step will be reached once we have seen the final ACK in the 3-way
handshake.

tcp 6 431999 ESTABLISHED src=192.168.1.5 dst=192.168.1.35 \
sport=1031 dport=23 src=192.168.1.35 dst=192.168.1.5 \
sport=23 dport=1031 [ASSURED] use=1

In the last example, we have gotten the final ACK in the 3-way handshake and the connection has entered the
ESTABLISHED state, as far as the internal mechanisms of iptables are aware. Normally, the stream will be ASSURED
by now.

A connection may also enter the ESTABLISHED state, but not be [ASSURED]. This happens if we have connection
pickup turned on (Requires the tcp-window-tracking patch, and the ip_conntrack_tcp_loose to be set to 1 or higher).
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The default, without the tcp-window-tracking patch, is to have this behaviour, and is not changeable.

When a TCP connection is closed down, it is done in the following way and takes the following states.

FIN/ACK
ESTABLISH
ED

ACK

ESTABLISH
ED

CLOSED -

FIN/ACK
ESTABLISH

ED
ACK ;

. CLOSED
- CLOSED

As you can see, the connection is never really closed until the last ACK is sent. Do note that this picture only describes
how it is closed down under normal circumstances. A connection may also, for example, be closed by sending a
RST(reset), if the connection were to be refused. In this case, the connection would be closed down immediately.

When the TCP connection has been closed down, the connection enters the TIME_WAIT state, which is per default set to
2 minutes. This is used so that all packets that have gotten out of order can still get through our rule-set, even after the
connection has already closed. This is used as a kind of buffer time so that packets that have gotten stuck in one or
another congested router can still get to the firewall, or to the other end of the connection.

If the connection is reset by a RST packet, the state is changed to CLOSE. This means that the connection per default
has 10 seconds before the whole connection is definitely closed down. RST packets are not acknowledged in any
sense, and will break the connection directly. There are also other states than the ones we have told you about so far.
Here is the complete list of possible states that a TCP stream may take, and their timeout values.

Table 7-2. Internal states

State ‘Tlmeout‘
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value
NONE 30
minutes
ESTABLISHED]5 days
SYN SENT 2.
- minutes
60
SYN_RECV seconds
FIN WAIT 2.
- minutes
TIME WAIT |2
— minutes
10
CLOSE seconds
CLOSE_WAIT [12 hours
LAST ACK |0
- seconds
LISTEN> 2
minutes

These values are most definitely not absolute. They may change with kernel revisions, and they may also be changed
via the proc file-system in the /proc/sys/net/ipv4/netfilter/ip_ct_tcp_* variables. The default values should,
however, be fairly well established in practice. These values are set in seconds. Early versions of the patch used jiffies
(which was a bug).

=

Also note that the User-land side of the state machine does not look at TCP flags (i.e., RST, ACK, and SYN
are flags) set in the TCP packets. This is generally bad, since you may want to allow packets in the NEW state
to get through the firewall, but when you specify the NEW flag, you will in most cases mean SYN packets.

This is not what happens with the current state implementation; instead, even a packet with no bit set or an
ACK flag, will count as NEW. This can be used for redundant firewalling and so on, but it is generally
extremely bad on your home network, where you only have a single firewall. To get around this behavior, you
could use the command explained in the State NEW packets but no SYN bit set section of the Common
problems and questions appendix. Another way is to install the tcp-window-tracking extension from patch-
o-matic, and set the /proc/sys/net/ipv4/netfilter/ip_conntrack_tcp_loose to zero, which will make
the firewall drop all NEW packets with anything but the SYN flag set.

7.5. UDP connections

UDP connections are in themselves not stateful connections, but rather stateless. There are several reasons why,
mainly because they don't contain any connection establishment or connection closing; most of all they lack
sequencing. Receiving two UDP datagrams in a specific order does not say anything about the order in which they
were sent. It is, however, still possible to set states on the connections within the kernel. Let's have a look at how a
connection can be tracked and how it might look in conntrack.
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Client Firewall Server

UDP Packet

s UDP Packet

- ESTABLISHED -

e & & 9

As you can see, the connection is brought up almost exactly in the same way as a TCP connection. That is, from the
user-land point of view. Internally, conntrack information looks quite a bit different, but intrinsically the details are the
same. First of all, let's have a look at the entry after the initial UDP packet has been sent.

udp 17 20 src=192.168.1.2 dst=192.168.1.5 sport=137 dport=1025 \
UNREPLIED] src=192.168.1.5 dst=192.168.1.2 sport=1025 \
port=137 use=1

As you can see from the first and second values, this is an UDP packet. The first is the protocol name, and the second
is protocol number. This is just the same as for TCP connections. The third value marks how many seconds this state
entry has to live. After this, we get the values of the packet that we have seen and the future expectations of packets
over this connection reaching us from the initiating packet sender. These are the source, destination, source port and
destination port. At this point, the [UNREPLIED] flag tells us that there's so far been no response to the packet. Finally,
we get a brief list of the expectations for returning packets. Do note that the latter entries are in reverse order to the
first values. The timeout at this point is set to 30 seconds, as per default.

udp 17 170 src=192.168.1.2 dst=192.168.1.5 sport=137 \
dport=1025 src=192.168.1.5 dst=192.168.1.2 sport=1025 \
dport=137 [ASSURED] use=1

At this point the server has seen a reply to the first packet sent out and the connection is now considered as
ESTABLISHED. This is not shown in the connection tracking, as you can see. The main difference is that the
[UNREPLIED] flag has now gone. Moreover, the default timeout has changed to 180 seconds - but in this example that's
by now been decremented to 170 seconds - in 10 seconds' time, it will be 160 seconds. There's one thing that's missing,
though, and can change a bit, and that is the [ASSURED] flag described above. For the [ASSURED] flag to be set on a
tracked connection, there must have been a legitimate reply packet to the NEW packet.

udp 17 175 src=192.168.1.5 dst=195.22.79.2 sport=1025 \
dport=53 src=195.22.79.2 dst=192.168.1.5 sport=53 \
dport=1025 [ASSURED] use=1

At this point, the connection has become assured. The connection looks exactly the same as the previous example. If
this connection is not used for 180 seconds, it times out. 180 Seconds is a comparatively low value, but should be
sufficient for most use. This value is reset to its full value for each packet that matches the same entry and passes
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through the firewall, just the same as for all of the internal states.

7.6. ICMP connections

ICMP packets are far from a stateful stream, since they are only used for controlling and should never establish any
connections. There are four ICMP types that will generate return packets however, and these have 2 different states.
These ICMP messages can take the NEW and ESTABLISHED states. The ICMP types we are talking about are Echo
request and reply, Timestamp request and reply, Information request and reply and finally Address mask request and
reply. Out of these, the timestamp request and information request are obsolete and could most probably just be
dropped. However, the Echo messages are used in several setups such as pinging hosts. Address mask requests are not
used often, but could be useful at times and worth allowing. To get an idea of how this could look, have a look at the
following image.

Client Firewall Server

ICMP Echo
Request
NEW r
ICMP Echo |
Reply |
~ BSTABLISHED |
Client
Processing

As you can see in the above picture, the host sends an echo request to the target, which is considered as NEW by the
firewall. The target then responds with a echo reply which the firewall considers as state ESTABLISHED. When the
first echo request has been seen, the following state entry goes into the ip_conntrack.

icmp 1 25 src=192.168.1.6 dst=192.168.1.10 type=8 code=0 \
1d=33029 UNREPLIED% src=192.168.1.10 dst=192.168.1.6 \
type=0 code=0 i1d=33029 use=1

This entry looks a little bit different from the standard states for TCP and UDP as you can see. The protocol is there,
and the timeout, as well as source and destination addresses. The problem comes after that however. We now have 3
new fields called type, code and id. They are not special in any way, the type field contains the ICMP type and the
code field contains the ICMP code. These are all available in ICMP types appendix. The final id field, contains the
ICMP ID. Each ICMP packet gets an ID set to it when it is sent, and when the receiver gets the ICMP message, it sets
the same ID within the new ICMP message so that the sender will recognize the reply and will be able to connect it
with the correct ICMP request.

The next field, we once again recognize as the [UNREPLIED] flag, which we have seen before. Just as before, this flag
tells us that we are currently looking at a connection tracking entry that has seen only traffic in one direction. Finally,
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we see the reply expectation for the reply ICMP packet, which is the inversion of the original source and destination 1P
addresses. As for the type and code, these are changed to the correct values for the return packet, so an echo request is
changed to echo reply and so on. The ICMP ID is preserved from the request packet.

The reply packet is considered as being ESTABLISHED, as we have already explained. However, we can know for
sure that after the ICMP reply, there will be absolutely no more legal traffic in the same connection. For this reason,
the connection tracking entry is destroyed once the reply has traveled all the way through the Netfilter structure.

In each of the above cases, the request is considered as NEW, while the reply is considered as ESTABLISHED. Let's
consider this more closely. When the firewall sees a request packet, it considers it as NEW. When the host sends a
reply packet to the request it is considered ESTABLISHED.

Note that this means that the reply packet must match the criterion given by the connection tracking entry to be
considered as established, just as with all other traffic types.

ICMP requests has a default timeout of 30 seconds, which you can change in the
/proc/sys/net/ipv4/netfilter/ip_ct_icmp_timeout entry. This should in general be a good timeout value, since it
will be able to catch most packets in transit.

Another hugely important part of ICMP is the fact that it is used to tell the hosts what happened to specific UDP and
TCP connections or connection attempts. For this simple reason, ICMP replies will very often be recognized as
RELATED to original connections or connection attempts. A simple example would be the ICMP Host unreachable
or ICMP Network unreachable. These should always be spawned back to our host if it attempts an unsuccessful
connection to some other host, but the network or host in question could be down, and hence the last router trying to
reach the site in question will reply with an ICMP message telling us about it. In this case, the ICMP reply is
considered as a RELATED packet. The following picture should explain how it would look.

Client Firewall Server

SYN

1 NEW
. ICMP Net
Unreachable
RELATED r

Client I
aborts

In the above example, we send out a SYN packet to a specific address. This is considered as a NEW connection by
the firewall. However, the network the packet is trying to reach is unreachable, so a router returns a network
unreachable ICMP error to us. The connection tracking code can recognize this packet as RELATED. thanks to the
already added tracking entry, so the ICMP reply is correctly sent to the client which will then hopefully abort.
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Meanwhile, the firewall has destroyed the connection tracking entry since it knows this was an error message.

The same behavior as above is experienced with UDP connections if they run into any problem like the above. All
ICMP messages sent in reply to UDP connections are considered as RELATED. Consider the following image.

Client Firewall Server

UDP Packet
. NEW
ICMP Net
Prohibited
RELATED -
Client I
aborts

This time an UDP packet is sent to the host. This UDP connection is considered as NEW. However, the network is
administratively prohibited by some firewall or router on the way over. Hence, our firewall receives a ICMP Network
Prohibited in return. The firewall knows that this ICMP error message is related to the already opened UDP
connection and sends it as a RELATED packet to the client. At this point, the firewall destroys the connection
tracking entry, and the client receives the ICMP message and should hopefully abort.

7.7. Default connections

In certain cases, the conntrack machine does not know how to handle a specific protocol. This happens if it does not
know about that protocol in particular, or doesn't know how it works. In these cases, it goes back to a default behavior.
The default behavior is used on, for example, NETBLT, MUX and EGP. This behavior looks pretty much the same as
the UDP connection tracking. The first packet is considered NEW, and reply traffic and so forth is considered
ESTABLISHED.

When the default behavior is used, all of these packets will attain the same default timeout value. This can be set via
the /proc/sys/net/ipv4/netfilter/ip_ct_generic_timeout variable. The default value here is 600 seconds, or 10
minutes. Depending on what traffic you are trying to send over a link that uses the default connection tracking
behavior, this might need changing. Especially if you are bouncing traffic through satellites and such, which can take a
long time.

7.8. Complex protocols and connection tracking

Certain protocols are more complex than others. What this means when it comes to connection tracking, is that such
protocols may be harder to track correctly. Good examples of these are the ICQ, IRC and FTP protocols. Each and
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every one of these protocols carries information within the actual data payload of the packets, and hence requires
special connection tracking helpers to enable it to function correctly.

This is a list of the complex protocols that has support inside the linux kernel, and which kernel version it was
introduced in.

Table 7-3. Complex protocols support

Protocol name Kernel
versions
FTP 2.3
IRC 2.3
TFTP 2.5
Amanda 25
. FTP
« IRC
« TFTP

Let's take the FTP protocol as the first example. The FTP protocol first opens up a single connection that is called the
FTP control session. When we issue commands through this session, other ports are opened to carry the rest of the data
related to that specific command. These connections can be done in two ways, either actively or passively. When a
connection is done actively, the FTP client sends the server a port and IP address to connect to. After this, the FTP
client opens up the port and the server connects to that specified port from a random unprivileged port (>1024) and

sends the data over it.

The problem here is that the firewall will not know about these extra connections, since they were negotiated within the
actual payload of the protocol data. Because of this, the firewall will be unable to know that it should let the server
connect to the client over these specific ports.

The solution to this problem is to add a special helper to the connection tracking module which will scan through the
data in the control connection for specific syntaxes and information. When it runs into the correct information, it will
add that specific information as RELATED and the server will be able to track the connection, thanks to that
RELATED entry. Consider the following picture to understand the states when the FTP server has made the
connection back to the client.
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Client Firewall Server

SYN

RELATED -
SYN/ACK -
1 ESTABLISHED |

1 ACK

Passive FTP works the opposite way. The FTP client tells the server that it wants some specific data, upon which the
server replies with an IP address to connect to and at what port. The client will, upon receipt of this data, connect to
that specific port, from its own port 20(the FTP-data port), and get the data in question. If you have an FTP server
behind your firewall, you will in other words require this module in addition to your standard iptables modules to let
clients on the Internet connect to the FTP server properly. The same goes if you are extremely restrictive to your users,
and only want to let them reach HTTP and FTP servers on the Internet and block all other ports. Consider the
following image and its bearing on Passive FTP.

Client Firewall Server

SYN
*  RELATED
» SYN/ACK
- ESTABLISHED -

ACK r

Some conntrack helpers are already available within the kernel itself. More specifically, the FTP and IRC protocols
have conntrack helpers as of writing this. If you can not find the conntrack helpers that you need within the kernel
itself, you should have a look at the patch-o-matic tree within user-land iptables. The patch-o-matic tree may contain
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more conntrack helpers, such as for the ntalk or H.323 protocols. If they are not available in the patch-o-matic tree,
you have a number of options. Either you can look at the CVS source of iptables, if it has recently gone into that tree,
or you can contact the Netfilter-devel mailing list and ask if it is available. If it is not, and there are no plans for adding
it, you are left to your own devices and would most probably want to read the Rusty Russell's Unreliable Netfilter
Hacking HOW-TO which is linked from the Other resources and links appendix.

Conntrack helpers may either be statically compiled into the kernel, or as modules. If they are compiled as modules,
you can load them with the following command

modprobe ip_conntrack Fftp
modprobe ip_conntrack irc
modprobe ip_conntrack tftp
modprobe ip_conntrack amanda

Do note that connection tracking has nothing to do with NAT, and hence you may require more modules if you are
NAT'ing connections as well. For example, if you were to want to NAT and track FTP connections, you would need
the NAT module as well. All NAT helpers starts with ip_nat_ and follow that naming convention; so for example the
FTP NAT helper would be named ip_nat_ftp and the IRC module would be named ip_nat_irc. The conntrack helpers
follow the same naming convention, and hence the IRC conntrack helper would be named ip_conntrack _irc, while the
FTP conntrack helper would be named ip_conntrack_ftp.

Chapter 8. Saving and restoring large rule-sets

The iptables package comes with two more tools that are very useful, specially if you are dealing with larger rule-sets.
These two tools are called iptables-save and iptables-restore and are used to save and restore rule-sets to a specific
file-format that looks quite a bit different from the standard shell code that you will see in the rest of this tutorial.

(2]
iptables-restore can be used together with scripting languages. The big problem is that you will need to output

the results into the stdin of iptables-restore. If you are creating a very big ruleset (several thousand rules) this
might be a very good idea, since it will be much faster to insert all the new rules. For example, you would then
run make_rules.sh | iptables-restore.

8.1. Speed considerations

One of the largest reasons for using the iptables-save and iptables-restore commands is that they will speed up the
loading and saving of larger rule-sets considerably. The main problem with running a shell script that contains iptables
rules is that each invocation of iptables within the script will first extract the whole rule-set from the Netfilter kernel
space, and after this, it will insert or append rules, or do whatever change to the rule-set that is needed by this specific
command. Finally, it will insert the new rule-set from its own memory into kernel space. Using a shell script, this is
done for each and every rule that we want to insert, and for each time we do this, it takes more time to extract and
insert the rule-set.

To solve this problem, there is the iptables-save and restore commands. The iptables-save command is used to save
the rule-set into a specially formatted text-file, and the iptables-restore command is used to load this text-file into
kernel again. The best parts of these commands is that they will load and save the rule-set in one single request.
iptables-save will grab the whole rule-set from kernel and save it to a file in one single movement. iptables-restore
will upload that specific rule-set to kernel in a single movement for each table. In other words, instead of dropping the
rule-set out of kernel some 30,000 times, for really large rule-sets, and then upload it to kernel again that many times,
we can now save the whole thing into a file in one movement and then upload the whole thing in as little as three
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movements depending on how many tables you use.

As you can understand, these tools are definitely something for you if you are working on a huge set of rules that
needs to be inserted. However, they do have drawbacks that we will discuss more in the next section.

8.2. Drawbacks with restore

As you may have already wondered, can iptables-restore handle any kind of scripting? So far, no, it cannot and it will
most probably never be able to. This is the main flaw in using iptables-restore since you will not be able to do a huge
set of things with these files. For example, what if you have a connection that has a dynamically assigned IP address
and you want to grab this dynamic IP every-time the computer boots up and then use that value within your scripts?
With iptables-restore, this is more or less impossible.

One possibility to get around this is to make a small script which grabs the values you would like to use in the script,
then sed the iptables-restore file for specific keywords and replace them with the values collected via the small script.
At this point, you could save it to a temporary file, and then use iptables-restore to load the new values. This causes a
lot of problems however, and you will be unable to use iptables-save properly since it would probably erase your
manually added keywords in the restore script. It is, in other words, a clumsy solution.

A second possibility is to do as previously described. Make a script that outputs rules in iptables-restore format, and
then feed them on standard input of iptables-restore. For very large rulesets this would be to be preferred over
running iptables itself, since it has a bad habit of taking a lot of processing power on very large rulesets as previously
described in this chapter.

Another solution is to load the iptables-restore scripts first, and then load a specific shell script that inserts more
dynamic rules in their proper places. Of course, as you can understand, this is just as clumsy as the first solution.
iptables-restore is simply not very well suited for configurations where IP addresses are dynamically assigned to your
firewall or where you want different behaviors depending on configuration options and so on.

Another drawback with iptables-restore and iptables-save is that it is not fully functional as of writing this. The
problem is simply that not a lot of people use it as of today and hence there are not a lot of people finding bugs, and in
turn some matches and targets will simply be inserted badly, which may lead to some strange behaviors that you did
not expect. Even though these problems exist, I would highly recommend using these tools which should work
extremely well for most rule-sets as long as they do not contain some of the new targets or matches that it does not
know how to handle properly.

8.3. iptables-save

The iptables-save command is, as we have already explained, a tool to save the current rule-set into a file that
iptables-restore can use. This command is quite simple really, and takes only two arguments. Take a look at the
following example to understand the syntax of the command.

iptables-save [-c] [-t table]

The -c argument tells iptables-save to keep the values specified in the byte and packet counters. This could for
example be useful if we would like to reboot our main firewall, but not lose byte and packet counters which we may
use for statistical purposes. Issuing a iptables-save command with the -¢ argument would then make it possible for us
to reboot without breaking our statistical and accounting routines. The default value is, of course, to not keep the
counters intact when issuing this command.

The -t argument tells the iptables-save command which tables to save. Without this argument the command will
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automatically save all tables available into the file. The following is an example on what output you can expect from
the iptables-save command if you do not have any rule-set loaded.

ﬁfG?nerated by iptables-save v1.2.6a on Wed Apr 24 10:19:17 2002

ilter
:INPUT ACCEPT [404:19766]

- FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [530:43376]

COMMIT

# Completed on Wed APr 24 10:19:17 2002

ﬁ Gen?rated by iptables-save vl1.2.6a on Wed Apr 24 10:19:17 2002
mangle

PREROUTING ACCEPT [451:22060]

:INPUT ACCEPT [451:22060]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [594:47151]

POSTROUTING ACCEPT [594:47151]

COMMIT

# Completed on Wed APr 24 10:19:17 2002

i Generated by iptables-save vl1.2.6a on Wed Apr 24 10:19:17 2002
nat

:PREROUTING ACCEPT [0:0]

POSTROUTING ACCEPT [3:450]

:OUTPUT ACCEPT [3:450]

COMMIT

# Completed on Wed Apr 24 10:19:17 2002

This contains a few comments starting with a # sign. Each table is marked like *<table-name>, for example *mangle.
Then within each table we have the chain specifications and rules. A chain specification looks like :<chain-name>
<chain-policy> [<packet-counter>:<byte-counter>]. The chain-name may be for example PREROUTING, the policy
is described previously and can, for example, be ACCEPT. Finally the packet-counter and byte-counters are the same
counters as in the output from iptables -L -v. Finally, each table declaration ends in a commIT keyword. The cCoMmIT
keyword tells us that at this point we should commit all rules currently in the pipeline to kernel.

The above example is pretty basic, and hence | believe it is nothing more than proper to show a brief example which
contains a very small Iptables-save ruleset. If we would run iptables-save on this, it would look something like this in
the output:

ﬁfG?nerated by iptables-save vl1.2.6a on Wed Apr 24 10:19:55 2002
ilter
INPUT DROP [1:229
:FORWARD DROP 0 O
:OUTPUT DROP :0
-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
-A FORWARD -i ethO -m state --state RELATED,ESTABLISHED -j ACCEPT
-A FORWARD -i ethl -m state --state NEW,RELATED, ESTABLISHED -j ACCEPT
68M8?¥PUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
# Completed on Wed APr 24 10:19:55 2002
f Gen?rated by iptables-save vl1.2.6a on Wed Apr 24 10:19:55 2002
mangle
:PREROUTING ACCEPT 5658 32445]
:INPUT ACCEPT [658:32445]
:FORWARD ACCEPT g %
:OUTPUT ACCEPT 8234]
:POSTROUTING ACCEPT [891: 68234]
COMMIT
# Completed on Wed Apr 24 10:19:55 2002
ﬁ Generated by iptables-save v1.2.6a on Wed Apr 24 10:19:55 2002
nat
:PREROUTING ACCEPT [1:229]
:POSTROUTING ACCEPT g3:450]
:OUTPUT ACCEPT [3:450]
68M5?$TROUTING -0 ethO -j SNAT --to-source 195.233.192.1
# Completed on Wed Apr 24 10:19:55 2002

As you can see, each command has now been prefixed with the byte and packet counters since we used the -c
argument. Except for this, the command-line is quite intact from the script. The only problem now, is how to save the
output to a file. Quite simple, and you should already know how to do this if you have used linux at all before. It is
only a matter of piping the command output on to the file that you would like to save it as. This could look like the
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following:
iptables-save -c > /etc/iptables-save

The above command will in other words save the whole rule-set to a file called /etc/iptables-save with byte and
packet counters still intact.

8.4. iptables-restore

The iptables-restore command is used to restore the iptables rule-set that was saved with the iptables-save
command. It takes all the input from standard input and can't load from files as of writing this, unfortunately. This is
the command syntax for iptables-restore:

iptables-restore [-c] [-n]

The -c argument restores the byte and packet counters and must be used if you want to restore counters that were
previously saved with iptables-save. This argument may also be written in its long form --counters.

The -n argument tells iptables-restore to not overwrite the previously written rules in the table, or tables, that it is
writing to. The default behavior of iptables-restore is to flush and destroy all previously inserted rules. The short -n
argument may also be replaced with the longer format --noflush.

To load a rule-set with the iptables-restore command, we could do this in several ways, but we will mainly look at
the simplest and most common way here.

cat /etc/iptables-save | iptables-restore -c

The following will also work:

iptables-restore -c < /etc/iptables-save

This would cat the rule-set located within the Zetc/iptables-save file and then pipe it to iptables-restore which
takes the rule-set on the standard input and then restores it, including byte and packet counters. It is that simple to
begin with. This command could be varied until oblivion and we could show different piping possibilities, however,
this is a bit out of the scope of this chapter, and hence we will skip that part and leave it as an exercise for the reader
to experiment with.

The rule-set should now be loaded properly to kernel and everything should work. If not, you may possibly have run
into a bug in these commands.

Chapter 9. How a rule is built

This chapter and the upcoming three chapters will discuss at length how to build your own rules. A rule could be
described as the directions the firewall will adhere to when blocking or permitting different connections and packets in
a specific chain. Each line you write that's inserted in a chain should be considered a rule. We will also discuss the
basic matches that are available, and how to use them, as well as the different targets and how we can construct new
targets of our own (i.e.,new sub chains).

This chapter will deal with the raw basics of how a rule is created and how you write it and enter it so that it will be
accepted by the userspace program iptables, the different tables, as well as the commands that you can issue to
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iptables. After that we will in the next chapter look at all the matches that are available to iptables, and then get more
into detail of each type of target and jump.

9.1. Basics of the iptables command

As we have already explained, each rule is a line that the kernel looks at to find out what to do with a packet. If all the
criteria - or matches - are met, we perform the target - or jJump - instruction. Normally we would write our rules in a
syntax that looks something like this:

iptables [-t table] command [match] [target/jump]

There is nothing that says that the target instruction has to be the last function in the line. However, you would usually
adhere to this syntax to get the best readability. Anyway, most of the rules you'll see are written in this way. Hence, if
you read someone else's script, you'll most likely recognize the syntax and easily understand the rule.

If you want to use a table other than the standard table, you could insert the table specification at the point at which
[table] is specified. However, it is not necessary to state explicitly what table to use, since by default iptables uses the
filter table on which to implement all commands. Neither do you have to specify the table at just this point in the rule.
It could be set pretty much anywhere along the line. However, it is more or less standard to put the table specification
at the beginning.

One thing to think about though: The command should always come first, or alternatively directly after the table
specification. We use ‘command' to tell the program what to do, for example to insert a rule or to add a rule to the end
of the chain, or to delete a rule. We shall take a further look at this below.

The match is the part of the rule that we send to the kernel that details the specific character of the packet, what makes
it different from all other packets. Here we could specify what IP address the packet comes from, from which network
interface, the intended IP address, port, protocol or whatever. There is a heap of different matches that we can use that
we will look closer at further on in this chapter.

Finally we have the target of the packet. If all the matches are met for a packet, we tell the kernel what to do with it.
We could, for example, tell the kernel to send the packet to another chain that we've created ourselves, and which is
part of this particular table. We could tell the kernel to drop the packet dead and do no further processing, or we could
tell the kernel to send a specified reply to the sender. As with the rest of the content in this section, we'll look closer at
it further on in the chapter.

9.2. Tables

The -t option specifies which table to use. Per default, the filter table is used. We may specify one of the following
tables with the -t option. Do note that this is an extremely brief summary of some of the contents of the Traversing of
tables and chains chapter.

Table 9-1. Tables

Table | Explanation
The nat table is
used mainly for
Network Address
Translation.
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"NAT"ed packets
get their IP
addresses altered,
according to our
rules. Packets in
a stream only
traverse this table
once. We assume
that the first
packet of a
stream is
allowed. The rest
of the packets in
the same stream
are automatically
"NAT"ed or
Masqueraded etc,
and will be
subject to the
same actions as
the first packet.
These will, in
other words, not
go through this
table again, but
will nevertheless
be treated like the
first packet in the
stream. This is
the main reason
why you should
not do any
filtering in this
table, which we
will discuss at
greater length
further on. The
PREROUTING
chain is used to
alter packets as
soon as they get
in to the firewall.
The OUTPUT
chain is used for
altering locally
generated packets
(i.e., on the
firewall) before
they get to the
routing decision.
Finally we have
the
POSTROUTING
chain which is

nat
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used to alter
packets just as
they are about to
leave the firewall.

This table is used
mainly for
mangling
packets. Among
other things, we
can change the
contents of
different packets
and that of their
headers.
Examples of this
would be to
change the TTL,
TOS or MARK.
Note that the
MARK is not
really a change to
the packet, but a
mark value for
the packet is set
in kernel space.
Other rules or
programs might
use this mark
further along in
the firewall to
filter or do
advanced routing
on; tc is one
example. The
table consists of
five built in
chains, the
PREROUTING,
POSTROUTING,
OUTPUT,
INPUT and
FORWARD
chains.
PREROUTING
is used for
altering packets
just as they enter
mangle|the firewall and
before they hit
the routing
decision.
POSTROUTING
is used to mangle
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packets just after
all routing
decisions have
been made.
OUTPUT is used
for altering
locally generated
packets after they
enter the routing
decision. INPUT
is used to alter
packets after they
have been routed
to the local
computer itself,
but before the
user space
application
actually sees the
data. FORWARD
is used to mangle
packets after they
have hit the first
routing decision,
but before they
actually hit the
last routing
decision. Note
that mangle can't
be used for any
kind of Network
Address
Translation or
Masquerading,
the nat table was
made for these
kinds of
operations.

The filter table
should be used
exclusively for
filtering packets.
For example, we
could DROP,
LOG, ACCEPT
or REJECT
packets without
problems, as we
can in the other
tables. There are
three chains built
in to this table.
The first one is
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named
FORWARD and
filter |is used on all
non-locally
generated packets
that are not
destined for our
local host (the
firewall, in other
words). INPUT is
used on all
packets that are
destined for our
local host (the
firewall) and
OUTPUT is
finally used for
all locally
generated
packets.

The above details should have explained the basics about the three different tables that are available. They should be
used for totally different purposes, and you should know what to use each chain for. If you do not understand their
usage, you may well dig a pit for yourself in your firewall, into which you will fall as soon as someone finds it and
pushes you into it. We have already discussed the requisite tables and chains in more detail within the Traversing of
tables and chains chapter. If you do not understand this fully, | advise you to go back and read through it again.

9.3. Commands

In this section we will cover all the different commands and what can be done with them. The command tells iptables
what to do with the rest of the rule that we send to the parser. Normally we would want either to add or delete
something in some table or another. The following commands are available to iptables:

Table 9-2. Commands

Command |-A, --append
iptables -A
INPUT ...
This
command
appends the
rule to the
end of the
chain. The
rule will in
other words
always be put
last in the
rule-set and
hence be

Example

Explanation
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checked last,
unless you
append more
rules later on.
Command |-D, --delete
iptables -D
INPUT --
dport 80 -j
DROP,
iptables -D
INPUT 1
This
command
deletes a rule
in a chain.
This could be
done in two
ways; either
by entering
the whole rule
to match (as
in the first
example), or
by specifying
the rule
number that
you want to
match. If you
use the first
Explanation/method, your
entry must
match the
entry in the
chain exactly.
If you use the
second
method, you
must match
the number of
the rule you
want to
delete. The
rules are
numbered
from the top
of each chain,
starting with
number 1.

Command |-R, --replace
iptables -R
INPUT 1-s

192.168.0.1 -j
DROP

Example

Example
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This
command
replaces the
old entry at
the specified
line. It works
in the same
way as the --
delete
command, but
instead of
totally
deleting the
entry, it will
replace it with
a new entry.
The main use
for this might
be while
you're
experimenting
with iptables.
Command |-1, --insert
iptables -1
INPUT 1 --
dport 80 -}
ACCEPT
Insert a rule
somewhere in
a chain. The
rule is
inserted as the
actual number
that we
specify. In
other words,
the above
Explanationexample
would be
inserted as
rule 1 in the
INPUT chain,
and hence
from now on
it would be
the very first
rule in the
chain.
Command |-L, --list
iptables -L
INPUT

This
command

Explanation

Example

Example
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lists all the
entries in the
specified
chain. In the
above case,
we would list
all the entries
in the INPUT
chain. It's also
legal to not
specify any
chain at all. In
the last case,
the command
would list all
the chains in
the specified
table (To
specify a
table, see the
Tables
section). The
exact output
is affected by
other options
sent to the
parser, for
example the -
nand -v
options, etc.
Command |-F, --flush
iptables -F
INPUT

This
command
flushes all
rules from the
specified
chain and is
equivalent to
deleting each
rule one by
one, but is
quite a bit
faster. The
command can
be used
without
options, and
will then
delete all
rules in all
chains within

Explanation

Example

Explanation
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the specified
table.

Command |-Z, --zero
iptables -Z
INPUT

This
command
tells the
program to
zero all
counters in a
specific chain,
or in all
chains. If you
have used the
-v option with
the -L
command,
you have
probably seen
the packet
counter at the
beginning of
each field. To
Explanation|zero this
packet
counter, use
the -Z option.
This option
works the
same as -L,
except that -Z
won't list the
rules. If -L
and -Z is
used together
(which is
legal), the
chains will
first be listed,
and then the
packet
counters are
zeroed.

-N, --new-
chain
iptables -N
allowed

This
command
tells the
kernel to
create a new

Example

Command

Example
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chain of the
specified
name in the
specified
table. In the
Explanationjabove
example we
create a chain
called
allowed. Note
that there
must not
already be a
chain or
target of the
same name.

-X, --delete-
chain
iptables -X
allowed

This
command
deletes the
specified
chain from
the table. For
this command
to work, there
must be no
rules that
refer to the
chain that is
to be deleted.
In other
words, you
would have to
Explanation|replace or
delete all
rules referring
to the chain
before
actually
deleting the
chain. If this
command is
used without
any options,
all chains but
those built in
to the
specified
table will be
deleted.

Command

Example
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Command |-P, --policy
iptables -P
Example |[INPUT
DROP

This
command
tells the
kernel to set a
specified
default target,
or policy, on
a chain. All
packets that
don't match
Explanation|any rule will
then be forced
to use the
policy of the
chain. Legal
targets are
DROP and
ACCEPT
(There might
be more, mail
me if so).

-E, --
Command |rename-
chain
iptables -E
Example |allowed
disallowed
The -E
command
tells iptables
to change the
first name of
a chain, to the
second name.
In the
example
above we
would, in
other words,
change the
Explanation\name of the
chain from
allowed to
disallowed.
Note that this
will not affect
the actual
way the table
will work. It
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is, in other
words, just a
cosmetic
change to the
table.

You should always enter a complete command line, unless you just want to list the built-in help for iptables or get the
version of the command. To get the version, use the -v option and to get the help message, use the -h option. As usual,
in other words. Next comes a few options that can be used with various different commands. Note that we tell you
with which commands the options can be used and what effect they will have. Also note that we do not include any
options here that affect rules or matches. Instead, we'll take a look at matches and targets in a later section of this

chapter.

Table 9-3. Options

Option -v, --verbose
Commands used T'I'St' --append, --
i insert, --delete, --
with
replace

Explanation
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This command gives
verbose output and is
mainly used together
with the --list
command. If used
together with the --
list command, it
outputs the interface
address, rule options
and TOS masks. The
--list command will
also include a bytes
and packet counter
for each rule, if the -
-verbose option is
set. These counters
uses the K (x1000),
M (x1,000,000) and
G (x1,000,000,000)
multipliers. To
overrule this and get
exact output, you can
use the -x option,
described later. If
this option is used
with the --append, -
-insert, --delete or -
-replace commands,
the program will
output detailed
information on how
the rule was
interpreted and
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whether it was
inserted correctly,
etc.

Option -X, --exact
Commands used
with

--list

This option expands
the numerics. The
output from --list
will in other words
not contain the K, M
or G multipliers.
Instead we will get
an exact output from
the packet and byte
counters of how
many packets and
bytes that have
matched the rule in
question. Note that
this option is only
usable in the --list
command and isn't
really relevant for
any of the other
commands.

Option -n, --numeric
Commands used
with

Explanation

--list

This option tells
iptables to output
numerical values. IP
addresses and port
numbers will be
printed by using their
numerical values and
not host-names,
network names or
application names.
This option is only
applicable to the --
list command. This
option overrides the
default of resolving
all numerics to hosts
and names, where
this is possible.

Option --line-numbers

Commands used
with

Explanation

--list

The --line-numbers
command, together
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with the --list
command, is used to
output line numbers.
Using this option,
each rule is output
Explanation with its number. It
could be convenient
to know which rule
has which number
when inserting rules.
This option only
works with the --list

command.
Option -c, --set-counters
Commands used |--insert, --append, -
with -replace

This option is used
when creating a rule
or modifying it in
some way. We can
then use the option
to initialize the
packet and byte
counters for the rule.
The syntax would be
something like --set-
counters 20 4000,
which would tell the
kernel to set the
packet counter to 20
and byte counter to
4000.

Option --modprobe

Cgmmands used All
with

Explanation

The --modprobe
option is used to tell
iptables which
module to use when
probing for modules
or adding them to the
kernel. It could be
used if your
modprobe command
is not somewhere in
Explanation the search path etc.
In such cases, it
might be necessary
to specify this option
so the program
knows what to do in
case a needed
module is not loaded.
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This option can be
used with all
commands.

Chapter 10. Iptables matches

In this chapter we'll talk a bit more about matches. I've chosen to narrow down the matches into five different
subcategories. First of all we have the generic matches, which can be used in all rules. Then we have the TCP matches
which can only be applied to TCP packets. We have UDP matches which can only be applied to UDP packets, and
ICMP matches which can only be used on ICMP packets. Finally we have special matches, such as the state, owner
and limit matches and so on. These final matches have in turn been narrowed down to even more subcategories, even
though they might not necessarily be different matches at all. |1 hope this is a reasonable breakdown and that all people
out there can understand it.

As you may already understand if you have read the previous chapters, a match is something that specifies a special
condition within the packet that must be true (or false). A single rule can contain several matches of these kinds. For
example, we may want to match packets that come from a specific host on a our local area network, and on top of that
only from specific ports on that host. We could then use matches to tell the rule to only apply the target - or jump
specification - on packets that have a specific source address, that come in on the interface that connects to the LAN
and the packets must be one of the specified ports. If any one of these matches fails (e.g., the source address isn't
correct, but everything else is true), the whole rule fails and the next rule is tested on the packet. If all matches are true,
however, the target specified by the rule is applied.

10.1. Generic matches

This section will deal with Generic matches. A generic match is a kind of match that is always available, whatever
kind of protocol we are working on, or whatever match extensions we have loaded. No special parameters at all are
needed to use these matches; in other words. | have also included the --protocol match here, even though it is more
specific to protocol matches. For example, if we want to use a TCP match, we need to use the --protocol match and
send TCP as an option to the match. However, --protocol is also a match in itself, since it can be used to match
specific protocols. The following matches are always available.

Table 10-1. Generic matches

Match -p, --protocol

Kernel 2.3,2.4,25and 2.6
Example |iptables -A INPUT -p tcp
This match is used to check
for certain protocols.
Examples of protocols are
TCP, UDP and ICMP. The
protocol must either be one
of the internally specified
TCP, UDP or ICMP. It may
also take a value specified
in the /etc/protocals file,
and if it can't find the
protocol there it will reply
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with an error. The protocl
may also be an integer
value. For example, the
ICMP protocol is integer
value 1, TCP is 6 and UDP
is 17. Finally, it may also
take the value ALL. ALL
means that it matches only
TCP, UDP and ICMP. If
this match is given the
integer value of zero (0), it
means ALL protocols,
which in turn is the default
behavior, if the --protocol
match is not used. This
match can also be inversed
with the ! sign, so --
protocol ! tcp would mean
to match UDP and ICMP.

Match -S, --Src, --source
Kernel 2.3,24,25and 2.6

iptables -A INPUT -s
192.168.1.1

This is the source match,
which is used to match
packets, based on their
source IP address. The main
form can be used to match
single IP addresses, such as
192.168.1.1. It could also
be used with a netmask in a
CIDR "bit" form, by
specifying the number of
ones (1's) on the left side of
the network mask. This
means that we could for
example add /24 to use a
255.255.255.0 netmask. We
could then match whole IP
ranges, such as our local
networks or network
segments behind the
Explanation firewall. The line would
then look something like
192.168.0.0/24. This would
match all packets in the
192.168.0.x range. Another
way is to do it with a
regular netmask in the
255.255.255.255 form (i.e.,
192.168.0.0/255.255.255.0).
We could also invert the
match with an ! just as

Explanation

Example
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before. If we were, in other
words, to use a match in
the form of --source !
192.168.0.0/24, we would
match all packets with a
source address not coming
from within the 192.168.0.x
range. The default is to
match all IP addresses.

Match -d, --dst, --destination
Kernel 2.3,24,25and 2.6

iptables -A INPUT -d
192.168.1.1

The --destination match is
used for packets based on
their destination address or
addresses. It works pretty
much the same as the --
source match and has the
same syntax, except that the
match is based on where
the packets are going to. To
match an IP range, we can
add a netmask either in the
exact netmask form, or in
the number of ones (1's)
counted from the left side
of the netmask bits.
Examples are:
192.168.0.0/255.255.255.0
and 192.168.0.0/24. Both of
these are equivalent. We
could also invert the whole
match with an ! sign, just
as before. --destination !
192.168.0.1 would in other
words match all packets
except those destined to the
192.168.0.1 IP address.

Match -i, --in-interface
Kernel 2.3,2.4,25and 2.6
Example |iptables -A INPUT -i ethO

This match is used for the
interface the packet came in
on. Note that this option is
only legal in the INPUT,
FORWARD and
PREROUTING chains and
will return an error message
when used anywhere else.
The default behavior of this
match, if no particular

Example

Explanation

file:///H|/Docs/Firewalls/IPTables/IPTables Tutorial/Version 1.2.1/iptables-tutorial.htmI[1/25/2009 18:52:10]



Iptables Tutorial 1.2.1

interface is specified, is to
assume a string value of +.
The + value is used to
match a string of letters and
numbers. A single + would,
Explanation|in other words, tell the
kernel to match all packets
without considering which
interface it came in on. The
+ string can also be
appended to the type of
interface, so eth+ would be
all Ethernet devices. We
can also invert the meaning
of this option with the help
of the ! sign. The line
would then have a syntax
looking something like -i !
eth0, which would match
all incoming interfaces,
except ethO.

Match -0, --out-interface
Kernel 2.3,24,25and 2.6

iptables -A FORWARD -0
eth0

The --out-interface match
is used for packets on the
interface from which they
are leaving. Note that this
match is only available in
the OUTPUT, FORWARD
and POSTROUTING
chains, the opposite in fact
of the --in-interface match.
Other than this, it works
pretty much the same as the
--in-interface match. The
+ extension is understood
as matching all devices of
similar type, so eth+ would
match all eth devices and so
on. To invert the meaning
of the match, you can use
the ! sign in exactly the
same way as for the --in-
interface match. 1f no --
out-interface is specified,
the default behavior for this
match is to match all
devices, regardless of where
the packet is going.

Match -f, --fragment

Kernel 2.3,2.4,25and 2.6

Example

Explanation

file:///H|/Docs/Firewalls/IPTables/IPTables Tutorial/Version 1.2.1/iptables-tutorial.htmI[1/25/2009 18:52:10]



Iptables Tutorial 1.2.1

Example |iptables -A INPUT -f

This match is used to match
the second and third part of
a fragmented packet. The
reason for this is that in the
case of fragmented packets,
there is no way to tell the
source or destination ports
of the fragments, nor ICMP
types, among other things.
Also, fragmented packets
might in rather special
cases be used to compound
attacks against other
computers. Packet
fragments like this will not
be matched by other rules,
and hence this match was
created. This option can
also be used in conjunction
with the ! sign; however, in
this case the ! sign must
Explanation precede the match, i.e. ! -f.
When this match is
inverted, we match all
header fragments and/or
unfragmented packets.
What this means, is that we
match all the first fragments
of fragmented packets, and
not the second, third, and
so on. We also match all
packets that have not been
fragmented during transfer.
Note also that there are
really good defragmentation
options within the kernel
that you can use instead. As
a secondary note, if you use
connection tracking you
will not see any fragmented
packets, since they are dealt
with before hitting any
chain or table in iptables.

10.2. Implicit matches

This section will describe the matches that are loaded implicitly. Implicit matches are implied, taken for granted,
automatic. For example when we match on --protocol tcp without any further criteria. There are currently three types
of implicit matches for three different protocols. These are TCP matches, UDP matches and ICMP matches. The TCP
based matches contain a set of unique criteria that are available only for TCP packets. UDP based matches contain
another set of criteria that are available only for UDP packets. And the same thing for ICMP packets. On the other
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hand, there can be explicit matches that are loaded explicitly. Explicit matches are not implied or automatic, you have
to specify them specifically. For these you use the -m or --match option, which we will discuss in the next section.

10.2.1. TCP matches

These matches are protocol specific and are only available when working with TCP packets and streams. To use these
matches, you need to specify --protocol tcp on the command line before trying to use them. Note that the --protocol
tcp match must be to the left of the protocol specific matches. These matches are loaded implicitly in a sense, just as
the UDP and ICMP matches are loaded implicitly. The other matches will be looked over in the continuation of this
section, after the TCP match section.

Table 10-2. TCP matches

Match

--sport, --
source-port

Kernel

2.3,2.4,25and
2.6

Example

iptables -A
INPUT -p tcp -
-sport 22
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The --source-
port match is
used to match
packets based
on their source
port. Without it,
we imply all
source ports.
This match can
either take a
service name or
a port number.
If you specify a
service name,
the service
name must be
in the
[etc/services
file, since
iptables uses
this file in
which to find. If
you specify the
port by its
number, the rule
will load
slightly faster,
since iptables
don't have to
check up the
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service name.
However, the
match might be
a little bit
harder to read
than if you use
the service
name. If you are
writing a rule-
set consisting of
a 200 rules or
more, you
should
definitely use
port numbers,
since the
difference is
really
noticeable. (On
a slow box, this
could make as
much as 10
seconds'
difference, if
you have
configured a
large rule-set
containing 1000
rules or so).
You can also
use the --
source-port
match to match
any range of
ports, --source-
port 22:80 for
example. This
example would
Explanation/match all source
ports between
22 and 80. If
you omit
specifying the
first port, port 0
is assumed (is
implicit). --
source-port :80
would then
match port 0
through 80. And
if the last port
specification is
omitted, port
65535 is
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assumed. If you
were to write --
source-port
22:, you would
have specified a
match for all
ports from port
22 through port
65535. If you
invert the port
range, iptables
automatically
reverses your
inversion. If you
write --source-
port 80:22, it is
simply
interpreted as --
source-port
22:80. You can
also invert a
match by
adding a ! sign.
For example, --
source-port !
22 means that
you want to
match all ports
but port 22. The
inversion could
also be used
together with a
port range and
would then look
like --source-
port ! 22:80,
which in turn
would mean that
you want to
match all ports
but ports 22
through 80.
Note that this
match does not
handle multiple
separated ports
and port ranges.
For more
information
about those,
look at the
multiport match
extension.
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--dport, --
Match destination-
port

2.3,2.4,2.5and
2.6

iptables -A
Example |[INPUT -p tcp -
-dport 22

This match is
used to match
TCP packets,
according to
their destination
port. It uses
exactly the
same syntax as
the --source-
port match. It
understands port
and port range
specifications,
as well as
inversions. It
also reverses
high and low
ports in port
range
specifications,
as above. The
match will also
Explanationjassume values
of 0 and 65535
if the high or
low port is left
out in a port
range
specification. In
other words,
exactly the
same as the --
source-port
syntax. Note
that this match
does not handle
multiple
separated ports
and port ranges.
For more
information
about those,
look at the
multiport match
extension.

Kernel
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Match --tcp-flags

2.3,2.4,25and
2.6

iptables -p tcp
--tcp-flags
SYN,FIN,ACK
SYN

This match is
used to match
on the TCP
flags in a
packet. First of
all, the match
takes a list of
flags to
compare (a
mask) and
secondly it takes
list of flags that
should be set to
1, or turned on.
Both lists
should be
comma-
delimited. The
match knows
about the SYN,
ACK, FIN,
RST, URG,
PSH flags, and
it also
recognizes the
words ALL and
NONE. ALL
and NONE is
pretty much self
describing:
ALL means to
use all flags and
Explanation NONE means to
use no flags for
the option. --
tcp-flags ALL
NONE would
in other words
mean to check
all of the TCP
flags and match
if none of the
flags are set.
This option can
also be inverted
with the ! sign.

Kernel

Example
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For example, if
we specify !
SYN,FIN,ACK
SYN, we would
get a match that
would match
packets that had
the ACK and
FIN bits set, but
not the SYN bit.
Also note that
the comma
delimitation
should not
include spaces.
You can see the
correct syntax
in the example
above.

Match --syn

2.3,2.4,25and
2.6

iptables -p tcp
--syn

The --syn
match is more
or less an old
relic from the
ipchains days
and is still there
for backward
compatibility
and for and to
make transition
one to the other
easier. It is used
to match
packets if they
have the SYN
bit set and the
ACK and RST
bits unset. This
command
would in other
words be
exactly the
same as the --
tcp-flags
SYN,RST,ACK
SYN match.
Such packets
are mainly used
to request new

Kernel

Example
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TCP
connections
from a server. If
you block these
packets, you
should have
effectively
blocked all
incoming
Explanation|connection
attempts.
However, you
will not have
blocked the
outgoing
connections,
which a lot of
exploits today
use (for
example,
hacking a
legitimate
service and then
installing a
program or
suchlike that
enables
initiating an
existing
connection to
your host,
instead of
opening up a
new port on it).
This match can
also be inverted

with the ! sign
in this, ! --syn,
way. This

would match all
packets with the
RST or the
ACK bits set, in
other words
packets in an
already
established
connection.

Match --tcp-option
2.3,2.4, 25 and
2.6

iptables -p tcp
--tcp-option 16

Kernel

Example
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This match is
used to match
packets
depending on
their TCP
options. A TCP
Option is a
specific part of
the header. This
part consists of
3 different
fields. The first
one is 8 bits
long and tells us
which Options
are used in this
stream, the
second one is
also 8 bits long
and tells us how
long the options
field is. The
reason for this
length field is
that TCP
options are,
well, optional.
To be compliant
with the
standards, we
do not need to
implement all
options, but
instead we can
Explanation just look at
what kind of
option it is, and
if we do not
support it, we
just look at the
length field and
can then jump
over this data.
This match is
used to match
different TCP
options
depending on
their decimal
values. It may
also be inverted
with the ! flag,
so that the
match matches
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all TCP options
but the option
given to the
match. For a
complete list of
all options, take
a closer look at
the Internet
Engineering
Task Force who
maintains a list
of all the
standard
numbers used
on the Internet.

10.2.2. UDP matches

This section describes matches that will only work together with UDP packets. These matches are implicitly loaded
when you specify the --protocol UDP match and will be available after this specification. Note that UDP packets are
not connection oriented, and hence there is no such thing as different flags to set in the packet to give data on what the
datagram is supposed to do, such as open or closing a connection, or if they are just simply supposed to send data.
UDP packets do not require any kind of acknowledgment either. If they are lost, they are simply lost (Not taking
ICMP error messaging etc into account). This means that there are quite a lot less matches to work with on a UDP
packet than there is on TCP packets. Note that the state machine will work on all kinds of packets even though UDP or
ICMP packets are counted as connectionless protocols. The state machine works pretty much the same on UDP

packets as on TCP packets.

Table 10-3. UDP matches

Match

--sport, --
source-port

Kernel

23,24,25
and 2.6

Example

iptables -A
INPUT -p
udp --sport
53

file:///H|/Docs/Firewalls/IPTables/IPTables Tutorial/Version 1.2.1/iptables-tutorial.htmI[1/25/2009 18:52:10]

This match
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counterpart. It
IS used to
perform
matches on
packets based
on their
source UDP
ports. It has
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support for
port ranges,
single ports
and port
inversions
with the same
syntax. To
specify a
UDP port
range, you
could use
22:80 which
would match
UDP ports 22
through 80. If
the first value
IS omitted,
port 0 is
assumed. If
the last port is
omitted, port
65535 is
assumed. If
the high port
comes before
the low port,
the ports
Explanation|switch place
with each
other
automatically.
Single UDP
port matches
look as in the
example
above. To
invert the port
match, add a
I sign, --
source-port !
53. This
would match
all ports but
port 53. The
match can
understand
service
names, as
long as they
are available
in the
[etc/services
file. Note that
this match
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does not
handle
multiple
separated
ports and port
ranges. For
more
information
about this,
look at the
multiport
match
extension.
--dport, --
Match destination-
port

2.3,2.4,25
and 2.6
iptables -A
INPUT -p
udp --dport
53

The same
goes for this
match as for -
-source-port
above. It is
exactly the
same as for
the equivalent
TCP match,
but here it
applies to
UDP packets.
It matches
packets based
on their UDP
destination
port. The
match
handles port
ranges, single
ports and
inversions. To
match a
single port
you use, for
example, --
destination-
port 53, to
invert this
you would
use --

Kernel

Example
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destination-
port ! 53.
The first
would match
all UDP
packets going
to port 53
while the
second would
match packets
but those
going to the
destination
port 53. To
specify a port
range, you
would, for
example, use
destination-
port 9:19.
This example
would match
all packets
destined for
UDP port 9
through 19. If
the first port
IS omitted,
port 0 is
assumed. If
the second
port is
omitted, port
65535 is
assumed. If
the high port
is placed
before the
low port, they
automatically
switch place,
so the low
port winds up
before the
high port.
Note that this
match does
not handle
multiple ports
and port
ranges. For
more
information

Explanation
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about this,
look at the
multiport
match
extension.

10.2.3. ICMP matches

These are the ICMP matches. These packets are even more ephemeral, that is to say short lived, than UDP packets, in
the sense that they are connectionless. The ICMP protocol is mainly used for error reporting and for connection
controlling and suchlike. ICMP is not a protocol subordinated to the IP protocol, but more of a protocol that augments
the IP protocol and helps in handling errors. The headers of ICMP packets are very similar to those of the IP headers,
but differ in a number of ways. The main feature of this protocol is the type header, that tells us what the packet is for.
One example is, if we try to access an unaccessible IP address, we would normally get an ICMP host unreachable in
return. For a complete listing of ICMP types, see the ICMP _types appendix. There is only one ICMP specific match
available for ICMP packets, and hopefully this should suffice. This match is implicitly loaded when we use the --
protocol ICMP match and we get access to it automatically. Note that all the generic matches can also be used, so that
among other things we can match on the source and destination addresses.

Table 10-4. ICMP matches
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Match --icmp-type
2.3,2.4,2.5and
Kernel 26
iptables -A
Example  |[INPUT -p icmp
--icmp-type 8
This match is

used to specify
the ICMP type
to match. ICMP
types can be
specified either
by their numeric
values or by
their names.
Numerical
values are
specified in RFC
792. To find a
complete listing
of the ICMP
name values, do
an iptables --
protocol icmp --
help, or check
the ICMP types
appendix. This
match can also

be inverted with
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the ! sign in this,
--icmp-type ! 8,
fashion. Note
that some ICMP
types are
obsolete, and
others again may
be "dangerous”
for an
unprotected host
since they may,
among other
things, redirect
packets to the
wrong places.
Explanation|The type and
code may also
be specified by
their typename,
numeric type,
and type/code as
well. For
example --icmp-
type network-
redirect, --
icmp-type 8 or -
-icmp-type 8/0.
For a complete
listing of the
names, type
iptables -p icmp
--help.

=

Please
note that
netfilter
uses
ICMP
type 255
to match
all ICMP
types. If
you try
to match
this
ICMP
type, you
will
wind up
with
matching
all ICMP

types.
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10.3. Explicit matches

Explicit matches are those that have to be specifically loaded with the -m or --match option. State matches, for
example, demand the directive -m state prior to entering the actual match that you want to use. Some of these matches
may be protocol specific . Some may be unconnected with any specific protocol - for example connection states. These
might be NEW (the first packet of an as yet unestablished connection), ESTABLISHED (a connection that is already
registered in the kernel), RELATED (a new connection that was created by an older, established one) etc. A few may
just have been evolved for testing or experimental purposes, or just to illustrate what iptables is capable of. This in turn
means that not all of these matches may at first sight be of any use. Nevertheless, it may well be that you personally
will find a use for specific explicit matches. And there are new ones coming along all the time, with each new iptables
release. Whether you find a use for them or not depends on your imagination and your needs. The difference between
implicitly loaded matches and explicitly loaded ones, is that the implicitly loaded matches will automatically be loaded
when, for example, you match on the properties of TCP packets, while explicitly loaded matches will never be loaded
automatically - it is up to you to discover and activate explicit matches.

10.3.1. AH/ESP match

These matches are used for the IPSEC AH and ESP protocols. IPSEC is used to create secure tunnels over an insecure
Internet connection. The AH and ESP protocols are used by IPSEC to create these secure connections. The AH and
ESP matches are really two separate matches, but are both described here since they look very much alike, and both
are used in the same function.

I will not go into detail to describe IPSEC here, instead look at the following pages and documents for more
information:

« REC 2401 - Security Architecture for the Internet Protocol
o FreeS/WAN
o |IPSEC Howto

« Linux Advanced Routing and Traffic Control HOW-TO

There is also a ton more documentation on the Internet on this, but you are free to look it up as needed.

To use the AH/ESP matches, you need to use -m ah to load the AH matches, and -m esp to load the ESP matches.

In 2.2 and 2.4 kernels, Linux used something called FreeS/WAN for the IPSEC implementation, but as of
Linux kernel 2.5.47 and up, Linux kernels have a direct implementation of IPSEC that requires no patching of
the kernel. This is a total rewrite of the IPSEC implementation on Linux.

Table 10-5. AH match options

Match --ahspi

Kernel 2.5and 2.6
iptables -A
INPUT -p
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Example 51 -m ah -

-ahspi 500
This
matches
the AH
Security
Parameter
Index (SPI)
number of
the AH
packets.
Please note
that you
must
specify the
protocol as
well, since
AH runs on
a different
protocol
than the
standard
TCP, UDP
or ICMP
protocols.
The SPI
number is
used in
conjunction
with the
source and
destination
address and
the secret
keys to
create a
security
association
(SA). The
SA
uniquely
identifies
each and
every one
of the
IPSEC
tunnels to
all hosts.
The SPI is
used to
uniquely
distinguish
each

Explanation
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IPSEC
tunnel
connected
between
the same
two peers.
Using the -
-ahspi
match, we
can match
a packet
based on
the SPI of
the packets.
This match
can match
a whole
range of
SPI values
by using a :
sign, such
as 500:520,
which will
match the
whole
range of
SPI's.

Table 10-6. ESP match options

Match --espspi
Kernel 2.5and 2.6

iptables -
A INPUT
Example |-p50-m
esp --
espspi 500
The ESP
counterpart
Security
Parameter
Index
(SPD) is
used
exactly the
same way
as the AH
variant.
The match
looks
exactly the
same, with
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the esp/ah
difference.
Of course,
Explanation|this match
can match
a whole
range of
SPI
numbers
as well as
the AH
variant of
the SPI
match,
such as --
espspi
200:250
which
matches
the whole
range of
SPI's.

10.3.2. Conntrack match

The conntrack match is an extended version of the state match, which makes it possible to match packets in a much
more granular way. It let's you look at information directly available in the connection tracking system, without any
"frontend" systems, such as in the state match. For more information about the connection tracking system, take a look
at the The state machine chapter.

There are a number of different matches put together in the conntrack match, for several different fields in the

connection tracking system. These are compiled together into the list below. To load these matches, you need to
specify -m conntrack.

Table 10-7. Conntrack match options

Match --Ctstate

Kernel 2.5and 2.6

iptables -A INPUT -p tcp -m
Example |conntrack --ctstate
RELATED

This match is used to match
the state of a packet,
according to the conntrack
state. It is used to match
pretty much the same states as
in the original state match.
The valid entries for this
match are:
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« INVALID
« ESTABLISED
« NEW

« RELATED

Explanation| —* SNAT
« DNAT

The entries can be used
together with each other
separated by a comma. For
example, -m conntrack --
ctstate
ESTABLISHED,RELATED.
It can also be inverted by
putting a ! in front of --
ctstate. For example: -m
conntrack ! --ctstate
ESTABLISHED,RELATED,
which matches all but the
ESTABLISHED and
RELATED states.

Match --ctproto
Kernel 2.5and 2.6

iptables -A INPUT -p tcp -m
conntrack --ctproto TCP

Example

This matches the protocol, the
same as the --protocol does.
It can take the same types of
values, and is inverted using
the ! sign. For example, -m
conntrack ! --ctproto TCP
matches all protocols but the
TCP protocol.

Explanation

Match --ctorigsrc

Kernel 2.5and 2.6

iptables -A INPUT -p tcp -m
Example |conntrack --ctorigsrc
192.168.0.0/24

--ctorigsrc matches based on
the original source IP
specification of the conntrack
entry that the packet is related
to. The match can be inverted
by using a ! between the --

Explanation
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ctorigsrc and IP specification,
such as --ctorigsrc !
192.168.0.1. It can also take a
netmask of the CIDR form,
such as --ctorigsrc
192.168.0.0/24.

Match

--ctorigdst

Kernel

25and 2.6

Example

iptables -A INPUT -p tcp -m
conntrack --ctorigdst
192.168.0.0/24

Explanation

This match is used exactly as
the --ctorigsrc, except that it
matches on the destination
field of the conntrack entry. It
has the same syntax in all
other respects.

Match

--ctreplsrc

Kernel

25and 2.6

Example

iptables -A INPUT -p tcp -m
conntrack --ctreplsrc
192.168.0.0/24

Explanation

The --ctreplsrc match is used
to match based on the original
conntrack reply source of the
packet. Basically, this is the
same as the --ctorigsrc, but
instead we match the reply
source expected of the
upcoming packets. This target
can, of course, be inverted
and address a whole range of
addresses, just the same as the
the previous targets in this
class.

Match

--ctrepldst

Kernel

25and 2.6

Example

iptables -A INPUT -p tcp -m
conntrack --ctrepldst
192.168.0.0/24

Explanation

The --ctrepldst match is the
same as the --ctreplsrc
match, with the exception that
it matches the reply
destination of the conntrack
entry that matched the packet.
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It too can be inverted, and
accept ranges, just as the --
ctreplsrc match.

Match --ctstatus

Kernel 2.5and 2.6

iptables -A INPUT -p tcp -m
Example |conntrack --ctstatus
RELATED

This matches the status of the
connection, as described in
the The state machine chapter.
It can match the following
statuses.

« NONE - The connection
has no status at all.

« EXPECTED - This
connection is expected
and was added by one
of the expectation
handlers.

o« SEEN_REPLY - This
connection has seen a
reply but isn't assured
yet.

Explanation

« ASSURED - The
connection is assured
and will not be removed
until it times out or the
connection is closed by
either end.

This can also be inverted by
using the ! sign. For example
-m conntrack ! --ctstatus
ASSURED which will match
all but the ASSURED status.

Match --ctexpire

Kernel 2.5and 2.6

iptables -A INPUT -p tcp -m
Example |conntrack --ctexpire
100:150

This match is used to match
on packets based on how long
is left on the expiration timer
of the conntrack entry,
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measured in seconds. It can
either take a single value and
match against, or a range such
Explanation|as in the example above. It
can also be inverted by using
the ! sign, such as this -m
conntrack ! --ctexpire 100.
This will match every
expiration time, which does
not have exactly 100 seconds
left to it.

10.3.3. DSCP match

This match is used to match on packets based on their DSCP (Differentiated Services Code Point) field. This is
documented in the REC 2638 - A Two-bit Differentiated Services Architecture for the Internet RFC. The match is
explicitly loaded by specifying -m dscp. The match can take two mutually exclusive options, described below.

Table 10-8. DSCP match options

Match --dscp

2.5 and
2.6

iptables
-A
INPUT -
p tcp -m
dscp --
dscp 32

Kernel

Example

This
option
takes a
DSCP
value in
either
decimal
or in hex.
If the
option
value is
in
decimal,
it would
be
written
like 32 or
16, et
cetera. If
written in

Explanation
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hex, it
should be
prefixed
with 0x,
like this:
0x20. It
can also
be
inverted
by using
the !
character,
like this:
-m dscp
I --dscp
32.

--dscp-
class
2.5 and
2.6

iptables
-A
INPUT -
Example |ptcp -m
dscp --
dscp-
class BE

Match

Kernel

The --
dscp-
class
match is
used to
match on
the
DiffServ
class of a
packet.
The
values
can be
any of
the BE,
EF,
Explanation AFxx or
CSx
classes as
specified
in the
various
RFC's.
This
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match
can be
inverted
just the
same
way as
the --
dscp
option.

Please note that the --dscp and --dscp-class options are mutually exclusive and can not be used in conjunction
with each other.

10.3.4. ECN match

The ECN match is used to match on the different ECN fields in the TCP and IPv4 headers. ECN is described in detail
in the REC 3168 - The Addition of Explicit Congestion Natification (ECN) to IP RFC. The match is explicitly loaded

by using -m ecn in the command line. The ECN match takes three different options as described below.

Table 10-9. ECN match options

Match --ecn

2.4, 2.5 and
2.6
iptables -A
INPUT -p
Example [tcp -m ecn
--ecn-tcp-
cwr

Kernel

This match
is used to
match the
CWR
(Congestion
Window
Received)
bit, if it has
been set.
The CWR
flag is set to
notify the
other
endpoint of
the
connection
Explanation that they
have

file:///H|/Docs/Firewalls/IPTables/IPTables Tutorial/Version 1.2.1/iptables-tutorial.htmI[1/25/2009 18:52:10]



Iptables Tutorial 1.2.1

received an
ECE, and
that they
have reacted
to it. Per
default this
matches if
the CWR bit
is set, but
the match
may also be
inversed
using an
exclamation
point.

Match

--ecn-tcp-
ece

Kernel

24,25 and
2.6

Example

iptables -A
INPUT -p

tcp -m ecn
--ecn-tcp-

ece

Explanation
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This match
can be used
to match the
ECE (ECN-
Echo) bit.
The ECE is
set once one
of the
endpoints
has received
a packet
with the CE
bit set by a
router. The
endpoint
then sets the
ECE in the
returning
ACK
packet, to
notify the
other
endpoint
that it needs
to slow
down. The
other
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endpoint
then sends a
CWR packet
as described
in the --ecn-
tcp-cwr
explanation.
This
matches per
default if the
ECE bit is
set, but may
be inversed
by using an
exclamation
point.

Match --ecn-ip-ect

2.4,2.5and
2.6

iptables -A
INPUT -p
Example [tcp -m ecn
--ecn-ip-ect
1

Kernel

The --ecn-
ip-ect
match is
used to
match the
ECT (ECN
Capable
Transport)
codepoints.
The ECT
codepoints
has several
types of
usage.
Mainly, they
are used to
negotiate if
the
connection
is ECN
capable by
setting one
of the two
bits to 1.
The ECT is
also used by
routers to
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indicate that
they are
experiencing
congestion,
by setting
both ECT
codepoints
to 1. The
ECT values
are all
available in
the in the
ECN Field
in IP table
below.

Explanation

The match
can be
inversed
using an
exclamation
point, for
example ! --
ecn-ip-ect 2
which will
match all
ECN values
but the
ECT(0)
codepoint.
The valid
value range
is0-3in
iptables. See
the above
table for
their values.

Table 10-10. ECN Field in IP

[Obsolete]
Iptables ECT|CE RFC 2481
value names for the
ECN bits.
Not-ECT, ie.
non-ECN
capable
connection.
ECT(1), New
naming
1 0 1 |convention of
ECT codepoints
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in RFC 3168.
ECT(0), New
naming

2 1 0 |convention of
ECT codepoints
in RFC 3168.

CE (Congestion
Experienced),

3 1 1 |Used to notify
endpoints of
congestion

10.3.5. Helper match

This is a rather unorthodox match in comparison to the other matches, in the sense that it uses a little bit specific
syntax. The match is used to match packets, based on which conntrack helper that the packet is related to. For
example, let's look at the FTP session. The Control session is opened up, and the ports/connection is negotiated for the
Data session within the Control session. The ip_conntrack_ftp helper module will find this information, and create a
related entry in the conntrack table. Now, when a packet enters, we can see which protocol it was related to, and we
can match the packet in our ruleset based on which helper was used.

Table 10-11. Helper match options

Match --helper

24,25
and 2.6

iptables -
A INPUT
-p tcp-m
helper --
helper ftp-
21

Kernel

Example

The --
helper
option is
used to
specify a
string
value,
telling the
match
which
conntrack
helper to
match. In
the basic
form, it
may look
like --
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helper irc.
This is
where the
syntax
starts to
change
from the
normal
syntax. We
can also
choose to
only match
packets
Explanation|based on
which port
that the
original
expectation
was caught
on. For
example,
the FTP
Control
session is
normally
transferred
over port
21, but it
may as
well be
port 954 or
any other
port. We
may then
specify
upon
which port
the
expectation
should be
caught on,
like --
helper ftp-
954,

10.3.6. IP range match

The IP range match is used to match IP ranges, just as the --source and --destination matches are able to do as well.
However, this match adds a different kind of matching in the sense that it is able to match in the manner of from IP -
to IP, which the --source and --destination matches are unable to. This may be needed in some specific network
setups, and it is rather a bit more flexible.
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Table 10-12. IP range match options

Match --src-range

2.4, 2.5 and
2.6

iptables -A
INPUT -p
tcp -m
Example |iprange --
src-range
192.168.1.13-
192.168.2.19

Kernel

This matches
a range of
source IP
addresses.
The range
includes
every single
IP address
from the first
to the last, so
the example
above
includes
everything
from
192.168.1.13
to
192.168.2.19.
Explanation The match
may also be
inverted by
adding an !.
The above
example
would then
look like -m
iprange ! --
src-range
192.168.1.13-
192.168.2.19,
which would
match every
single IP
address,
except the
ones
specified.

Match --dst-range

file:///H|/Docs/Firewalls/IPTables/IPTables Tutorial/Version 1.2.1/iptables-tutorial.htmI[1/25/2009 18:52:10]



Iptables Tutorial 1.2.1

2.4,2.5 and
2.6

iptables -A
INPUT -p
tcp -m
Example |iprange --
dst-range
192.168.1.13-
192.168.2.19

Kernel

The --dst-
range works
exactly the
same as the -
-src-range
match, except
that it
matches
destination
IP's instead
of source
IP's.

Explanation

10.3.7. Length match

The length match is used to match packets based on their length. It is very simple. If you want to limit packet length
for some strange reason, or want to block ping-of-death-like behaviour, use the length match.

Table 10-13. Length match options

Match --length

24,25
and 2.6

iptables -
A INPUT
-p tcp-m
length --
length
1400:1500

Kernel

Example

The
example -
-length
will match
all packets
with a
length
between
1400 and
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1500
bytes. The
match
may also
be
inversed
using the !
sign, like
this: -m
length ! --
length
1400:1500
. It may
also be
used to
match
only a
specific
length,
removing
the : sign
and
onwards,
like this: -
m length
--length
1400. The
range
matching
is, of
course,
inclusive,
which
means that
it includes
all packet
lengths in
between
the values
you

specify.

Explanation

10.3.8. Limit match

The limit match extension must be loaded explicitly with the -m limit option. This match can, for example, be used to
advantage to give limited logging of specific rules etc. For example, you could use this to match all packets that do not
exceed a given value, and after this value has been exceeded, limit logging of the event in question. Think of a time
limit: You could limit how many times a certain rule may be matched in a certain time frame, for example to lessen
the effects of DoS syn flood attacks. This is its main usage, but there are more usages, of course. The limit match may
also be inverted by adding a ! flag in front of the limit match. It would then be expressed as -m limit ! --limit 5/s.This
means that all packets will be matched after they have broken the limit.
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To further explain the limit match, it is basically a token bucket filter. Consider having a leaky bucket where the
bucket leaks X packets per time-unit. X is defined depending on how many matching packets we get, so if we get 3
packets, the bucket leaks 3 packets per that time-unit. The --limit option tells us how many packets to refill the bucket
with per time-unit, while the --limit-burst option tells us how big the bucket is in the first place. So, setting --limit
3/minute --limit-burst 5, and then receiving 5 matches will empty the bucket. After 20 seconds, the bucket is refilled
with another token, and so on until the --limit-burst is reached again or until they get used.

Consider the example below for further explanation of how this may look.

1. We set a rule with -m limit --limit 5/second --limit-burst 10/second. The limit-burst token bucket is set to 10
initially. Each packet that matches the rule uses a token.

2. We get packet that matches, 1-2-3-4-5-6-7-8-9-10, all within a 1/1000 of a second.

3. The token bucket is now empty. Once the token bucket is empty, the packets that qualify for the rule otherwise
no longer match the rule and proceed to the next rule if any, or hit the chain policy.

4. For each 1/5 s without a matching packet, the token count goes up by 1, upto a maximum of 10. 1 second after
receiving the 10 packets, we will once again have 5 tokens left.

5. And of course, the bucket will be emptied by 1 token for each packet it receives.

Table 10-14. Limit match options

Match --limit

2.3,24,25
and 2.6
iptables -A
INPUT -m
limit --limit
3/hour

This sets the
maximum
average
match rate
for the limit
match. You
specify it
with a
number and
an optional
time unit.
The
following
time units
are currently
recognized:
Explanation|/second
/minute
/hour /day.
The default
value here is

Kernel

Example
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