
Jim HarrisonJim Harrison

Tom Tom ShinderShinder

Concepts and Functional UseConcepts and Functional Use

Microsoft Internet Security Microsoft Internet Security 
and Acceleration Server 2000and Acceleration Server 2000

Presenter
Presentation Notes
This deck presents a functional description of ISA Server, including deployment, management and troubleshooting.



Intended Audience: Deployment planners, Datacenter Admins

Technical Level: Moderate
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Presentation Notes
Welcome to Black 2002!



Today, we’re going to discuss ISA in a way that may seem strange to some of you; all the marketing and “ain’t it kewl” dog and pony show is out.  



Instead, we’ll present you some of our own experiences and offer you some real-world configuration and troubleshooting techniques



Deployment ScenariosDeployment Scenarios

Secure internetworking with a Secure internetworking with a 
scalable, multiscalable, multi--layer firewalllayer firewall

Fast access with a scalable, Fast access with a scalable, high high 
performance Web cacheperformance Web cache

Enterprise Enterprise 
ArraysArrays

StandaloneStandalone

Presenter
Presentation Notes
Microsoft ISA Server includes has 4 major capabilities:



Security –Enterprise firewall

-securely routes requests and responses between the Internet and client computers on the internal network. 

-Firewalls usually separate a protected ‘internal’ network from the ‘external’ network I.e. a LAN connected to the Internet via Firewall.

-Firewalls can help defend your network from external hackers, unauthorized access and virus attacks; does this by filtering/analyzing traffic as it passes through the firewall computer.



Performance – ISA provides high performance Web Cache Server

-Web Cache Servers speed up web site access performance for browser clients by storing frequently requested Internet sites so that the objects can be quickly accessed by clients directly from the ISA Server computer, rather than from the Internet. 

-Web caches can be used to speed up performance for internal user accessing the internet or external clients accessing your web server.



Management – The Firewall provides Secure connections to the Internet; the Cache Server provides the Fast Internet experience- ISA Server provides both benefits with integrated management.  Unified management that simplifies network complexity and provides consistent control over your internet access

Extensible – a customizable platform that can be extended through APIs and SDKs. For example, the entire interface is scriptable COM objects. You can customize the interface or add additional security filters.



Competitive Advantage

ISA Server provides the robust features required of an enterprise Firewall to provide excellent security for your network. ISA also provides fast web caching features that help improve Web access performance for internal clients as well as fast e-commerce response for external customers.



The integrated management provides organizations with a more secure environment by applying the same access policies to the firewall and the cache; ISA lowers cost by having to learn and train for a single management interface; minimize network complexity by have an integrated system of Internet access, security and web performance.



Other vendor products are focused on a single aspect and require you to learn multiple technologies and management consoles. With ISA Server, you can choose to deploy firewall and caching on separate computers but the setup and management is consistent. In addition, ISA Server takes advantage of Windows 2000 features such as QoS, VPN, advanced authentication, NAT, Active Directory and more.





Enterprise ArrayEnterprise Array



 
Centralized Domain PolicyCentralized Domain Policy



 
All Members in Same Active Directory All Members in Same Active Directory 
SiteSite



 
Active Directory RequiredActive Directory Required



 
Multiple PoliciesMultiple Policies



 
““Array LevelArray Level”” control allowedcontrol allowed



 
Distributed CachingDistributed Caching



 
ISA Enterprise Version ONLYISA Enterprise Version ONLY



 
ISA Server Objects Added to Active ISA Server Objects Added to Active 
Directory Directory 
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Centralized Domain Policy

An Enterprise Array allows you to configure a centralized access policies that can be applied to multiple arrays in an organization. Enterprise Policies allow you to set what is the maximum level of access allowed for network clients behind the array that has the enterprise policy applied. All ALLOW rules must be created at the enterprise policy level for Enterprise Arrays.



All Members in the Same Active Directory Site

All Array members must belong to the same Active Directory Domain and Site. Active Directory Sites are based on network IDs. 



Active Directory Required

You must have Active Directory installed and running in your organization to create Enterprise Arrays. Enterprise Arrays cannot be created if the ISA Servers are members of an Windows NT 4.0 domain.



Multiple Policies

You can create multiple Enterprise Policies to meet the requirements of different arrays in your organization. You may want to apply one Enterprise Policy to the California sites and a different Enterprise Policy to the Texas sites. A single Enterprise Policy can be applied to multiple arrays, or you can apply a different Enterprise Policy to each array. The key of Enterprise Policies is that that they allow centralized control over the maximum level of access into and out of the ISA Array members.



Array Level Control Allowed

Although Enterprise Policies allow centralized control over the mximum level of access, you can create Enterprise Policies that allow find tuning at the array level. Note that an array administrator can only add further restrictions to the access policy. The array level administrator cannot add ALLOW rules. Enterprise Policy can be configured to allow Array Level publishing rules.



Distributed Caching

Unlike Proxy 2.0, you must have all array members be members of an Active Directory domain and join the enterprise array to take advantage of distributed caching. For larger organizations, distributed caching can significantly speed up access for internal network clients, and reduce bandwidth required on the external interface.



ISA Server Enterprise Version Only

You must have ISA Server Enterprise version to create an Enterprise Array. ISA Server Standard version does not support array configuration. This is another significant difference from Proxy Server 2.0.



ISA Server Objects added to Active Directory

The Active Directory must be ‘initialized’ with ISA Server related objects added to the Active Directory. If communications between the ISA Server array members and the Active Directory are interrupted, Enterprise Policies and array members will not start propertly.







Standalone ISA ServerStandalone ISA Server



 
Does not support Enterprise ArraysDoes not support Enterprise Arrays



 
Active Directory not requiredActive Directory not required



 
Member of AD or NT domainMember of AD or NT domain



 
No Distributed CachingNo Distributed Caching



 
Hierarchical Caching AvailableHierarchical Caching Available



 
Easiest to configure and manageEasiest to configure and manage



 
Suitable for small and medium bizSuitable for small and medium biz



 
Beef up the hardwareBeef up the hardware
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Does not support Enterprise Arrays

Stand-alone ISA Servers are not members of an enterprise array. Policies are configured on a per stand-alone server basis.



Active Directory not Required

Stand-alone ISA Server computers do not need to be a member of an Active Directory domain. These machines can be members of a Windows NT 4.0 domain, or ever be installed as stand-alone servers without domain membership. If you install the machine as a stand-alone server that is not a member of any domain, the only accounts database that you can use for access control is the local SAM. Note that if you use the stand-alone ISA Server as a VPN server, you can use RADIUS authentication to authenticate against a Windows 2000 Active Directory domain.



Member of Active Directory or NT Domain

The stand-alone ISA Server can be a member of an Active Directory or NT domain. The ISA Server can take advantage of trust relationships you configure for your internal network domains as well.



No Distributed Caching

Since the stand-alone ISA Server cannot be a member of an Array, it cannot perform distributed caching. However, the stand-alone ISA Server can be chained to upstream ISA Servers to create a hierarchical array. The hierarchical array allows the downstream ISA Servers to take advantage of cached contents on upstream ISA Servers and arrays.



Hierarchical Caching Array Available

When the downstream ISA Server does not have information cached, it can forward the request to an upstream ISA Server. If the upstream ISA Server has the content in cache, it will return this content without sending the requests to the Internet server. This improves client-side performance and reduces the overall bandwidth required on the common Internet interface.



Easiest to configure and manage

Stand-alone ISA Server are the easiest to configure and manage because you don’t have to think about the interactions between Array and Enteprise level policies. If you don’t have experience with enterprise level policies, there will be a bit of a learning curve before you get all the bugs worked out!



Suitable for Small and Medium Sized Biz

Businesses that are small enough not to require centralized management of access policies do not require an array. A single stand-alone ISA Server can support a remarkable number of requests. And because much of the cache is held in RAM, the latency for retrieving cached content is very low.



Beef up the Hardware

While always the case, a single stand-alone ISA Server should have its hardware maximized. You can support thousands of users with a single stand-alone ISA Server with 4 GB RAM and a SMP configuration.



ISA Server ClientsISA Server Clients


 

Web proxyWeb proxy


 
CERNCERN--compatible proxy servercompatible proxy server


 

HTTP, HTTPS, FTP, Gopher protocols onlyHTTP, HTTPS, FTP, Gopher protocols only


 
OSOS--independentindependent



 

SecureNATSecureNAT


 
Uses ISA as a routerUses ISA as a router


 

Simple protocols onlySimple protocols only


 
OSOS--independentindependent



 

FirewallFirewall


 
Winsock proxy (supports Proxy 2 client)Winsock proxy (supports Proxy 2 client)


 

Complex protocolsComplex protocols


 
Windows 9x and laterWindows 9x and later
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ISA server provides support for client requests in three ways:



CERN-compatible HTTP, HTTPS, FTP and Gopher proxy

Only allows HTTP, HTTPS, FTP (download only) and Gopher protocols (Cache mode GOTCHA)

OS is unimportant; only the browser or app capabilities matter; must comply with CERN proxy request requirements



Very basic NAT and routing functions for non-proxy clients

No complex (negotiated) protocols; single-protocol traffic only

Requires separate DNS functionality for non-web protocols if using the HTTP redirector

Only client that can PPTP through the firewall

Only client that can be server-published



Winsock Layered service provider

Proxy-2 Winsock proxy service-compatible

Allows nearly any protocol (as defined)

Offers very granular configuration of LSP behavior on a per-application basis

Supports Proxy-2 server publishing technique



Name Resolution – The correct IP settings for your ISA server are absolutely critical. At the very least, you have to provide a DNS server for ISA to resolve external FQDN on behalf of Web Proxy and Firewall clients, and you should provide an internal DNS server for the internal network as well.  ISA lives on a W2K server and W2K prefers DNS to any other name resolution scheme.  Relying on WINS or NetBIOS broadcast name resolution (yuck!) is a sure recipe for intermittent troubles later on.

ISA provides for its own DNS lookups by creating a DNS Lookup Packet Filter.  Make sure you leave this enabled, or ISA may not resolve external names correctly.





Client supportClient support


 

BuiltBuilt--in DNS cache for Web & Firewall clientsin DNS cache for Web & Firewall clients


 
Eases DNS requirements in simple deploymentsEases DNS requirements in simple deployments


 
Can be disabled via registry if desiredCan be disabled via registry if desired



 

Force web proxy for SecureNAT & Firewall Force web proxy for SecureNAT & Firewall 
clients via HTTP Redirectorclients via HTTP Redirector


 
Can help enforce authenticated access policiesCan help enforce authenticated access policies



 

User Authentication for Web & Firewall User Authentication for Web & Firewall 
clientsclients


 
Provides for user / group access policiesProvides for user / group access policies


 
Basic, Integrated and W2K AD Digest Basic, Integrated and W2K AD Digest 
authentication is supportedauthentication is supported



 

Outbound PPTP for SecureNAT clientsOutbound PPTP for SecureNAT clients
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Web Proxy and Firewall DNS cache:

The Web Proxy and Firewall services provide very basic DNS “services” that are totally dependent on the DNS settings made in the ISA IP configurations.  They will resolve FQDN requests for Web and Firewall clients using the DNS servers as defined in the ISA IP configuration.  Errors here will make name resolution an unholy mess for your Web and Firewall clients.  Make sure your ISA server can resolve names properly and quickly!

The really interesting part is that they have the unique ability to totally ignore the TTL normally associated with the DNS record received from a DNS server.  By default, all records held by the Web Proxy and Firewall DNS caches have a TTL of 6 hours, regardless of the actual TTL associated with the record!  Needless to say, this can wreak havoc on your client’s name resolution; not to mention any DNS-related testing you may be performing.

What can we do about this?  Plenty.  There are two entries in the registry (or Active Directory for Enterprise arrays) for each service in each array that define the size of the DNS cache and the default record TTL.  They are:

Web Proxy:

HKLM\SOFTWARE\Microsoft\Fpc\Arrays\{Array GUID}\ArrayPolicy\WebProxy

"msFPCDnsCacheSize"=dword:00000bb8

"msFPCDnsCacheTtl"=dword:00005460

Firewall:

HKLM\SOFTWARE\Microsoft\Fpc\Arrays\{Array GUID}\ArrayPolicy\Proxy-WSP

"msFPCDnsCacheSize"=dword:00000bb8

"msFPCDnsCacheTtl"=dword:00005460

Note: for Enterprise Arrays, you have to use Active Directory Users and Computers in Advanced view mode, and drill down to System, Microsoft, FPC, Arrays, {Array GUID}, Array policy, etc…



Client Access PolicyClient Access Policy


 
Site and Content RulesSite and Content Rules


 

Protocol RulesProtocol Rules


 
IP Packet FiltersIP Packet Filters
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Site & Content Rules - This is where we control the content that passes through ISA.  By default, ISA creates a single “Allow rule” that allows any request to pass.  You can play all sorts of allow / deny games in here, but be very careful; you can create conflicting rules that will leave your ISA totally blocked



Protocol Rules – This is just one of many areas of control within the mind of ISA, but the most easily overlooked.  At the bare minimum, you have to allow HTTP and HTTPS in order to have web access for your LAT hosts.  There are many more protocols, but without those, you can’t browse the web.  You can see that I’ve defined a great many protocol rules for my LAT hosts to use; some of which are custom definitions.



IP Packet Filters – These provide access to / from apps and services located either on the ISA itself or to a third-leg DMZ.  The only notable exception is the use of packet filters for SecureNAT PPTP through ISA



Generally speaking, any policy element that goes by the name Rule can make use of any of the elements of Policy Elements



WPAD ConfigurationWPAD Configuration



 

Auto Discovery Auto Discovery 
listenerlistener
This is the heart This is the heart 
and soul of WPAD and soul of WPAD 
and WSPAD and WSPAD 
functionalityfunctionality
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This is one of the great heartaches for folks trying to run IIS and ISA on the same server, even when they limit IIS to the internal IPs.  Since no two applications or services may claim the same TCP/IP resources, it becomes a race and the loser gets denied.  This is also the source of the dreaded WPAD functionality.  Click on Auto Discovery and you’ll see the default settings 



If you don’t need or want Auto Discovery, then just uncheck Publish automatic discovery information.  That will free up port 80 on the internal IPs.

Note that ISA can function as a Web proxy server using only one NIC.  The only ISA operating mode that supports single-NIC operation is Cache Mode.



Also note that changing this port from its default value of 80 will break WPAD and WSPAD unless DHCP WPAD support is in place and correctly configured.



Both the Web proxy and Firewall clients use the Auto Discovery listener to gather configuration data



Note that disabling this feature does not affect the Web and Firewall client’s ability to make http://<servername>/wpad.dat and http://<servername>/wspad.dat calls, respectively



Outgoing Web RequestsOutgoing Web Requests



 

Outgoing Web Outgoing Web 
RequestsRequests
In order for ISA to In order for ISA to 
function as a Web function as a Web 
proxy, the proxy, the 
Outbound Web Outbound Web 
Requests Listener Requests Listener 
has to be properly has to be properly 
configured.  configured.  
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To see and change this setup, open the ISA Management MMC and drill down to Servers and Arrays, <ServerName>.  Right-click <ServerName> and select Properties.  Click the Outgoing Web Requests tab and you’ll be rewarded with something like this: 



By default, ISA enables the proxy service on all of the ISA internal IPs at port 8080 (including 127.0.0.1; the localhost IP), regardless of operating (Firewall, Integrated, Cache) mode.  That port is used because the ISA Auto Discovery functionality operates at port 80 on all of the ISA internal IPs.  To disable the Outgoing Web Requests listener, simply select Configure listeners individually per IP address and don’t select any IPs to listen on. 



Note that access via the Outbound Web request listener is controlled by site and content rules and their associated data points from Policy Elements.  It is literally impossible for the outgoing listener to service external requests for external sites.



Authentication can be enabled on a per-IP basis (if selected) and enforced here as well.



HTTP RedirectorHTTP Redirector



 

Controls firewall Controls firewall 
and SecureNAT and SecureNAT 
client web accessclient web access
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Redirect to local Web Proxy service – this allows you to force the firewall and secureNAT clients to use the filtering and routing functionality of the web proxy service.  It also has the side effect of limiting Web Proxy request capability if you require user authentication for web requests, since user credentials are lost here.  All web logs for these requests will have “127.0.0.1” in the cs-ip field.

If the local service is unavailable, redirect requests to requested web server – this allows secureNAT and Firewall clients to reach the Internet in the event that the local Web Proxy service is unresponsive

Send to requested web server – send secureNAT and firewall client requests directly to the destination server

Reject HTTP requests from Firewall and SecureNAT clients – just as it says; any web request from a SecureNAT or firewall client will be rejected.  This setting is useful if you want to limit the web traffic to the Web Proxy service.



Web Proxy ClientsWeb Proxy Clients


 
Application or browser proxy settings use Application or browser proxy settings use 
<<ISAServerISAServer>:8080>:8080


 
All ISA operating modesAll ISA operating modes


 
NonNon--MS clients if CERNMS clients if CERN--proxy compliantproxy compliant


 
ISA AutoISA Auto--detect supports IE5 and later detect supports IE5 and later 
onlyonly


 
ProtocolsProtocols


 

HTTP, HTTPS, FTP (download), GopherHTTP, HTTPS, FTP (download), Gopher


 
No secondary protocolsNo secondary protocols


 
Basic, Integrated, Digest AuthenticationBasic, Integrated, Digest Authentication


 
DNS C.O.D.DNS C.O.D.
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Any application or browser that is capable of making an http proxy request for a supported protocol can be served by an ISA server

Web proxy services are available in Cache, Integrated and Firewall modes

Not OS-specific, though logs might hold interesting data for non-MS systems

WPAD only supports IE5 and later; other apps can be “educated” by analyzing the data from the file obtained with http://<isaserver>/wpad.dat or http://<isaserver>/array.dll?Get.Routing.Script

Only FTP is supported for secondary protocols because of the FTP application filter

Inbound authentication can only be Basic; NTLM-based auth cannot pass inbound through ISA

DNS cache-of-death can cause many seemingly intermittent issues because of the default 6-hour TTL for all records

HKLM\SOFTWARE\Microsoft\Fpc\Arrays\{Array GUID}\ArrayPolicy\WebProxy

"msFPCDnsCacheSize"=dword:00000bb8 (3000 bytes)

"msFPCDnsCacheTtl"=dword:00005460 (21600 seconds, or 6 hours)



Browser configuration for WPADBrowser configuration for WPAD

Presenter
Presentation Notes
Automatically detect settings – This is completely dependent on the WPAD support available in the host network; if the data can’t be obtained, the browser acts like a SecureNAT client

Use automatic configuration script – The URL entered here should point to a server (ISA or WEB) that can provide a configuration script for the browser.  If pointing to an ISA or Proxy 2 server, the URL must always end with “/array.dll?Get.Routing.Script”.

Use a proxy server for your LAN (these settings will not apply to dial-up or VPN connections) – this is the step of last resort when all other configuration choices fail.  Pay particular attention to the disclaimer here; IE makes a very clear distinction between LAN and dial-up connections.



RAS browser settingsRAS browser settings
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In the “Settings” for each dial-up connection in IE, you have the option of defining a different proxy than the global IE setting.

This allows you to  use the proxy at work while connected, then switch back without requiring any user action.



WPAD also works for RAS clients if the DHCP <proxy?> is configured properly at the RAS server.  This allows the dial-in user to get the correct DHCP and DNS server settings required for WPAD operation.



Note the availability of the user alias, password and domain.  This provides credentials for IE to impersonate in the RAS network.  While it’s very convenient for the user, it’s a potential security risk in that the user’s credentials are persisted on their local host even when they’re disconnected.



ISA Configuration for SecureNAT ISA Configuration for SecureNAT 
ClientsClients
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Enable packet filtering – this is the heart and soul of ISA’s stateful packet filtering.  If you turn this off, all protocol rules and packet filters are disabled and traffic will flow to and from ISA without hinderance

Enable intrusion detection – this enables the filters found in the Intrusion Detection tab.

Enable IP routing performs several functions;

It allows fast “kernel mode pumping” of IP packets for more efficient data transfer through ISA

It allows secureNAT ICMP traffic to reach an Internet host

It allows SecureNAT clients to use PPTP through the ISA server (PPTP tab).

If this is enabled and Enable packet filtering is disabled, ISA becomes a dumb router; not even as functional as RRAS.





SecureNat ClientsSecureNat Clients


 
Host computer uses ISA as its default Host computer uses ISA as its default 
routeroute


 
Only Firewall and Integrated modesOnly Firewall and Integrated modes


 
NonNon--MS clients MS clients 


 
No ISA AutoNo ISA Auto--detect capabilitiesdetect capabilities


 
Can use any Can use any simplesimple protocol that is protocol that is 
defined and alloweddefined and allowed


 
No user AuthenticationNo user Authentication


 
Requires separate DNS structureRequires separate DNS structure
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Client host must either have ISA default internal IP as its default gateway or have ISA as the last default route in the router chain

ISA Cache mode does not support secureNAT, since there are no “routing” capabilities without the Firewall service

Not OS-specific, though logs might hold interesting data for non-MS systems

No such concept as secureNAT auto-detection

Even with the FTP application filter, secureNAT clients can’t use PASV FTP

Clients requests do not carry authentication

Must have a DNS resovler in the IP settings





ISA Configuration for Firewall ISA Configuration for Firewall 
ClientsClients


 

Application Application 
SettingsSettings

ISA Firewall client ISA Firewall client 
functionality can functionality can 
be configured on a be configured on a 
perper--application, application, 
perper--host basis for host basis for 
very granular very granular 
control over client control over client 
functionalityfunctionality
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The ISA Firewall client software saves these and other ISA configuration options (LAT, LDT) in two local files called mspclnt.ini and msplat.ini.  Together, they determine how an application or service interacts with the ISA server



The Firewall client can obtain ISA auto configuration using the same means as IE; through WPAD.  Additionally, a DHCP Inform request will return the DHCP scope option 252 if it figured.

If the Firewall client has no DHCP facilities, it will use :

Nearly the same WPAD call to ISA: http://wpad/wspad.dat.  Note that the file requested is different.  Wpad.dat is a Jscript that IE uses to configure itself, while wspad.dat is the larger portion of the data contained in mspclnt.ini.

the connection specified in the initial copy of mspclnt.ini to refresh its settings

..once connected to the ISA server, it will also make a call to TCP-1745 for a more detailed data set that also includes the LAT.



Firewall ClientsFirewall Clients


 
ISA or Proxy 2 client software is installed ISA or Proxy 2 client software is installed 
on the LAT hoston the LAT host


 
Firewall and Integrated modes onlyFirewall and Integrated modes only


 
NonNon--MS clients are not supportedMS clients are not supported


 
AutoAuto--detect works for ISA and Proxy 2detect works for ISA and Proxy 2


 
Protocols; any defined and allowedProtocols; any defined and allowed


 
Allows secondary protocolsAllows secondary protocols


 
Client Authentication uses interactive Client Authentication uses interactive 
logon credentialslogon credentials


 
DNS C.O.D.DNS C.O.D.
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FW client software must be installed

DNS cache-of-death exists here, too

HKLM\SOFTWARE\Microsoft\Fpc\Arrays\{Array GUID}\ArrayPolicy\Proxy-WSP

"msFPCDnsCacheSize"=dword:00000bb8 (3000 bytes)

"msFPCDnsCacheTtl"=dword:00005460 (21600 seconds, or 6 hours)



Web and Server publishingWeb and Server publishing



 
Web PublishingWeb Publishing



 
Server PublishingServer Publishing



 
Packet FilteringPacket Filtering

Presenter
Presentation Notes
Publishing allows Internet clients to access resources on the internal network.



Web Publishing

Web Publishing allows you to publish HTTP and FTP sites by taking advantage of application layer aware Web Proxy service. Web Publishing allows you to take advantage of many features not available with Server Publishing Rules



Server Publishing

Server Publishing rules provide for the most part simple port forwarding. Packets that arriving to a particular port on the external interface IP address of the ISA Server are forwarded to the internal network server that you’ve configured them to be forwarded to in the Server Publishing Rules.



Packet Filtering

The poorest of the Poor Man’s publishing rules. This method just opens up ports on the external interface of the ISA Server and allows Internet clients direct access to these ports on the external interface of the ISA Server. Not recommended.



Web PublishingWeb Publishing



 
Single IP Address for Multiple SitesSingle IP Address for Multiple Sites



 
Access Control at ListenerAccess Control at Listener



 
Examines HTTP HeaderExamines HTTP Header



 
Port RedirectionPort Redirection



 
SSL Bridging of HTTP requestsSSL Bridging of HTTP requests



 
HTTP Bridging of SSL requestsHTTP Bridging of SSL requests



 
Caching of inbound requestsCaching of inbound requests



 
Plug in SupportPlug in Support
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Single IP Address for Multiple Sites

Web Proxy services listens for incoming requests using the Incoming Web Requests listener configuration. If you have multiple addresses on the external interface of the ISA Server, you can configure multiple Incoming Web Requests listeners. You can have a single IP address on the external interface and publish multiple internal sites and servers. Different authentication requirements can be place on different listeners.



Access Control at Listener

Each Incoming Web Request listener can be configured to require a certain type of access control. If you configure multiple Incoming Web Requests listeners, one can require client certificate authentication, while another might require integrated authentication and another may require no authentication at all. Requests can be authenticated at the Listener and/or the internal Web server.



Examines the HTTP Header

Because the Incoming Web Requests listener works with the Web Proxy service, requests coming into the listener can be examined by the Web Proxy service. The Web Proxy service examines the contents of the HTTP header and makes decisions regarding how to forward the request based on matches between the site noted in the header and a Destination Set included in a Web Publishing Rule.



Port Redirection

One feature only available with Web Publishing Rules is the ability to perform port redirection. Requests can come in only any port you configure the listener to listen on, and can be redirected to another port number on the internal network server. Note that this only works for HTTP(S) and FTP requests, which are handled by the Web Proxy service. Server Publishing does NOT allow for port redirection, just forwarding.



SSL Bridging of HTTP Requests

Web Publishing Rules allow you to forward HTTP requests as SSL/TLS requests. This isn’t much use unless you trust the Internet more than you do the network inside the ISA Server



HTTP Bridging of SSL Requests

You can significantly improve performance by bridging SSL requests as HTTPS requests. In this case, the SSL tunnel is terminated at the external interface of the ISA Server and forwarded to the internal Web server as an HTTP request. The Web site’s certificate is installed on the ISA Server and the ISA Server impersonates the internal network Web server. 



Caching of Inbound Requests

Since the Incoming Web Requests listeners forward to the Web Proxy service, all requests made by via Web Publishing rules are cached on the ISA Server itself. This takes the heat off the internal network Web Server and reduces traffic on the internal network because the requests can be serviced from the ISA Server cache, which keeps information in RAM and therefore can potentially respond much more quickly than a busy Web Server on the internal network.



Plug in Support

The Web Proxy service can take advantage of ISAPI plug in’s. The tools used to secure Web Servers, such as the URLScan tool. Work is in progress to allow you to integrate URLScan with ISA Server.







Server PublishingServer Publishing



 
Publish All ServicesPublish All Services



 
Access Control Access Control –– Client Address SetsClient Address Sets



 
No Port RedirectionNo Port Redirection



 
Can use Application FiltersCan use Application Filters



 
One IP Address per ServiceOne IP Address per Service



 
Watch out for contention!Watch out for contention!
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Publish All Services

Server Publishing Rules allow you to make all services on the internal network available to external network users. Most services can be published using simple Protocol Definitions that have the primary connection configured for inbound access. More complex protocols, such as Exchange RPC, require the aid of the Application Filters to manage the connections.



Access Control – Client Address Sets

In contrast to the Web Proxy’s Incoming Web Requests listener that can authenticate users at the ISA Server’s interface itself, Server Publishing Rules can only control access using Client Address Sets, which are collections of IP addresses. Any other type of authentication must be performed on the internal server itself.



No Port Redirection

In contrast to the Web Proxy service’s Incoming Web Requests listener that can redirect requests to an alternate port, Server Publishing Rules on only forward to the same port that it received the request on. For example, if a request came on in on TCP 25 at the external interface of the ISA Server, it will be forwarded to TCP 25 on the internal network server. If you need port redirection, you will need a 3rd party product add-in such as Surrogate Sockets.



Can use Application Filters

Server Publishing Rules depend on Protocol Definitions to do almost all the work. However, smart Application Filters can be used to help out otherwise dumb Server Publishing Rules using inbound Protocol Definitions. Examples of built-in Application Filters that can be used to support Server Publishing Rules include the FTP Access Application Filter and the Exchange RPC Application Filter. These filters will examine the data portions of the packets accepted by FTP and Exchange RPC publishing rules and allow access for clients requiring these more complex protocols.



One IP Address Per Service

In contrast to the Web Proxy service’s Incoming Web Requests listener that lets you publish multiple servers using a single IP address on the internal interface of the ISA Server, Server Publishing Rules let you publish a particular service only once per IP address. For example, if you have a single IP address on the external interface of the ISA Server, you can only create a single SMTP Server Publishing Rule and publish only one SMTP server on your internal network. If you need to publish a second SMTP server, you will need to bind a second IP address to the external interface of the ISA Server.



Watch out for contention!

While an issue for Web Publishing, port contention becomes an even better issue for Server Publishing Rules by virtue of the fact that Server Publishing Rules supports more services. In order to publish an service, you must allow the ISA Server to listen on that’s services port number. If there is also a service running on the ISA Server that requires the use of the same port, the Server Publishing Rule will fail. This most common reason for this is that IIS services are running on the ISA Server. If you allow the IIS SMTP service to run, it will listen on all IP addresses on the server and will contend with an SMTP Server Publishing Rule. This will prevent the SMTP Server publishing rule from working.



Packet FilteringPacket Filtering



 
Not true Server PublishingNot true Server Publishing



 
Used for DMZ ServersUsed for DMZ Servers



 
Direct Access to ServersDirect Access to Servers



 
Very Limited Access ControlVery Limited Access Control



 
Not Recommend for Services on ISA Not Recommend for Services on ISA 
ServerServer



 
Primarily for outbound access to nonPrimarily for outbound access to non-- 
TCP/UDP ProtocolsTCP/UDP Protocols
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Not true Server Publishing

You can run services, such as SMTP or FTP, by creating packet filters that open up their ports on the external interface of the ISA Server. This is akin to placing a server directly on the Internet and closing off all ports except those allowed by the packet filters. Biggest problem with this approach is that you’re placing network services on the ISA Server itself.



Use for DMZ Servers/Direct Access to Servers

Packet Filter must be used to ‘publish’ servers on a DMZ segment on a trihomed ISA Server. When you configured a DMZ segment on a trihomed ISA Server, the DMZ segment must have public addresses. The only way to allow inbound and outbound access to and from the DMZ segment on a trihomed ISA Server is to create packet filters. Again, there is no application layer filtering or exposure of the data portion of the packets to any service or application filter on the ISA Server. The ISA Server acts as a router to and from the DMZ segment.



Very Limited Access Control

You can limit access for a particular packet filter based on IP address, group of IP addresses or network ID. There is no user/group access control and you cannot use Client Address Sets. The ISA Server acts as a very simple packet filtering router when using packet filters to allow access to services on the ISA Server itself or on a public network ID DMZ segment.



Not Recommended for Services on the ISA Server

Its not recommend that you run any server services on the ISA Server itself except for the ISA Server services. Each addition service provides a potential vector of attack on the ISA Server. If the ISA Server is compromised, it has the potential for allow further compromise or your network and create a DoS condition where no inbound or outbound traffic will be possible.



Primarily used for Outbound Access for non-TCP/UDP Protocols

Packet filters must be used to allow outbound access for non-TCP/UDP protocols because you cannot create Protocol Definitions for any other type of protocol. Example of non-TCP/UDP protocols are GRE (IP Protocol 47) which is required by clients needing access to outbound PPTP, and ICMP which is required if you need to allow internal SecureNAT clients to ping and tracert. Note that ISA Server does not support L2TP/IPSec VPN tunnel passthrough.



TroubleshootingTroubleshooting



 
Use the Use the isainfoisainfo scriptscript



 
Log analysisLog analysis



 
W2K troubleshooting techniquesW2K troubleshooting techniques



 
Network troubleshooting techniquesNetwork troubleshooting techniques
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ISA troubleshooting is based on sound Windows and networking problem resolution techniques

Just because it’s an ISA server doesn’t mean it’s a totally different beast; W2K still forms the main underpinnings

ISAINFO.VBS; Props to Chad Mosman for his initial and continuing efforts for this script.  It has proven to be a very valuable tool for gathering ISA data into an easily understood form.  Use it, live it, love it…

Log analysis;

ISA logs are your first, best place to go for ISA behavioral information; spend the time to get familiar with them.  They contain valuable data for all the traffic that ISA sees.  You can even use them along with NetMon to determine what a particular app is trying to do

Windows Event logs are the second most important data source for ISA troubleshooting.  Many of the alerts ISA throws are also found in the event logs with some helpful data appended to them (SMTP filter events, for instance)

Basic Windows and network troubleshooting; name resolution(!), routing, RRAS, VPN, the list goes on.  ISA merely provides some configuration wizards and the traffic controls to allow or deny traffic.  The functionality and problem resolution techniques you use without ISA are only slightly modified with ISA in place.

Name resolution – remember the ISA DNS cache-O-death for Web Proxy and Firewall client requests.  SecureNAT clients require their own name resolution service

Routing – ISA has only the most basic of routing functionality; no more than that provided by Windows and/or RRAS



ISA LogsISA Logs


 
IP LogsIP Logs


 
All traffic that is refused by the All traffic that is refused by the mspfltexmspfltex 
service (can log service (can log ““allowedallowed”” as well)as well)



 
WEB LogsWEB Logs


 
All the traffic that is handled by the All the traffic that is handled by the 
w3proxy servicew3proxy service



 
FW LogsFW Logs


 
All the traffic that is handled by the All the traffic that is handled by the fwsrvfwsrv 
serviceservice



 
Log Configuration OptionLog Configuration Option


 
W3C formatW3C format


 
ISA formatISA format
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ISA Log analysis is best approached in a per-service context.  That is, data is written to the logs is based on which service (Web Proxy, Firewall, Packet Filter) actually controlled access through the ISA.



Packet filter Logs – By default, these contain data pertaining to traffic that was dropped by the packet filter (mspfltex) service.  It is poossible to configure the PF service to log allowed traffic as well, but that’s really only valuable for troubleshooting, since the WEB and FW logs also contain successful traffic passage through ISA.

WEB logs – These logs contain data on all traffic that was processed by the WEB proxy (w3proxy) service, both outbound and inbound (reverse proxy).  You will also find cache hit data in these logs if you enable it.

ISA help lists the expected data to be found in the various fields

FW logs – These logs contain data on all traffic handled by the firewall (fwsrv) service, both inbound and outbound.  Note that all WEB proxy traffic is also passed through the FW service, and as a result, is also logged here.

Some of the most useful log entries were left out of the help.  They can be found here: http://support.microsoft.com/default.aspx?scid=kb;en-us;Q284818





Packet Filter LogsPacket Filter Logs



 
All traffic that was refused (ignored) by All traffic that was refused (ignored) by 
the Packet Filtering Service (the Packet Filtering Service (mspfltexmspfltex))



 
Can log Can log ““allowedallowed”” traffic, but makes for traffic, but makes for 
huge log fileshuge log files
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You can obtain some very detailed traffic data from this log.

You can also overload yourself with irrelevant data by logging allow filters.



WEB Proxy logsWEB Proxy logs



 
All traffic that was either allowed or All traffic that was either allowed or 
denied by the Web denied by the Web 
Proxy ServiceProxy Service



 
Client credentials depend on settings in Client credentials depend on settings in 
the Incoming and Outgoing web the Incoming and Outgoing web 
requests listenersrequests listeners



 
Also contains cache hit data Also contains cache hit data 
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The only data found here is from Web Proxy requests, or invalid requests made to the Web Request Listeners.

ISA Logs everything!  Anonymous request logging is required; those requests happened, and must be recorded





Firewall Service logsFirewall Service logs



 
All traffic that was allowed or denied by All traffic that was allowed or denied by 
the Firewall service.the Firewall service.



 
Useful for determining what protocols / Useful for determining what protocols / 
ports are being used by an appports are being used by an app
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Here’s where the http://support.microsoft.com/default.aspx?scid=kb;en-us;Q284818 article comes in very handy

The FW log is probably one of your handiest tools for evaluating ISA and client actions.

Event the traffic allowed by the Web Proxy service is logged here



Event LogsEvent Logs



 
Application Event logsApplication Event logs


 
All ISA services log hereAll ISA services log here



 
Security Event LogsSecurity Event Logs


 
Depends on your AuditingDepends on your Auditing



 
System Event LogsSystem Event Logs


 
Can also assist with issue resolutionCan also assist with issue resolution
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Application logs – often contain details not found in the alerts or in the logs.  For instance, an SMTP Filter event may include the data that caused the filter to fire

Security logs – these depend on your audit security settings.  If you don’t enable auditing and then set it for certain objects / resources, you don’t get the logs

System logs – these will indicate service status events and other system-related relevant information.



http://www.microsoft.com/ISAServer

http://www.isaserver.org

Presenter
Presentation Notes
Slide Objective:  End of presentation.  



Opportunity to take additional questions.

http://www.microsoft.com/ISAServer
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