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Proxy servers were originally developed to cache frequently accessed web pages for computersbehind a
common Internet connection. In the early days of the Internet, wide area links were veryslow, the Web was
relatively small, and web pages were static. The entire Web consisted of only afew thousand websites shared
by scientists and academicians. Whenever an important newselement hit a website, many scientists in the
same organization would visit that page (how manytimes have you forwarded a link inside your company?). By
caching that page on a local server,proxies could eliminate redundant Internet access to retrieve the same page
over and over. So,proxies were originally very effective at web caching.

When the Web went supernova, proxies became markedly less effective at caching; the Web wasnow vast, web
pages were frequently dynamic (expiring as soon as they'd been transmitted), andthe interests of users within a
single organization might range across a million web pages before thesame site was hit three times. These
factors presented a difficult caching problem indeed andproxies became largely ineffective, except in extremely
large organizations or in ISPs. Althoughsupport for proxy servers was built into all the standard browsers, by
1996 it was seldom used.

But the new Web also has its seedier element, and proxy servers showed a remarkablyserendipitous side
effect: They can hide all the real users of a network behind a single machine,they can filter URLs, and they can
drop suspicious or illegal content. So although originally createdas non-security caches, the primary purpose of
the majority of proxy servers has now becomefirewalling.

Proxy servers regenerate high-level service requests on an external network on behalf of theirclients on a
private network. This effectively hides the identity and number of clients on the internalnetwork from
examination by the external network. Because of their position between a number ofinternal clients and public
servers, proxies can also cache frequently accessed content from thepublic network to reduce access to the
public network through high-cost wide-area links.

For the sake of understanding, this article discusses only "pure" proxies those that operate onthe principle of
service protocol forwarding. Most actual implementations of security proxies includethe services of packet
filtering and Network Address Translation to form a complete firewall. Thosetechnologies can be combined with
proxies to eliminate some of the attacks to which pure proxiesare vulnerable.

Many proxy service alternatives exist, ranging from the Application layer filter functionality of truefirewalls like
Checkpoint's Firewall-1, to general-purpose pure "proxy only" applications likeWinGate, to simple single-service
proxies like Jigsaw for HTTP. Pure proxies are subject to anumber of problems, most based on the fact that the
base operating system is not protected by theproxy software against denial-of-service attacks and the
exploitation of other services that may berunning on the server.

Proxy servers are most often associated with the HTTP World Wide Web service because proxieswere first
developed for this service. Since that time, proxy functionality has been applied to mostother common Internet
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services. Examples in this article will use the HTTP service, but thefunctionality remains largely the same for
other services.

How Proxies Work

Proxies work by listening for service requests from internal clients and then sending those requestson the
external network as if the proxy server itself were the originating client. When the proxyserver receives a
response from the public server, it returns that response to the original internalclient as if it were the originating
public server.

Security Advantages of Proxies

The process of request regeneration and the fact of a proxy's location between the external andinternal
networks provide a number of security advantages:

. Proxies hide private clients from external exposure.

. Proxies can block dangerous URLs.

. Proxies can filter dangerous content such as viruses and Trojan horses before passing it tothe client.
. Proxies can check the consistency of returned content.

. Proxies can eliminate the need for transport layer routing between networks.

. Proxies provide a single point of access, control, and logging.
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Each of these security advantages is detailed in the following sections.
Client Hiding

The major security feature of proxy servers is client hiding. Like Network Address Translation, proxyservers can
make an entire internal network appear to be a single machine from the Internetbecause only a single machine
passes requests onto the Internet.

Like Network Address Translators, proxy servers prevent external hosts from connecting to serviceson internal
machines. In the case of proxy servers, no route to the clients exists because theaddress domains of the
internal and external networks may be incompatible and because transport layer routing does not exist between
the two networks.

Proxies perform this feature by completely regenerating service-level requests rather than simplychanging and
recalculating address headers. For example, when a web client makes a requestthrough a proxy server, the
proxy server receives the request as if it were the destination webserver on the internal network. It then
regenerates the request on the external network as if it were atypical web browser. When the proxy receives the
response from the ultimate web server, it servesthat response to its internal client. Only HTTP passes through
the proxy, not TCP or IP. TCP/IP(and other low-level protocols) are regenerated by the proxy; they do not route
through it unless theproxy is misconfigured.

Another aspect of client hiding is that of connection multiplexing; a proxy server can be used toshare a single
Internet connection and IP address among an entire network. For this reason, lightproxy servers like WinGate
are extremely popular in home and small office environments whereonly a single dial-up or dedicated
connection is available.

URL Blocking

URL blocking allows administrators to disallow the provision of certain websites based on theirURLSs. In theory,
this will keep your employees from viewing websites you don't want them to haveaccess to. This function in
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easy to implement. The proxy simply checks every request for a webpage (or other service URL) against a list
of denied pages before it regenerates the request. If theURL is blocked, the proxy will not request or return the

page.

URL blocking is easy to circumvent, however, because a website can be just as easily addressedby its IP
address or even by the whole number address. For example, a user could type in any ofthe following in their
web browser to access exactly the same home page:

http://www.linuxexposed.com/index.php
http://212.190.116.128/index.php
http://59672698250359936/index.php

But your URL blocker will (probably) only be checking for the full text URL.

URLs can contain DNS names or IP addresses. Most people are familiar with the first two examplesof site
references, but have never heard of the third: an IP address specified as a whole numberrather than as a
"dotted quad notation." The concept is simple: An IP address is just a 32-bithumber, and though we refer to
them in dotted quad (10.0.0.0) notation for convenience sake,there's no reason why they can't be referred to as
whole numbers. To convert a dotted quadnumber to a whole number, use the following formula ("a" is the most
significant quad, "d" the least):a x 224 + b x 216 + ¢ x 28 + d. Converting everything to easily calculable
numbers, the formulabecomes: a x 16777216 + b x 65536 + ¢ x 256 + d. So, for example, turning the IP
address for http://www.linuxexposed.com, 209.68.11.152, into a whole number makes it 209 x 16777216 + 68
x65536 + 11 x 256 + 152 = 59672698250359936. Put 59672698250359936 into your web browser's address
bar andyou'll see the Linux Exposed web page come up. Note that websites behind proxy servers(like Microsoft.
com) don't come up because the whole number IP address must be programmed intothe proxy for the proxy to
recognize it.

The other major problem with URL blocking for security administrators is simply keeping up withsites to block.
Problem sites like hacking depositories, pornographic sites, and game sites have theephemeral life of a mayfly
they pop up and disappear just as quickly. Most people who engage inthe activities ascribed by these sites just
use search engines or Usenet news lists to keep up withwhere their favorite sites have moved. You will not be
able to stay ahead of that activity with your URL-blocked database.

Content Filtering

Because proxies retransmit all protocol payloads and are protocol specific, the proxy service can beused to
search the payload for suspicious content. This means that you can configure your HTTPproxy service to strip
out ActiveX controls, Java applets, or even large images if you feel they couldpresent a security problem. You
could also use an SMTP proxy to strip out executable fileattachments and archived zip files if you felt they were
a security problem.

Content filters can also be used to check web pages for the presence of certain words or phrases,such as the
trademarks of your competition or some current news item.

You should filter ActiveX controls in websites, Java applets, and executable files in e-mail becausethey can be
used to install Trojan horses inside your network. If someone needs to transfer anexecutable file, have him or
her transmit it as a zip file or use BinHex or some other encoder totransfer it in a text format. This will require
effort to decode, thus preventing the accidental transferof a virus or Trojan horse into your network.

Consistency Checking
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Consistency checking refers to checking the content of a protocol to be sure it makes sense for thatprotocol.
Consistency checking ensures that specifically malformed types of content can't be usedto exploit a security
weakness in your internal network.

For example, earlier versions of the Unix Sendmail SMTP daemon were notoriously susceptible tovarious buffer
overflow problems. These occurred when an e-mail message was sent and it waslonger than it said it was.
Sendmail would allocate a memory buffer that was the size the messageclaimed to be, but would then scan the
message until it hit an end-of-file marker. If the areabetween the claimed end and the actual end contained
executable code, a hacker could gain rootaccess to your e-mail server.

Another example of a buffer overflow occurs in URLSs that are longer than 256 characters. Early webbrowsers
were flawed because the end of the URL beyond 256 characters could contain executablecode that would be
executed by the browser software.

Of course by now everyone has heard of the amazing number of buffer overrun exploits thathackers have been
able to perpetrate against 11S4 and 11S5. Using URLs and posts that are longerthan IIS can handle, as well as
exploits against supporting DLLs like the text search and legacydatabase support modules of IIS, hackers have
been able to create completely automated attacksagainst 1IS that operate as worms on the Internet and cause
widespread havoc. Microsoft hasreleased hundreds of security hotfixes to try to cope with the problem, and it
has seriously impactedthe marketability of their .NET services, which are all based on a web server that nobody
wants todeploy because of it's security problems.

Consistency checking with your proxy software can ensure that these sorts of problems areeliminated at the
proxy so they won't affect internal machines. Unfortunately, the problems to checkfor usually are not known until
some hacker exploits them, so most consistency checks are onlyavailable after an exploit has been found. And
with automated worms, a large portion of the webservers on the net can be exploited within a few hours, so the
"countermeasure" aspect of hotfixingservers is rather ineffective.

Route Blocking

Transport layer packets need not be routed because the request is completely regenerated. Thiseliminates
Transport layer exploits like source routing, fragmentation, and various denial-of-serviceattacks. By eliminating
routing, you can also ensure that any protocol for which you have notestablished a proxy service cannot be
passed to the public network.

Route blocking is perhaps the most important advantage of proxy servers. Because no TCP/IPpackets actually
pass between the internal and external networks, a vast number ofdenial-of-service and exploitation attacks are
prevented.

Unfortunately, route blocking is not used often enough. Because many protocols exist for whichthere are no
good proxy services, administrators often must enable routing on the proxy server,which completely eliminates
the security gain achieved by route disconnection. If you can, avoidallowing low-level network packets to pass
through your proxy server. Most proxy server softwarewill allow you to create generic TCP proxy services for
any port using a generic SOCKS proxy or theUnix redir utility. These generic proxies, although they cannot
perform content filtering, still allowyou to keep TCP/IP packets from flowing between your networks.

Logging and Alerting
The final security advantage of proxies is the logging and alerting facilities they provide. Proxiesensure that all

content flows through a single point, which gives you a checkpoint for network data.Most proxy software will log
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the usage characteristics of the proxy by user and can be configured toretain a log of sites they visit. This will
allow you to reconstruct the user's web browsing sessions ifyou suspect some illegal or unethical activity has
occurred.

The alerting facility provided by some proxies can alert you to attacks in progress, even though theproxy facility
of a server is not generally subject to attack. But the facility can alert you to attemptedproxy connections from
the external interface, which hackers frequently try to exploit to launder theirconnections.

Performance Aspects of Proxies
In addition to their security aspects, proxy servers can also perform important performanceenhancements:

1. Proxies can cache frequently requested data to improve performance by eliminatingredundant access to the
slower external network.
2. Proxies can balance the service load across a number of internal servers.

Caching

As we noted in the beginning of this article, proxies were originally developed as a performanceimprovement,
not as a security device. In the early Web days, there were only tens of thousands ofsites. They were mostly
scientific in nature and didn't change often. Because wide area links to thelnternet were slow, a proxy could be
used to cache large portions of the Web locally, so internalusers could simply browse from the local proxy.
Content didn't change very fast, so that madesense.

Caching now only makes sense in those instances where a large number of users frequently accessthe same
web pages over and over. This usage pattern is currently somewhat rare, so the cachingaspects of proxy
servers are all but obsolete.

s e-commerce becomes more prevalent, caching will again become an important functionbecause many people
will perform their jobs by interfacing to a few frequently accessed sites.Consider for example a travel agency
that uses Expedia.com and Travelocity.com to perform theirwork. Many agents would access the same two
sites over and over, so caching the main siteelements, graphics, and applets would make sense.

Reverse Proxy Load Balancing

Newer proxy servers can be used to "reverse proxy," or provide the proxy service to external clientsfor internal
servers. This functionality is used to balance the load of clients across a number of webservers. Many high
functionality websites make use of complex applications in the form of ISAPIlapplications, Active Server Pages,
Java servlets, or CGI applications. These applications executeon the server, so they considerably reduce the
number of clients a single server can handle. Forexample, an NT server running IIS that could reasonably
handle 100,000 browsers of standardHTML pages may only be able to handle 5,000 browsers of an ASP page
that is executed on theserver.

This means that most e-commerce functions cannot actually be handled on a single server, so thesite must be
run in parallel across a number of machines. For example, http://www.microsoft.com/ iscurrently run on 30
identical web servers. DNS provides a rudimentary load-sharing scheme bywhich subsequent access to a DNS
name will provide one of a number of IP addresses, but thisdoes not actually balance the load. Only after a
statistically large number of equivalent accessesoccurs does this scheme serve to actually balance the client
load.

A proxy server can be used to respond to a single IP address and then funnel client connections toone of a
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number of site servers behind it. The proxy server can use some measurement provided byeach web server to
maintain awareness of which server has the most remaining capacity. Eachconnecting client can then be
funneled to whichever server has the most capacity to handle it.Because the proxy actually does very little work
compared to the effort of serving e-commerce webpages.

Security Liabilities of Proxies
Proxies suffer from some of the following security liabilities:

1. Proxies create a single point of failure.

2. Client software often must be capable of working with proxies. Only advanced firewall andproxy systems can
be configured to work transparently on the network.

3. Proxies must exist for each service.

4. Proxies do not protect the base operating system.

5. Default configurations are often optimized for performance rather than security.

Single Point of Failure

Inherent with any single point of control is a single point of failure. If a hacker can disable yourproxy, your entire
organization could be cut off from the Internet.

Proxies, routers, and firewalls all suffer from this problem to some degree. With routers the problemis easily
fixed by simply having more than one route to the Internet. Firewalls are far more securethan pure proxies
because they include low-level packet filtering to eliminate the problems causedby denial-of-service activities.
Pure proxy servers do not include the functionality to protectthemselves from attack however, so they are very
vulnerable both to intrusion and denial of service.

Modern proxy servers usually include a hot-failover feature where a secondary proxy with the samenetwork
connections constantly queries the "live" proxy and takes its IP addresses if it appears tohave failed. Others use
a load-balancing feature to provide multiple peer proxies that are all in useat the same time. The Windows Load
Balancing feature of Windows 2000 Advanced Server can beconfigured with proxy server software to create this
type of fault-tolerant proxy.

Clients Must Be Made to Work with Proxies

A proxy-enabled client must exist for each service you wish to proxy. For example, your webbrowser must
support connection to a proxy server by including in the configuration optionsregarding which proxy service all
requests should transmit to. If the client software cannot beconfigured to use a proxy, a proxy service cannot be
used except in conjunction with a true NetworkAddress Translator. This can be a major problem for services like
FTP where the client softwarethat ships with most operating systems does not support connection to a proxy
server. You canpurchase proxy clients for these services, however.

Proxy services included with address translating firewalls can get around this restriction becausethey can
modify inbound and outbound network addresses. This means that clients need not knowor be configured to
work with proxies that exist as part of a true address translating firewall.

Proxies Must Exist for Each Service

A different proxy service is required for each supported service protocol. Network AddressTranslation is
universal and works with any protocol except those that rely upon payload-embeddedIP address information or
require the ability to open a back channel to the client. Protocols for whichno proxy service is available cannot
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be connected through a proxy except by a generic TCP proxyservice (like the generic SOCKS proxy) that would
work much like a Network Address Translator.Any such service would not have the advantage of content
filtering, however.

Many services cannot be easily proxied because they require the establishment of a back channel.Only proxy
servers that maintain a table of expected return sockets can proxy services like H.323(the protocol used by
NetMeeting for voice and video conferencing).

Many services exist for which there are no effective content filters. Stream-based services likeRealAudio or
RealVideo are very difficult to filter for content because the content must streamthrough in real time, and an
interruption in the compressed stream will make the remainder of thestream undecipherable. Since content like
this cannot be reliably filtered, it should be blocked ifconsidered a security threat.

Proxies Do Not Protect the Base Operating System

Proxy servers are based on web servers, and like web servers, they operate at the Applicationlayer—above the
Network and Transport layers. This means that they do nothing to filter TCP/IPpackets that arrive at the server,
and they don't interfere with other Application layer services like filesharing or remote procedure call interfaces.

This leaves the machine completely open to hacking, unless you take other measures to secure themachine.
While most modern operating systems include support for packet filtering, their filters areusually not as robust
as true firewalls. And you need to ensure that only those public ports thatcorrespond to the services that you
intend to proxy are open.

Some security experts recommend running the fewest possible number of services on a firewall,and separating
proxy functionality on to separate machines under the presumption that filters shouldbe as simple as possible to
prevent their being exploited. The problem with this is that exploits canoccur at any level, and if you put a proxy
server behind a filter, the hacker is behind the filter if heexploits the proxy. By using firewalls with integrated
proxy servers, the filters can still protect thenetwork even if the proxy service is exploited.

Lax Default Configurations

Many proxy server software packages suffer from lax default configurations that can cause serioussecurity
problems. For example, WinGate, the most popular proxy server for home and small officeenvironments, is
used to share a single Internet connection rather than for security. For this reason,the software producer made
it easy to set up for people who didn't understand proxies, and set it upto work by default for most common
protocols

For versions before 3.0, the default installation opened up a Winsock proxy to the external interface,which
allowed hackers to connect to the external interface as if they were internal clients. Thehackers could then use
the proxy to connect to other web or Internet services as if they wereworking from the unsuspecting home user's
computer directly. This effectively laundered theirconnection and made it appear as if the owner of the computer
running WinGate were performingthe illegal activities the hackers actually performed. Version 3.0's default
configuration disabledconnections coming from the external interface.

Many proxy servers suffer from the problem of lax default configuration because they are oftendesigned for less
experienced computer users and put performance and functionality ahead ofsecurity. Most can be configured
correctly, but users frequently ignore the software once they've gotit completely installed.

Performance Liabilities of Proxies
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Proxy servers only have one performance liability, but for the sake of uniformity, I'll present it as abulleted list:
1. Proxy servers create a service bottleneck.
Proxies Create a Network Bottleneck

Like firewalls or routers, a single proxy server connection to the Internet can create a bottleneck ifit's not
properly upgraded as the number of network users' increases. Although proxies initiallyimprove performance
through their caching mechanism, you'll make everyone wait behind a slow

machine if you've got more clients than the server can effectively support. But beware of blamingyour proxy for
a bottleneck that's actually caused by a slow Internet pipe. If you have only onelnternet connection, and it is a
T1 (1.5MB) or slower connection, any computer that actually meetsthe minimum requirements for the operating
system and the proxy server is fast enough to handlethe load. Proxy bottlenecks only occur on network
connections faster than 1.5MBs or whensomething is actually wrong with the proxy server.

This problem is easy to solve add more proxy servers. Unlike websites or public servers, a proxyserver doesn't
need to have the exact same configuration across a number of machines. You candirectly attach any number of
proxy servers to your external network connection and assign eachclient inside your network to one of the
servers on a random or fair share basis. For example, ifyou've got four proxy servers running, just assign every
fourth client to the same proxy server. You'lllose some of the caching effect because a client on a different proxy
who accesses a site won'tmake that site available to the other proxies.

You can also use sophisticated, high availability software and TCP/IP load balancing to handle theconnection to
multiple proxies, but that involves considerable expense and is not much moreefficient. It does provide proxy
redundancy though, because otherwise a segment of users wouldlose service if their assigned proxy went down.

Explicit vs. Transparent Proxies

Most proxies, especially common HTTP proxies, require that the client software be explicitlyconfigured to use
the proxy server to access data (such as web pages) from outside the network.This means that not only must
every web browser, FTP client, or videophone application you wantto proxy have the ability to use a proxy
server (many do not, having been naively programmed toexpect unfettered access to the Internet), but also a
system administrator must either configure allthe applications on the client computers in the network to use the
proxy or teach the users how todo it.

The configuration issue is such a burden to network administrators that modern web browsers havethe ability to
automatically detect proxy settings on a network. Other client software, such as FTP orNet2phone, has not
been reprogrammed to do this however. But while this feature is a boon tonetwork administrators of web
browsers, there is a better way that works for other protocols too anddoes not require configuring or modifying
client network software—transparent proxies.

Transparent Proxies Rewrite the Rules

All modern firewalls can redirect incoming requests to certain ports to specific interior computersthat will satisfy
those requests (such as a web server on the interior network that is protected by thefirewall). Similarly, a firewall
can intercept and redirect outgoing traffic to a particular computer, suchas a proxy server for web requests. The
client computer need not know that its traffic has beenintercepted because the firewall can redirect the proxy
server's response back to the originatingclient as though nothing untoward had happened (using the same
network address translationmechanisms that are now so wide-spread). There are instructions on the Internet for
using thefirewalling features of BSD or Linux along with separate proxy packages such as Jigsaw in thismanner.
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Proxy Best Practices

Proxies are useful for a number of different purposes, and for that reason security often takes abackseat to
performance or connection multiplexing. Proxies can be extremely dangerous if they'reused incorrectly (okay,
people can't actually get hurt just dangerous in the legal risk sense)because hackers can exploit them to make it
appear as if their activities are coming from within yournetwork. This can make your company liable for their
activities.

Use a Real Firewall

The most important thing you can do to protect yourself is to either use the proxy functionality of areal firewall or
put a firewall in front of your proxy server to protect it. There's no reason why a proxyserver has to be directly
connected to the external network unless the proxy is used for reverseproxy load balancing of a website.

Disable Routing

If you use proxies as your primary protection against hackers on the Internet, be sure you disablerouting
through the proxy. If you allow routing through the proxy, the proxy is not performing asignificant security
function for your network because your clients will all be directly addressablefrom the Internet. Proxies' client-
hiding feature relies upon disabled routing to prevent a number oflow-level protocol attacks.

Proxies are usually set up initially with routing disabled, but after some time a service or protocolmight be
needed for which you do not have a specific proxy service or which cannot be proxied.Don't be tempted to
simply enable routing in this case. If you find you need services that cannot beproxied, use Network Address
Translation. If the service can neither be translated nor proxied, don'tuse it at all.

Secure the Base Operating System

Securing the base operating system is crucial to the effective use of proxies as security devices. Ifhackers can
exploit the server upon which your proxy runs, they can reconfigure the proxy securitysettings to bypass it
completely.

This is especially important in Unix and Windows environments. Both operating systems arenotoriously
susceptible to well-known hacking exploits, so proxies that run upon them are just assusceptible.

Use strong user-based security permissions as well as port and protocol filtering at the operatingsystem level to
make sure your proxy server is serving only those protocols you intend for it toserve. Stay up to date on the
latest hacking exploits for your operating system and be certain thatyou apply patches and hotfixes to your
external security servers as they are released. It's moreimportant for a publicly exposed server to be secure
than it is to be stable. A crash due to an untested patch or hotfix only causes a temporary loss of service—it
doesn't allow a security breach.

Disable External Access

Never allow external network clients to proxy through your server, even if it seems like it wouldmake sense for
remote users to do so. By allowing external proxy access to your server, you makeit possible for hackers to
exploit your proxy server to launder their IP connections and make itappear as if your proxy server is the origin
of their attacks. This could make you legally liable for thedamages they cause.

Disable Excess Services

http://www.linuxexposed.com/print.php?sid=551 (9 of 10)4/7/2004 10:38:02 AM



Linux Exposed

Don't pile all your public services on the same machine as your proxy server. This general rule isespecially
important when applied to security mechanisms like proxy servers. If a service like FTPor SMTP allows a
hacker access to your proxy server, the hacker can disable the proxy server'ssecurity settings to gain further
access to your network. If these services are divided amongstseveral machines, however, an FTP-specific
attack will only yield access to the FTP server notthe rest of the network.

On Windows, it's especially important to unbind the NetBIOS session ports from the externalTCP/IP interface
through the network Control Panel. Leaving these ports open will make it possiblefor hackers to use automated
password guessing tools to attempt to log directly into your proxyserver. Once that's accomplished, they have
free rein to modify your security settings.
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