How To Perform a BIOS Upgrade

Gabriel Torres
(Hardware Secrets)

Introduction

Sometimes, especially when upgrading your PC, you may need to perform a BIOS upgrade in order to
update your system to accept a new hardware part or to fix a bug. For the average Joe, this
procedure is quite obscure. In this tutorial we will give step-by-step procedures on how to upgrade
your system BIOS.

What is BIOS anyway? BIOS is a program stored inside the ROM memory of your motherboard.
There are three programs stored there: BIOS, setup and POST. As they are physically stored in the
same memory chip, the majority of users call setup and POST as “BIOS”, even though this is wrong,
as they are three distinct programs. BIOS (Basic Input/Output System) teaches the system processor
on how to deal with basic things, like how to access the hard disk drive and how to write text on
screen. POST (Power On Self Test) is executed whenever you turn your PC on in order to test your
system. It is in charge of that memory counting that happens every time your turn your PC on. And
setup is that program that you call by pressing Del during POST (i.e. during memory counting) that is
used to configure your motherboard.

So “BIOS upgrade” really means an upgrade on the programs stored on the motherboard ROM
memory. Even though the procedure name is “BIOS upgrade”, you actually upgrade all three
programs (BIOS, POST and setup).

The way to update the motherboard ROM depends on the type of memory chip used in your PC.
There are two types of ROM chips used in PCs, Mask-ROM (only on very old motherboards and that
cannot be updated by software) and Flash-ROM (on almost all motherboards, which is able to be
updated by software). In this tutorial we will cover Flash-ROM.

If you have a very old motherboard (manufactured more than 10 years ago) that uses a Mask-ROM
chip BIOS upgrade is only possible by replacing the chip with a new one containing the latest BIOS
version. This chip can be bought on the motherboard manufacturer's web site or at
http://www.unicore.com.

On Figures 1 and 2 you see the most common physical aspect of the motherboard ROM chip, where
BIOS is stored. The packaging found on Figure 1 is called DIP (Dual In-Line Package) and is used on
older motherboards, while the packaging found on Figure 2 is called PLCC (Plastic Leaded Chip
Carrier) and is used by current motherboards.
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Figure 1: The BIOS chip. This kind of chip is called DIP (Dual In-Line Package)
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Figure 2: Another kind of BIOS chip, used by current motherboards. This kind of chip is
called PLCC (Plastic Leaded Chip Carrier)
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In order to upgrade your computer BIOS, you need to know three basic things about your PC: the
motherboard manufacturer, the motherboard model and the BIOS manufacturer.

If you don’t know what is your motherboard manufacturer and model, please follow the procedures
describe in our How to Find Out Your Motherboard Manufacturer and Model tutorial.

Knowing your motherboard manufacturer and model, you need to go to the download section of the
manufacturer website in order to download the BIOS file. Click here to see a complete list of
motherboard manufacturers and links to their BIOS download page.

Two files are usually needed. The BIOS contents — usually a .bin or .rom file — and the program to
record the BIOS contents inside the ROM chip, i.e. the programmer (if your motherboard has a built-in
programmer you won'’t need it. More on this later). Both are available on the BIOS download section
of the motherboard manufacturer website.

You will also need to know the BIOS manufacturer, i.e. which company wrote the BIOS code. There
are three major players: AMI (American Megatrends, Inc), Phoenix and Award. This information is
important to know, as you need to use programming software compatible with your BIOS. An AMI
programmer won’'t work with Phoenix BIOS and vice-versa. As Phoenix has bought Award,
programmers for Phoenix BIOS will work with Award BIOS.

One way to know the BIOS manufacturer is taking a look on the ROM chip; usually the BIOS
manufacturer puts a sticker on it. Take a look on Figure 2 and you will see that Phoenix was the
company that wrote the BIOS code for that motherboard.

Another way is paying attention when you turn on your PC, as the BIOS manufacturer name appears
every time you turn it on. If you can't see it, press the Pause key right after turning your PC on. On
Figure 3 we give an example, where the BIOS was manufactured by Phoenix.

@ Phoenix — Award HWorkstationBIODS o
4% Copyright (C) 1984-2883, Phoenix

RS485M-H REV :1.8c 85.-19.-2886
Hain Processor : AMD Athlon(inm) 64

Hemory Testing : 1815888K 0K+ 32M
CPUB Memory information: Dual Chan

HARDWAEE
Unmmplu:atm tﬁecnm;hca! d

Figure 3: Manufacturer logo and name during POST
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Entering setup by pressing Del during memory counting is another option as the BIOS manufacturer
name appears on the screen header or on its footer. On Figure 4 you see an example, where the
BIOS was manufactured by Award (as mentioned before, Phoenix programming software will work
just fine here).

CHOS Setup Utility - Copyright CONSHTIIOTIRUATE Sottuare

» Standard CMOS Features Top Performance

» Advanced BIOS Features Load Fail-Safe Defaults
» Integrated Peripherals Load Optimized Defaults
» Power Management Setup Set Supervisor Password
» PnP/PCI Configurations Set User Password

» PC Health Status Save & Exit Setup

» Frequency/Uoltage Control Exit Without Saving

Esc : Quit tl+¢: Select Item
F8 : Dual BIOS/Q-Flash F10 : Save & Exit Setup

Time, Date, Hard Disk Tgp!“Annge'&;

Uﬂc-:-mp\l:étlngthe complicated |

Figure 4: Manufacturer name inside setup

Now that you have already downloaded the BIOS file and the corresponding programmer from the
motherboard manufacturer download page, it is time to upgrade your system BIOS. Don't forget to
uncompress (unzip) the files you've downloaded.

There are four ways to perform a BIOS upgrade:

» Replacing the ROM chip with a new chip containing the update software (the most
complicated one for the regular user, so we won’t cover this option).

= Upgrading the BIOS using a program embedded on your motherboard (easiest and thus
preferred way). Not all motherboards provide this option.

= Upgrading the BIOS using a Windows-based programmer.

= Upgrading the BIOS using a DOS-based programmer.
As mentioned above, the easiest way is to use the programmer embedded on the motherboard. Not
all motherboards provide this feature. If yours have it, you won’t need to run any extra program, as the

programmer is called by pressing a key during POST (i.e. right after you turn your PC on). On next
page we will show you how to detect if your motherboard has this feature and how to use it to upgrade

your BIOS.
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Motherboard Embedded BIOS Programmer
Now that you know the basics, it is time to check whether your motherboard has an embedded BIOS
programmer or not. If it does you should use it, as it is the easiest and quickest way to upgrade your
system BIOS.

During POST (i.e. memory counting right after you turn on your PC), press the Pause key. See if there
is a message telling you to press a key to enter the BIOS programmer. The problem here is that the
BIOS programmer name varies a lot, depending on the motherboard manufacturer. AWFLASH,
QBIOS, QFLASH, EZFLASH and FLASH UTILITY are some of the names you may find.

As you can see on Figure 5, this motherboard has this feature, and you can load the BIOS
programmer by pressing ALT F2 (a very common keystroke for this feature).

ot by

CHAINTECH

Figure 5: Motherboard with an embedded B10OS programmer

The motherboard on Figure 6 has also this feature, however it is called inside setup.

Press DEL Lo enter SEIUP-Dual BINSAI-F Lash
Ha9.-07 - ZRAA- K T4 —-DZ3S—6RAGLYGADC—-8a
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Figure 6: Motherboard with an embedded BI10OS programmer
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You may also look for this feature inside setup, which you can enter by pressing Del during memory
counting. On Figure 7 you see the same motherboard from Figure 6 and, as you can see, the BIOS
programmer is called by pressing F8 inside setup. On high-end motherboard from ASUS the
embedded BIOS programmer (called ASUS EZ Flash) can be found under Tools menu, as you can
see on Figure 8.

MOS Setup Utility - Copyright CCIRISBE=2E0T AlaTD

l
H p Standard CMOS Features Top Performance

» Advanced BIDS Features Load Fail-Safe Defaults
b Integrated Peripherals Load Optimized Defaults
» Power Management Setup Set Supervisor Password
» PnP/PCI Configurations Set User Password

» PC Health Status Save & Exit Setup

» Frequency/Uoltage Control Exit Without Saving

Esc : Quit tl+e: Select Item
F8 : Dual BIOS/Q-Flash F18 : Save & Exit Setup

Time, Date, Hard Disk Tgp4HAn W s
Uncomg tin d

Figure 7: BIOS programmer inside setup

ASUS EZ Flash 2

Figure 8: BIOS programmer inside setup
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If your motherboard has this feature, you need to copy the BIOS contents file (the .bin or .rom file that
you downloaded from the motherboard manufacturer website and decompressed) to a blank floppy
disk. The procedure is quite simple, enter the BIOS programmer, backup your old BIOS, upgrade the
BIOS and reset your computer. We will show in details how this can be done on next page.

The step-by-step guide is:

Save your uncompressed BIOS file (usually a .rom or .bin file) to a blank floppy disk.
Reset your computer and enter the embedded BIOS programmer (see previous page).
Backup the current BIOS file used by your motherboard into a floppy disk.

Load the new BIOS file from floppy disk.

Upgrade your motherboard BIOS.

Reset your computer.

ogarwNE

On Figure 9 you can see the main menu of the embedded BIOS programmer from the motherboard
pictured on Figures 6 and 7 (Gigabyte GA-7VAXP Ultra). This motherboard (as all high-end
motherboards from Gigabyte) has two BIOS chips, a feature called “Dual BIOS”. Some motherboards
from Albatron also have this feature. This feature allows you to recover your BIOS file if you program
the wrong file on your BIOS chip by mistake. If your motherboard has this feature, first upgrade only
the main BIOS chip. After upgrading it and making sure that your system is working fine, you will need
to perform a second upgrade, this time updating the backup BIOS chip. You can simply use the “Copy
Main ROM Data to Backup” function to do this. If your BIOS upgrade fails (which is very unlikely to
happen if you downloaded the correct file for your motherboard), your system will be able to use the
backup BIOS (which still has a copy of the old BIOS), allowing you to enter the programmer and
restore the contents of the main BIOS chip.

HdH]BIﬂS
Enable
Disable
Enable

Copy Main ROM Data to Backup

Load Default Settings
Save Settings to CMOS
Update Main BIOS from Floppy
Update Backup BIOS from Floppy
Save Main BIOS to Floppy
Save Backup BIOS to Floppy

Pabn/Pgllp :Modify 1! :Move ESC:Reset “AH“‘M&R&&

Uncomplicating the complicated !

Figure 9: Motherboard embedded BIOS programmer
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The first thing to do is to backup the current BIOS used by your motherboard, in this example this
would be done by selecting “Save Main BIOS to Floppy”. Do this and name your backup BIOS file as
something like “old_bios.bin".

Then load the BIOS file located on the floppy disk, in this example using the “Update Main BIOS From
Floppy” option, see Figure 10. In our case we were loading the 7VAXPU.F7 file.

AWDFLASH . EXE
485_U10C .BIN
ST.EKE

OLD_BIOS.BIN

| Total size:1.39H Free size:19.56K
"5 :Refresh DEL :Delete

Save Backup BIOS to FI“ERW
HARDWAEE

Enter :Ru]] ' Move FS{ ZRESEt i Uncomplicating the complicated

Figure 10: Loading the BIOS file from our floppy disk

Next the programmer will ask us to confirm that we want to upgrade our BIOS. In some
programmers you may heed to manually select an option called “Upgrade BIOS” or similar to
program your BIOS chip. Select “Ok” or “Yes” and wait while your BIOS is being upgraded (see
Figure 12).

Main
yin ROM 3 i iy ] (]
Jackup R e/Size .... SST 395F020
Disable
Main Bios
Enable

CHECKSUM = 9312
fire you sure to update BIOS 7

Update Main BIOS from Floppy
Update Backup BIOS from Floppy
Save Main BIOS to Floppy
Save Backup BIOS to Floppy

Enter :Run . Move " Reset Unmmph;ﬁg‘lhummph:&{ed

Figure 11: Confirmation screen
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 Utility vl

Main Bios
.oo.. SST 39SFO20
ze ..., SST 39SFO20
Disable
Main Bios
Enable

Updating BIOS Now,..

BHRDBRADRDBDBINBBRDDRBRHH D

Update Main BIOS from Floppy
Update Backup BIOS from Floppy
Save Main BIDS to Floppy
Save Backup BIOS to Flopp

SEecLl
Uncomplicating the com

ter :Run 1!l :Move Reset

Figure 12: BIOS being upgraded

After the procedure is finished, simply reset your computer and your PC will be using the new
upgraded BIOS.

Windows-Based BIOS Programmer
If your motherboard does not have an embedded programmer, you will need to use BIOS
programming software. This program can be Windows-based or DOS-based. Of course it is easier to
use a Windows program than a DOS one.

The trick here is to take a look on the CD-ROM that comes with the motherboard. Sometimes the
motherboard manufacturer provides a Windows-based BIOS upgrade utility on the CD-ROM but not
on their website.

In our examples we will be upgrading the BIOS of an ECS RS485M-M motherboard with a utility
called Winflash, which was available on the motherboard manufacturer download page. Of course if
you use a different program the exact option names and locations may be different, but the overall
concept is the same.

On Figure 13 we see the Winflash’s main screen.
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WinFlash
File Options Yiew Help
= =

P RS485-SB460-6A666E 1BC-00
] ErP Area
[ DMl drea

[~ Update gl

— CMOS Option—
o LClear CMOS
[ CMOS Default

CheckSum: OH

Skip Update
Build Drate : . PP

05/19/2006

.U pdate
Flash Type:

‘winbond

For Help, press F1 l_

Figure 13: Winflash utility

The first thing you need to do is to backup your current motherboard BIOS, going to File, Save
Old BIOS, see Figure 14. Save it on a blank floppy disk as “old_bios.bin” or something like this.

Cptions  Wiew  Help
Open... Chrl+0
Save Old BIOS  Chr45
Update BIOS  Chrl+U

RS485-SB460-6A666E1BC-00

Recent File

Exit Chrl+i

Upadate Al

CMOS Option
[ Clear CMOS
[~ CMOS Default

CheckSum: OH

Build Date : .Sklp Update

05/19/2006

.U pdate
Flazh Tppe:

Winbond

Save BIOS ko File ’— ’_I_

Figure 14: Saving the current BIOS to a file

Next load the BIOS file you want to upgrade, going to File, Open.
After the BIOS file is loaded, select all areas of the BIOS chip to be updated (in this example, Boot
block, DMI Area, Update All, see Figure 15 — compare it with Figure 13 to see the difference).
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WinFlash

File Options  Wiew Help
=R
[ Update Dption— RS485-SB460-6A666E1BC-00

¥ BootBlock
I~ EnP drea

v DMl Area

v Update

— ChOS Option—

[~ Clear CHMOS

[~ CHMOS Default
CheckSum:  ac00H

Skip Update
Build Date : . pLe
05./149/2008
.Update
Flazh Type:
winbond

For Help, press F1

—

Figure 15: Select all BIOS areas to be updated

Next update the BIOS by selecting File, Update BIOS. A confirmation screen will appear. Click on
Update and your BIOS will be upgraded. This procedure can take some time. Wait until it finishes.

WinFlash

File Options Migw Help
FH % ?

— Update Option
v BootBlock
[~ BrP &rea
v DMl &rea
V¥ Lpdate gl

RS485-5B460-6A666E1BC-00

Update BIOS

— CMOS Option-|

[~ Clear CMOS
- Update System BIOS
[~ CMOS Defau ki i 0 %

) Update | Quit I
Build Date :

05/19/2006
.U pdate
Flazh Type:
winband

For Help, press Fi

CheckSum:  ac0iH

Figure 16: Confirmation window
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When the upgrade is finished, a window asking you to reset your computer will be shown. Reset your
computer and the process will be finished.

REBOOT Message X

The BIOS was Updated successfully

BIOS will be effected after reboot system

Do you want to REBOOT ?

Yes No

Figure 17: BI10OS successfully upgraded.

DOS-Based BIOS Programmer

The oldest way of performing a BIOS upgrade is by using a DOS-based utility. Nowadays this is very
complicated, as you will need a bootable DOS floppy (or a bootable DOS CD-ROM) to use this kind of
program. This floppy can only be created on Windows up to Millenium Edition (ME), as Windows NT,
2000 and XP does not provide an option to create a DOS bootable floppy.

Don’t try running the DOS programmer inside Windows. It won’t work.

If you have access to a computer with Windows up to ME installed, you can create a bootable floppy
by inserting a floppy in the floppy disk drive, going to My Computer and right clicking on A:, selecting
Format. On the screen that will show up, check the “System” checkbox and then click on Format.
Format a: /s command will also do the trick.

If you don’t have access to a computer running an older operating system, you can download a pre-
made boot disk at http://www.bootdisk.com/bootdisk.htm. Download the DOS 6.22 floppy and execute
the .exe file to create the bootable floppy.

After creating this DOS boot disk, copy both the programmer (a .com or .exe file, in our case it was
called Awdflash.exe) and the BIOS file (usually a .com or .bin file, in our example we will be using a
file called 485 v10c.bin.

Enter setup and change the boot order (in an option called Boot Sequence or similar) to allow booting
from the floppy disk drive before the hard disk drive. Exit saving the changes. Insert your floppy disk
into the floppy disk drive and load DOS from it.

After you see the DOS prompt (the famous A:\>), enter the BIOS programmer name followed by the
BIOS file name. In our case the command was:

Awdflash 485 v10c.bin
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Then the screen shown on Figure 18 was presented.

AwardBIDS Flash Utility VU8.65
(C)YPhoenix Technologies Litd. All Rights Reserved

For R5485-5B46B-6AG6GE1BC-AA DATE: B5-19-2886
Flash Type - Winbond W39VB48AP (dHh)

File Hame to Progranm : ZISERERiET R

Hessage: Do You HWant To Save Bios (Y-H)

Figure 18: DOS programmer main screen

As you can see, the first thing the programmer asks us is if we want to backup the current BIOS used
by our motherboard. Answer “Y” and save it to the floppy disk, as “old_bios.bin” or similar.

AwardBIODS Flash Utility VUB.B5S
(C)Phoenix Technologies Ltd. All Rights Reserved

For R5485-S5B46B-6AG6G6E1BC-AA DATE : A5-19-20886
Flash Type - Winbond W39VH48AP (4HMb)

File Hame to Program : ZLERCNN:Ta Y]
Save current BIDS as : SIGERRGEIiEE]

Hessage :

Figure 19: Saving the current BIOS to a file
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AwardBIOS Flash Utility UB.65
(CIPhoenix Techmologies Ltd. All Rights Reserved

For R5485-5B46B-6AGGG6E1BC-BA DATE: B5.-19-2806
Flash Type - Winbond W39VB4B8AP (4Hb)

File Hame to Program : HEERRET-iER
Save current BIOS as : sJGiERiREEINiER]]

How Backup System Bios to file *

Message: Please Hait ¢

Figure 20: Saving the current BIOS to a file

Next the program will confirm if we really want to upgrade the BIOS. Hit “Y” and wait while it upgrades
the BIOS chip.

AwardBI0DS Flash Utility VUB.B5S
(C)Phoenix Technologies Ltd. ALl Rights Reserved

For R5485-5B46H-6AGGGE1BC-88 DATE: A5%-19-20886
Flash Type - Winbond W39UVA48AP (4Mh)

File Hame to Program : ZIERRVEN:To RN

Checksun : BB33H

Save current BIOS as : JJGiEEGEREEL

Message: Press 'Y' to Program or ‘N’ to Exit

Figure 21: Confirmation screen

After the BIOS was upgraded, simply reset your system and that’s it.
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AwardBIOS Flash Utility VB.65
(C)Phoenix Technologies Ltd. All Rights Reserved

For R5485-5B46B-6AGGGE1BC-88 DATE: 85-19-2886
Flash Type - HWinbond H39VHA4BAP (4Mh)

File Name to Program : :IilRtaliloae B4

Flashing Conmplete
Remove Floppy Diskette & Hit <F1> to Continue

B Urite DK Ho Update i Mrite Fail

IR eset

Figure 22: B10S successfully upgraded

Don’t forget to remove your floppy disk from the floppy disk drive and also to enter setup and set back
your hard disk drive as the first boot option.

What If Something Goes Wrong?
If you use the wrong BIOS file or if power runs out during the BIOS upgrade the worst thing that can
happen is your PC not turning on anymore — all you will see is a blank screen.

Luckily newer versions of BIOS upgrade programs check if the BIOS you are trying to upgrade was
written for your motherboard, so the chances you program the wrong file are very small.

But if you turn off your PC during the BIOS upgrade process — whether this was done on purpose or
by accident —, you will probably corrupt the BIOS chip, “killing” your motherboard. It won't turn on
anymore.

There is a way to bring your motherboard from the dead, though, using another motherboard that
uses the same ROM chip type (it doesn't need to be the same motherboard manufacturer and model,
the important thing is that the other motherboard uses the same kind of ROM chip your defective
motherboard does). By type we mean capacity (256 KB, 512 KB, 1 MB, etc) and physical type (PLCC
or DIP).

What you will do is to use the good motherboard as a programmer for your dead chip. We have
already explained in details how this can be done on our Recovering Dead Motherboards Killed by the
CIH Virus tutorial. Read it to learn how to recover your BIOS chip if you erased or corrupted your
BIOS chip by mistake.
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