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This year, we've seen many ARP spoofing viruses, also known as ARP cache-poisoning 
viruses. This type of malware comes in many variants and is widely spread in China. 
Recently, we uncovered an ARP spoofing virus that exhibits several new features. 

The new ARP spoofing virus inserts a malicious URL into the session of an HTTP response, 
thus including significant malicious content, and then exploits Internet Explorer. At the same 
time, the virus makes a poisoned host act as an HTTP proxy server. When any machine in 
the same subnet with the poisoned machine accesses the Internet, the traffic goes through 
the poisoned machine. 

Let's take a detailed look at the features of the latest ARP spoofing virus. 

This type of virus replaces the MAC address of the Gateway machine with the MAC address 
of the poisoned machine. The following screen shows the correct Gateway MAC address: 

 

When we run the ARP spoofing virus, the Gateway MAC address is changed, as shown in 
the following diagram. The real Gateway MAC address is changed by the poisoned machine 
to the MAC address of the poisoned machine. Please review the following diagram. 

 

Now let's view a detailed virus analytic report 
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The following diagram shows the mechanism used by this type of virus. Normally, when we 
open a Web page, the traffic goes to the Gateway machine directly (see pathway 4). But if 
the local network is infected by an ARP spoofing virus, the traffic goes through the poisoned 
machine before it goes to the Gateway, as indicated by pathway 5 and pathway 6 below: 

 

 

 

The following steps describe what occurs. 

First step: The poisoned machine broadcasts ARP spoofing packets saying "I am the 
Gateway" 

Second step: Each machine in the subnet receives an ARP spoofing packet and updates its 
ARP table, so the ARP cache is poisoned. 
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Third step: A machine accesses the Internet through the poisoned machine, then the 
poisoned machine routes this HTTP packet through the Gateway (the poisoned machine 
uses a Net driver, such as wpcap.dll or WanPacket.dll, to get network traffic).  

Fourth step: The Gateway inserts a malicious URL into the HTTP response packet. Then it 
sends the malicious packet to the object machine. 

In the following code, we see how the virus inserts a malicious link: 

 

In the shown code above, we can see partial IP address information. The information comes 
from the author's network environment, which is similar to the following: 

0000b3b0 255.255.255.0 

subnet mask 

0000b3c0 10.xx.xx.58 

poisoned machine IP address 

0000b840 10.xx.xx.1 

correct Gateway address 

0000b850 10.xx.xx.* 

subnet information 

When the virus obtains this data, it scans the local subnet and then sends ARP spoofing 
packets to machines in the local subnet. 

Let's see how the virus implements these functions: 
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In the code above, the virus calls a system dll file (iphlpapi.dll) to get general information 
about the local network adapter. The iphlpapi.dll file is a module containing the functions 
used by the Windows IP Helper API. When the virus gets the local network adapter 
information, the virus can make spoofing ARP packet. The following graphic shows detailed 
code: 

 

We used OllyDbg to trace the virus into the Windows system space, and we obtained the code above. When we introduced this virus here, 
we needed some background knowledge. The virus uses WinPcap to capture network traffic 
and insert malicious Web code into the HTTP response. 

So what is WinPcap? 

WinPcap is the industry-standard tool for link-layer network access in Windows 
environments. It allows applications to capture and transmit network packets, bypassing the 
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protocol stack, and has additional useful features, including kernel-level packet filtering, a 
network statistics engine, and support for remote packet capture. 

The ARP spoofing virus calls several functions from the wpcap.dll, as shown here: 

(1) int pcap_loop() 

Collect a group of packets. 

(2) int pcap_sendpacket() 

Send a raw packet. 

(3) int pcap_setfilter() 

Associate a filter to a capture. 

(4) int pcap_compile() 

Compile a packet filter, converting a high-level filtering expression into a program that can be 
interpreted by the kernel-level filtering engine. 

For additional functional details about WinPcap, please see this Web page 
http://www.winpcap.org/docs/docs_40_2/html/group__wpcapfunc.html. 

Note the following picture 

 

The following code sample includes the malicious code: 

http://www.winpcap.org/docs/docs_40_2/html/group__wpcapfunc.html#g6bcb7c5c59d76ec16b8a699da136b5de
http://www.winpcap.org/docs/docs_40_2/html/group__wpcapfunc.html#g51dbda0f1ab9da2cfe49d657486d50b2
http://www.winpcap.org/docs/docs_40_2/html/group__wpcapfunc.html#gf5f9cfe85dad0967ff607e5159b1ba61
http://www.winpcap.org/docs/docs_40_2/html/group__wpcapfunc.html#g363bdc6f6b39b4979ddcf15ecb830c5c
http://www.winpcap.org/docs/docs_40_2/html/group__wpcapfunc.html
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If your local network has the ARP spoofing virus, and if you attempt to access any Web page, 
the ARP spoofing machine will send a malicious response. If the ARP spoofing virus is in a 
subnet of the WWW server group, any HTTP response from this subnet will be malicious. If 
the local network has an ARP spoofing virus, when you open any Web page, the Web page 
will look something like the following picture: 
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If an ARP spoofing virus poisons your network, you can use Ethereal to capture network 
traffic. If one IP address sends ARP broadcast packets continuously, then that IP address is 
suspicious. You can use the command "arp -a" to review which Gateway MAC address is 
being used. Confirm whether it is a real Gateway MAC address or not. If it is not a real 
Gateway MAC address, then you can be certain that you have an ARP spoofing virus in your 
network. You can use the false Gateway MAC address to find out which is the poisoned 
machine. 

Websense Security customers are protected from such threats because we filter the injected 
malicious content from reaching the desktop, even if the ARP spoofing virus exists inside of 
your subnet. 

 

 

 


