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Introduction

By Sean Daily, Series Editor

The book you are about to enjoy represents an entirely new modality of publishing and a major
first in the industry. The founding concept behind Realtimepublishers.com is the idea of
providing readers with high-quality books about today’s most critical technology topics—at no
cost to the reader. Although this feat might sound somewhat impossible to achieve, it is made
possible through the vision and generosity of a corporate sponsor who agrees to bear the book’s
production expenses and host the book on its Web site for the benefit of its Web site visitors.

It should be pointed out that the free nature of these publications does not in any way diminish
their quality. Without reservation, | can tell you that the book that you’re now reading is the
equivalent of any similar printed book you might find at your local bookstore—with the notable
exception that it won’t cost you $30 to $80. The Realtimepublishers publishing model also
provides other significant benefits. For example, the electronic nature of this book makes
activities such as chapter updates and additions and the release of a new edition possible in a far
shorter timeframe than is the case with conventional printed books. Because Realtimepublishers
publishes our titles in “real-time”—that is, as chapters are written or revised by the author—you
benefit from receiving the information immediately rather than having to wait months or years to
receive a complete product.

Finally, I’d like to note that our books are by no means paid advertisements for the sponsor.
Realtimepublishers is an independent publishing company and maintains, by written agreement
with the sponsor, 100 percent editorial control over the content of our titles. It is my opinion that
this system of content delivery not only is of immeasurable value to readers but also will hold a
significant place in the future of publishing.

As the founder of Realtimepublishers, my raison d’étre is to create “dream team” projects—that
is, to locate and work only with the industry’s leading authors and sponsors, and publish books
that help readers do their everyday jobs. To that end, | encourage and welcome your feedback on
this or any other book in the Realtimepublishers.com series. If you would like to submit a
comment, question, or suggestion, please do so by sending an email to
feedback@realtimepublishers.com, leaving feedback on our Web site at
http://www.realtimepublishers.com, or calling us at 707-539-5280.

Thanks for reading, and enjoy!

Sean Daily
Founder & CTO
Realtimepublishers.com, Inc.
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Chapter 1: The Who, What, Where, and When of Identity
Management

Welcome to The Definitive Guide to Identity Management, the most concise and practical guide
available today to explain the concepts of Identity Management. This chapter will introduce, at a
high level, many of the concepts and terms used in the field as well as discuss basic and
advanced scenarios in which Identity Management is a fundamental requirement. Although this
chapter deals with a lot of abstract ideas, it is important for the reader to obtain a good grasp of
the key concepts and terms, as they will be used throughout the rest of the book.

Defining Identity Management

Let’s begin with a high-level definition of Identity Management. The essence of Identity
Management as a solution is to provide a combination of processes and technologies to manage
and secure access to the information and resources of an organization while also protecting
users’ profiles. Identity Management can provide the capabilities to effectively manage such
processes both internal and external to an organization—for employees, customers, partners, and
even applications, and, correspondingly, anyone or anything that needs to interact with an
organization.

Because of the increased interest in Identity Management in the past few years, numerous
analysts and commentators offer their views of the definition and related market, as the
following quotations show.

Digital identity comprises the electronic records of identity information—including names or unique
identifiers, credentials, addresses, entitlements, and other data—held by identity domains about network
entities, or principals.

—The Burton Group, August 2002

The notion of “Identity Management” as a business issue is taking hold: Identity Management is often sold
purely as a security solution, but organizations are realizing that it also encompasses user experience,
business efficiency and business agility. Organizations are starting to realize this and develop Identity
Management strategies and incorporate them into their enterprise architecture plans.

—Giga Information Group, November 2001

Identity Management encompasses the integration of products such as directories, single sign-on and
provisioning applications into a unified framework for managing user information and access rights across
multiple systems and business contexts. Enterprise interest in Identity Management is increasing not just
because it improves security. Identity Management also addresses critical business issues and delivers a
guantifiable return on investment in four key areas: user productivity, IT management efficiency and help
desk cost avoidance, application development agility, and security audits and policy compliance.

—Giga Information Group, September 2002

The focus of Identity Management is on user provisioning—the creation, maintenance, and termination of
user accounts and management of credentials in support of authentication and access control.

—Hurwitz Group, 2001
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You will find a wide array of acronyms and terms applied to Identity Management. Here are a
few that | have come across:

e |dentity Management—IM, IdM, IDM

e |dentity and Access Management—IAM

e Secure ldentity Management—SIM

e Digital Identity—DI, DID

e ldentity and Security Management—ISM

As there is no clear winner or distinction among these, | will stick with the complete term
Identity Management as appropriate throughout the book.

Given these guiding definitions and array of acronyms, within the scope of this book, Identity
Management solutions are viewed as primarily a tool for:

e Defining the identity of an entity (a person, place, or thing)

e Storing relevant information about entities, such as names and credentials, in a secure,
flexible, customizable store

e Making that information accessible through a set of standard interfaces

e Providing a resilient, distributed, and high-performance infrastructure for Identity
Management

e Helping to manage the relationships to resources and other entities in a defined context

Entities are also often referred to as objects. An Identity Management store (often, but not
specifically, a directory) provides these capabilities by storing information in a structured form
that can maintain relationships between objects while making it convenient to query, retrieve,
manage, and update that information.

An Ildentity Management solution should also support the extended enterprise, which represents
business partners, customers, and suppliers. For a true representation of the relationships of a
business, all these factors must be taken into account. In addition, this type of relationship
management means that access to the enterprise may occur through intranets, extranets, and the
Internet. This accessibility includes direct connections, proxied connections, firewalls, wire-line
and wireless connections, virtual private networks (VPNSs), and so on. Thus, Identity
Management is a requirement in the fundamental and widespread functions of any business.

Your digital identity depends upon a number of factors:
e Who you are
e The context

e Your profile

2
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A digital identity is often dependent upon the context because each of us plays many roles
throughout our daily interactions. The context defines your interactions with the digital world as
an employee, a consumer, or a subscriber to services. In addition, our identity is closely related
to our profile—that is the information, tools, preferences, and resources we need in order to
perform in specific roles.

Identity Management Challenges

Identity Management does create some security challenges, however. After you create a centrally
controlled identity solution, you also create a focus for any security attacks.

Another issue arises when an incorrect identity is able to be used. In other words, the information
accessed or provided is inaccurate. Perhaps a user is using the right identity in the wrong context:
you are trying to authenticate to your company’s intranet using your personal username and
password for your Internet service provider (ISP). Identity can also be dangerous when it is the
correct identity but someone else uses it improperly. One of the goals of a comprehensive
Identity Management solution is to ensure that the right context is used at the appropriate time.

Today, employees who are with a company for more than 3 years are commonly considered
long-term employees, and consumers who shop on the Web have the ability to move from one
site to the other, and will if they find a better deal elsewhere. This roaming nature and high rate
of turnover creates a significant issue for organizations in terms of knowing who they are dealing
with and ensuring that that person is allowed access to what they need, when they need it, and
that access is blocked if they are not allowed. In the case of employees, it can sometimes take
many months for the right access to the right systems to be granted such that they can be
productive.

It is likely that you hold an employee ID card for your job, shop on the Internet at several stores
using various logon IDs, possess numerous forms of “identification” (such as a driver’s license,
passport, or birth certificate), and have numerous credit or debit cards, and so on. The number of
tools that you have, and must use, to demonstrate your identity to others can be significant, and
seems to be increasing rapidly. If I consider my own situation, | can easily see that | possess
many identities, as Figure 1.1 shows. | might use a combination of these, depending on the
circumstances or context.
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YisaCard MasterCard AmernicanExpress
843265790861 56482 1319298387981 257 134655218164 158
LotusMotesID SocialSecurity AdA
4452266419473789 555261655 558164919767
USDriversLicense AustralianDriversLicence UKDriversLicense
CA4436733 Evo598 R2T652
AustralianPassport EECFassport LIS\isa
To4e8332 GWWEES124 KYZ2Y555
HomePhone HealthCare HealthClubCard
+1(415)355-9831 14781 2657 73283
RetailCreditCard DiscountStoreCard LibraryCard
Q525872192526 273478442185 1384725631685
WideoStoreCard FreqguentFlyer Fager
41473454953 BZ485537 18885556537
WorkEmail FPersonalEmail CellPhone
name@ocomgany.com plughi@emailco.com +1(415)555-83097
CheckAccount SavingsAccount Morgage
2551862125 8155212452 25253595721
CarlLoan EmployeeMumber StudentlD
172748864 CA15896 0576812

Figure 1.1: The various evidence of our many identities.

As this figure shows, | have traveled to a number of places around the world, increasing the
number of national identities as well. This figure also illustrates that, as an individual with many
identities, | also have many different and varied relationships with organizations, governments,
and businesses: as an employee, as a customer or consumer, as a citizen, as a foreign national,
and so forth. These relationships are known as identity context, which is an important concept
that will be raised consistently as we work through this Identity Management guide.
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As the previously mentioned issues illustrate, there are many factors driving the adoption of
Identity Management solutions—these challenges are faced not only by the enterprise, but also
by consumers and governments. As with many organizations, governments have their own
policies about what identity data they require of individuals within their borders. Governments
have policies about how that information is shared across government agencies, if at all.
Similarly, they might have policies about whether the information can be shared outside the
agencies. The same goes for the employee and customer data of businesses and other
organizations. So we can see that at least some Identity Management components are vital across
the vast group of corporate and government entities worldwide.

Challenges abound not only because this set of requirements and disciplines is new to those who
are trying to implement Identity Management solutions, but also because the solution space is
evolving rapidly in terms of scope and capabilities. Identity Management solutions have
historically taken many guises and are commonly accepted as a specific part of enterprise
security, or as a set of components primarily built on the security infrastructure. The reality is
that the security component is only a small area within the Identity Management borders, and
that much more process and technology lies beneath the surface. In later chapters, we will dig
deeper into the specifics of the disciplines that are involved in creating an ldentity Management
solution.

In the earlier days of computing, circa the 1970s, protections would be provided through simple
physical limitations. The mainframe was in the building, and to get access, you had to be in the
building. Generally, there was a crowd of people who would know whether you belonged in that
space. As networks evolved, from PCs on LANS to the Internet and even wireless networks, the
physical nature of security became impossible to manage.

From the Intranet to the Internet

In a cartoon by Peter Steiner that appeared in the July 5, 1993 issue of The New Yorker, (\Vol. 69
no.20), a dog says to another dog, “On the Internet no one knows you’re a dog.” This quote
epitomizes a core part of the Identity Management challenge. How can anyone be sure who they
are dealing with? Today, with advances in auditing, tracking, and profiling, Web site owners and
corporations can create profiles of individual habits and interests, allowing for them to form a
loose identity for each user of their sites.
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These advances, however, ignore the original premise of the quote, which is that you are largely
anonymous when surfing the Internet until you use an identity to identify yourself to a site.
Doing so could be as simple as connecting from a specific computer or system, to being as
advanced as using a complex series of passwords and certificate credentials. Thus, the issue of
anonymity is another identity context wherein someone might access the resources of an
organization and have the ability to perform certain actions without identifying themselves. For
example, being able to browse an online store catalog and select items to be placed into the
online shopping cart is possible without identifying yourself specifically to the site. However, if
you want to purchase something, the site will require more information, introducing a different
identity context. In addition, when you identify yourself and provide the necessary information,
more compliance requirements exist around what information can and will be shared to complete
a transaction. The Web site needs to know your credit card details, your address for shipping,
and so forth.

In contrast, other sites might require registration (the creation of an identity) before they allow
you to browse. For example, many premium content sites such as entertainment (music and
movies) and research sites will not let you see content without at least registering, and sometimes
not even without a credit card being processed.

Consider the situation in which registration is required but not validated. Perhaps the site
designers want merely to collect some statistics about when and how often you access the site.
However, many users often register using false names and if required, false physical or electronic
addresses. How valid is this identity? The answer depends on the identity context, and how
important the information really is. Concerns about privacy and a desire to work anonymously
unless absolutely required to divulge one’s identity often make people carry out this type of
interaction, presenting another challenge of an Identity Management solution. This example
opens for discussion the area of trust and the degrees to which each party (individual,
government, or organization) trust each other.

The concepts of trust, privacy, and anonymous access are broad, and sometimes nebulous, requiring
much deeper review. | will offer a detailed discussion in Chapter 2.

Identity Management ensures that an identity derives from an authoritative source and that the
creation of that identity is monitored and audited. Identity Management also ensures that an
identity is secured—that is, it prevents others from tampering with that identity and continually
validates the authenticity of that identity. And finally, Identity Management allows identity to be
shared effectively, ensuring that information is provided in a timely, accurate manner while
protecting privacy.

Identity Management solutions allow for
e Personalization
e Scalability
e Portability
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Each of us can keep track of 5 or 10 things about a number of other people. Because we know
some basic facts about those people, we know we can trust them on some level. Beyond that, it
becomes arduous for most individuals to track, let alone be able to enable others to work
together. Identity Management allows us to preserve a large-scale level of trust. For instance,
within a company of, say, 50,000 employees, it is rarely possible to know everyone, and the only
way to trust that someone is from the same organization is to work within some common
framework. Because Identity Management solutions allow us to store and secure basic facts
about an individual, we know we can effectively share those facts, making our identity portable
across contexts and organizational boundaries.

These solutions allow us to
e Create a clear and unique identity for each user
e Simplify and rationalize the context related to that identity
e Define policies and security based on profiles

Identity Management solutions provide a simple mechanism to make sense of growth and
complexity, ensure consistent configuration of all systems when users are added, deleted, or
modified in some way, and map authentication, authorization, and access control across
independent semantic systems (such as a Lotus Notes database, an Oracle database, or a
Lightweight Directory Access Protocol—LDAP—directory).

Identity Management is about efficiently managing a definitive identity for a user and ensuring
that users have fast, reliable access to information and applications in a secure manner. It
encompasses the four As, namely

e Authentication—Proving who the user is

e Authorization—Determining access rights and user privileges
e Access control—Managing means of access

e Audit—Reporting and audit controls

Interestingly, many believe that such a solution requires a single, central store of all this identity
information in order to be effective. Such is not necessarily the case, although it certainly makes
things easier to manage technically. In Chapter 2, we will discuss the concept of federated
Identity Management, which is a concept that supports the idea of sharing the right identity data
across security boundaries such that intra- and inter-company activities and processes can be
developed and utilized.
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The Benefits of Identity Management

The following list offers the primary goals and advantages of implementing an Identity
Management solution for an organization:

e Reduce total cost of ownership (TCO) for all systems (reduce administration, Help desk,
and technical support costs)

e Reduce management overhead

e Provide competitive advantage through enabling automation and streamlined
optimization of business processes

e Improve customer and employee service, and maintain the control and confidentiality of
customers, suppliers, and employees

e Reduce time taken to enable new employees to get access to required resources within the
organization

e Reduce risk of incorrect information being used for business processes
e Reduce risk of ex-employees retaining access to organizational resources

e Support legal and compliance initiatives around employee and customer data (for
example, the United States’ Health Insurance Portability and Accountability Act—
HIPAA, the European Data Protection Directive, and the Canadian Privacy Act)

Done correctly, Identity Management solutions will support many security initiatives as well,
including:

e VPNs

e Public Key Infrastructure (PKI)

e Single Sign On (SSO)

e Lookup services such as White Pages and Domain Name Service (DNS)
e Controlled access to corporate data

Identity Management solutions can also supports many profile-management requirements,
including:

e Customer satisfaction by ensuring the consistency of customer information

e Profile management allowing for personalization of Web sites and applications
e Network management

e Directory Enabled Networking (DEN)
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Finally, Identity Management solutions will enable organizations that undertake development to
decrease those development costs, as the solutions

e Provide consistent and standard identity data to and for applications

e Often provide for a standard access mechanism (for example, APlIs, standards) for access
to identity data

To illustrate these benefits, consider an example from the healthcare industry. Most hospitals or
care centers have the following issues:

e Multiple locations, partners, and providers

e Disparate and disconnected admission systems and—worse—separate and disconnected
outpatient systems

o Different interfaces between those other internal systems such as those used for clinical,
financial, and administrative functions

The result of this environment is that information from previous treatments might not be found
when a patient is admitted; payment histories are not maintained; and demographic information
might not be consistent. The implications of such shortcomings could be, at worst, fatal.

Electronic patient records, which allow access to patients’ histories online, are an essential tool
for clinicians. Without a permanent patient record, electronic medical records are not feasible.
However, such a tool is incredibly difficult to implement when there are too many disparate
systems that cannot maintain a patient identity between them. In the United States, when you add
HIPAA-compliance requirements to this scenario, the situation becomes a considerable identity
crisis. HIPAA requires the creation and maintenance of a permanent patient record, with
availability of information to care givers and with security constraints to preserve confidentiality.
Hospitals must comply to stay in business. As you can see, an Identity Management solution is
needed to overcome this identity crisis.

Data Management Issues

After you realize the benefits of Identity Management, it is critical to realize that every
application your organization decides to use has the potential to give rise to the creation of a new
set of identity data. Every time this new data is created, there is a decrease in the organization’s
ability to guarantee that the information being held is accurate.

Consider how many projects have the need to gather and maintain information about the
project’s users, then define some form of authentication and authorization process around that
information. Whether it is an in-house Web application, a remote access VPN solution, or a
third-party application, there is usually significant effort expended to gather the relevant data,
and even more effort expended to manage that data.
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Unfortunately, although architects and developers often justify parlaying the immediate needs of
an individual project against the delays in creating an enterprise-ready solution, the costs
increase over time. Because it often occurs that the new application is not the “owner” of the data
it needs, there will always be another place for people to go to update their information. Worse
still, if the new application incorporates update or identity functionality within the solution, there
is the risk of alienating or confusing users. There will either be more time spent updating the
same information across multiple systems, or there will be the expectation by users that by
updating information in one system, it will be reflected across other systems using the same
information. Either way, there is a cost to the organization that cannot easily by quantified.

More than just a Technical Issue

Within an organization, a good Identity Management strategy goes a long way to realizing these
goals, which should be near the top of any IS manager and C1O’s project list. (Increasingly, an
Identity Management solution should top the CEQ’s list as well.) Compliance and regulatory
reasons abound when dealing with data about individuals. In Chapter 2, we take a deeper look at
these concerns, but for now, consider that Identity Management is definitely not just a technical
issue or a technical solution. For that reason, understanding how an Identity Management
solution can enable these capabilities is not only vital for those with a technical background, but
is also essential for those operating with a business focus.

So, although Identity Management is often looked at as a being a purely technical solution, the
primary focus for developing Identity Management solutions are most definitely business issues
and deserve an overriding business focus. The issues surrounding a successful implementation of
an Identity Management solution revolve around the following business areas:

e Conformity of project to business goals
e Data ownership or stewardship

e Data integrity

e Data usage

e Security

e Political concerns

e Legal issues

e Compliance issues

e Support of business process
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Given all the positive things that Identity Management solutions can make available, let’s look at
the main reasons why an ldentity Management initiative is most often overlooked or fails:

e Lack of understanding—either of the needs and benefits or the technology and business
relationship

e Lack of senior management buy-in

e Lack of security processes and procedures, or lack of timely security involvement in the
project

e Lack of enterprise planning groups and supporting budgets

e Perception of corporate solutions not allowing business units to quickly and easily
maneuver in the marketplace

e Geographical isolation creating support, development, and network connectivity issues

e Traditional type stovepipe organizational structures, sometimes related to political issues
such as empire building. (In the past, companies were organized along functional lines,
commonly referred to as stovepipes; one department handled order processing, another
handled billing, and so on. The computer systems that supported these individual
business processes were not usually designed to integrate with other department systems.)

As you can see from this list, there is much commonality between Identity Management projects
and other enterprise-level projects that organizations attempt to deliver today. It is important to
realize that the delivery of an Identity Management solution is not a simple project that one
department can take on and immediately provide enterprise-level benefits. Identity Management
is one of the ultimate matrix projects, requiring input and resources from many different areas
and levels within, across, and potentially from outside the organization.
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Functional Aspects of Identity Management

We will discuss the process side of Identity Management as well as the specific security issues
throughout the book, but for now, consider the following concepts as parts of Identity
Management solutions, and again, remember that concepts apply across employees, customers,
partners, even applications:

e Account life cycle management

o Provisioning and decommissioning

. Delegated administration

. Self service

. Password management and synchronization

e Access and authorization controls
J Single or similar sign on
e Auditing and reporting

More comprehensive ldentity Management solutions consider the needs and integration
requirements for:

e Federated identity
e \Web services integration
e Policy-based management and enforcement

Until recently, the focus for Identity Management-type solutions has been specifically on the
enterprise and business solutions. The need for a similar set of solutions to help support inter-
organizational Identity Management is also there. The rapid rise of Internet-based commerce,
with both organizations and individuals, has given support to the concept of federated identity.
Although Internet access is often considered anonymous, the requirements to enable trade and
interaction through interconnected electronic commerce demands some form of identity solution
that can scale across organizational boundaries. The concept of federated identity is defined as
being able to extend account profile and access management to third parties who need to access
resources in your organization, and similarly, being able to project your identity or identities that
you manage (either as an organization or individual) to others.

This concept can get complex, and begs the question of privacy. Critical standards, deployment
options, and commercial support have, arguably, been growing significantly in recent years, and we
will discuss federated identity solutions, and the question of privacy in Chapter 2.
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Consider also, that as federated identity becomes a reality (for example, through the Liberty
Alliance Project—see http://www.projectliberty.org/), the need to provide the following
functionality becomes a natural progression for a complete and dynamic profile-management
solution:

e Presence (status, availability, and so on)
e Personal preferences

e Mobile services (location)

e Digital Rights Management (DRM)

e Privacy, compliance, and legal issues

The question is, do these federated identity solutions require Identity Management, or do they
support it?

The answer is both, and that goes to show the potential complexities of discussing Identity
Management. These solution spaces are all advanced in terms of use and requirements of Identity
Management. Throughout the book, we will be looking at some of these; however, most will be
discussed in Chapter 6 dealing with Identity Management technologies and trends. For now, let’s
discuss these key areas and why they are essential components of not only an Identity
Management-specific solution, but any enterprise solution.

Account Life Cycle Management

The concept of account life cycle management is that you can manage the state of an account,
whether it is a user, system, or service account, for the complete span of importance for that
account. Thus, even if you delete or disable the account, there may be requirements for
maintaining an audit history of its actions as well as actions taken against that account. The key
parts of the account life cycle management process are:

e Provisioning and decommissioning
e Self service
e Delegated administration

Remember that this part of the Identity Management puzzle applies regardless of the access
required. Similarly, there is a fundamental need for profile management within the scope of
account life cycle management.

Profile Management

Profile management provides a way to manage identities and distribute that managed information
to external databases, directories, and applications throughout the enterprise, and potentially
beyond. This process facilities the self-management of user profile information and the
automated replication of accurate profile data to key enterprise systems.

Accurate user profile information inevitably relies on many updates to a user’s profile, making it
important to determine where definitive information exists and build each element into a single
central user profile. The goal is to create an environment in which when a definitive user profile
is created for a user, any subsequent changes to that profile are automatically applied in
accordance with existing or defined policies and rules.
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Profile management, therefore, must address security-related requirements such as establishing
and utilizing a unique identifier for each account. Using Identity Management tools such as
provisioning applications, meta directories, and directories let you automate these processes,
increasing administrative efficiency and effectiveness while reducing operational costs. This
provides a platform from which to easily add new services, introduce Web services, and enable
collaboration with external systems and organizations. Table 1.1 provides the key components of
profile management.

Profile Management Component Description
Creation and management of unique user Nearly every organization holds multiple pieces
profile identity of data on system users, but which data is the

definitive data for a specific user? Usually the
definitive user information is distributed across
numerous systems and applications,
necessitating building a unique definitive user
profile by integrating subsets of data from
different user records. The challenge isn'’t just
to build the user identity, but to ensure that any
changes to the user data at source are
synchronized across all systems in accordance
with organizational policy.

Self-management of user profile information User profiles can contain sensitive information
as well as less sensitive attributes (such as
phone number, email address, and location)
that can be directly managed by the user.
Identity Management enables organizations to
establish policies as to who can manage which
data. An Identity Management store ensures
that all attributes are subject to access rules
determining who can read specific attributes
and who can add/delete/modify attributes. By
enabling users to manage some of their own
data, you can ensure accuracy, remove
administrative overhead, and save
administrative cost.

Automated replication of user profile User information need not be held in one
information across key enterprise systems central repository. With the user profile being
managed within an ldentity Management store,
the user profile content can then be
automatically distributed across multiple
systems and locations, ensuring that the latest
data is available wherever it is required. This
also increases the overall system performance
and efficiency, reduces network bandwidth
requirements, and saves on operational costs.

Table 1.1: Key components of profile management.

14
realtimepublishers.com® saT.hefENetw

Foundation of Internet Security



Chapter 1

Workflow

Support all these aspects of account life cycle management generally requires the use of some
form of workflow. Workflow is fundamental in order for an Identity Management solution to
fulfill its role within existing and any newly established processes. There are many examples of a
workflow solution; for example, the process of document editing and approvals before
publication, resource provisioning, and bug tracking.

To broaden the example of document management, consider authors or writers working on
creating new or updating existing documents, reviewers or QC (quality control) experts ensure
the quality and suggest or request changes. As a result, a document might bounce back and forth
between several key members of a team, with a final step being approval to publish. The final
approval to publish outside this control group may come from someone identified as a team
leader, project leader, or be a member of an approvals group who has the capabilities to approve
the publication action. Many organizations offer this type of solution based on their Identity
Management solution. Microsoft, for example, offers SharePoint Portal Server, which handles
much of this kind of management based upon the identity already being in Active Directory
(AD) and the permissions assigned. Similarly, Documentum offers its enterprise content-
management solution with workflow capabilities.

These examples make use of workflow to manage specific processes. Now consider the need to
manage the processes around the creation of the identity that these applications make use of and
you begin to see why workflow is an integral part of an Identity Management solution. This
process of creating identity within an organization may be simple, and essentially relates to the
need to gather enough information such that the identity has enough context within the
organizational bounds. The same applies to Web sites.

Workflow supports the situation in which approvals are needed, such as a manager approving
certain resources be provisioned for an employee or requiring an individual to reply to an email
before the user can get access to a Web site, which is a common practice when signing up for a
Web-based site. These events are out of band for basic workflows and might require advanced
capabilities in terms of timing out (if the manager or individual does not respond in a specific
time), and potentially escalating to higher-level managers or alternates, according to a defined
flow, or even initiating a completely separate workflow process. Similar workflow requirements
exist if the process of account management requires that certain events take place in a certain
order, either in parallel or a specific sequence.

Workflow engines direct and monitor the processes for managing changes and distributing them
through to connected systems according to set policies, which can potentially be quite complex,
allowing for both automated and manual intervention in order to progress the workflow.
Furthermore, a workflow engine needs to be able to deal with conflicts through a similar manual
intervention. Finally, to be successful, the workflow engine needs to understand the identity of
the users within the system in order to know the identity of the appropriate individual or group
that is needed to deal with manual processing or authorization steps within a workflow or
process. Let’s look at the specific components of account life cycle management in more detail.
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Provisioning and Decommissioning

Provisioning is an extremely hot topic in the industry today partly because vendors position their
solutions in the context of both Identity Management and security. Provisioning streamlines the
process for giving employees, contractors, partners, and customers fast access to information
resources—and for improving security by de-provisioning access when they leave.

You will see that many vendors and even analysts have taken to calling this component of
Identity Management eProvisioning. The distinction being made is that such solutions deal
specifically with computerized or electronic systems, as opposed to more physically based
requirements. For example, consider the “provisioning” of business cards, a desk, or office
space. These are commonly outside the scope or control of most electronic systems, however, as
many eProvisioning solutions can satisfy this type of requirement through the use of defined
workflows and manual intervention, eProvisioning is generally a marketing term more than a real
distinction.

It is important to note that such provisioning solutions are at times difficult to differentiate from
meta-directory services due mainly to the fact that both provide provisioning capabilities.
However, meta-directories are more likely to be the core component of advanced provisioning,
while the broader provisioning solutions also provide functionality not traditionally offered as
part of meta-directory services—namely workflow and business process management, delegated
user administration and self-service GUIs, and advanced security auditing and reporting. Like
most identity-related projects, implementing a provisioning component is as much political as it
is technical, requiring organizations to undertake time-consuming tasks such as data cleansing
and process definition; often across a diverse group of stakeholders.

The classic case in which provisioning is essential is that of the new employee who cannot be
effective until he or she has the necessary resources to perform the job. When the new employee
joins a company, there are typically a variety of services he or she will need to access to do his or
her job. Employees today typically require email accounts, access to enterprise portals, CRM,
enterprise resource planning (ERP) and self-service applications, remote access networking
services, firewalls, and more. In many companies, the process for managing user access to these
applications and services is very labor intensive. Employees (or their managers) must request
accounts, an account administrator responds, enters the employee identity information into an
application, sends a set of initial credentials to the user, and after some period of time, sometimes
weeks, access to the application is gained. This process is typically repeated for each application
with a different group of administrators, and repeated again when an employee’s responsibilities
change or when he or she leaves the company.
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User provisioning is about automating these processes ensuring that, for example, as soon as a
new employee is entered onto a Human Resources (HR) system, the employee’s data triggers an
automated process in which an email account is created, an 1D badge is generated, the NOS
administrator is notified, and subsequently a NOS account is created. This automated process
creates the following benefits for an organization and user:

e The cost of provisioning a new user/subscriber drops dramatically and accuracy improves
as individual application managers no longer need to reenter information about users into
their administrative environments.

e Users can be set up with a default list of accounts and account privileges based on their
job responsibilities, contributing to a well-defined and understood security policy.

e Accomplishing enterprise user provisioning in a timely fashion helps ensure that new
employees are productive in the shortest possible amount of time.

Provisioning activities can be automatically initiated when a user’s status changes. If we apply
the new employee example to circumstances in which the user leaves the organization, the user
details can be immediately updated preventing user access to any of the systems, ensuring
security is watertight. In cases in which employees leave an organization, it can take months to
manually remove them from all systems, creating a major security threat. Provisioning can
therefore be cost justified with this type of example.

Delegated Administration

Delegated administration is an area that has become increasingly important when dealing with
partners, customers, and employees. Delegated administration begins with the ability to define
which accounts have the ability to perform certain managerial actions (such as creating new
accounts) or managing specific functions (such as changing an account password).

Thus, given the ability to delegate the actions or effort of administration, the goal then is to
provide an environment wherein this task is undertaken in a secure and responsible manner. To
do so, requires comprehensive access control models, which we will discuss shortly.

Most administrators understand the concepts of roles in this type of environment. When a
complex operating system (OS) is installed, there is often a default or predefined “administrator”
account that has administrative capabilities. This account is usually used to configure the system.
Part of this process is generally to create other accounts and grant them rights on the system
(such as the ability to access the file system, run programs, and so on). This is part of the security
model of the OS. Consider then that an Identity Management solution should provide the ability
to extend this type of model across systems and applications, even across businesses. By defining
an administrative model that can work this extensively requires delegated administration to scale
and an access control model that is flexible enough to embrace unknown products.

Another aspect that needs to be offered is the ability to support temporary administrative
capabilities based on conditional data in an account profile or system, or specifically, time-based
data. This idea relates to the concept of access controls, which we will discuss shortly.
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é itis important to consider that any actions taken within the system must also be securely logged,
backed up, and able to be audited at any time. This allows you to not only see the actions -that were
undertaken, but who was responsible, should there be any issues with actions undertaken within the
system.

Self Service

The extreme or ultimate case of delegated administration is self service. This is the ability for an
individual account to actively manage its own profile without requiring the intervention of Help
desk or support staff. Such an arrangement can have a further and significant impact on cost
basis for your organization.

Self service could allow for the individual to request access to other systems or services;
however, self service is, in general, focused on giving individuals the ability to manage their
passwords across systems. More advanced solutions allow the user to recover from a forgotten
password through various means such as challenge/response questions. As an example, you
might be familiar with institutions asking for your mother’s maiden name to validate your
identity. This method can be implemented within a delegated administration or self service
application.

Password Management and Synchronization

From a user perspective, one of the biggest frustrations is the requirement to have a different
password for every system to which they require access rights. Password management assists
with addressing these problems. It can do so through a single-sign on solution, wherein a front-
end application, agent, or service manages credentials on behalf of the user. When access is
required to a specific system, the front-end application, agent, or service then passes the
appropriate credential through to gain the required access. This mechanism can also manage
password changes such that they are consistent, according to a chosen policy, across systems.
Alternatively, this might be managed by a back-end service that ensures through password
management that a user can maintain a common account name and password across disparate
systems.

Password synchronization solutions come in several forms. One solution is to implement a top-
down enforcement of your password changes through a system that can also implement
password policies. This is generally in the form of a password change application, often
implemented as a secure Web page that users must use, that then fans out changes to other
systems. This does not necessarily create a central repository of identity information for use by
other applications, but it can. A common issue that many enterprises who have implemented
Microsoft Windows infrastructure face, as opposed to those with Internet-facing applications, is
that there is already a mechanism through the Windows clients to change passwords. This needs
to be identified as the password change mechanism, allowing for password changes to be
intercepted, then propagated, or the ability for users to change passwords on the client needs to
be turned off and another application interface used.
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A similar method is to utilize directory solutions to manage account passwords in a central store
(for example, a directory) and a synchronization mechanism (for example, a meta-directory) to
propagate the password to all the related accounts across disparate systems. This method
significantly reduces administration costs, improves user productivity, makes it easier to rapidly
deploy new services, and increases security as there are fewer passwords that can be
compromised and password synchronization across all systems is automated. Finally, these
mechanisms may be used in parallel.

The most common issues faced in this space are:
e Password resets and support or Help desk calls are a major and increasing cost
e Password policy is enforced on a team-by-team or system-by-system basis
e Support staff are spending too much time resetting expired or forgotten passwords
e Password are regularly shared, or worse, compromised

e Lack of standards on how passwords are created, stored, and even replicated through
corporate systems

Password management exists today as one the most prevalent issues for an organization’s
administrators and Help desk staff. Recent analyst reports have established that nearly 66 percent
of Help desk calls are related to password management issues, and the cost per call is between
$20 and $30. The annual cost per user is estimated to be $230.This, therefore, represents a
significant cost for today’s typical organization. User populations whether end-user employees or
customers continue to grow, increasing everyday the complexity and costs associated with
maintaining passwords, providing service quality and service level agreements (SLAS) to users,
and ensuring ongoing protection of corporate assets. Consider the business requirements
described in Table 1.2 to see if this situation is familiar in your organization or application space.

Business Requirement Description

Reduce the time support The use of fewer passwords makes it easier for users to

staff spends resetting remember their password details and decreases the chance of

passwords passwords being compromised. As a result, administrative and
Help Desk staff get fewer password-related calls.

Reduce the costs of The existence of fewer user passwords and the lower the chance

password management and | for passwords to be compromised results in fewer calls to

resets administrators and Help desk staff for password resets. This

significantly reduces administrative costs and enables
administrators to focus on higher-value activities.

Allow users to sign on to key | Enable users to have a single password that can be synchronized

enterprise systems with a across all systems that the user is authorized to access. This
single set of credentials (user | improves quality of service for the user, reduces administrative
name and password) costs, and increases security.

Increase the security of the The automated synchronization of password details for all users
enterprise through consistent | ensures that the organization has a consistent and effective
enforcement of password password policy applicable at all times, reducing the risks for
policy security to be compromised.

Table 1.2: Password management business requirements.
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The Four As

We defined the four As earlier in this chapter. The first three are traditional pillars of a security
solution, while audit is not often considered specifically as it can have a broader context. In the
case of Identity Management, all these components are important.

Authentication

Authentication is the basic process of validating that someone or some entity is who they claim
to be. This process is broken down into several methods of challenge and response:

e Something you know—Account names, customer ID number, password, PIN
e Something you have—Bank card, driver’s license, passport
e Something you are—Fingerprint, retina, DNA, signature

That process can take many forms, and may even utilize combinations of these methods. The
most common authentication solution on computer systems today is account name and password
based. Identity in the electronic world can be even more complex than in the real world.
Electronic identities are electronic counterparts to driver’s licenses, passports, and membership
cards.

Authentication may be required once or many times depending on how integrated your system or
systems are. In a more real-world example, airport security in many places around the world
requires that you show some proof of identity, such as a passport, several times as you move
around various sections of the airport. Similarly, a computer system may “challenge” you to
provide some proof several times as you move about the system to make use of applications and
services.

Authorization

Authorization is the process of determining whether an identified and verified account is
permitted to access resources. Authorization is generally a basic check of whether the account is
active and in good standing, and is based on specific data points within an individual system.

Access Controls

Access controls are a broader set of policies within an Identity Management system that define
rules around what an account holder is allowed to do within the scope of that system. This type
of policy set can be far reaching and make use of data points such as time of day. Unfortunately,
applying access controls can also be a complex undertaking and highly prone to error because of
the lack of cross-system standards, such that administrators are required to specify access control
lists (ACLs) for each user on each system individually. Identity Management solutions allow for
these policies to be defined at a high level outside of specific systems, then through translation,
be applied as appropriate to each individual system.
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In Chapter 5, we will take a look at emerging standards around access controls. For example, a
standard introduced by the National Institute of Standards and Technology (NIST at
http://csrc.nist.gov/) known as Role Based Access Control (RBAC http://csrc.nist.gov/rbac/) has
seen some interest, but little commercial success. As a result, most Identity Management vendors
have implemented their own custom authentication and access control models.

Auditing and Reporting

For some time there has been a need for organizations to be able to log and report on all events
within their organizations. This is particularly important when dealing with customers, but not
exclusively so. As a result, events such as account creation, modification, and deletion need to be
logged. As previously cautioned, it is equally important to be able to make these logs accessible
for audit to determine exactly which events took place within your environment. This, in turn,
can allow an audit to determine who has access at which level to which systems.

An Introduction to Identity Management Standards

Although we will consider the bulk and depth of the Identity Management standards in Chapter
5, many bear introduction at this stage so that we can refer to them throughout the book. If we
consider that directories formed the basis for early identity solutions, Identity Management
standards have been around since the early 80’s. We could argue the point, but as an example,
X.500 has provided a mechanism for representing identity around the world, in a replicated and
secure system since 1984 and through several revisions. Although successful, especially in
government and educational installations, widespread commercial success was, it can be argued,
elusive. In the 1990’s, the rise of LDAP heralded a requirement for and resurgence in identity
solutions; however, LDAP gained only a modest acceptance in application developments and did
not solve all the problems of Identity Management. As a result, numerous new efforts have been
initiated to support ldentity Management.

Under the auspices of Organization for the Advancement of Structured Information Standards
(OASIS at http://www.oasis-open.org/), several efforts have found a home. OASIS is a non-
profit, global consortium that drives the development, convergence, and adoption of e-business
standards, including:

e SAML—The Security Access Markup Language is intended to provide a session-based
security solution for authentication and authorization across disparate systems and
organizations through the use of XML expressions.

e SPML—The Service Provisioning Markup Language is a proposed standard for
managing the process of provisioning of accounts across disparate systems.

e XACML—The eXtensible Access Control Markup Language is an XML specification
for expressing policies for information access over the Internet. XACML is intended to
define the representation for rules that specify the who, what, when, and how of
information access. Access control, which is often called rights management or
entitlement management, determines who can look at something, what they can do with
it, and the type of device they can look at it on.
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e WS-Security (Web Services Security)—In June 2002, the original owners of WS-
Security (IBM, Microsoft, and VeriSign) passed the WS-Security to OASIS. The
intention of WS-Security is to provide support, integrate and unify multiple security
models, mechanisms, and technologies, allowing a variety of systems to interoperate in a
platform- and language-neutral manner. The WS-Security specification defines a set of
standard Simple Object Access Protocol (SOAP) extensions (message headers) to allow
the implementation of integrity and confidentiality in Web services applications. WS-
Security provides a foundation for secure Web services, laying the groundwork for
higher-level facilities such as federation, policy, and trust.

In terms of Identity Management in a large-scale effort, especially focused on Internet solutions,
several efforts exist from major organizations or groups in the industry to supply various degrees
of identity data and related capabilities across distributed networks, including:

e Microsoft Passport—Microsoft Passport is one of the largest existing identity
infrastructures with a claim of more than 200 million account entries. This is an example
of a monolithic and centrally controlled Identity Management solution.

e Liberty Alliance Project—The intention of the Liberty Alliance Project is to allow
distributed or federated identity services for authentication and authorization and beyond,
to allow for cross-system interaction through a single logon. Released based largely on
the SAML work from OASIS, the second phase is intended to provide a more extensive
solution for expressing more complex security policies between organizations, focused
on levels of trust.

e AOL’s Screen Name Service—AOL has defined a service that combines the screen name
sign-ins of AOL sites (America Online, CompuServe, AOL Instant Messenger, Netscape,
and NetBusiness) as well as signed partners into one unified authentication system, with a
total of more than 175 million accounts.

Like many single-sign on solutions, the goal of these solutions is to eliminate the need to
remember multiple names and passwords, specifically while browsing the Web. To do so,
requires that data is stored and managed securely as well as being able to be securely passed
between sites (or businesses).

The potential issue with AOL and Microsoft’s solutions is simply the fact that the data is owned
by those companies. These certainly fit with the goal of minimizing the places where information
is replicated. The issue most organizations have is the loss of control over a customer’s or user’s
data.

As previously stated, Chapter 5 provides a more in-depth discussion about these standards and
services and their implications on data management.

Legal Drivers

A significant driving force behind Identity Management projects are mandates and laws by
governments around the world. Legal drivers can impact your auditing policies as well as have a
broader impact on the development of standards across the world. In the United States, examples
are HIPAA, which affects the privacy of individuals’ identity data as related to health care, and
the Gramm-Leach-Bliley Act of 1999, which is intended to protect similar data in relation to
financial transactions.
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In October 20, 1999 the United States Federal Trade Commission issued the final rule to
implement the Children’s Online Privacy Protection Act (COPPA) of 1998. The main goal of the
COPPA is to protect the privacy of children using the Internet. Publication of the rule means that,
as of April 21, 2000, certain commercial Web sites must obtain parental consent before
collecting, using, or disclosing personal information from children younger than age 13.

The European Data Protection Directive applies whenever personal data is processed wholly or
partly by automatic means and to certain forms of manual systems. In this latter situation, the
legislation will apply only where the data is held as part of a structured filing system.
Interestingly, the directive notes that “The right of a data subject (individual or otherwise) to
obtain access to data held concerning them—and rectification of any errors discovered therein—
is one of the key elements of any data protection regime.” This is very similar to the United
Kingdom Data Protection Act, which has had a longer lifetime. The United Kingdom Data
Protection Act originally defined in 1984 and updated in 1998, states “The Data Protection Act
requires that appropriate security measures are in place to safeguard against unauthorized or
unlawful access/processing of personal data.” Canada, for example, has a number of privacy and
data protection acts in the form of the Access to Information Act and the Privacy Act.

We will look at these legal drivers in more detail in Chapter 6. The point for now is that many
countries have specific requirements and government enforced policies about how data is
handled, especially when it is shared in any way. When dealing with consumer information, you
must consider the impact of both general government policies as well as those of countries in
which you do dealings. This requires significant profile management to establish enough
information to ensure that you are correctly managing the data about an account according to
such national laws.

In the case of the enterprise, local policies must be considered in any effort to create Identity
Management solutions, in particular, if you plan to work with any outside party where you
provision on behalf of employees. An example would be an organization managing the provision
of cell phone service or broadband Internet access from home for employees, which often require
the exchange of profile information. Internal policies might exist for how this information can be
exchanged, and furthermore, privacy, legal, and compliance issues likely exist as well.

Summary

Throughout this chapter, we have discussed at a high level the concepts around Identity
Management. Moving into the following chapters, we will look at specific implementations and
solutions to enable the practical implementation of Identity Management solutions including the
relationships between identity and single sign-on, Web-based single sign-on, PKI, USB smart
tokens, keys, smart cards, biometrics, Internet and intranet security, and VPNs and gateways. In
addition, through Chapter 5 and 6, we will deal with the more advanced aspects of Identity
Management, including presence (status, availability, and so on), personal preferences, mobile
services (location), DRM, and privacy, compliance, and legal issues.
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Chapter 2: Identity Management and Security

Chapter 1 discussed the basics of Identity Management. As observed, Identity Management is
not a simple off-the-shelf solution—comprised of both technology components and business
strategies and policies, it is essential to research and understand the many aspects of Identity
Management to provide a true Identity Management solution. That is the goal of the following
chapters: to delve deeper into the components required and available to support an Identity
Management initiative.

Identity Management helps meet the key security management requirements that most
organizations have today. The security requirements of an enterprise that provides access to
employees is different than those of an Internet-based consumer site. In the case of the
enterprise, regardless of its size, it is important that there exist some record of each employee—
the employee’s role and access levels across systems. In the case of the consumer Internet sites,
the same information exists, but it is obtained with less concern for accuracy, and the
information has different attributes and contexts and may be more readily shared across other
sites. In this case, there may be more reliance on validating information through credit card
companies, which is something an employer generally will not utilize. Despite these differences,
there is a great deal of commonality across definitions of Identity Management frameworks. In
this chapter, we will evaluate how an Identity Management solution is defined within the
security infrastructure of these scenarios, exploring each of the components that have a vital role
in protecting a system.

Risk and Trust

When evaluating solutions that enforce security, there is always compromise. Within the security
space, this compromise is considered risk management. The reason is that generally the more
security you put into place, the less usable the system. In line with that consideration is the
acceptance that a system has a value to the organization, which must be secured.

Often the only way to calculate the risk is to use a qualified actuarial representative—essentially
a statistician who computes risks and premiums, generally for insurance policies. Given that this
resource is beyond the reach or reality of most organizations, the calculations are done by
internal staff as they attempt to define ROI for a project. Calculating such value is different from
organization to organization, and project to project, and can involve basic concepts such as the
impact of having employees unable to work overtime due to system security breaches, the
potential impact of customers (for example, a boycott), or even legal action against the company.
Although calculating the value of more physical considerations is fairly easy, determining the
cost of service abuse relative to corporate reputation and similar intangible assets can be very
difficult. The point is that as you begin to asses the value of the assets that you are trying to
protect, it is important that you utilize representatives from across the organization.
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Perhaps a more appropriate baseline to begin assessing risk is to ask more generic questions that
can be changed as appropriate for your specific situation, along the following lines:

e How secure is my infrastructure? Is sensitive data protected if disgruntled employees gain
access to restricted systems or resources?

e How secure are my connections beyond my infrastructure? Can you ensure that your
high-value online transactions are binding?

e How secure are my communications within and external to my infrastructure? Are
confidential emails and files protected from interception by unauthorized employees,
competitors, and malicious parties?

e Isthere a plan to improve security over time?

e Is security actually improving over time?

e Can | transfer risk using different solutions (for example, outsourcing)?

e How does my security compare with that of similar companies in the industry?
e How will I respond to a breach in security?

The important thing to note is that understanding the level of risk you are prepared to accept
relates directly to the level of trust you have in your systems and your relationship with other
organizations and their systems. This concept of trust becomes very important due to the fine line
drawn between fully securing a system such that it is unusable and securing it enough such that
risk is mitigated but the system can be used to actually perform the task for which it was
implemented.

Beyond this matter, you need to consider impact to your company or “brand”. In the case of any
organization, there is risk if untrusted parties with whom you have no legally binding or
enforceable agreements gain access to confidential business data, in particular customer or
employee data.

The cost of securing a system, let along many systems and their integrated applications, can be
astronomical. Consider that the more complex a security solution

e The higher the potential cost of implementation.
e The higher the potential cost of administration and maintenance.

e The more chance that services or data will be unavailable when needed and someone will
not be able to do his or her job.

e The more chance that security configuration will be overlooked or someone will not be
able to do his or her job.

These truths eventually increase the risks rather than decrease them. This is called the law of
diminishing returns.
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Identity Management solutions help increase security and minimize the risk of systems by
helping manage the lifecycle of a single identity and mapping that identity across multiple
systems, principally reducing complexity and cost. A project such as Identity Management that
plans to manage information about people and store organizational knowledge will have many
security requirements and potential restrictions. As such, you should ensure that your
organization has appropriate security policies, and that you are applying the appropriate level of
security to the project itself. The optimal scenario for any directory services project is to involve
security as part of the core team that will deliver the directory services solution. In this way, you
not only gain a representative, or team, who understands the policy and can apply it to the project
but also the potential to have the policy changed if there are any issues that are not met, cannot
be met, or should not be met. The involvement of security should also be tempered with full
interaction with the business representatives to ensure that functionality aspects are not
overlooked.

The core nature of Identity Management is to support other networked services and applications.
In isolation, an Identity Management solution is useless. As a result, the focus of any security
analysis requires a great deal of investigation into the ancillary services to ensure that all
potential risks are identified and dealt with in the networked environment.

As we discussed, security is largely about risk management. Once you have assessed your
situation, there is a traditional trio of steps to be dealt with when defining and maintaining a
security solution that will deal with possible threats to a system. These steps are known as PDR:

1. Protect—In this step, you define your levels of security around the system and the way in
which you will implement them.

2. Detect—Despite all the attempts you make to protect a system, there will likely be a way
around it, so you need to ensure that you implement monitoring and intrusion-detection
into your solution.

3. Respond—To avoid a panic response to a security breach and to successfully deal with
breaches of security, you must ensure that there is a step-by-step approach that those
involved in the process can easily follow.

These steps define the traditional high-level approach to system security. Within each of the
steps are a number of focused activities. To protect a system as well as have any chance of
detecting a problem with it, you must understand the system. Seems logical right? Well,
unfortunately, many installations of technical solutions are done without considering the aspects
of security. It is important that you create a regular review of your environment, especially
during times of change.

Let’s turn to the specifics of each core security component of the applications managed by an
Identity Management solution. To do so, we will begin with an exploration of authentication.
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Authentication

Authentication is the core concept of Identity Management. Authentication lies on the outer
perimeter of a security infrastructure and can take a number of forms related to who or what is
trying to gain access to the system. As you can see in Figure 2.1, most security systems
traditionally use the silo approach—each application maintains “identity” information about
users, their rights, and some form of control to manage access to the application.
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Figure 2.1: Silos of security and access information.

Custom
Intranet
Web App

A

Access
Controls

S

Data

Identity
(Accounts/
Groups)

HR Database
(Peaplesoft,
Cracle,
SAP)

A

Access
Controls

Data

Identity
(Accounts/
Groups)

Databases
(Oracle,
Sybase,

DB2,
SQL Server)

Access
Controls

—

Data

Identity
(Accounts/
Groups)

MNetwork
Operating
Systems
{Windows,
Movell,
Solarif_s. efc)

Access
Controls

—

Data

Identity
{Accounts/
Groups)

And

many
others
applications

Authentication is the first thing that happens with any system, proving who the user is. The
boundary of the system is the important thing to keep in mind as we move through this

discussion.

Authentication can happen in numerous ways and requires some form of identification through
the presentation of credentials to be validated by the system. At a conceptual level,
authentication to a system for individuals can occur in a number of ways:

e Something you know—Traditionally, username and password, but may require the
answer to specifically pre-arranged questions

e Something you have—Such as a time-based key device or token (for example, SafeNet’s
iKey and RSA Security’s SecurlD)

e Something you are—Considered to be primarily biometric measurements, such as retinal
scans, fingerprints, and so on

i realtimepublishers.com®

27

SafelNet.

The Foundation of Internet Security



Chapter 2
-

Although these types of solutions are often used in specific situations due to complexity or cost
or appropriateness, a system might enforce authentication to a specific service via several of the
listed options. Indeed, the context of the authentication request becomes important. For example,
accessing internal company resources may require simple password-based authentication from
within the local network; however, when dialing in, authentication may only be possible using
both the password and an additional key device control. Biometric solutions are potentially the
greatest opportunity of identifying an individual; however, they are rarely be used in isolation to
ensure security. For example, several vendors such as SafeNet and Digital Persona provide
fingerprint scanners that act as tokens but require passwords or PINs to complete the
authentication cycle. Chapter 3 will review specific implementations of vendor solutions, and
Chapter 4 will cover potential issues with specific implementations. Two key drivers of Identity
Management projects that deserve discussion here are password policy management and single
sign-on (SSO).

Password Policy Management

Password management, which we discussed in Chapter 1, needs more explanation before we
review password management applications in Chapter 3, specifically around the capability of
password policy management. Password policy management is vital if that is all you are using to
secure access to your network. Most enterprises enforce an account-naming standard. This
common approach means that the account name is easy to derive and is therefore a minimal
component of the authentication security.

That means that the password is the only real security you have. The traditional, almost comical
approach to dealing with complex and multiple password management by individuals is to create
a simple password that is easy to guess and/or to write down this password somewhere (for
example, the ever popular sticky note on the monitor).

Password policy management becomes a significant issue without some form of top-down
solution. ldentity Management solutions generally provide for this type of thing, including the
ability to define a consistent password policy across systems by coalescing the minimum and
maximum capabilities of each system that is being managed, then providing a combination
syntax and lifecycle constraints. Syntax deals with the format or composition of the password
and ensures that it can be consistent across systems, using criteria including:

e Minimum and maximum password length

e Minimum and maximum alphabetic character counts

e Minimum and maximum numeric character counts

e Minimum and maximum punctuation character counts

e Exclusions (for example, specific words, variations of the account name)

e Consecutive character types

e Instances of any character

e Password uniqueness (for example, similarity check with previous passwords)

e Sequential character checking
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Password Lifecycle
e Minimum and maximum days between password changes

e Password history count to enforce the number of times before the same password can be
used again

e Number of failed logon attempts allowed before lockout
e Lockout duration
e Password reset questions (for example, what is your favorite color?)

e Any role-specific requirements (Systems administrators have a different set of
requirements than back office staff)

Remember that there are several goals to meet. Initially, the goal is to create a system in which
the password-access mechanism meets a policy level that you are comfortable with such that
attacks can be mitigated. Beyond this list of capabilities is the common requirement for auditing
for specific events throughout the password policy management system. This requirement sounds
simple but can be quite complex and is often not dealt with effectively by many systems. (This is
related to the audit requirements discussed shortly.) For example, if the Identity Management
system is primarily implemented to support a password management requirement, it is likely that
the solution does not maintain each application access control layer OR its log collection (that is,
each application is still accessed via its own Ul and checks its own local security layer and
reports failures to a local log). In this case, the Identity Management system may only enforce
standard password changes into the local system without being able to access the applications’
security logs. Thus, the Identity Management system will not identify times when local access
fails causing a lockout on that system. Dependent on the solution, a SSO component would be
expected to deal with the access layer at least.

In evaluating systems, you will find that some do not deal well with international characteristics
on both technical and cultural levels. For example, technically some do not readily support
internationalization and if they do, they have not been localized to all the countries that you may
need to support. Culturally there may be preset questions that make no sense. For example,
asking for the last four digits of a Social Security number makes sense only in the USA.

The key with password-based solutions is a reliance on encrypting the password in the store,
securing access to that store, and ensuring that a validation request is also secured. Commonly,
solutions use a hash of the password and a random challenge across the validation connection.
Essentially, a system issues a challenge, the authentication service then hashes the challenge with
the password and responds to the system so that it can validate the response against the stored
password. There is an implicit trust in the security store, which has become standard practice
within the enterprise. Moreover, since the beginning of dialup services through to fully featured
Internet Service Providers (ISPs), users have trusted the providers with their password
information.
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There are various password authentication services available, such as

e Password Authentication Protocol—PAP is defined in Request for Comments (RFC)
1334 and is a rather simple and insecure solution that is rapidly decreasing in popularity.

e Challenge Handshake Authentication Protocol—CHAP is defined in RFC 1994 and has
various derivatives; although usage of this protocol is also decreasing, CHAP still has
reasonable use.

¢ Remote Authentication Dial-In User Service—RADIUS is a much more scalable
solution, as is Terminal Access Controller Access Control System (TACACS). Both find
their existence in dial-up solutions, especially in ISP environments.

Although it is unlikely that an SSO solution would support these protocols on the front-end (that
is, for the initial authentication), there may be a requirement to support them against back-end
systems.

SSO and Related Solutions

It is important at this stage to consider the desire for SSO as it is the basis for many of the
Identity Management projects. Most businesses today are still attempting to implement some
form of SSO, which is not a simple undertaking.

Surprisingly for many companies, employees trying to be productive in their daily work waste a
huge amount of time in just such a state because of the new productivity services and systems
being introduced that utilize separate user and security services from those already existing.
Many employees spend large amounts of time obtaining access to services and applications. A
number of studies exist around what the costs are associated with the silo approach to
applications in today’s businesses.

Studies suggest that the average user spends as much as 44 hours per year performing logon
tasks. That is just over a week’s effort for average employees, and given that it represents the
time of only one employee, the problem is grossly inefficient when correlated across the number
of employees in an average organization. Given an organization of more than 50 employees in
this situation, a year’s worth of productivity is lost just through access controls. Of course, there
is always going to be time spent authenticating to systems; however, the promise of a SSO
solution would cut down on such waste—based on the study numbers, the wasted time would be
cut by a factor of four.

Similar issues exist for commercial Internet solutions, whereby a user is forced to manage
numerous user names and passwords for different sites. In addition, users are often forced to re-
enter credit card details and similar information to enable them to conduct business on those
sites. A single solution to enable customers to move from site to site and continue to conduct
business without having to bother with usernames and passwords is compelling to most
commercial operators.
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In this arena is where the potential of SSO begins to show. The combination of maintaining a
single identifier and related password that allows access to multiple resources is powerful. There
is also the factor that SSO helps in minimizing the need to remember multiple account names
and related password and thus the security risks that occur when users are forced to write down
that information in order to remember it.

As we begin to look at SSO, you should also note that whilst previous security risks are
minimized, new risks become more prominent and need to be dealt with through a thorough
review with your security group. The primary risk that is increased is the fact that there is now a
single gate or access mechanism that needs to be broken to gain access to resources. Mitigation
of this risk and other risks is discussed in the implementation discussion later in this chapter.
However, to give a basic example, consider how you use Automated Teller Machines (ATM). To
gain access to your account, you are required to present your card to the machine, which then
prompts you for your PIN. This security solution is when dealing with simple account/password
issues. By adding the requirement that the person accessing the system actually hold something
physically, there is a combined protection mechanism.

SSO is also a common solution for remote access. Often remote access solutions are more
complex than the simple scenario we painted for ATM access, employing smart cards or tokens
such as iKey and SecurlD, but also utilizing intelligence in the card or token itself. You might
already use such solutions in your work, for example, if you use your building security pass not
just to get into your office but also to access to your computer or your office remotely. Of course,
if you forget your badge, this solution seems a little limiting.

SSO Basics

Each application requires a different logon account and password, and is generally managed
through a separate administration interface. Effort is spent by each staff member in recalling this
information, actually entering the logon information into each system, correcting mistakes, and
attempting to maintain some sort of synchronicity between those systems. As a result, rather than
matching a security desire for complex secure passwords, users are forced into trying to short-
circuit the requirement by trying to select easy-to-remember passwords. Worse still, when
mechanisms are installed to enforce secure password selection, users generally resort to using
notes taped to the side of their computer screen listing the accounts and passwords they use.
Doing so breaks multiple security tenets and makes the organization vulnerable to costly security
breaches from both internal and visiting persons.
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The same is true for administrators who must configure application services to utilize multiple
security services to operate. The potential of an SSO solution is to allow for a comprehensive
foundation to support enterprise-wide access for users to infrastructure services, while at the
same time, enhancing the ability to provide n-tier application solutions. Although many are
familiar with the client/server as a 2-tier architecture, many applications go well beyond this
setup with many possible services and proxies, or additional tiers, between the user and an actual
server or service the user wants to use. The importance of Identity Management is to ensure as
much as possible that the right account and access information is in the right place across such
architectures. This solution is possible by creating an environment in which all security and
policy information is related through standards to a directory-based infrastructure supporting
multiple clients, servers, applications, and services. Further, through a proper Identity
Management solution, the administration of that account is much simpler when issues do arise.
The costs of support for forgotten passwords can be immense, although hidden. Recent studies
suggest that almost half of all service or Help desk calls are related to password or account
lockout issues, and cost an average of $80 each.

A number of products offer the promise of single logon. In the common security schemes, an
identifier, such as user or application name, and a password is used to authenticate to a system.
The reality of most SSO solutions today is that they offer a synchronization of user names and
passwords across a defined group of systems.

A true SSO solution requires that all applications and systems stipulate a single source for
security services. This includes the commonly referred to services of authentication,
authorization, encryption, connectivity, and management. This is an extremely tall order for
many application developers. Realistically, such a solution will not happen in the near future;
however, by enforcing and representing such a model internally, vendors will be coerced into
supporting such centralized services.

A common security threat to organizations occurs when users are given too many identifiers and
passwords to remember—they often find the only way to retain the combinations is to write them
down somewhere. As | have mentioned more than once, this occurrence is a significant security
risk and provides one of the soft benefits for an Identity Management solution and related SSO
requirements. Although you could place a value on some of the information, until there is an
actually a breach of security, many companies are not considering their exposure in these
situations.

As | have previously mentioned, an SSO solution creates a potential security risk because it sets
up a single point of entry relating to security. By having only one gate to guard, an organization
might feel that it has less of a security risk. Such is not the case. What it means is that an
organization can now dedicate its security resources to dealing with more complex problems
rather than worrying about the yellow sticky note syndrome.
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One of the many duties that engage administration staff is in defining and implementing security
policies. In defining an SSO service, the obvious benefit is for the end user or client of the
service. There is, however, cost savings to be gained through a comprehensive implementation of
the SSO security model across a wide heterogeneous environment. The simpler and more
standardized security model makes the administration model simpler and more consistent for
administrators. More time can be spent on correctly defining policy and procedure than is spent
on dealing with system limitations across multiple application and security environments.

Another common approach to SSO as well as the integration of policy controls is to utilize an
enterprise security administration product such as IBM’s Tivoli and Computer Associates’
Unicenter. Such applications allow an organization to coalesce their various platforms and
applications into a single managed interface, define rules to be applied across the enterprise, then
distribute administration to selected staff in charge of application security.

The issue of a common mechanism to define and manage access control across systems and
solutions is a long way from being solved. As a result, there will be, in the meantime, a need to
utilize the best of breed solutions to implement SSO across existing platforms. In the short term,
it is unlikely that there will be an enterprise-wide solution for SSO that works across legacy
platforms as well as the new environments being introduced. This is protracted by the fact that
many common application vendors are still waiting for a standard to emerge in order to
implement their common sign-on solutions. Large-scale enterprise planning should look for
solutions that minimize the number of logon identifiers and passwords that a user has.

In the early 1990’s the Distributed Common Environment (DCE) received quite a lot of
attention, and one of its offerings included a common security infrastructure. Despite the level of
effort that went into engineering the solution, it did not gain the market penetration that IBM had
hoped for. It is still around today in a number of large installations. Out of this effort, came an
appreciation of work done on solutions such as Kerberos, SAML, and beyond. We discuss these
solutions in detail in Chapter 5; however, for now organizations might want to push vendors into
using this type of solution for an SSO environment.

Figure 2.2 shows the standard way in which a user signs onto a network operating system (NOS)
to access other applications supported by that NOS.
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Figure 2.2: A NOS-based SSO solution.

Figure 2.3 shows a Web-based access control solution in which the Web-based authentication
manager (WAM) authenticates users or defers authentication to a directory (or other source) and
enables a session for multiple, heterogeneous applications.
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Figure 2.3: Web-based access manager SSO.

Figure 2.4 shows how enterprise SSO tools manage SSO.
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Figure 2.4: Enterprise SSO tools.

Although such solutions are popular, there are a number of issues:

e SSO tools require a “secret store” (encrypted, we hope) for passwords or other credentials
in the network

e SSO tools require plug-ins in the applications to support pass-through authentication
e Can result in complex, proprietary solutions that few enterprises have deployed broadly
Figure 2.5 shows a client-side SSO solution that relies on proxy based sign-on.
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Figure 2.5: Client-side SSO.

Using client-side password capture software, the client program proxies user sign-on to NOSs,
mainframes, and client/server applications. The considerations for this scenario are that it

e Requires a “secret store” for credentials on the client
e Requires significant scripting to implement

e |s best used in low-security situations or combined with stringent desktop security
measures

Figure 2.6 shows a password synchronization solution.
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Figure 2.6: Password synchronization option.

The scenario illustrated in Figure 2.6 shows a password synchronization solution that provides a
relatively transparent user experience wherein passwords created in any supported system are
propagated to others. This is sometimes a custom project or dedicated software solution with the
following issues:

e Password sync requires a “secret store” and plug-ins to supported systems
e Often unable to manage a consistent password policy across applications.

A similar solution is provided through password reset tools (see Figure 2.7), which propagate
password changes made at a Web interface to supported systems. These solutions can manage
password recovery, history, and expiration consistently. The only downside to this scenario is
that users must be trained to use the password reset interface.
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Figure 2.7: Password synchronization option 2.

The best alternative to this scenario is a meta-directory that can allow for the rules and policies to
be easily defined within the provisioning system space. Given that all of these options are
available, the choice of which solution to implement can be confusion. However, keep in mind
that the goal is to create the right solution for your organization.

Chapter 4 is about implementing Identity Management, and | will cover the methods to get to the right
solution in more detail then.

Understanding these options is important in respect to understanding where the enforcement is
done within your environment. In most of the examples provided, you will find that individual
systems are still making authentication and authorization decisions within their own scope. This
idea leads directly to understanding policy evaluation, and what it means to an Identity
Management solution.
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Policy Evaluation

It is important to understand where your ldentity Management system will evaluate and enforce
security policies within your system. The quicker you can evaluate the identity of who is trying
to gain access to the system and determine the level of access allowable, if any, the quicker you
can exclude that request from chewing up resources in the system. If enforcement can ensure that
only valid access is gained at the authorization layer, the system will not expend extra effort.
Another dimension to consider is how often credentials and access needs to be re-evaluated.

To improve performance of many systems, there is usually a policy to define how often the
validity of authentication needs to be evaluated, and potentially for the user to be challenged
again. Sometimes this is after a period of inactivity, but in highly secure environments, there is a
need to ensure that the account used for access is still valid.

Access Control

Managing the means of access as well as providing clear capabilities based on attributes assigned
to an individual or account is know as role based access control (RBAC). There are several fairly
new standards to choose from, however, there are minimal implementations or compatibility
with the standards to really make them useful. The National Institute of Standards and
Technology (NIST) offers an RBAC reference model and The Organization for the
Advancement of Structured Information Standards (OASIS) offers eXtensible Access Control
Markup Language (XACML), an XML specification for expressing policies for information
access over the Internet.

It is also important to note that few identity management players support a complete RBAC
solution. The primary issue is that unlike a simple authentication model specific to an
application, RBAC requires significant effort up front to design a model that works for an
environment that is specific but flexible enough for an organization to live with. This can create
significant changes to how an organization functions.

The initial goal of an organization is to deliver some form of a delegated administration
capability. If you plan to deliver this, you must consider the ROI of creating a real RBAC
solution. Chapter 4 will discuss the ROI of Identity Management including RBAC.

The NIST core RBAC offers a good overview of what is desired in an RBAC solution at
http://csrc.nist.gov/publications/nistbul/csl95-12.txt. The NIST component defines five basic
data elements:

o Users

e Roles

e Permissions
e Objects

e Operations
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The whole model is defined in terms of individual users and permissions being assigned to roles.
Within an Identity Management solution, these objects can be considered as follows:

e Users—An entity that uses the system
e Roles—A job function within the context of an organization
e Permissions—Approval to perform an operation on one or more objects.

e Object—Can be many things; for example, an entry in a target system (such as an
account), a network resource (a printer), an application (a procurement), a policy
(password policies), and so on

e Operations—Various and unbounded but including customer-defined workflow processes
such as a password reset, the addition, modification, or removal (deletion) of user
accounts, and specific data about those accounts; importantly, it should be possible to
delegate these operations to other users

Delegated administration allows a chain of approvers to be identified to securely delegate
capabilities (even roles) such as account provisioning to appropriate parties in the environment.
Delegated administration allows the offloading of the responsibility for user management to
those who know their users best, increasing administrative efficiencies and reducing the level of
staff required at the central site. If an administrator has a delegable right on a user profile, he or
she should be able to delegate that authority to another administrator. Similarly, the ultimate in
delegated administration is to allow individual users to perform certain administrative tasks on
their own accounts, the most finite example being password management. Delegated
administration makes it possible to

e Decentralize administration by breaking down responsibilities among administrators by
geographic location or area of expertise (account creation, password management,
security, and so on).

e Delegation of responsibilities to authorized users (managers) who are best suited to
assign and monitor the responsibilities of the users that they work with.

In general, when looking at ldentity Management solutions, it should be possible to delegate all
permissions, including the ability to

e View, create, modify, and delete users
e Change passwords

e Add or delete a user in a security group
e Approve or reject requests
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Hierarchical RBAC

Hierarchical RBAC requires the support of role hierarchies, whereby senior roles acquire the
permissions of their juniors, and junior roles acquire the user membership of their seniors. The
NIST standard recognizes two types of role hierarchies.

e General Hierarchical RBAC—Arbitrary orders and relationships between roles serve as
the role hierarchy.

e Limited Hierarchical RBAC—Restrictions are placed on the role hierarchy. Typically
hierarchies are limited to simple structures such as trees or inverted trees.

Although General Hierarchical RBAC introduces potential problems of hierarchy loop detection
and/or prevention, it is seen as the most useful.

In an RBAC solution, consider that occupants of the same roles at different locations in an
organization will need access to different underlying systems. This allows the same role (for
example, Development Engineer) to be given access to different systems based on differing
values in the role occupant’s profile. So while all development engineers need access to source
control, it is likely that those in one office or working on one product may need access to a
different source control system from those in another office or working on a different project. To
solve this problem, a parameterized permission object can be used. A single permission Source
Control Access might be used. However the mappings from that object into the connected
systems (that is, source control systems) would vary based on a user’s location attribute or on the
project attribute.

The alternative to parameterized roles is to use scoped roles. In this approach, the roles are
defined with a direct scope. If we consider our previous example, instead of having a single role
of Development Engineer, there would be locally scoped versions of this role (for example,
Application Development Engineer and Interface Development Engineer), and these locally
scoped roles would be linked to locally scoped permission objects (for example, Application
Source Control Access and Interface Source Control Access).

The tradeoff between the two schemes is that in the scoped roles model there will be more roles
to be defined whereas the parameterized roles model has fewer roles but is more complex to
develop and potentially more complex to administer (depending on how good the provided
administrative tools are). It is worth noting that the two models are not mutually exclusive. That
IS, both can be supported at the same time and used in a complementary fashion. Also, there are
no functional limitations associated with either model—both can be used to get the job done. So,
when evaluating options, obviously focus on what best fits with your requirements.
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Auditing

Reporting and audit controls are an important part of Identity Management. For example,
HIPAA, discussed in Chapter 1, requires organizations that deal with personal data to track all
access to that data. Thus, not only does a record need to be made of each access to a record
system but also any data transfer, change, and deletion. Financial Services requires tracking and
produces information that can be considered for forensic research.

Forensics

Forensics is the next step following auditing, wherein once something has been audited, there
may be a need to dig deeper and potentially recover or reproduce events as they happened across
systems. Identity Management solutions can compound the problems that they were intended to
solve unless careful thought is put into the requirements of the system and the specifications.
There is an expectation that once a system goes in that it will be able to consolidate and view
activities across the applications it manages. This collides with the goals of monitoring solutions
and a recent crowd of solutions with the goal of providing intrusion detection.

Identity Management solutions can only help if they are able to extract and divine operational
information about various activities through audit and reporting capabilities. Aside from that,
forensic data collection must span all relevant boundaries, especially in cases of federated
identity.

Accounting

A final component of security is accounting. When charges are made based on access to
resources, usually in commercial environments such as ISPs, ASPs, and so on, a mechanism is
required that can track usage and feed that into some form of billing database. This type of
requirement fades in and out in many enterprises who decide to charge-back internal system
usage to cost centers or business departments in order to effectively manage costs. This should
be a separate database from the audit reporting.

Billing records may be generated on the fly or may be derived from provisioning and usage
information. It is important to maintain a consistent method for achieving billing for customer
records and dispute resolution, as well as any audit requirements.

Policy Management and Enforcement

Moving on from authentication, authorization, and access controls there is the issue of how these
requirements are enforced throughout the system. Consider a system as a large office building.
Access is granted at the front door based on an employee badge. Assume for the moment that the
employee is who they say they are. What happens if the employee quits or is let go, and the
employee card is not taken away? Does that ex-employee still have access to the building? Can
the ex-employee still get into the building? What can the employee get access to while in the
building?
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Privacy

Within commercial enterprises, there is a significant contention between the desire for
personalization and privacy. For example, consider portals such as Yahoo, AOL, and so on. To
provide any degree of customization based on desires of the individual requires that preferences
and personal information be stored. The trouble with maintaining that information is that it may
be potentially traded with other parties.

Although the government may change the levels of compliance required over time, the HIPAA
privacy regulations are in effect April 14, 2003. HIPAA is a good requirement to systematically
analyze because it provides a key example of legal regulation in place to protect specific
customer’s data—in this case, for healthcare patients. In addition, HIPAA has a broad-reaching
effect to any organization that might have a need, or obligation, to have access to such customer
data. HIPAA requires that protected health information be neither used nor disclosed without
permission of the individual customer, except for healthcare treatment and payment and when
required by the healthcare operations of a group health plan.

The issue of trust is key in understanding why HIPAA came into being. Because access to
healthcare data has become available through electronic systems and the security around that
data was inconsistent to the point of causing harm to consumers, the government stepped in to
provide a legal framework for that protection, in effect forcing a trust model into the healthcare
industry in the USA.

The importance of the government regulation is an example that if organizations begin to share
customer or employee data without managing the compliance issues in some way, either
technically or manually, then the governments will step in. In fact, there may in some regulation
cases already in place bent toward supporting or confining the exchange of user data inter- or
even intra-organizationally in many countries.

Federation and Federated ldentity

The concept of federation is used when disconnected systems or enterprises need to interoperate
with each other’s concepts of identity. This has become a more specific use case for the concept
of creating secure extranets. But what is federation? The Burton Group in August 2002 provided
the following definition “Federated Identity Management [is] the use of agreements, standards,
and technologies to make identity and entitlements portable across autonomous identity
domains.” The goal of federation is to enable transparent and secure exchange of identity
information to enable disparate systems to interoperate at the security level.

&' Federation creates risk. Federation requires breaks in the organizational border and can diminish any
content control you may have in order to facilitate the movement of identity data across those
boundaries. This requires that policies be strenuously defined outside the traditional technical
bounds, and legal and compliance issues be carefully addressed.
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The obvious extension to what we might consider an enterprise solution to a truly federated
solution is the need to work across disparate enterprise domains (as opposed to the Windows
domain concept). The reality is that the cross-enterprise concept or “solution” is still evolving.
The issue with federated identity is that this type of thing has been tried before with varying
degrees of success. Why is this “federated identity” thing any different? History shows that very
tightly defined solutions (that is, tightly coupled systems) have some success but are either not
very flexible or not very simple or are too simple. As the industry works through the
convergence issues, the loose links established so far will help enable flexible solutions to
evolve.

The first example of this that has drawn a number of vendors together on the same road is the
Liberty Alliance. According to the Liberty Alliance (Liberty Architecture Overview V1.0, 11
July 2002):

The Internet is now a prime vehicle for business, community, and personal interactions.
The notion of identity is the crucial component of this vehicle. Today, one’s identity on
the Internet is fragmented across various identity providers—employers, Internal portals,
various communities, and business services. This fragmentation yields isolated, high-
friction, one-to-one customer-to- business relationships and experiences.

Federated network identity is the key to reducing this friction and realizing new business
taxonomies and opportunities, coupled with new economies of scale. In this new world of
federated commerce, a user’s online identity, personal profile, personalized online
configurations, buying habits and history, and shopping preferences will be administered
by the user and securely shared with the organizations of the user’s choosing. A federated
network identity model will ensure that critical private information is used by appropriate
parties.

The key thing to realize about federation and the way in which the standards are evolving is that
there is still a considerable amount of work that needs to happen “out of band.” The out-of-band
requirements are essentially the agreements that are set up ahead of time around a specific goal
and physically signed and executed to ensure that there are resolution processes in place should
something unacceptable happen during federated interactions. For example, what if account data,
such as spending limit, is not updated by one partner in the process, which causes a financial loss
to another party, who allows a purchase to be made or a service to be used based on that out of
date information. Who is responsible? This is not something dealt with by current standards such
as SAML.
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SAML uses the communications defined through Simple Object Access Protocol (SOAP) and
XML to exchange authentication and authorization assertion tokens between domains. In a
general sense, domain A can undertake an authentication and assign that user rights within its
own system. From that, domain A may assert to another domain what it has done. In this case,
domain B might be willing to accept that assertion and allow certain actions to take place for the
user within its own environment. For example, an online travel agent can assert that a person has
authenticated with them and has bought a ticket. An airline may take this assertion and derive
that the user has rights within its own system to perform some actions, such as pick a seat.
Essentially this is a variation of SSO, in a federated model. This is the basis of the work done by
the Liberty Alliance Project.

The level of success that Liberty and similar alliances may have is based on concepts we
discussed at the beginning of this chapter: trust and risk. How much do you trust the assertion
being provided and what or how much are you willing to risk based on that assertion?

Industry groups such as credit card companies deal with this type of situation by setting up a
framework defining standards and principles within which “members” operate. Importantly, this
includes resolution processes in the event of some failure. For federation, this type of activity is
the goal of the PingID Network (http://www.pingid.com/).

# The goal of the PingID Network is that members instantly benefit from access to standardized
business operating rules and regulations, privacy policies, and dispute resolution procedures.

Summary

Chapter 2 introduced the remaining concepts that you need to be familiar with Identity
Management solutions. As stated at the beginning of Chapter 1, the goal was to define the
concepts and terms used in the field of Identity Management, and this has continued through this
chapter. The importance of this is to ensure that before introducing the bulk of the technical
solutions and standards available for Identity Management solutions, a common vocabulary is
understood.

This foundation sets the groundwork for the review of Identity Management applications in
Chapter 3. Remember that some of the concepts, and more importantly standards, are still being
formulated, so applications that claim they offer certain functionality deserve close scrutiny if
you plan to rely on and deploy them.
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Chapter 3: Identity Management Applications

Time has been spent in the previous chapters gaining a common vocabulary and baseline
understanding of the Identity Management components and concepts. Given the argument that in
the Identity Management space no one size solution fits all, the goal now is to provide a run
down of the Identity Management players and the key differentiators in their products.

One of the common ways to progress ldentity Management projects is to focus on key initiatives
that can immediately provide return on investment (ROI). There is a danger in the planning
phase, however, of considering only a single part of the Identity Management equation. For
example, consider the impact of implementing a password management solution and later
implementing a provisioning solution that provides its own password management. This situation
could result in significant integration costs or the need to re-implement the same functionality
based on technology from a different vendor.

This chapter deals with the vendors who provide solutions in the Identity Management market.
As we go through the various options for your specific requirements, consider the long-term
issues and goals of your organization. Maintaining this perspective as we move toward Chapter 4
will smoothly shift our focus to the business and technical side of your Identity Management
implementation.

Self Service

The ultimate goal of delegated administration solutions is to allow individuals to manage their
account information and ultimately be able to provision and de-provision their services—self
service. The reason for this setup is to minimize the costs associated with customer care and
Help desk measures. Processing behind the scenes can range from simple, such as group
membership affecting broader access to resources, through complex workflow that requires
approvals or external service activation.

Provider Self-Service

Within the consumer vendor space, such as commercial Web sites, telecommunications
providers, and more general service providers there is a need to offer services to individuals and
organizations. Traditionally, providers have focused on being able to offer packages of services
that are predefined and sold through stores or partners. The goal today is to allow a la carte
service choices.

Consider a cell phone provider who wants to enable its customers to add or remove (preferably
add, of course) extra capabilities or options to existing agreements. In this case, the option to
allow this transaction is generally associated with the stores that sell the devices. However, in
some cases, customers can go to the provider Web site to do so. Even the simple capabilities
from providers such as Sprint in the USA allow customers to log on to the Web site and change
parameters of their accounts such as the Web sites they can see from the phone. The primary
issue faced by providers is matching requests for service to billing events.

46
‘ealtimepubﬁshers.com"f' saT.hefENetw

Foundation of Internet Security



Chapter 3
|

To realize revenue through tiered services, usage-based services, and content, you must manage
service level agreements (SLAS) such that you provide quick and efficient provisioning of
services. You can accomplish SLA management through a delegated administrative model. For
example, Bridgewater Systems provides central control of subscriber access to the network,
services, content, and applications. Bridgewater Systems provides the ability to know who
accesses your network, what they’re accessing, and from where they can access it, as well as the
ability to control and optimize the use of resources on a per-customer basis (business, consumer,
wholesaler, retailer) and minimize and eliminate abuse and non-revenue usage on your network.

Enterprise Self-Service

The requirements for enterprise self-service revolve more around requesting accounts be set up
on specific systems to allow employees to perform their jobs. Beyond the password management
requirements, which we will discuss shortly, the most common identity issue faced by employees
in the enterprise is gaining access to resources (for example, enterprise applications, premises or
buildings, communications services). In these cases, it is common that the employee knows more
about what he or she needs to do his or her job than others, and the ability for employees to
easily request and acquire those necessities is significant.

Often employee requests go through tortuous bureaucracy including paperwork, processes,
approvals, and so forth. Implementing enterprise self-service solutions (including password
management) requires the Help desk and support groups to be extensively involved and
necessitates that you clearly identify the business processes that are required to support the
provisioning of resources. We will discuss this in detail in Chapter 4. For example, Courion
offers three products that relate to enterprise self-service and password management. The
company’s PasswordCourier provides functions such as password reset and synchronization.

Password Management

Password management is seen as one of the key costs in both enterprise and commercial
businesses. The cost of dealing with forgotten passwords can be significant, in some cases at
least 25 percent of Help desk or support center costs. Hence, one of the goals of many
organizations is to allow individuals to manage many of their password problems—forgotten or
standard password resets in particular. Password-management products offer a solution for the
immediate issues faced in these situations, with expected costs ranging from $1 to $15 per user,
depending on the quality of the offering, how many password issues they solve, and the size of
the deal. The more complex the passwords and more passwords a user has to remember, the
more likely it is that the user will forget them or create an insecure way to remember them (that
is, write them down somewhere).

Let’s first consider enterprise-specific solutions. There are several methods that vendors offer to
support password management in the enterprise. When existing systems already implement
password policies, you need to corral their capabilities using a password management solution.

Some of the primary vendors in the password management space include BindView, Blockade,
Courion, and Symark Software. In addition, vendors of larger Identity Management offerings
that include password management functionality include Oblix, Waveset, Computer Associates,
and Protocom Development Systems.
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After you have aligned your decision to deploy a password management tool with the need for
more extensive ldentity Management capabilities, you’ll need to consider the following key
decision criteria (regardless of whether the password management tools are distinct from other
solutions):

e Where does the tool store the password information; specifically, does it use its own
database or does it rely on an existing source of user information, such as a directory or
database (or can it do both)?

e How does the product secure the information it stores? More specifically, what
encryption solutions are used, and how is that process secured?

e Which end user access methods are employed (for example, HTTP, VoiceML, SMS, or
WML)?

e Which standards does the solution support? Key standards are Lightweight Directory
Access Protocol (LDAP) as a directory and SQL for most database access (albeit most
vendors offer distinct flavors of their own). Beyond that, is there a standard API to
manage the system from other applications?

Password Reset

Managing password resets across systems, whether in the enterprise or for a commercial site, the
common solution is to provide a Help desk or call center that can manage the process, interact
with the individual, and enact the change. Traditionally, password changes performed by a Help
or support desk require the individual to answer one or more “challenges” before the user is
allowed to request the change. In effect, this challenge is usually more of the something-you-
know type of question and answer set, organized previously between the two parties. This
process also requires an initiation process, wherein the user will provide the answer to a
predefined question such as those discussed in Chapter 1. For example, Courion ProfileCourier is
designed to let users privately and securely register authentication questions and answers, then
store the results for later use in reset situations within existing databases and LDAP directories.

%~ An article related to password reset capabilities is available at
http://www.networkmagazine.com/article/printableArticle?doc _id=NMG20020103S0002.

Password Synchronization

Password synchronization solutions use a sync engine to ensure that passwords are consistent
across systems. This functionality allows for users to use the same password across multiple
systems. When one password is reset, all are updated automatically. Unfortunately, this
capability does not solve the potential issue of naming. We’ll discuss the naming issue in detail
in Chapter 4, but for now, consider the synchronization solution as a stop-gap in the land of
Identity Management solutions. Password policy enforcement solutions ensure that new
passwords follow not only OS requirements (number of characters) but also the network
department’s policies (such as restrictions on reusing the same password).
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Single and Similar Sign-On

Chapter 2 outlined the basics of single and similar sign-on. What that discussion highlighted was
that there are many different “flavors” of SSO. End users, security experts, industry
commentators, and vendors all have their own thoughts about what SSO is, how it can benefit
business productivity, and how it should fit into an Identity Management framework. Many
vendors who target products at this particular market are quick to claim that their particular
product will solve your SSO (and Identity Management) problems. However, unless your view
of SSO (and more important, your business requirements) lines up exactly with that particular
vendor, the reality may be very different. None of the vendors truly has a full solution for your
specific environment, and you might require combinations of strategies and products to you’re
your organization’s business, technical, and security needs. This section will discuss products in
the SSO space and highlight their strengths and weaknesses, using the models outlined in
Chapter 2 as a basis.

Network Operating System-Based SSO

Network operating system (NOS)-based SSO is probably the most understood area of
authentication management, though few people would consider it a part of the SSO space. When
a user logs onto a NOS (Microsoft NT 4.0 or Win2K, Novell eDirectory/NDS, and various
implementations of UNIX NIS products), the user receives some form of token to identify who
they are to that NOS. When the user accesses other resources, such as printers and file shares,
that are part of the NOS, the user doesn’t need to explicitly provide credentials—SSO, if you
will. Other applications can be developed that leverage the native APIs of the OS such that
credentials don’t need to be explicitly supplied by the user as well. Most of the Microsoft
BackOffice products such as Exchange function this way.

This feature has some major drawbacks. For example, NOS-based SSO requires all application
vendors to write their applications to use the native OS APls—an onerous and largely
improbable task. Also, it requires a company to standardize on a single vendor’s OS. This
situation lead to the OS “wars” of the mid-1990’s. The advent of the Internet changed the
landscape tremendously. Application vendors wanted to develop their applications for eBusiness
and not for a specific OS. The OS, in many ways, became secondary, and eBusiness directories
such as Netscape became very popular. Also, both Novell and eventually Microsoft came out
with LDAP-compliant directory stores allowing vendors to utilize the LDAP repository
(whatever it happened to be) rather than the NOS directory using the native APIs. In addition,
both Sun Microsystems and IBM now offer the option of replacing the local security database or
NIS infrastructure with their respective directory products, making it much easier to rely on the
NOS infrastructure for reduced and consolidated logons and making integration with enterprise
SSO and/or Web-based access control systems easier.

Although it is easy to discount the NOS in today’s world, it should be evaluated, particularly
within corporate intranets. Although most applications today run on Web servers, some have the
ability to make use of the underlying NOS credentials and authorization capabilities (groups, for
example). Although not as fully featured as a Web-based access control system, it may suffice in
certain circumstances. Also, there are still many applications that integrate natively with the
respective OSs, and this is a valid way of reducing sign-on. In addition, with the introduction of
Kerberos in Win2K, cross-platform Kerberos communities can sometimes be established
(although with difficulties).

49
‘ealtimepubhshers.com"f' saT.hefENetw

Foundation of Internet Security



Chapter 3

For more information about Kerberos, check out the following Web sources:
http://web.mit.edu/kerberos/www/

http://www.ietf.org/rfc/rfc1510.txt

http://support.microsoft.com/default.aspx?scid=KB;en-us;248758&

Web-Based Access Control SSO

There are many vendors in the Web-based access control SSO market, though consolidation and
attrition is bound to reduce this list to a much smaller number over the next few years. Table 3.1
shows the main vendors as well as their products and URLS.

Vendor

Home Page

Product

Baltimore Technologies

http://www.baltimore.com

Select Access

CrossLogix http://www.crosslogix.com CrossLogix3

Entegrity Solutions http://www.entegrity.com/ AssureAccess

Entrust http://www.entrust.com GetAccess

Evidian http://www.evidian.com PortalXpert

IBM http://www.ibm.com Tivoli Access Manager
Netegrity http://www.netegrity.com SiteMinder

Novell http://www.novell.com iChain

Oblix http://www.oblix.com NetPoint

OpenNetwork Technologies

http://www.opennetwork.com/

DirectorySmart

Oracle

http://www.oracle.com

Oracle9iAS SSO Server

RSA Security

http://www.rsa.com

ClearTrust

Sun Microsystems

http://www.sunmicrosystems.com

Sun ONE Identity Server

Avalon Works (Texar)

http://www.avalonworks.com

SecureRealms

Table 3.1: Web-based access control SSO vendors and their products.
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Overview

As you might recall from Chapter 2, Web-Based Authentication Managers (WAM) authenticate
users or defer authentication to a directory (or other source) and enables a session for multiple
heterogeneous applications. In addition to SSO, most Web-based access control solutions
implement some form of authorization/role-based access control often based on proprietary
technology, and increasingly based on the maturing SAML standard, as the following steps walk
you through.

1. Anend user accesses a particular URL (or other Web resource such as an Enterprise Java
Bean—EJB) that has been protected by a Web-based access control system.

2. The user’s request for the resource is intercepted and redirected to a central
authentication Web form.

3. The user enters his or her credentials, and the WAM then carries out the authentication
against a central user database (often an LDAP-compliant directory).

4. The Web-based access control system now sets some form of access token in the user’s
browser to identify the user for further interactions with Web-based access control-
protected resources. This is usually of the form of a non-persistent encrypted cookie that
contains information that uniquely identifies the person in the underlying user database—
passwords are not stored in the token.

5. Once the user is authenticated, most Web-based access control systems perform
authorization and role-based access control for the resource based on preconfigured
policies. Each of the vendors has a policy server of some form to provide the
authorization. Basing the interaction with this component on SAML has become common
practice for most vendors, though the implementations are still challenged in the
interoperability area. If the user is authorized, the user is granted access to the resource.

6. Although the access token is valid (not expired), future access to Web-based access
control-protected resources skip the authentication process (steps 1 through 4) as the
identity of the user is known by examining the access token, thus providing SSO. These
resources could be on different Web servers on different platforms across the company
(and across domains in some cases). The authorization policies are still applied, but this is
transparent to a user unless the user is denied access.
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Web-based access control systems can provide a great deal of flexibility. Some common
additional functions include:

e The ability to configure additional authentication schemes (or write your own). For
example, certificate authentication or hardware tokens (for example, SafeNet’s iKey and
RSA Security’s SecurelD) can replace or complement the traditional user ID and
password during authentication against a particular Web site.

e The ability to configure additional authorization schemes (or write your own). For
example, an organization may have a specific database with role information they want to
access. For security reasons, it might not be appropriate to synchronize this data with a
central source, so they could write a custom authorization plug-in to perform the policy
assertions directly against the special purpose database.

e Personalization can be achieved by passing attributes relating to the end user to the
requested Web site or application. Integrating Web-based access control applications
with portals is a common use of this technique, allowing personalization to be achieved
within the portal and SSO between the portal and other intranet or Internet resources.

e Access controls to allow or deny access during particular times of the day or from
individual IP addresses.

e Auditing of successful and failed attempts to access resources can be logged (both
authentication and authorization attempts) with many of the vendor products.

e Ability to integrate non Web-based applications into the Web-based access control
system. This feature usually requires custom development using a software development
kit (SDK) provided by the vendor. This feature is particularly useful within corporate
intranets, as it allows a common security framework to be used for Web-based and non
Web-based applications. However, this kind of custom development is usually a non-
trivial task.

As you can see, Web-based access control systems can play an integral part in a security
framework and Identity Management system. The four A’s, as outlined in Chapter 1, are
available (Authentication, Authorization, Access Control, and Auditing). However, in and of
themselves, they are not a total Identity Management solution (though some vendors such as
Oblix and OpenNetwork offer strong Identity Management components to complement their
Web-based access control systems). They all have a reliance on the availability of an underlying
identity directory/database (as well as a policy server). You might use other related technologies
such as eProvisioning, meta-directory processes, and self-service to manage the user data present
in the directory to ensure data integrity.

é Having a high level of data integrity is vital when using Web-based access control solutions. They can
be used to grant or deny access to very sensitive data based on an employee’s management level,
for example. If the incorrect management level is assigned to a user in the underlying user database
(for example, as the result of an incorrectly configured meta-directory process), there is a very real
risk that sensitive data might be exposed to an unauthorized user.
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 d Being able to rely on an external shared security system allows applications to abstract the security
sub-system from their application to this centralized authority. In this way, based on the definition in
Chapter 2, Web-based access control systems can be seen to be providing true SSO as opposed to
similar sign-on.

The key to keep in mind is that the Web-based access control system provides a central trusted
security infrastructure. All participating Web servers and applications integrated implicitly trust
it to provide all the security services they require. Although this might be of significant benefit
particularly for in-house developed applications, it might not always be the best solution or in
fact be possible to externalize all security functions.

Consider for example an employee self-service portal integrated with PeopleSoft. This kind of
product usually relies on internal security (for example, PeopleSoft roles) to provide role-based
access control—it is not possible to delegate the role-based access control externally from the
application. It is important in this situation that the Web-based access control system can handle
this and pass an identifying piece of information into the third-party application to identify the
user. The authentication can be delegated to the Web-based access control system, but the roe-
based access control then needs to be managed within the target application.

Web-based access control systems are particularly powerful in the customer-facing and extranet
environments because of the focus on Web access to provide products and services. They are
also proliferating in corporate intranets as result of factors such as the increasing reliance on
Web-based corporate applications, increased portal deployments, their relative ease and cost of
deployment compared with enterprise SSO tools, and the increasingly flexible integration
options available.

Agent-Based vs. Proxy Model for Web-Based Access Control Solutions

Web-based access control solutions can be split into two distinct models—agent-based and
proxy, as Figure 3.1 shows. The predominant technology is the agent-based model in which an
agent (for example, NSAPI plug-in under Sun/iPlanet’s Web server, ISAPI filter under 11S, and
so on) intercepts all HTTP requests and performs authentication, authorization, role-based access
control and token management.
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Figure 3.1: Agent and proxy-based Web access models.

Although these agents are quite powerful and fairly simple to implement, there are some major
downsides to this approach:

e The overhead to manage the deployment and upgrade and maintain the agents becomes
prohibitive as the number of Web servers increase.

e The agent typically places extra load on the Web platform hosting the application

(depending on the complexity of the role-based access control policies, this could be as
much as 15 percent).

e The plug-in is another component that interacts with the Web server and application
providing a possible failure point. For example, a complex URL might not be parsed
correctly or cause an invalid action to take place on the Web server.
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The proxy model functions in a more centralized fashion. All requests are first directed to a
proxy server rather than directly to the end-user application. The proxy server then refers to the
policy server to determine the authentication, authorization, and role-based access control
requirements. After the appropriate steps are taken to authenticate and authorize the user, the
user’s request is then passed on to the destination Web application. Although the proxy model
will not suit all implementations, there are some significant benefits to this approach:

e No extra load is added to the Web servers that are hosting the protected content and
applications.

e No need to deploy, manage, and upgrade agents.

e Greater stability of the end-user Web servers, and no added complexity when Web
servers or applications are upgraded or modified.

# As aresult of the added flexibility that the proxy model provides, most of the other vendors have
plans to provide the proxy solution in the near future.

Web-Based Access Control Features to Consider

One of the first Web-based access control features to consider is integration with your existing
infrastructure and OS. Some of the Web-based access control systems provide integration with
particular vendor applications, portals, application servers, and OSs. This may impact (in a
positive or negative fashion) their suitability in certain environments.

Some of the Web-based access control SSO vendors provide additional features that may
integrate well into your Identity Management environment. These various Identity Management
features include delegation, user self-registration, and user self-management (including password
management). The big players provide solid features in this area and a close examination of these
products is warranted in any evaluation. The following list highlights additional features offered
by Web-based access control SSO vendors.

e Auditing and intrusion detection—All the products provide some form or auditing,
though some are better than others. Entrust GetAccess provides a centralized storage of
activity logs. In addition, both Entrust GetAccess and RSA ClearTrust offer a form of
intrusion detection by monitoring log files and reporting suspicious behavior such as
attempted password cracking.

e Session management—All of the products set some form of token in the user’s browser
to manage SSO and session management (idle and session timeouts, for example). The
cookies are set as non-persistent cookies for security reasons; however, this means that
exiting your browser will destroy your session with the Web-based access control system.
The cookies are encrypted and can only be decrypted by the agents or proxies. In most
products, the encryption is based on shared secret. Although unlikely, it is possible that
this could become compromised and user impersonation may take place. Regular changes
to the shared key are vital, so look for products that enable the key to be changed. Entrust
IS unique in that it creates a unique key for each user session, so the risk of the key being
compromised is greatly reduced.
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e Scalability and fault-tolerance—Performance and scalability are important factors when
evaluating Web-based access control systems. The major players all scale horizontally
very well and provide automatic failover features (as do some of the other players). It is
also important to evaluate how the products work with any load-balancing you might
already be using. Some Web-based access control products might keep sessions open
between components and have problems (or reduced performance) if subsequent requests
are directed to a different server.

2 i you are interested in pure throughput, review the statistics Mindcraft released
(http://www.mindcraft.com). Be aware, however, that every 6 months or so one of the vendors will put
their product through the testing suite and likely leapfrog the other vendors. It would be interesting to
see a full test of all vendor products at a specific point in time to provide a valid comparison. As a
result, consider pure throughput performance as one of the lower-priority considerations, unless one
product is a long way behind or ahead of another.

e Value add and extra options—Some of the products provide extra components that might
make the choice a compelling one for your organization. Entrust has a mobile access
server component that allows access from WAP-enabled devices. As multiple channel
access becomes more important, this kind of product could become important. Oblix has
the ability to expose identity data and programmatically manage the product using SOAP
and components called Identity XML. This standards approach and flexibility are an
added bonus. RSA Clear Trust (through SmartRules) and Netegrity SiteMinder (through
e-Telligent rules) provide extended rules for managing role-based access control that are
powerful and flexible.

The Future of Web-Based Access Control

The Web-based access control space will continue to evolve as companies fight for market share
and survival. It is really a fight for the Identity Management space as well. The big vendors such
as Sun and IBM have shown that they are very interested in the area of Identity Management and
have re-aligned their organizations and products to help target this area.

The current market leaders will work hard to highlight their strength, knowledge, and experience
in this field as well as add value in other related Identity Management fields through product
evolution, partnerships, and perhaps acquisitions. At the same time, application server vendors
will be entering this field more and more. All these vendors are players in the portal space, which
could be argued as being a component of Identity Management (at least a consumer of identity
data). It makes sense as they add and enhance functionality (such as security modules and
personalization), that vendors will start to provide general Identity Management functions and
more specifically Web-based access control. The next 2 to 3 years will see some major changes
in this entire industry.
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Client-Side SSO

As mentioned in Chapter 2, a client-side SSO solution relies on proxy-based sign-on using a
client-side secret store. Some of the vendors in this area include Passlogix, Novell, and Digital
Persona.

Overview

A user first logs onto a desktop using local or NOS credentials (or some other mechanism such
as smart card or biometric device). The user then needs to gain access to an encrypted local store.
This could either be automatically granted based on the user’s successful logon or a secondary
authentication mechanism may be employed. Although this process might seem a little
redundant, the secret store will contain all IDs and passwords for the applications across the
intranet and Internet. It is vital that this data is not compromised.

The client-side SSO software offers various options for capturing logons to different applications
and systems. Some applications may be preconfigured by the vendor or the administrator, though
client interaction is often needed to identify the application and configure it to record the logon
attempt. Logons to all manner of systems can be captured into the local store for replay during
subsequent access attempts. Applications such as client/server applications, Telnet sessions,
intranet and Internet Web forms, and mainframe logon, to highlight a few, can be captured and
replayed.

The whole concept is fairly simple on the surface. However, it does not attempt to resolve the
issue of multiple authentications long term—it simply masks the problem. It is then difficult to
make reducing and improving authentication systems a priority. There are also some quite
complex issues to solve when designing a secure client-side SSO. In addition, there is generally
an onus on the end user to configure and manage the product at the user’s local desktop, and a
corresponding increase in Help desk calls when problems occur. However, there are certain
situations in which this kind of solution would work well, so it should not be dismissed.

Client-Side SSO Features to Evaluate

Most of the issues with client-side SSO relate to managing and securing the local store. Hence,
this area is one to look closely at when evaluating any product.

Next, consider the location and management of the store. If the store is located only on the local
machine, the solution is generally meant for a standalone user and not for a corporate
environment in which end users may logon from different machines. There really needs to be a
mechanism for the store to roam with the user. This is often accomplished with roaming profiles
under NT 4.0 and Win2K. However, this in itself can be limiting and may not be secure. Other
mechanisms such as locating the store in a central location can be good options. Many vendors
allow you to locate the store in AD.
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# When products store their encrypted passwords in centralized locations and centralize their
administration and configuration, they start to encroach into the enterprise SSO tools category.
Novell’s Secure Login is an example of this crossover, but is included in this client-side SSO
discussion because it can be configured to have many of the characteristics of this product category.
Examples of these features include the ability for users to add new applications for SSO, modify
control settings on how the product behaves, and view existing applications and passwords that SSO
has been enabled for (all these can be disabled by the administrator).

How do you manage the local store for factors such as backup and recovery (including key
recovery)? Different products have various management functions to support this kind of
operation? How does this fit in with your overall administration strategy?

& The local store is a vital piece of the overall infrastructure—if it is compromised, access to all
applications is then available to the intruder.

Another feature to evaluate is the private store’s security. How is it secured if it is part of a
roaming profile, a database, or a central directory? One product on the market, for example,
allows you to integrate PKI and biometric devices with access to the central store. If you are
going to implement client-side SSO, using additional security measures is highly recommended.

A third feature to evaluate is how a product handles password changes. Most products provide a
method for intercepting the password changes on target applications (including the NOS). How
do they handle prompting you for information? What happens if the password is disabled—what
are the error messages to the end user? What happens if you change the password directly against
the native system from another workstation—how are the passwords reconciled?

In addition, some products can be configured to silently change the password on your behalf.
The benefit is that the user does not need to enter passwords thus increasing productivity. Also,
the SSO application can enforce complex passwords that won’t be as vulnerable to attacks, such
as dictionary attacks. The real problem here is if the person attempts to logon from a workstation
that does not have access to the SSO components—the user is effectively locked out of all
applications. Think very carefully before implementing these kinds of features.

Finally, evaluate what level of client-side software exists? Microsoft Windows is shipped to load
and execute the standard Microsoft Graphical Identification and Authentication (GINA) DLL
called MSGina.dll. Microsoft allows for the replacement of the GINA DLL. Some vendors
replace the Windows GINA logon code in order to provide the biometric sign-on. This makes the
store more secure because the finger print is used to logon to Windows and unlock the password
store, but the replaced components create a management overhead to deploy and upgrade.

& Care needs to be taken because upgrading the OS might cause problems with the GINA.

Client-Side SSO Summary

Client-side SSO products will continue to play a part in the SSO landscape. However, to be truly
applicable in corporate environments, they will need to increase the level of centralized
management and administration, thus encroaching more and more on the enterprise SSO space.
The market leader will be determined by who offers the widest range of application support,
strong authentication integration, centralized management, and cross platform flexibility.
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Enterprise SSO Tools

Enterprise SSO tools rely on network server proxy—based sign-on using a centralized secret store
of some form as opposed to a client-side cache. These products have many common features
with client-side SSO tools, and in fact, some products may be able to be placed into both
categories. Some of the vendors in this area include BioNetrix, Computer Associates, Evidian,
IBM, Novell, PassGo, and TrueSystems.

Overview

To access enterprise SSO products, users can logon to a desktop using NOS credentials or users
can logon to the enterprise SSO after NOS logon. The user interaction with the SSO product can
then be tightly controlled. This allows functions such as:

e Presenting a personalized desktop for users listing available applications
e Controlling which applications users have access to
e Auto-starting certain corporate applications for users

e Allowing multiple users to share a PC, sometimes in a kiosk mode in which the logon to
the NOS or desktop is not part of the enterprise SSO

The enterprise SSO software can be preconfigured to intercept logons to certain applications
and/or end users can add or configure logons themselves. The logon processes and handling of
password expirations and other password management functions can be scripted. Logons to all
manner of systems can be captured into the network store for replay during subsequent access
attempts. As with client-side SSO tools, enterprise SSO tools can capture and replay applications
such as client/server applications, Telnet sessions, intranet/Internet Web forms, and mainframe
logons.

Also similar to client-side SSO, enterprise SSO does not attempt to resolve the issue of multiple
authentications long term—it also simply masks the problem. Enterprise SSO implementations
are generally quite complex due to the difficulty in handling the large variety of applications
present in a typical organization. They often requiring complex scripts to be developed. Some of
enterprise SSO product vendors offer simple drag-and-drop and wizard-driven configuration
tools to ease some of this pain. Although such tools might be of help, the whole process is still
difficult and time consuming to get right. Also, end-user interaction is still usually required at
some point. User problems and frustrations will still be evident in the number of Help desk calls,
though it will still generally be an improvement over client-side SSO or if no SSO is available.

Enterprise SSO Features to Evaluate

Enterprise SSO products are very complex and each of the vendors approach the solution in a
slightly different manner. Before evaluating any of the available products, ensure that you have a
very good understanding of your internal systems and an awareness of the security implications
and user training requirements of each product.
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There are major security implications with enterprise SSO products as a result of the fact that
they manage passwords and accounts centrally and proxy user logons. Look for vendors with
high levels of encryption associated with their central stores, controls on who can gain access to
the stores and administrative tools, and which auditing and reporting capabilities are available
(for both administration and end-user access to applications). Another useful feature that most
vendors offer is the ability to seamlessly intercept password resets in the target systems and set
difficult to remember and crack passwords. Apart from increasing the strength of the passwords
themselves, nobody actually knows them (though this fact can cause problems if someone ever
needs to access the application using the native authentication for some reason). Combining
stronger authentication mechanisms such as certificates, smart cards, Biometrics and hardware
tokens using products such as SafeNet’s iKey is highly recommended to ensure that the security
of the SSO account is not compromised. All the vendors provide features in this area that can be
used to securely lock down and audit their enterprise SSO product.

Additional features to evaluate include configuration and management. As mentioned earlier,
administering, configuring, and deploying enterprise SSO tools can be very complex. Taking this
in mind, evaluating the relative strengths and weaknesses of the vendors in this area becomes
very important. Is the initial configuration easy to accomplish? How easy is it to add new
applications to the system and assign them to groups of users? What kind of policy management
is available? Is delegation of administration available—how is it accomplished? How open and
flexible is the architecture so that it can adapt to changing needs? What level of end-user
interaction is required and how intuitive is the end-user interface? Does it support your primary
applications and platforms or is there a large amount of customization required? How flexible are
the password management features—do they detect expiration adequately and allow random
strong passwords to be silently applied?

You also need to consider products’ scalability and fault-tolerance capabilities. Enterprise SSO
products become the central gateway to all corporate applications. Having the ability to scale to
meet the needs of end users and having a fault-tolerant implementation is vital to the success of
any enterprise SSO implementation. Most of the vendors offer some kind of support in this area,
but it is important to look closely to see that it will suit your particular needs and integrate with
your current infrastructure, including your load-balancing and failover components.

é ifthe enterprise SSO system responds poorly or, worse, fails, productivity across the entire enterprise
slows or comes to a screeching halt. Planning a fault-tolerant environment is absolutely vital.

Finally, evaluate how a product integrates with the existing infrastructure and OS. Enterprise
SSO products will become major components of a corporation’s environment. Thus, it is very
important to evaluate how they will integrate with the current or planned infrastructure and OSs.

60
‘ealtimepubﬁshers.com"f' saT.hefENetw

Foundation of Internet Security




Chapter 3
|

Summary for Enterprise SSO Tools

The main recommendation for evaluating an enterprise SSO tools is not to underestimate the
complexity of an enterprise SSO deployment and management. Many deployments either fail
outright or are only partially deployed. Like most Identity Management components, enterprise
SSO implementations are not just a technology solution. Processes, procedures, security, and
politics are very important, as is a very high level of corporate sponsorship. Evaluate your
requirements carefully and set your scope small at first. Trying to solve all your authentication
problems at once will be too difficult. Also, don’t lose site of the fact that consolidating back-end
security and authentication environments is still something worth doing, even though it can be
masked by enterprise SSO products. Doing so will help make your enterprise SSO less complex
and easier to manage, thus providing more business value.

As with other Identity Management areas, changes are taking place quickly in the enterprise SSO
space. Some vendors are bundling their products under an Identity Management banner, offering
complementary (and sometimes overlapping) products in an attempt to provide a complete
solution. Each suite of products offers some form or provisioning, meta-directory, enterprise
SSO, and Web-based access control product. Although none of the vendors offers a complete
Identity Management solution (or has a best of breed application), the combined products make a
compelling option for some environments. However, these suites of products make it harder for
best of breed applications to survive. Thus, as with other Identity Management areas, we will
most likely see some attrition in this field in the next few years.

Password Synchronization SSO

Password synchronization SSO is rarely a full SSO solution by itself. Often it is a part of related
products, such as centralized password management (resets), provisioning, and even enterprise
SSO solutions. Vendors in this space include Blockade and PassGo. Password synchronization is
often seen as weakening the overall security. Briefly, the way password synchronization works is
as follows:

1. A series of authentication sources within an enterprise are identified to be involved in the
password synchronization process.

2. Agents or plug-ins with the capability of accessing the credentials in the underlying
security subsystem are deployed.

3. Arrelationship between each of the “secret store” plug-ins is established such that when a
user changes one of the passwords in the native system, the change is propagated to all
the related systems. The user IDs are usually the same in all systems, but don’t have to
be.
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Users still need to enter their passwords when accessing each of the systems, but their password
is the same each time. Although this setup makes it easier for users to remember their passwords
(rather than remembering multiple passwords), there are some major downsides:

e The password policy needs to be set to the lowest common denominator. Thus, a system
that is part of the synch process can only handle at most six characters and can only
handle alpha-numeric characters (or words, only alpha). Strong password policies such as
forcing users to employ punctuation can’t be deployed.

e |f the password is compromised, the intruder can gain access to all applications. This
possibility is very real if access to some of the systems has to be in clear text.

e Itis difficult to link up all the systems for which an enterprise might want to provide
SSO.

# The recommendation with password synchronization products is to use them as “point” solutions or
as part of a provisioning or password reset solution only—and then to do so with care.

Password Propagation SSO

As with password synchronization SSO, password propagation SSO is rarely a full SSO solution
by itself. Often it is a part of related products such as centralized password management (resets)
and provisioning solutions. I’ll discuss password propagation in more detail in the following
provisioning section.

Provisioning Solutions

Provisioning solutions are currently considered a large part of any Identity Management solution
and have the potential to impact the broadest parts of your infrastructure as well as cross the
boundaries into your partner networks. The leading vendors in the provisioning space are
Business Layers, Waveset Technologies, and IBM. However, many other vendors are moving
into this space very quickly, often leveraging or re-aligning existing products and marketing
them as provisioning products. In addition, the meta-directory vendors are enhancing their
products to be able to perform certain provisioning tasks. Clearly identifying your requirements
is vital before attempting to choose and deploy a provisioning product.

As referenced in Chapter 1, provisioning solutions often incorporate other parts of the Identity
Management framework, such as self-service and password management. With provisioning
products, as noted at the beginning of the chapter, you run a risk of implementing one solution
that can potentially clash with another.

Provisioning solutions are similar to SSO solutions in that they operate from the top down. Thus,
the application manages all the systems under it. Administrative functions, from the essential
add, modify, and delete to the more general maintenance and monitoring are under the control of
the provisioning system. As mentioned in Chapter 1, provisioning functions can also include
non-electronic tasks such as identifying a cubicle, connecting a network port, acquiring a PC,
and the like. Figure 3.2 illustrates a typical provisioning architecture.
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Figure 3.2: Typical provisioning architecture.
To summarize how a typical provisioning system works, the following steps walk you through
how the add, modify, and delete components tasks usually work. To add components:

1. A manager, administrative assistant, or systems administrator enters information about a
new employee or contractor into an interface (usually a Web form).

# Most products provide the capability of kicking off the provisioning process by receiving a feed or
some form of notification from an external database such as an Enterprise Resource Planning (ERP),
Sales Force Automation (SFA), or Customer Relationship Management (CRM) system rather than
having it entered manually in a provisioning interface.

2. The information is then routed using predefined internal workflow rules to an approver
(this may or may not be bypassed if the data came from an ERP system, depending on the
defined business rules).

3. After the appropriate person provides the approval, the provisioning server accesses
target systems either directly or by connecting to an agent, and creates the users accounts.
This functionality lets you provide consistent naming standards, linked accounts,
consistent identity information, and the establishment of roles.
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To modify components:

1. A manager, administrative assistant, or systems administrator enters information about a
modification for an employee or contractor into an interface (usually a Web form). This
modification could be a name change or correction, a department change, a change in
access to a specific application, a suspension of account requests, or even a password
reset request.

# Most products provide the capability of kicking off certain changes by receiving a feed or some form
of notification from an external database such as an ERP system rather than having it entered
manually in a provisioning interface.

2. This modification is then routed using predefined internal workflow rules to an approver

(this may or may not be bypassed if the data came from an ERP system, depending on the
defined business rules).

3. After the appropriate person provides the approval, the provisioning server changes
details in its core database or directory, then accesses target systems either directly or by
connecting to an agent, and carries out any requested modifications. This feature provides
the ability to maintain consistent identity information throughout linked systems

To delete components:

1. A manager, administrative assistant, or systems administrator marks an employee or
contractor for deletion in an interface (usually a Web form).

# A delete can be seen as a modification. Hence, most products provide the capability of kicking off
deletes by receiving a feed or some form of notification from an external database such as an ERP
system rather than having it entered manually in a provisioning interface.

2. This information is then routed using predefined internal workflow rules to an approver
(this may or may not be bypassed if the data came from an ERP system, depending on the
defined business rules).

3. After the appropriate person provides the approval (or the person performing the action
has the appropriate delegation), the provisioning server changes details in its core
database or directory, then accesses target systems either directly or by connecting to an
agent, and disables or deletes the target accounts. This functionality provides the ability
to remove accounts from the appropriate systems in a prompt and consistent fashion.
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Provisioning Features to Evaluate

As mentioned earlier, provisioning products are very complex and each of the vendors approach
the solution in a slightly different manner. Before evaluating any of the products available,
ensure that you have a very good understanding of your internal systems and an awareness of the
security implications and user training requirements of the product.

¢~ Network Computing recently carried out an evaluation of provisioning vendors that is a useful
reference. It is located at http://www.networkcomputing.com/1317/1317f2.html.

Security Implications

Provisioning solutions are often sold to organizations based on the product’s ability to improve
security by managing consistent policy and removing accounts after people have left. The
solutions also have security implications because the agents or connectors have a high level of
authority over your corporate systems in order to achieve their functionality. You don’t want
passwords stored in clear text or being passed in the clear between systems. In addition, the
password reset processes can synchronize passwords between multiple systems and reduce the
security of the end systems in the process. Ensure that you implement these components of the
products with care. Use of agents or connectors is an area to examine closely. A later section
highlights their security implications.

Configuration and Management

Deploying full-blown provisioning systems is a massive undertaking. You have to map out all
the planned systems in advance, including all the nuances such as to which group a person needs
to be added, where the person’s home and profile server is, where the person’s mail server is, and
so on. All businesses change, and change regularly over time. Departments come and go,
processes change. Thus, your provisioning product needs to be fairly simple to configure and
modify. There needs to be capabilities to carry out bulk changes and adapt to new business rules.

Provisioning product vendors all can provide the basic—create an account in a target system
easily. The differences start to show between the vendor products when you try to implement
complex scenarios and integrate other pieces of external data. For example, say you want to
create a user on a mail server but you want to take into consideration the capacity of the servers
available and make a choice based on data in an external database. How does the vendor product
handle this? Most of them offer such functionality, but how difficult is it to implement.
Implementers are often faced with complex requirements such as this when planning and
deploying a provisioning solution.

Integration with Existing Infrastructure and OSs

As with any deployment of this magnitude, understanding the infrastructure present within your
company is important. Some of the vendors integrate better with some infrastructures than others
and can make use of other related Identity Management products.
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Auditing, Logging, and Alerting

Many different tasks and activities can be initiated by the provisioning systems. Keeping track of
who is initiating them, knowing when accounts were created or removed, identifying when a
process has stalled and why (and resolving the problem), and dumping reports about what access
people currently have is very important. Provisioning solution vendors can not only audit what
took place, but can give accurate views of what access end users have to the various target
systems.

Scalability and Fault Tolerance

Provisioning implementations centralize many IT system processes, potentially creating a single
point of failure. Thus, it is very important that you evaluate the ability to configure redundant
components and scale to meet the needs of your deployment.

Agents vs. Connectors

Some provisioning solutions work in a predominantly connector mode. This means that the
provisioning engine connects directly out to the target system and creates, modifies, and deletes.
Other solutions work primarily in an agent mode, in which agents need to be installed in all the
target environments. There are benefits and drawbacks to each of these approaches, so evaluate
what works best in your environment.

Connector-based systems are simpler to configure and manage because there is no remote
installation and management of software, and it is easier to target the creation of accounts on
different mail servers based on rules (if serverl is full, connect to server2). However, this could
lead to potential security problems if the target system does not support encrypted
communications. If you are communicating with an agent, you can build in strong security
without relying on the underlying application or OS environment. Realistically, though, a
combination of both is generally needed. Evaluating your target platforms and security
requirements is part of the solution consideration process, and including the agent and connector
discussion is an important part of this evaluation.

Summary for Provisioning Products

One of the key decision points, the process of which we will discuss in Chapter 4, is determining
how much of an Identity Management solution is necessary to support your business
requirements. In the case of provisioning solutions, you will find a generally complex and costly
exercise is required to deliver on the standard expectations. The cost of the product is only a
small part of the overall deployment costs in complex environments. However, provisioning
might be appropriate for point tasks such as big password-management chores. Companies
developing full-bore provisioning schemes do not need point products but those that start with
basic password-management products easily can move to provisioning. All but the most
narrowly focused point-product vendors offer add-ons for account-provisioning tasks. Rather
than have account management for each user under every circumstance, provisioning solutions
often perform a subset of full-on provisioning. This subset limits the project scope and, therefore,
the costs.
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Meta-Directories

Another contender in the Identity Management market works behind the scenes—the meta-
directory products. These products are advancing through the addition of workflow engines and
customizable Uls, and they provide an interesting alternative to the existing password
management and provisioning capabilities already discussed. The main vendors in the meta-
directory space today are Critical Path, Microsoft, Sun Microsystems, Siemens, and IBM.

Meta-directories may be considered the forerunner for many Identity Management solutions. The
goal circa the early 1990’s was to integrate data from directories across disparate systems,
whether LDAP-, NOS-, or X.500-based, generally focusing on user-specific or identity data. The
term was first coined by the Burton Group in its February 1996 Network Strategy Overview
document “Meta-Directory Services.” According to The Burton Group definition, a meta-
directory is a “directory that can integrate multiple directory services within an organization.”

This definition quickly changed as more data was found to be in databases within organizations,
and over time, meta-directories become Identity Management solutions dealing with data and
directory integration. Unlike other top-down provisioning applications, meta-directories allow
for the consolidation of critical enterprise data into a centralized repository, establish and enforce
business rules for updating this data, then distribute any changes back out to all applications and
systems. Meta-directories operate in two ways: as top down and managed matrix. Figure 3.3
illustrates top down solutions.
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Figure 3.3: Provisioning top down solutions.
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Figure 3.4 illustrates managed matrix solutions.
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Figure 3.4: Meta-directory managed matrix solutions.

Sitting behind the scenes, meta-directories allow for the integration, and more important,
standardization of processes and data, allowing you to maintain existing management products
and procedures. Meta-directories can operate in a top-down fashion and support the requirements
to manage disparate data from different parts of the business with minimal disruption. Because
existing business rules can be defined in the meta-directory rules engine, then updated as the
business migrates to new processes, meta-directory serves as a great solution when the top-down
approach of many of the password management and provisioning solutions just does not work.

Smart Cards and Tokens

Hardware keys allow for less concern in the de-provisioning cycle, as they provide a physical
and virtual connection with identity. By disabling the physical access capabilities provided by
the hardware, you can stop access before the electronic access is required. Of course, this is not
possible if the hardware solution provides access to a portable device, but this obstacle can be
overcome by using devices that respond to wireless signals. We will discuss wireless options,
including Radio Frequency ID (RFID), General Packet Radio Services (GPRS), and so forth, in
Chapter 5.

In the case of authentication, tokens better support location-based authentication. One of the
concerns around this type of technology is around what happens when such tokens are
permanently or temporarily lost, stolen, misplaced, or otherwise. In most cases, the first activity
is to disable the capabilities provided by the token.
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Portals

Some industry analysts and vendors see the rise of the portal as the next point of convergence for
Identity Management technology and more general application environments. Portal solutions
require some form of identity and profile management capabilities to manage access, customized
views based on roles, and personalization for end users. As a result, portal solutions provide their
own profile management as well as interact in some way with other identity and security
solutions—as noted in the previous discussion about SSO.

One logical set of progressions is that portal vendors will either partner with or become Identity
Management vendors. When considering this tight integration path, be aware that vendors cannot
remain on top of the ldentity Management heap if they only support portal or Web access
solutions. You need to consider the vendors that can solve this problem as well as manage
identity and access across non-Web and legacy applications; otherwise, you simply introduce a
schism in the management of your environment.

So if your company is implementing a portal strategy of any type, consider the implications of
the portal vendor design carefully as there are potentially significant costs associated with ad-hoc
deployments. If a portal insists on managing its own data or on a specific format of data in either
directory or database, you essentially create another silo of data.

& When considering a portal solution, like any other Identity Management component, consider that
despite the intent of portals to embrace all other applications and services, there remains the distinct
possibility that the integration points of portal vendors may not align with existing SSO, provisioning,
or other Identity Management vendor solutions. Therefore, ensure that if you plan to use multiple
vendors’ products, they are compatible with your portal solution.

Summary

This chapter has reviewed the bulk of the Identity Management solution providers and analyzed
the differences between their offerings. From this chapter, it is clear that there is consolidation of
the various Identity Management component solutions into more robust and full-featured
application suites. Although not fully there, there is a distinct shift toward single solutions, so
consider your vendors carefully.

Chapter 4 deals with the process of proceeding to implement these solutions. The technology is
evolving as well as consolidating. In past years, as the ldentity Management market has evolved,
perhaps the two greatest challenges facing the adoption of such technology were politics and
education. Planning is essential both to succeed and deal with these issues, and that is what we
will deal with in the next chapter.
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Chapter 4: Implementing ldentity Management

Identity Management solutions have taken many guises as it has become a popular term, with
many vendors claiming their solutions meet the criteria to be called such. Identity Management
is a new and rapidly evolving market that has not achieved the level of maturity whereby we can
say definitively what an Identity Management solution “must” contain in terms of functionality
and services. Rather, as we have discussed in the previous chapters, the breakdown of Identity
Management terms and components allows for flexibility, which in turn, makes implementations
of ldentity Management solutions unique to each organization.

Identity Management implementations have historically been undertaken as part of an
organization’s security initiative or as a set of components built primarily on existing security
infrastructure. However, although the implementation of Identity Management in an organization
is strongly tied to security requirements, the strategic drivers should be, and are, at a higher level,
tied to business requirements. The reality is that the security component is only a small part of
Identity Management, and that much more process and technology lies beneath the surface. This
chapter is about how you can go about implementing Identity Management in your organization.

Planning—Where Do | Start?

One of the most important aspects of any project is the methodology you employ to actually plan
and implement a solution. For my own projects, | often use what’s known as the 4DS planning
methodology, which Figure 4.1 illustrates.
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Figure 4.1: The 4DS project-planning methodology life cycle.
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This book isn’t designed to describe this particular methodology in great detail, and many
organizations already have a methodology or even project management specialists. However, for
the purposes of this discussion, the 4DS process provides a framework, so let’s take a few
moments now to discuss the basic steps and terminology associated with this concept so that we
may refer back to it later in the book.

e Define—Determine the scope and deliverables that you want to provide and in what
environment. Ensure that all must have, may have, and desired functionality is clearly
defined and prioritized and that any expectations of vendor products is agreed upon and
documented.

e Design—Set down the details of what you plan to deliver, then document and create a
higher-level project plan.

e Develop—Create the code and identify the tools you need, and deliver a detailed project
plan. At this stage, you should also be ready to pilot or run your project through a quality
assurance (QA) or testing phase. This part of the process is essential—you must QA or
test what you are developing throughout. Does it meet the needs you defined earlier?
Does it match documented requirements, and do vendor solutions meet expectations?
This testing also includes validating your delivery and deployment scenarios.

e Deploy—Deliver the solution according to your plan.

e Sustain—As with any product, you need a plan to sustain or maintain the product through
its various life cycles, including new deployments or updates.

This standard progression and loop cycle is used by most project management methodologies. As
with many projects, you might notice a loop effect as you go through the definition and design
cycles. This effect is a result of the fact that as you learn more about what you plan to deploy,
you might change your definition of what you plan to deploy. Thus, most of this book focuses on
understanding the Identity Management solution space, and this chapter focuses on defining and
designing your implementation project. Keep in mind that you can always step back should you
realize that the project isn’t going in the right direction or if new information comes to light that
changes its perspective. As all good project management specialists and developers know, the
costs of change increase the later you introduce those changes. Let’s start to work on your
reasons to justify ldentity Management in your organization, and how you can begin planning.

Strategic and Business Justification

This section is about identifying the pain points in your organization, then identifying the parts of
the ldentity Management bundle that can minimize the pain. Finally, we’ll explore how to
provide a strategic and business justification for the implementation relating to those discoveries.

é Many Identity Management deployments flounder or fail because the business need has not been
clearly enough defined such that there is executive ownership. In addition, there is commonly not
enough staff that are experienced with the product, and potentially too much complexity to make the
deployment successful. Before you can successfully deploy an Identity Management solution, you
must identify and mitigate these issues.
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Support for an Identity Management initiative may contend with the need for immediate delivery
of new and focused services. The reason is that it is often difficult for organizations to move
beyond tactical requirements of specific organizational units.

It is also the role of the business to support the development of this service according to
standards, such that there are no cross-departmental issues that could cause it to fail at any point.
There are many factors that can influence those views, primarily around the ways in which
budgets are deployed, including geographical, commercial, functional, divisional, discretionary,
and emergency. Using these demarcation points, you can identify stakeholders for your
discussion and the related pain points that result from disconnects between them.

There are serious consequences to a business that refuses to support such a cross-organizational
initiative. For example, one of the key initiatives that many organizations continue to work on is
SSO, which we have discussed previously. SSO is essentially the ability for a user to be
authenticated once using a name and password or some other means, and given that
authentication, be able to access all of the corporate resources such as applications, data, and
network resources, without having to authenticate again in any given session. Over the past few
years, this solution has seen a shift in its required functionality from internal access to
organizational resources, Web-based or otherwise, to the need to support such access from an
intranet, extranet, and the Internet. To be successful, this type of solution mandates the
requirement for the organization to work together, specifically all of the application “owners” of
internally and externally facing solutions in order to create something that is integrated and
valuable.

Of course, the reality of SSO is that it is complex. However, it is this type of technology that
makes Identity Management components such as directory services such a compelling solution,
as many of the SSO solutions available today require some form of directory-based management
to be put into place.

In addition, management of SSO access controls requires a flexible and extensible model that
can allow an organization to manage not only who has access across systems, but also who has
granular controls around which components are accessible, when they are accessible, and so
forth. This model is usually referred to as policy management. Most Identity Management
solutions are moving toward this model to manage resources, including SSO, as well as
provisioning, administration, and so forth.

So the important thing to remember is that with all these components using policy-based
concepts, it is vital to ensure that you either consolidate those policy concepts or ensure
consistency across any implementations. At this point, you will face a decision as to whether you
will implement best-of-breed technology or a consolidated solution. These solutions are designed
to integrate with other application services, but not necessarily each other. While there is
ongoing consolidation in the industry, standards will allow these solutions to interoperate to
some degree (we will discuss this development in detail in Chapter 5). Beyond that, tools such
meta-directories allow the management and movement of data between such Identity
Management solutions as well as the applications under management.
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&~ |dentity Management solutions are complex deployments requiring involvement from many parts of
the organization and careful identification and management of organizational issues. Despite the
upfront costs, you must examine the capabilities of your in-house staff carefully. To mitigate these
issues, you might seek the assistance of experienced ldentity Management service organizations to
lesson the impact of unplanned-for issues. Chapter 6 will provide a list of resources including such
service organizations.

Thus, Identity Management must be driven by business needs. Unfortunately, there is no one
single approach to an Identity Management implementation. The unique and specific
requirements and priorities of an Identity Management solution for each organization negate
such a possibility. So all organizations will need to identify the commonality of the solutions
presented here that apply to them, and implement the customizations they require. We have
discussed a number of goals throughout the previous chapters, and the following list provides
some common business projects or goals that you can use to improve the effectiveness of an
Identity Management project proposal:

e Regulatory and compliance pressure around management of employee and customer data,
in particular personal or private information.

e Mitigate consumer concerns about misuse of personal and confidential information
e Liability for lack of due care in the protection of personal information
¢ Need to improve “hire and fire processes”—improve speed, accuracy, and cost structure

e Support access to business solutions regardless of location and type of end user (for
example, customer, supplier, employee)

e Decrease costs by allowing self-service of information

e Decrease management overhead and costs

e Decrease development costs

e Reduce the risk of incorrect information being used for business processes

Return on Investment and Other Business Goals

Unless senior management has identified Identity Management as a critical requirement, there is
a need to present some form of justification for the investment. Commonly, this justification
takes the form of a write-up along with a ROI calculation. A ROI shows the costs or impact of
specific projects and focuses on driving to specific numbers to show decreases in costs or
quantifiable increases in productivity.
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The goals of an organization generally focus on maintaining the status quo unless there are
guaranteed, and sometimes significant, returns of at least some of the following:

e Minimizing the cost of the infrastructure

e Minimizing the cost of supporting the infrastructure

e Improving employee productivity

¢ Increasing the business functionality of existing systems

e Creating competitive advantage

e Increasing customer or partner satisfaction

e Increasing sales

e A new initiative or partner program

As we have discussed, Identity Management is comprised of several functional components that
can be implemented singly or as a complete Identity Management initiative. At this stage in the
Identity Management life cycle, most organizations find that justification and implementation is
easier if they concentrate on specific solutions rather than a general one.

The “Do-Nothing” Choice

One of the challenges faced by this type of project that can have a significant affect on an
organization is what is called the “do-nothing” choice. An organization can choose to ignore the
potential advantages and cost-effectiveness of Identity Management solutions or to embrace
them. As such, there are two primary directions that an organization can take at any point in
time. Pay now or pay later. This concept is a simple one that can be emphasized through a
graphical representation, such as the one that Figure 4.2 shows.
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Figure 4.2: Anillustration of the Impact of deployment costs over time.
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The graph in Figure 4.2 provides a pictorial representation of the costs associated with a decision
to implement Identity Management solutions or not, and can help encourage a decision.
Obviously, there is more up-front cost to begin these projects (indeed any broad projects), and
the cost benefits are only seen later. This demonstrates a fishtail effect. However, unlikely it may
seem, it is possible that over time the costs of an Identity Management system may increase. The
point of the minor up-tick in the graph for Deploy Identity Management option is to reinforce the
need to review and re-examine your deployment over time, as recommended at the beginning of
the chapter around project management concepts, and ensure that you have the optimal solution
in place.

Choosing not to implement an Identity Management strategy, the costs over time will increase
with each application or service your organization might deploy. Costs are incurred with each
new creation of data, the costs of either maintaining synchronization processes or managing the
data independently of other systems, and finally, the unseen costs that are produced as a result of
the data being inconsistent with other related corporate data, over time. Also, over time the costs
of maintaining and managing older, legacy or heritage systems increases. The reason is that over
time the systems routinely become more out of st