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Abstract

This article seeks to describe NTLM at an intermediate to advanced level of detail, suitable as areference for
implementors. It is hoped that this document will evolve into acomprehensive description of NTLM; at thistime
there are omissions, both in the author's knowledge and in his documentation, and almost certainly inaccuracies.
However, this document should at least be able to provide a solid foundation for further research. The information
presented herein was used as the basis for the implementation of NTLM in the open-source jCIFS library,
avallable at http://jcifs.samba.org.
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The NTLM Authentication Protocol

What is NTLM?

NTLM isan authentication protocol used in various Microsoft network protocol implementations and supported
by the NTLM Security Support Provider ("NTLMSSP"). Originally used for authentication and negotiation of
secure DCE/RPC, NTLM is aso used throughout Microsoft's systems as an integrated single sign-on mechanism.

NTLM employs a challenge-response mechanism for authentication, in which clients are able to prove their
identities without sending a password to the server. It consists of three messages, commonly referred to as Type 1
(negotiation), Type 2 (challenge) and Type 3 (authentication). It basically works like this:

1. Theclient sends a Type 1 message to the server. This primarily contains alist of features supported by the
client and requested of the server.

2. The server responds with a Type 2 message. This contains alist of features supported and agreed upon by
the server. Most importantly, however, it contains a challenge generated by the server.

3. Theclient replies to the challenge with a Type 3 message. This contains several pieces of information
about the client, including the domain and username of the client user. It also contains one or more
responses to the Type 2 challenge.

The responses in the Type 3 message are the most critical piece, as they prove to the server that the client user has
knowledge of the account password.

NTLM Data Types

Before we start digging in any further, we will need to define afew data types as used in the messages.

For our purposes, a"shor t " isalittle-endian, 16-bit unsigned value. For example, the decimal value"1234"
represented asashor t would be physically laid out as"0xd204" in hexadecimal.

A"l ong" isalittle-endian, 32-bit unsigned value. The decimal value"1234" represented asal ong in
hexidecimal would be "0xd2040000".

A Unicode string is a string in which each character is represented as a 16-bit little-endian value (16-bit UCS-2
Transformation Format, little-endian byte order, with no Byte Order Mark and no null-terminator). The string
"hello" in Unicode would be represented hexidecimally as"0x680065006¢c006c006f 00".

An OEM string isastring in which each character is represented as an 8-bit value from the local machine's native
character set (DOS codepage). Thereis no null-terminator. In NTLM messages, OEM strings are typically
presented in uppercase. The string "HELLO" in OEM would be represented hexidecimally as

"0x48454c4cAaf .

A "security buffer" is a structure used to point to a buffer of binary data. It consists of:

1. A short containing the length of the buffer in bytes.
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2. A short containing the allocated space for the buffer in bytes (typically, though not necessarily, the same
asthe length).
3. A | ong containing the offset to the start of the buffer in bytes (from the beginning of the NTLM

message).
So the security buffer "0xd204d204e1100000" would be read as:

Length: 0xd204 (1234 bytes)
Allocated Space: 0xd204 (1234 bytes)
Offset: 0xe1100000 (4321 bytes)

If you started at the first byte in the message, and skipped ahead 4321 bytes, you would be at the start of the data
buffer. Y ou would read 1234 bytes (which is the length of the buffer). Since the allocated space for the buffer is
also 1234 bytes, you would then be at the end of the buffer.

The NTLM Message Header Layout

Now we're ready to look at the physical layout of NTLM message headers.

All messages start with the NTLM SSP signature, which is (aptly enough) the null-terminated ASCII string
"NTLMSSP" (hexadecimal "0x4e544c4d53535000").

Nextisal ong containing the message type (1, 2, or 3). A Type 1 message, for example, has type
"0x01000000" in hex.

Thisisfollowed by message-specific information, typically consisting of security buffers and the message flags.

The NTLM Flags

The message flags are contained in a bitfield within the header. Thisisal ong, in which each bit represents a
specific flag. Most of these will make more sense later, but we'll go ahead and present them here to establish a
frame of reference for the rest of the discussion. Many of these flags are not used, or are used infrequently;
commonly occurring flags are displayed in bold in the table below. Flags marked as "unidentified" or "unknown"
are outside the realm of the author's knowledge (which is not by any means absolute).

Flag Name Description
0x00000001 |Negotiate Unicode Indicates that Unicode strings are supported for usein
security buffer data.
0x00000002 |Negotiate OEM Indicates that OEM strings are supported for usein
security buffer data.
0x00000004 |Request Target Requests that the server's authentication realm be included
in the Type 2 message.
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0x00000008 | unknown This flag's usage has not been identified.

0x00000010 |Negotiate Sign Specifies that authenticated communication between the
client and server should carry adigital signature (message
integrity).

0x00000020 |Negotiate Seal Specifies that authenticated communication between the
client and server should be encrypted (message
confidentiality).

0x00000040 |Negotiate Datagram Style Indicates that datagram authentication is being used.

0x00000080 |Negotiate Lan Manager Key Indicates that the LAN Manager session key should be
used for signing and sealing authenticated
communications.

0x00000100 | Negotiate Netware This flag's usage has not been identified.

0x00000200 |Negotiate NTLM Indicates that NTLM authentication is being used.

0x00000400 |unknown Thisflag's usage has not been identified.

0x00000800 | unknown This flag's usage has not been identified.

0x00001000 |Negotiate Domain Supplied Sent by the client in the Type 1 message to indicate that

the name of the domain in which the client workstation
has membership isincluded in the message. Thisis used
by the server to determine whether the client is eligible for
local authentication.

0x00002000

Negotiate Wor kstation Supplied

Sent by the client in the Type 1 message to indicate that
the client workstation's name isincluded in the message.
Thisis used by the server to determine whether the client
iseligible for local authentication.

0x00004000

Negotiate L ocal Call

Sent by the server to indicate that the server and client are
on the same machine. Impliesthat the client may use the
established local credentials for authentication instead of
calculating aresponse to the challenge.

0x00008000

Negotiate Always Sign

Indicates that authenticated communication between the
client and server should be signed with a"dummy"
signature.

0x00010000 |Target Type Domain Sent by the server in the Type 2 message to indicate that
the target authentication realm is adomain.
0x00020000 |Target Type Server Sent by the server in the Type 2 message to indicate that
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0x00040000 |Target Type Share Sent by the server in the Type 2 message to indicate that
the target authentication realmis a share. Presumably,
thisisfor share-level authentication. Usage is unclear.

0x00080000 |Negotiate NTLM2 Key Indicates that the NTLM2 signing and sealing scheme
should be used for protecting authenticated
communications. Note that this refersto a particular
session security scheme, and is not related to the use of
NTLMv2 authentication. This flag can, however, have an
effect on the response calculations (as detailed in the
"NTLM2 Session Response" section).

0x00100000 |Request Init Response This flag's usage has not been identified.

0x00200000 |Request Accept Response This flag's usage has not been identified.

0x00400000 |Request Non-NT Session Key This flag's usage has not been identified.

0x00800000 |Negotiate Target Info Sent by the server in the Type 2 message to indicate that it
isincluding a Target Information block in the message.
The Target Information block is used in the calculation of

the NTLMv2 response.

0x01000000 |unknown This flag's usage has not been identified.

0x02000000 |unknown Thisflag's usage has not been identified.

0x04000000 |unknown This flag's usage has not been identified.

0x08000000 | unknown This flag's usage has not been identified.

0x10000000 |unknown Thisflag's usage has not been identified.

0x20000000 |Negotiate 128 Indicates that 128-bit encryption is supported.
0x40000000 | Negotiate Key Exchange Indicates that the client will provide an encrypted master

session key in the "Session Key" field of the Type 3
message. Thisisused in signing and sealing, and is RC4-
encrypted using the previous session key as the encryption
key.

0x80000000 |Negotiate 56 Indicates that 56-bit encryption is supported.

As an example, consider a message specifying:
Negotiate Unicode (0x00000001)

Request Target (0x00000004)

Negotiate NTLM (0x00000200)

Negotiate Always Sign (0x00008000)

Combining the above gives "0x00008205". Thiswould be physically laid out as"0x05820000" (sinceitis
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represented in little-endian byte order).

The Type 1 Message

Let'sjump in and take alook at the Type 1 message:

Description Content
0 NTLMSSP Signature Null-terminated ASCII "NTLMSSP" (0x4e544¢c4d53535000)
8 NTLM Message Type | ong (0x01000000)
12 Fags | ong

(16) Supplied Domain (Optional) security buffer
(24) Supplied Workstation (Optional) security buffer
(32) start of data block (if required)

The Type 1 message is sent from the client to the server to initiate NTLM authentication. Its primary purposeisto
establish the "ground rules' for authentication by indicating supported options viathe flags. Optionally, it can also
provide the server with the client's workstation name and the domain in which the client workstation has
membership; thisinformation is used by the server to determine whether the client is eligible for local
authentication.

Typically, the Type 1 message contains flags from the following set:

Negotiate Unicode (0x00000001) The client setsthis flag to indicate that it supports Unicode
strings.

Negotiate OEM (0x00000002) Thisis set to indicate that the client supports OEM strings.

Request Target (0x00000004) This requests that the server send the authentication target
with the Type 2 reply.

Negotiate NTLM (0x00000200) Indicates that NTLM authentication is supported.

Negotiate Domain Supplied (0x00001000) When set, the client will send with the message the name of
the domain in which the workstation has membership.

Negotiate Workstation Supplied (0x00002000) Indicates that the client is sending its workstation name
with the message.

Negotiate Always Sign (0x00008000) Indicates that communication between the client and server
after authentication should carry a"dummy" signature.
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Negotiate NTLM2 Key (0x00080000) Indicates that this client supportsthe NTLM2 signing and
sealing scheme; if negotiated, this can also affect the
response calculations.

Negotiate 128 (0x20000000) Indicates that this client supports strong (128-bit)
encryption.

Negotiate 56 (0x80000000) Indicates that this client supports medium (56-bit)
encryption.

The supplied domain is a security buffer containing the domain in which the client workstation has membership.
Thisisalwaysin OEM format, even if Unicode is supported by the client.

The supplied workstation is a security buffer containing the client workstation's name. This, too, isin OEM rather
than Unicode.

Note that the supplied domain and workstation are optional fields; they may be empty (security buffer indicating a

length of zero), or may not be sent at all (security buffer omitted altogether). If the supplied domain and

workstation are omitted, the Type 1 message carries no data block (the message ends after the flags field, and isa

fixed-length 16-byte structure). The "most-minimal” well-formed Type 1 message, therefore, would be:
4e544c4d535350000100000002020000

This message contains only the NTLM SSP signature, the NTLM message type, and the minimal set of flags
(Negotiate NTLM and Negotiate OEM).

Type 1 Message Example

Consider the following hexadecimal Type 1 Message:

4e544c4d535350000100000007320000060006002b0000000b000H0020000000
5741 524b53544154494f 4e444f 4d41494e

We break this up asfollows:

0 0x4e544c4d53535000 | NTLMSSP Signature

8 0x01000000 | Type 1 Indicator
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12

0x07320000

Flags:

Negotiate Unicode (0x00000001)
Negotiate OEM (0x00000002)

Request Target (0x00000004)

Negotiate NTLM (0x00000200)
Negotiate Domain Supplied (0x00001000)
Negotiate Workstation Supplied
(0x00002000)

16

0x060006002b000000

Supplied Domain Security Buffer:

Length: 6 bytes (0x0600)
Allocated Space: 6 bytes (0x0600)
Offset: 43 bytes (0x2b000000)

24

0x0b000b0020000000

Supplied Workstation Security Buffer:

Length: 11 bytes (0Ox0b0O0)
Allocated Space: 11 bytes (0x0b00)
Offset: 32 bytes (0x20000000)

32

Ox574f 524b53544154494f 4e

Supplied Workstation Data ("WORKSTATI ON')

43

Ox444f 4d41494e

Supplied Domain Data ("DOVAI N*)

Analyzing this information, we can see:

Note that the supplied workstation and domain arein OEM format. Additionally, the order in which the security
buffer data blocks are laid out is unimportant; in the example, the workstation data is placed before the domain
data.

After creating the Type 1 message, the client sends it to the server. The server analyzes the message, much as we

Thisisan NTLM Type 1 message (from the NTLMSSP Signature and Type 1 Indicator).
This client can support either Unicode or OEM strings (the Negotiate Unicode and Negotiate OEM flags

are both set).

This client supports NTLM authentication (Negotiate NTLM).

The client is requesting that the server send information regarding the authentication target (Request

Target is set).

Thisclient is sending its domain, which is"DOMAI N' (the Negotiate Domain Supplied flag is set, and the

domain name is present in the Supplied Domain Security Buffer).

The client is sending its workstation name, which is "WORKSTATI ON' (the Negotiate Workstation
Supplied flag is set, and the workstation name is present in the Supplied Workstation Security Buffer).

have just done, and creates areply. This brings us to our next topic, the Type 2 message.
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The Type 2 Message

12
20

24

(32)
(40)
32 (48)

Description
NTLMSSP Signature
NTLM Message Type
Target Name

Flags

Challenge

Context (optional)

Content

Null-terminated ASCII "NTLMSSP" (0x4e544c4d53535000)
| ong (0x02000000)

security buffer

| ong

8 bytes

8 bytes (two consecutive | ongs)

Target Information (optional)  security buffer

start of data block

The Type 2 message is sent by the server to the client in response to the client's Type 1 message. It servesto
complete the negotiation of options with the client, and also provides a challenge to the client. It may optionally
contain information about the authentication target.

Typical Type 2 message flags include:

Negotiate Unicode (0x00000001)

Negotiate OEM (0x00000002)

Request Target (0x00000004)

Negotiate NTLM (0x00000200)
Negotiate Local Call (0x00004000)

Negotiate Always Sign (0x00008000)

The server sets thisflag to indicate that it will be using Unicode
strings. This should only be set if the client indicates (in the Type 1
message) that it supports Unicode. Either thisflag or Negotiate
OEM should be set, but not both.

Thisflag is set to indicate that the server will be using OEM strings.
This should only be set if the client indicates (in the Type 1
message) that it will support OEM strings. Either thisflag or
Negotiate Unicode should be set, but not both.

Thisflag is often set in the Type 2 message; while it has awell-
defined meaning within the Type 1 message, its semantics here are
unclear.

Indicates that NTLM authentication is supported.

The server setsthisflag to inform the client that the server and client
are on the same machine. The server provides alocal security
context handle with the message.

Indicates that communication between the client and server after
authentication should carry a"dummy" signature.

http://davenport.sourceforge.net/ntim.html (9 of 46)12/17/2005 1:42:38 AM



The NTLM Authentication Protocol

Target Type Domain (0x00010000) The server setsthisflag to indicate that the authentication target is
being sent with the message and represents a domain.

Target Type Server (0x00020000) The server setsthisflag to indicate that the authentication target is
being sent with the message and represents a server.

Target Type Share (0x00040000) The server apparently sets this flag to indicate that the authentication
target is being sent with the message and represents a network share.
This has not been confirmed.

Negotiate NTLM2 Key (0x00080000) Indicates that this server supportsthe NTLM2 signing and sealing
scheme; if negotiated, this can also affect the client's response
calculations.

Negotiate Target Info (0x00800000)  The server setsthisflag to indicate that a Target Information block

is being sent with the message.
Negotiate 128 (0x20000000) Indicates that this server supports strong (128-bit) encryption.
Negotiate 56 (0x80000000) Indicates that this server supports medium (56-bit) encryption.

The target name is a security buffer containing the name of the authentication target. Thisistypically sentin
response to a client requesting the target (viathe Request Target flag in the Type 1 message). This can contain a
domain, server, or (apparently) a network share. The target typeisindicated viathe Target Type Domain, Target
Type Server, and Target Type Share flags. The target name can be either Unicode or OEM, as indicated by the
presence of the appropriate flag in the Type 2 message.

The challenge is an 8-byte block of random data. The client will use this to formulate a response.

The context field istypically populated when Negotiate Local Call is set. It contains an SSPI context handle,
which allows the client to "short-circuit” authentication and effectively circumvent responding to the challenge.
Physically, the context istwo | ong values. Thisis covered in greater detail later, in the "Local Authentication”
section.

The target information is a security buffer containing a Target Information block, which is used in calculating the
NTLMv2 response (discussed later). Thisis composed of a sequence of subblocks, each consisting of:

Field Content Description

Type short Indicates the type of datain this subblock:
1 (0x0100): Server name
2 (0x0200): Domain name

Fully-qualified DNS host name (i.e., ser ver . domai n.
comn
4 (0x0400): DNS domain name (i.e., domai n. com

3 (0x0300):
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Length | short Length in bytes of this subblock's content field

Content | Unicode string | Content as indicated by the type field. Always sent in Unicode, even when OEM is
indicated by the message flags.

The sequenceisterminated by aterminator subblock; thisis a subblock of type "0", of zero length. Subblocks of
type"5" have also been encountered, apparently containing the "parent” DNS domain for serversin subdomains;
it may be that there are other as-yet-unidentified subblock types as well.

The context and target information may be omitted, in which case the data block begins at offset 32 (immediately
following the challenge). A minimal Type 2 message would look something like this:

4e544c4d53535000020000000000000000000000020200000123456789abcdef

This message contains the NTLMSSP signature, the NTLM message type, an empty target name, minimal flags
(Negotiate NTLM and Negotiate OEM), and the challenge.

Type 2 Message Example
Let'slook at the following hexadecimal Type 2 Message:

4e544c4d53535000020000000c000c003000000001028100
0123456789abcdef 0000000000000000620062003c000000
44004f 004d00410049004e0002000c0044004f 004d004100
49004e0001000c0053004500520056004500520004001400
64006f 006d00610069006e002e0063006f 006d0003002200
7300650072007600650072002e0064006f 006d0061006900
6e002e0063006f 006d0000000000

Breaking thisinto its constituent fields gives:

0 | 0x4e544c4d53535000 | NTLMSSP Signature

8 0x02000000 | Type 2 Indicator

12 | 0x0c000c0030000000 | Target Name Security Buffer:

Length: 12 bytes (0x0c00)
Allocated Space: 12 bytes (0x0c00)
Offset: 48 bytes (0x30000000)
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20

0x01028100

Flags:

Negotiate Unicode (0x00000001)
Negotiate NTLM (0x00000200)
Target Type Domain (0x00010000)
Negotiate Target Info (0x00800000)

24

0x0123456789abcdef

Challenge

32

0x0000000000000000

Context

40

0x620062003c000000

Target Information Security Buffer:

Length: 98 bytes (0x6200)
Allocated Space: 98 bytes (0x6200)
Offset: 60 bytes (0x3c000000)

48

0x44004f 004d004100
49004e00

Target Name Data ("DOVAI N*)

60

0x02000c0044004f 00
4d00410049004e00
01000c0053004500
5200560045005200
0400140064006f 00
6d00610069006e00
2e0063006f 006d00
0300220073006500
7200760065007200
2e0064006f 006d00
610069006e002e00
63006f 006d000000
0000

Target Information Data:

0x02000c0044004f 00 | Domain name subblock:

4d00410049004e00
Type: 2 (Domain name, 0x0200)
Length: 12 bytes (0x0c00)

Data: "DOVAI N

0x01000c0053004500 | Server name subblock:

5200560045005200
Type: 1 (Server name, 0x0100)
Length: 12 bytes (0x0c00)
Data: "SERVER"

0x0400140064006f 00 | DNS domain name subblock:
6d00610069006e00

2e0063006f 006d00 | Type: 4 (DNS domain hame,

0x0400)
Length: 20 bytes (0x1400)
Data: "domai n. cont'
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0x0300220073006500
7200760065007200
2e0064006f 006d00
610069006e002e00
63006f 006d00

DNS server name subblock:

Type: 3 (DNS server name, 0x0300)
Length: 34 bytes (0x2200)
Data: "ser ver. domai n. cont

0x00000000

Terminator subblock:

Type: O (terminator, 0x0000)
Length: 0 bytes (0x0000)

An analysis of this message shows:

. Thisisan NTLM Type 2 message (from the NTLMSSP Signature and Type 2 Indicator).

. The server hasindicated that strings will be encoded using Unicode (the Negotiate Unicode flag is set).

. The server supports NTLM authentication (Negotiate NTLM).

. The Target Name provided by the server is populated and represents a domain (the Target Type Domain

flag is set and the domain name is present in the Target Name Security Buffer).

. Theserver isproviding a Target Information structure (Negotiate Target Info is set). This structureis
present in the Target Information Security Buffer (domain name "DOVAI N*, server name "SERVER', DNS

domain name"domai n. cont', and DNS server name"ser ver . domai n. cont').
. The challenge generated by the server is"0x0123456789abcdef ".

. Anempty context has been sent.

Note that the target nameisin Unicode format (as specified by the Negotiate Unicode flag).

After the server creates the Type 2 message, it is sent to the client. The response to the server's challengeis

provided in the client's Type 3 message.

The Type 3 Message

Description Content
0 NTLMSSP Signature Null-terminated ASCII "NTLMSSP" (0x4e544¢c4d53535000)
8 NTLM Message Type | ong (0x03000000)
12 LM/LMv2 Response security buffer

20 NTLM/NTLMvZ2 Response security buffer

28 Domain Name security buffer
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36 User Name security buffer
44 Workstation Name security buffer
(52) Session Key (optional) security buffer
(60) Flags (optional) | ong
52 (64) start of data block

The Type 3 message is the final step in authentication. This message contains the client's responses to the Type 2
challenge, which demonstrate that the client has knowledge of the account password without sending the
password directly. The Type 3 message also indicates the domain and username of the authenticating account, as
well asthe client workstation name.

Note that the flags in the Type 3 message are optional; older clients include neither the session key nor the flagsin
the message. In this case, the data block begins at offset 52, immediately following the workstation name security
buffer. It has been determined experimentally that the Type 3 flags (when included) do not carry any additional
semantics in connection-oriented authentication; they do not appear to have any discernable effect on either
authentication or the establishment of session security. Clients sending flags typically mirror the established Type
2 settings fairly closely. It is possible that the flags are sent as a"reminder” of established options, to alow the
server to avoid caching the negotiated settings. The Type 3 flags are relevant during datagram-style

authentication, however.

The LM/LMv2 and NTLM/NTLMvV2 responses are security buffers containing replies created from the user's
password in response to the Type 2 challenge; the process for generating these responses is outlined in the next
section.

The domain name is a security buffer containing the authentication realm in which the authenticating account has
membership. Thisis either Unicode or OEM, depending on the negotiated encoding.

The user name is a security buffer containing the authenticating account name. Thisis either Unicode or OEM,
depending on the negotiated encoding.

The workstation name is a security buffer containing the client workstation's name. Thisis either Unicode or
OEM, depending on the negotiated encoding.

The session key value islargely unknown, and is often empty when included; it is apparently relevant in newer
signing and sealing mechanisms. The Open Group documentation states that it additionally playsarolein
datagram-style authentication.

When "Negotiate Local Call" has been established in the Type 2 message, the security buffersin the Type 3
message are typically all empty (zero length). The client "adopts' the SSPI context sent in the Type 2 message,
effectively circumventing the need to calculate an appropriate response.

Responding to the Challenge
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The client creates one or more responses to the Type 2 challenge, and sends these in the Type 3 message. There
are five types of responses.

LM (LAN Manager) Response - Sent by most clients, thisisthe "original” response type.

NTLM Response - Thisis sent by NT-based clients, including Windows 2000 and XP.

NTLMv2 Response - A newer response type, introduced in Windows NT Service Pack 4. This replaces the
NTLM response on systems that have NTLM version 2 enabled.

LMv2 Response - The replacement for the LM response on NTLM version 2 systems.

NTLM2 Session Response - Used when NTLM2 session security is negotiated without NTLMv2
authentication, this scheme alters the semantics of both the LM and NTLM responses.

For more detailed information on these schemes, it is highly recommended that you read Christopher Hertel's
Implementing CIFS, especially the section on authentication.

The LM Response

The LM response is sent by most clients. This scheme is older than the NTLM response, and less secure. While
newer clients support the NTLM response, they typically send both responses for compatibility with legacy
servers; hence, the security flaws present in the LM response are still exhibited in many clients supporting the
NTLM response.

The LM responseis calculated as follows (see Appendix A for a sample implementation in Java):

agrODNE

© N

10.

11.

The user's password (as an OEM string) is converted to uppercase.

This password is either null-padded or truncated to 14 bytes.

This"fixed" password is split into two 7-byte halves.

These values are used to create two DES keys (one from each 7-byte half).

Each of these keysis used to DES-encrypt the constant ASCII string "KGS! @t$% (resulting in two 8-byte
ciphertext values).

These two ciphertext values are concatenated to form a 16-byte value - the LM hash.

The 16-byte LM hash is null-padded to 21 bytes.

Thisvalueis split into three 7-byte thirds.

These values are used to create three DES keys (one from each 7-byte third).

Each of these keys is used to DES-encrypt the challenge from the Type 2 message (resulting in three 8-
byte ciphertext values).

These three ciphertext values are concatenated to form a 24-byte value. Thisisthe LM response.

This processis best illustrated with a detailed example. Consider a user with the password "SecREt 01",
responding to the Type 2 challenge "0x0123456789abcdef ".

1.

The password (as an OEM string) is converted to uppercase, giving "SECRETO1" (or
"0x5345435245543031" in hexadecimal).

2. This password is null-padded to 14 bytes, giving "0x5345435245543031000000000000".
3.
4. These two values are used to create two DES keys. A DES key is 8 bytes long; each byte contains seven

Thisvalueis split into two 7-byte halves, "0x53454352455430" and "0x31000000000000".
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bits of key material and one odd-parity bit (the parity bit may or may not be checked, depending on the
underlying DES implementation). Our first 7-byte value, "0x53454352455430", would be represented
in binary as:

01010011 01000101 01000011 01010010 01000101 01010100 00110000
A non-parity-adjusted DES key for this value would be:
01010010 10100010 01010000 01101010 00100100 00101010 01010000 01100000

(the parity bits are shown in red above). Thisis"0x52a2506a242a5060" in hexadecimal. Applying
odd-parity to ensure that the total number of set bits in each octet is odd gives:

01010010 10100010 01010001 01101011 00100101 00101010 01010001 01100001

Thisisthefirst DES key ("0x52a2516b252a5161" in hex). We then apply the same process to our
second 7-byte value, "0x31000000000000", represented in binary as.

00110001 00000000 00000000 00000000 00000000 0OO0O0O0OOOO 00000000

Creating a non-parity-adjusted DES key gives:

00110000 10000000 00000000 00000000 00000000 00000000 00000000 00000000
("0x3080000000000000" in hexadecimal). Adjusting the parity bits gives:

00110001 10000000 00000001 00000001 00000001 00000001 00000001 00000001

Thisis our second DESkey, "0x3180010101010101" in hexadecimal. Note that if our particular DES
implementation does not enforce parity (many do not), the parity-adjustment steps can be skipped; the non-
parity-adjusted values would then be used as the DES keys. In any case, the parity bits will not affect the
encryption process.

5. Each of our keysis used to DES-encrypt the constant ASCII string "KGS! @#$
% ("0x4b47532140232425" in hex). Thisgivesus"0Oxf f 3750bcc2b22412" (using the first key)
and "0xc2265b23734e0dac" (using the second).

6. These ciphertext values are concatenated to form our 16-byte LM hash -
"Oxf f 3750bcc2b22412¢c2265b23734e0dac".

7. Thisisnull-padded to 21 bytes, giving
"Oxf f 3750bcc2b22412¢2265b23734e0dac0000000000".

8. Thisvaueissplit into three 7-byte thirds, "Oxf f 3750bcc2b224","0x12c2265b23734e" and
"0x0dac0000000000".

9. These three values are used to create three DES keys. Using the process outlined previously, our first
value:

http://davenport.sourceforge.net/ntim.html (16 of 46)12/17/2005 1:42:38 AM



The NTLM Authentication Protocol

11111111 00110111 01010000 10111100 11000010 10110010 00100100

Gives us the parity-adjusted DES key:

11111110 10011011 11010101 00010110 11001101 00010101 11001000 01001001
("Oxf e9bd516cd15c849" in hexadecimal). The second value:

00010010 11000010 00100110 01011011 00100011 01110011 01001110

Resultsin the key:

00010011 01100001 10001001 11001011 10110011 00011010 11001101 10011101
("0x136189cbb31acd9d"). Findly, the third value:

00001101 10101100 00000000 00000000 00000000 00000000 00000000

Givesus:

00001101 11010110 00000001 00000001 00000001 00000001 00000001 0OOOO0O0O0OL
Thisisthethird DESkey ("Ox0dd6010101010101").

10. Each of the three keysis used to DES-encrypt the challenge from the Type 2 message (in our example,
"0x0123456789abcdef ). Thisgivestheresults"0Oxc337cd5cbd44f c97" (using the first key),
"0x82a667af 6d427c6d" (using the second) and "Oxe67c20c2d3e77c56" (using the third).

11. These three ciphertext values are concatenated to form the 24-byte LM response:

0xc337cd5cbd44f c9782a667af 6d427c6de67¢c20c2d3e77¢c56

There are several weaknesses in this algorithm which make it susceptible to attack. While these are covered in
detail in the Hertel text, the most prominent problems are:

. Passwords are converted to upper case before calculating the response. This significantly reduces the set of
possible passwords that must be tested in a brute-force attack.

. |If the password is seven or fewer characters, the second value from step 3 above will be 7 null bytes. This
effectively compromises half of the LM hash (as it will always be the ciphertext of "KGS! @t$%
encrypted with the DES key "0x0101010101010101" - the constant "Oxaad3b435b51404ee").
This in turn compromises the three DES keys used to produce the response; the entire third key and all but
one byte of the second will be known constant values.

The NTLM Response
The NTLM responseis sent by newer clients. This scheme addresses some of the flawsin the LM response;
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however, it is still considered fairly weak. Additionally, the NTLM response is nearly always sent in conjunction
with the LM response. The weaknesses in that algorithm can be exploited to obtain the case-insensitive password,
and trial-and-error used to find the case-sensitive password employed by the NTLM response.

The NTLM responseis calculated as follows (see Appendix A for a sample Java implementation):

1. The MD4 message-digest algorithm (described in RFC 1320) is applied to the Unicode mixed-case
password. Thisresultsin a 16-byte value - the NTLM hash.

The 16-byte NTLM hash is null-padded to 21 bytes.

Thisvalueis split into three 7-byte thirds.

These values are used to create three DES keys (one from each 7-byte third).

Each of these keysis used to DES-encrypt the challenge from the Type 2 message (resulting in three 8-
byte ciphertext values).

6. These three ciphertext values are concatenated to form a 24-byte value. Thisisthe NTLM response.

arwWN

Note that only the calculation of the hash value differs from the LM scheme; the response calculation is the same.
To illustrate this process, we will apply it to our previous example (a user with the password "Sec REt 01",
responding to the Type 2 challenge "0x0123456789abcdef ).

1. The Unicode mixed-case password is"0x53006500630052004500740030003100" in
hexadecimal; the MD4 hash of thisvalue is calculated, giving
"Oxcd06ca7c7e10c99b1d33b7485a2ed808". Thisisthe NTLM hash.

2. Thisisnull-padded to 21 bytes, giving
"Oxcd06ca7c7e10c99b1d33b7485a2ed8080000000000".

3. Thisvaueissplit into three 7-byte thirds, "Oxcd06ca7c7e10c9", "0x9b1d33b7485a2e" and
"0xd8080000000000".

4. These three values are used to create three DES keys. Our first value:

11001101 00000110 11001010 01111100 01111110 00010000 11001001

Results in the parity-adjusted key:

11001101 10000011 10110011 01001111 11000111 11110001 01000011 10010010
("Oxcd83b34f c7f 14392" in hexadecimal). The second value:

10011011 00011101 00110011 10110111 01001000 01011010 00101110

Givesthe key:

10011011 10001111 01001100 01110110 01110101 01000011 01101000 01011101
("Ox9b8f 4c767543685d"). Our third value:

11011000 00001000 00000000 00000000 00000000 00000000 00000000
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Yields our third key:
11011001 00000100 00000001 00000001 00000001 00000001 00000001 00000001
("0xd904010101010101" in hexadecimal).

5. Each of the three keys is used to DES-encrypt the challenge from the Type 2 message
("Ox0123456789abcdef ). Thisyieldstheresults"0x25a98c1c31e81847" (using our first key),
"0x466b29b2df 4680f 3" (using the second) and "0x9958f b8c213a9cc6"” (using the third key).

6. These three ciphertext values are concatenated to form the 24-byte NTLM response:

0x25a98c1c31e81847466b29b2df 4680f 39958f b8c213a9cc6
The NTLMv2 Response

NTLM version 2 ("NTLMv2") was concocted to address the security issues present in NTLM. Whileits
effectivenessin thisregard is questionable, it does at |east provide a more secure replacement for the LM
response. When NTLMv2 is enabled, the NTLM response is replaced with the NTLMv2 response, and the LM
response is replaced with the LMv2 response (which we will discuss next).

The NTLMv2 responseis calculated as follows (see Appendix A for a sample implementation in Java):

1. The NTLM password hash is obtained (as discussed previoudly, thisisthe MD4 digest of the Unicode
mixed-case password).

2. The Unicode uppercase username is concatenated with the Unicode uppercase authentication target
(domain or server name). The HMAC-MD5 message authentication code algorithm (described in REC
2104) is applied to this value using the 16-byte NTLM hash as the key. Thisresultsin a 16-byte value - the
NTLMv2 hash.

3. A block of data known asthe "blob" is constructed. The Hertel text discusses the format of this structurein
greater detail; briefly:

Description Content
0 Blob Signature 0x01010000
4 Reserved | ong (0x00000000)

8 Timestamp Little-endian, 64-bit signed value representing the number of tenths of
amicrosecond since January 1, 1601.

16 Client Challenge 8 bytes
24 Unknown 4 bytes
28 Target Information Target Information block (from the Type 2 message).

(variable) Unknown 4 bytes

http://davenport.sourceforge.net/ntim.html (19 of 46)12/17/2005 1:42:38 AM


http://www.ietf.org/rfc/rfc2104.txt
http://www.ietf.org/rfc/rfc2104.txt

The NTLM Authentication Protocol

4. The chalenge from the Type 2 message is concatenated with the blob. The HMAC-MD5 message
authentication code algorithm is applied to this value using the 16-byte NTLMv2 hash (calculated in step
2) asthe key. Thisresultsin a 16-byte output value.

5. Thisvaueis concatenated with the blob to form the NTLMv2 response.

Let'slook at an example. Since we need a bit more information to calculate the NTLMv2 response, we will use
the following values from the examples presented previoudly:

Domain: DOVAI N
Username: user
Password: SecREt 01
Chalenge: 0x0123456789abcdef

Target Information: 0x02000c0044004f 00
4d00410049004e00
01000c0053004500
5200560045005200
0400140064006f 00
6d00610069006e00
2e0063006f 006d00
0300220073006500
7200760065007200
2e0064006f 006d00
610069006e002e00
63006f 006d000000
0000

1. The Unicode mixed-case password is"0x53006500630052004500740030003100" in
hexadecimal; the MD4 hash of thisvalueis calculated, giving
"Oxcd06ca7c7e10c99b1d33b7485a2ed808". Thisisthe NTLM hash.

2. The Unicode uppercase username is concatenated with the Unicode uppercase authentication target, giving
"USERDOVAI N' (or "0x550053004500520044004f 004d00410049004e00" in hexadecimal).
HMAC-MD5 is applied to this value using the 16-byte NTLM hash from the previous step as the key,
whichyields"0x04b8e0ba74289cc540826babldee63ae". Thisisthe NTLMv2 hash.

3. Next, the blob is constructed. The timestamp is the most tedious part of this; looking at the clock on my
desk, it's about 6:00 AM EDT on June 17th, 2003. In Unix time, that would be 1055844000 seconds after
the Epoch. Adding 11644473600 will give us seconds after January 1, 1601 (12700317600). Multiplying
by 107 (10000000) will give us tenths of a microsecond (127003176000000000). As a little-endian 64-bit
value, thisis"0x0090d336b734c301" (in hexadecimal).

We also need to generate an 8-byte random "client challenge”; we will use the not-so-random
"Oxffffff0011223344". Constructing the rest of the blob is easy; we just concatenate:
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0x01010000 (the blob signature)
0x00000000 (reserved value)
0x0090d336b734c301 (our timestamp)
Oxffffff0011223344 (arandom client challenge)
0x00000000 (unknown, but zero will work)

0x02000c0044004f 00 (our target information block)

4d00410049004e00
01000c0053004500
5200560045005200
0400140064006f 00
6d00610069006e00
2e0063006f 006d00
0300220073006500
7200760065007200
2e0064006f 006d00
610069006e002e00
63006f 006d000000
0000

0x00000000 (unknown, but zero will work)

4. We then concatenate the Type 2 challenge with our blob:

0x0123456789abcdef 0101000000000000
0090d336b734c301ffffff0011223344
0000000002000c0044004f 004d004100
49004e0001000c005300450052005600
450052000400140064006f 006d006100
69006e002e0063006f 006d0003002200
7300650072007600650072002e006400
6f 006d00610069006e002e0063006f 00
6d000000000000000000

Applying HMAC-MDS5 to this value using the NTLMv2 hash from step 2 as the key gives us the 16-byte
vaue"Oxcbabbca713eb795d04c97abc01ee4983".

5. Thisvaueis concatenated with the blob to obtain the NTLMv2 response:

Oxcbabbca713eb795d04c97abc01ee4983
01010000000000000090d336b734c301
ffffff00112233440000000002000¢c00
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44004f 004d00410049004e0001000c00
53004500520056004500520004001400
64006f 006d00610069006e002e006300
6f 006d00030022007300650072007600
650072002e0064006f 006d0061006900
6e002e0063006f 006d00000000000000
0000

The LMv2 Response

The LMv2 response is used to provide pass-through authentication compatibility with older servers. It is quite
possible that the server with which the client is communicating will not actually perform the authentication;
rather, it will pass the responses through to a domain controller for verification. Older servers pass only the LM
response, and expect it to be exactly 24 bytes. The LMv2 response was designed to allow such serversto operate
properly; it is effectively a"miniature” NTLMv2 response, obtained as follows (see Appendix A for asample
Java implementation):

1. The NTLM password hash is calculated (the MD4 digest of the Unicode mixed-case password).

2. The Unicode uppercase username is concatenated with the Unicode uppercase authentication target
(domain or server name). The HMAC-MD5 message authentication code algorithm is applied to thisvaue
using the 16-byte NTLM hash as the key. Thisresultsin a 16-byte value - the NTLMv2 hash.

3. A random 8-byte client challenge is created (this is the same client challenge used in the NTLMv2 blab).

4. The chalenge from the Type 2 message is concatenated with the client challenge. The HMAC-MD5
message authentication code algorithm is applied to this value using the 16-byte NTLMv2 hash (cal culated
in step 2) asthe key. Thisresultsin a 16-byte output value.

5. Thisvalueis concatenated with the 8-byte client challenge to form the 24-byte LMv2 response.

We will illustrate this process with a brief example using our tried-and-true sample values:

Domain: DOVAI N
Username: user
Password: SecREt 01
Chalenge: 0x0123456789abcdef

1. The Unicode mixed-case password is"0x53006500630052004500740030003100" in
hexadecimal; the MD4 hash of thisvalue is calculated, giving
"Oxcd06ca7c7e10c99b1d33b7485a2ed808". Thisisthe NTLM hash.

2. The Unicode uppercase username is concatenated with the Unicode uppercase authentication target, giving
"USERDOMAI N* (or "0x550053004500520044004f 004d00410049004e00" in hexadecimal).
HMAC-MDS5 is applied to this value using the 16-byte NTLM hash from the previous step as the key,
which yields"0x04b8e0ba74289cc540826babldee63ae". Thisisthe NTLMv2 hash.

3. A random 8-byte client challenge is created. From our NTLMv2 example, we will use
"Oxffffff0011223344".
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4.

5.

We then concatenate the Type 2 challenge with our client challenge:
0x0123456789abcdef ffffff0011223344

Applying HMAC-MD?5 to this value using the NTLMv2 hash from step 2 as the key gives us the 16-byte
value"0xd6e6152ea25d03b7c6ba6629c2d6aaf 0".

This value is concatenated with the client challenge to obtain the 24-byte L Mv2 response:

Oxd6e6152ea25d03b7c6bab629c2d6aaf Of f ffff 0011223344

The NTLM2 Session Response

The NTLM2 session response can be employed in conjunction with NTLM2 session security (it is made available
with the "Negotiate NTLM2 Key" flag). Thisis used to provide enhanced protection against precomputed
dictionary attacks in environments which do not support NTLMv2 authentication.

The calculation of the NTLM2 session response is similar to the NTLM responsg; it effectively replaces both the
LM and NTLM response fields as follows (see Appendix A for a sample implementation in Java):

Lo

o o

© ©®AN

A random 8-byte client challenge is created.

The client challenge is null-padded to 24 bytes. Thisvalueis placed in the LM response field of the Type 3
message.

The challenge from the Type 2 message is concatenated with the 8-byte client challenge to form a session
nonce.

The MD5 message-digest algorithm (described in RFC 1321) is applied to the session nonce, resulting in a

16-byte value.

Thisvalueistruncated to 8 bytes to form the NTLM2 session hash.

The NTLM password hash is obtained (as discussed, thisisthe MD4 digest of the Unicode mixed-case
password).

The 16-byte NTLM hash is null-padded to 21 bytes.

Thisvalueis split into three 7-byte thirds.

These values are used to create three DES keys (one from each 7-byte third).

Each of these keysis used to DES-encrypt the NTLM2 session hash (resulting in three 8-byte ciphertext
values).

. These three ciphertext values are concatenated to form a 24-byte value. Thisisthe NTLM2 session

response, which is placed in the NTLM response field of the Type 3 message.

To demonstrate this with our previous example values (a user with the password "SecREt 01", responding to the
Type 2 chalenge "0x0123456789abcdef "):

1.

2.

A random 8-byte client challenge is created; we will use"Oxf f ff ff 0011223344", asin the previous
examples.
The challenge is null-padded to 24 bytes:
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Oxffffff001122334400000000000000000000000000000000
Thisvalueis placed in the LM response field of the Type 3 message.

3. The challenge from the Type 2 message is concatenated with the client challenge, forming a session nonce
("Ox0123456789abcdef ffffff0011223344").
4. Applying the MD5 digest to this nonce yields the 16-byte value
"Oxbeac9albc5a9867c¢15192b3105d5bebl".
Thisistruncated to 8 bytesto obtain the NTLM2 session hash ("Oxbeac9albc5a9867c").
The Unicode mixed-case password is"0x53006500630052004500740030003100"; applying the
MD4 digest to this value gives usthe NTLM hash ("Oxcd06ca7c7e10c99b1d33b7485a2ed808").
7. Thisisnull-padded to 21 bytes, giving
"Oxcd06ca7c7e10c99b1d33b7485a2ed8080000000000".
8. Thisvalueis split into three 7-byte thirds, "Oxcd06ca7c7e10c9", "0x9b1d33b7485a2e" and
"0xd8080000000000".
9. These values are used to create three DES keys (as calculated in our previous NTLM response example,
"0Oxcd83b34f c7f 14392", "Ox9b8f 4c767543685d", and "0xd904010101010101").
10. Each of these three keysis used to DES-encrypt the NTLM2 session hash ("Oxbeac9albc5a9867c").
Thisyieldsthe results"0x10d550832d12b2cc" (using our first key),
"Oxb79d5ad1f 4eed3df " (using the second), and "Ox82aca4c3681dd455" (using the third key).
11. These three ciphertext values are concatenated to form the 24-byte NTLM2 session response:

o u

0x10d550832d12b2ccb79d5ad1f 4eed3df 82aca4c3681dd455

which is placed in the NTLM response field of the Type 3 message.

Type 3 Message Example
Now that we're familiar with the Type 3 responses, we are ready to examine a Type 3 Message:

4e544c4d5353500003000000180018006a00000018001800
820000000c000c0040000000080008004c00000016001600
54000000000000009a0000000102000044004f 004d004100
49004e00750073006500720057004f 0052004b0053005400
4100540049004f 004e00c337cd5cbd44f c9782a667af 6d42
7c6de67c20c2d3e77c5625a98c1¢c31e81847466b29b2df 46
80f 39958f b8c213a9cc6

This message is decomposed as.

0 [ 0x4e544c4d53535000 | NTLMSSP Signature

8 0x03000000 | Type 3 Indicator
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12

0x180018006a000000

LM Response Security Buffer:

Length: 24 bytes (0x1800)
Allocated Space: 24 bytes (0x1800)
Offset: 106 bytes (0x6a000000)

20

0x1800180082000000

NTLM Response Security Buffer:

Length: 24 bytes (0x1800)
Allocated Space: 24 bytes (0x1800)
Offset: 130 bytes (0x82000000)

28

0x0c000c0040000000

Domain Name Security Buffer:

Length: 12 bytes (0x0c00)
Allocated Space: 12 bytes (0x0c00)
Offset: 64 bytes (0x40000000)

36

0x080008004c000000

User Name Security Buffer:

Length: 8 bytes (0x0800)
Allocated Space: 8 bytes (0x0800)
Offset: 76 bytes (0x4c000000)

0x1600160054000000

Workstation Name Security Buffer:

Length: 22 bytes (0x1600)
Allocated Space: 22 bytes (0x1600)
Offset: 84 bytes (0x54000000)

52

0x000000009a000000

Session Key Security Buffer:

Length: 0 bytes (0x0000)
Allocated Space: 0 bytes (0x0000)
Offset: 154 bytes (0x9a000000)

60

0x01020000

Flags:

Negotiate Unicode (0x00000001)
Negotiate NTLM (0x00000200)

64

0x44004f 004d004100
49004e00

Domain Name Data ("DOVAI N')

76

0x7500730065007200

User Name Data ("user ")
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84 | 0x57004f 0052004b00 | Workstation Name Data ("WORKSTATI ON")
5300540041005400
49004f 004e00

106 | 0xc337cd5chbd44f c97 | LM Response Data
82a667af 6d427cé6d
e67c20c2d3e77c56

130 [ 0x25a98c1c31e81847 | NTLM Response Data
466b29b2df 4680f 3
9958f b8c213a9cch6

Analysis of thisreveals:

. Thisisan NTLM Type 3 message (from the NTLMSSP Signature and Type 3 Indicator).
. Theclient hasindicated that strings are encoded using Unicode (the Negotiate Unicode flag is set).
. Theclient supports NTLM authentication (Negotiate NTLM).
. Theclient'sdomainis"DOVAI N'.
. Theclient'susernameis"user".
. Theclient'sworkstation is "WORKSTATI ON'.
. Theclient'sLM responseis"0xc337cd5chd44f c9782a667af 6d427c6de67c20c2d3e77c56".
. Theclient'sNTLM responseis
"0x25a98c1c31e81847466b29b2df 4680f 39958f b8c213a9cc6".
. Anempty session key has been sent.

Upon receipt of the Type 3 message, the server calculates the LM and NTLM responses and compares them to the
values provided by the client; if they match, the user is successfully authenticated.

NTLM Version 2

NTLM version 2 consists of three new response algorithms (NTLMv2, LMv2, and the NTLM2 session response,
discussed previously) and a new signing and sealing scheme (NTLM 2 session security). NTLM2 session security
is negotiated viathe "Negotiate NTLM2 Key" flag; NTLMv2 authentication, however, is enabled through a
modification to the registry. Further, the registry setting on the client and server must be compatible in order for
authentication to be successful. The result is that the overwhelming majority of hosts just use the default setting,
and NTLMv2 authentication is rarely seen in deployed systems.

Instructions for enabling NTLM version 2 are detailed in Microsoft Knowledge Base Article 239869; briefly, a
modification is made to the registy value:

HKEY_LOCAL_MACHI NE\ Syst eml Current Control Set\ Control \ LSA
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\ LMCorpat i bi lityLeve

(LMConpat i bi | ity onWin9x-based systems). Thisisa REG_DWORD entry, and can be set to one of the

following values:

Level | Sent by Client | Accepted by Server
0 LM LM
NTLM NTLM
LMv2
NTLMv2
1 LM LM
NTLM NTLM
LMv2
NTLMv2
2 NTLM LM
NTLM
LMv2
NTLMv2
3 LMv2 LM
NTLMv2 NTLM
LMv2
NTLMv2
4 LMv2 NTLM
NTLMv2 LMv2
NTLMv2
5 LMv2 LMv2
NTLMv2 NTLMv2

In Levels 1 and higher, NTLM2 session security is supported. Only Levels 0 and 3 are available on Win9x-based
systems (Windows 95, Windows 98, and Windows ME); these platforms do not support the NTLM response, and
instead send only the LM response in the Type 3 message. In Level 2, clients send the NTLM response twice (in
both the LM and NTLM response fields). At Level 3 and higher, the LMv2 and NTLMv2 responses replace the
LM and NTLM responses, respectively.

When NTLM2 session security has been negotiated (indicated by the "Negotiate NTLM2 Key" flag), the NTLM2
session response can be used in Levels 0, 1, and 2 as a replacement for the weaker LM and NTLM responses.

This offers heightened protection against server-based precomputed dictionary attacks; the client's response to a
given challenge is made variable by adding arandom client nonce to the calculation.

NTLMSSP and SSPI
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Now that we have aworking knowledge of NTLM authentication, it is appropriate to look at how NTLM fitsinto
the "big picture".

Windows provides an authentication framework known as SSPI - the Security Support Provider interface. Thisis
the Microsoft equivalent of the GSS-API (Generic Security Service Application Program Interface, RFC 2743),
and allows for avery high-level, mechanism-independent means of authentication. SSPI supports several
underlying providers. One of theseisthe NTLMSSP (NTLM Security Support Provider), which provides the
NTLM authentication mechanism we have been discussing thus far. SSPI supplies aflexible API for handling
opaque, provider-specific authentication tokens; the NTLM Type 1, Type 2, and Type 3 messages are such
tokens, specific to and processed by the NTLMSSP. The API provided by SSPI abstracts away all the details of
NTLM; the application developer doesn't even have to be aware that NTLM is being used, and another

authenti cation mechanism (such as Kerberos) can be swapped in with little or no changes at the application level.

We aren't going to go into the details of SSPI, but we will briefly outline the SSPI authentication handshake as
applied to NTLM:

1. The client obtains a representation of the credential set for the user viathe SSPI
Acqui r eCr edent i al sHandl e function.

2. Theclient callstheSSPI I niti al i zeSecuri t yCont ext function to obtain an authentication request
token (in our case, a Type 1 message). The client sends this token to the server. The return value from the
function indicates that authentication will require multiple steps.

3. The server receives the token from the client, and uses it asinput to the Accept Secur i t yCont ext
SSPI function. This creates alocal security context on the server to represent the client, and yields an
authentication response token (the Type 2 message), which is sent to the client. The return value from the
function indicates that further information is needed from the client.

4. The client receives the response token from the server and callsl ni ti al i zeSecur i t yCont ext
again, passing the server's token as input. This provides us with another authentication request token (the
Type 3 message). The return value indicates that the security context was successfully initialized; the token
is sent to the server.

5. The server receives the token from the client and calls Accept Secur i t yCont ext again, using the
Type 3 message as input. The return value indicates the context was successfully accepted; no token is
produced, and authentication is complete.

Local Authentication

We have alluded to the local authentication sequence at various points in our discussion; having a basic
understanding of SSPI, we can look at this scenario in more detail.

Local authentication is negotiated through a series of decisions made by the client and server, based on the
information in the NTLM messages. It works as follows:

1. Theclient callsthe Acqui r eCr edent i al sHandl e function, specifying the default credentials by
passing in null to the "pAuthData' parameter. This obtains a handle to the credentials of the logged in user
for single sign-on.

2. Theclient callsthe SSPI I ni ti al i zeSecuri t yCont ext function to create the Type 1 message.
When the default credential handle is supplied, the Type 1 message contains the workstation and domain
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name of the client. Thisisindicated by the presence of the "Negotiate Domain Supplied" and "Negotiate
Workstation Supplied” flags, and the inclusion of populated Supplied Domain and Supplied Workstation
security buffersin the message.

3. The server receives the Type 1 message from the client, and calls Accept Securi t yCont ext . This
creates alocal security context on the server to represent the client. The server examines the domain and
workstation information sent by the client to determine if the client and server are the same machine. If so,
the server initiates local authentication by setting the "Negotiate Local Call" flag in the resultant Type 2
message. Thefirst | ong in the Context field of the Type 2 message is popul ated with the "upper” portion
of the newly obtained SSPI context handle (specificaly, the "dwUpper" field of the SSPI Ct xt Handl e
structure). The second | ong in the Context field appears to be empty in al cases. (although logically one
would assume it should contain the "lower" portion of the context handle).

4. The client receives the Type 2 message from the server and passesit to
InitializeSecurityContext.Havingnoted the presence of the "Negotiate Local Call" flag, the
client examines the server context handle to determine if it represents avalid local security context. If the
context cannot be validated, authentication proceeds as usual - the appropriate responses are cal culated,
and included with the domain, workstation, and username in the Type 3 message. If the security context
handle from the Type 2 message can be validated, however, no responses are prepared whatsoever.
Instead, the default credentials are internally associated with the server context. The resulting Type 3
message is completely empty, containing zero-length security buffers for the responses as well asthe
username, domain, and workstation.

5. The server receives the Type 3 message and usesit asinput to the Accept Secur i t yCont ext
function. The server verifies that the security context has been associated with a user; if so, authentication
has successfully completed. If the context has not been bound to a user, authentication fails.

Datagram Authentication

Datagram-style authentication is used to negotiate NTLM over a connectionless transport. While much of the
semantics around the messages remain unchanged, there are afew significant differences:

. SSPI does not create a Type 1 message during thefirst call tol ni ti al i zeSecuri t yCont ext .

. Authentication options are offered by the server, rather than requested by the client.

. Rather than being superfluous (as in connection-oriented authentication), the flags in the Type 3 message
carry their usual meanings.

During "normal™ (connection-oriented) authentication, all options are negotiated in the first transaction between
the client and the server, during the exchange of the Type 1 and Type 2 messages. The negotiated settings are
"remembered"” by the server and applied to the client's Type 3 message. Although most clients send the agreed-
upon flags with the Type 3 message, they are not used in connection authentication.

In datagram authentication, however, the game changes a bit; to alleviate the server's need to track the negotiated
options (which becomes more difficult without a persistent connection), the Type 1 message is removed
completely. The server generates a Type 2 message containing all supported flags (as well as the challenge, of
course). The client then decides which optionsit will support, and replies with a Type 3 message containing the
responses to the challenge and the set of selected flags. The SSPI handshake sequence for datagram authentication
isasfollows:
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1. Theclient callsAcqui r eCr edent i al sHandl e to obtain arepresentation of the credential set for the
USer.

2. TheclientcalslnitializeSecurityContext, passingthel SC REQ DATAGRAMflag asa
context requirement via the fContextReq parameter. This starts the construction of the client's security
context, but does not produce a request token (Type 1 message).

3. Theserver callsthe Accept Securi t yCont ext function, specifying the ASC_REQ DATAGRAM
context requirement flag and passing in a null input token. This creates the local security context and
yields an authentication response token (the Type 2 message). This Type 2 message will contain the
"Negotiate Datagram Style" flag, aswell as all flags supported by the server. Thisis sent to the client as
usual.

4. The client receivesthe Type 2 message and passesittol ni ti al i zeSecuri t yCont ext . Theclient
sel ects appropriate options from those presented by the server (including "Negotiate Datagram Style",
which must be set), creates the responses to the challenge, and populates the Type 3 message. The message
isthen relayed to the server.

5. The server passes the Type 3 message into the Accept Securi t yCont ext function. The messageis
processed according to the flags selected by the client, and the context is successfully accepted.

When used with SSPI, there is apparently no means of producing a datagram-style Type 1 message. It is
interesting to note, however, that we can "induce" datagram semantics at alower level by subtly manipulating the
NTLM SSP tokens to produce our own datagram Type 1 token.

This can be achieved by setting the "Negotiate Datagram Style" flag on the Type 1 message produced by the first
InitializeSecurityContext calinaconnection-oriented SSPI handshake before passing the token to
the server. When the modified Type 1 message is passed into the Accept Secur i t yCont ext function, the
server will adopt datagram semantics (even though ASC_REQ_DATAGRAMwas not specified). Thiswill produce
a Type 2 message with the "Negotiate Datagram Style" flag set, but otherwise identical to the connection-oriented
message that would normally have been generated; that is, the Type 1 flags sent by the client are considered
during the construction of the Type 2 message, rather than simply offering all supported options.

Theclientcanthencall I ni ti al i zeSecuri t yCont ext with this Type 2 token. Note that the client is till in
connection-oriented mode; the Type 3 message produced will ignore the "Negotiate Datagram Style" flag applied
to the Type 2 message. The server, however, is enforcing datagram semantics, and will now require the Type 3
flags to be set appropriately. Adding the "Negotiate Datagram Style" flag to the Type 3 message manually before
sending it to the server allows the server to successfully call Accept Securi t yCont ext with the modified
token.

Thisresults in successful authentication; the "doctored" Type 1 message effectively switches the server into
datagram-style authentication, in which the Type 3 flags are observed and enforced. There is no known practical
use for this, but it does demonstrate some of the interesting and unexpected behavior that can be observed by
strategically manipulating the NTLM messages.

At this point, we have established afairly decent fundamental understanding of NTLM. We will now examine its
use within some of Microsoft's network protocol implementations.

NTLM HTTP Authentication
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Microsoft has established the proprietary "NTLM" authentication scheme for HTTP to provide integrated
authentication to 11S web servers. This authentication mechanism allows clients to access resources using their
Windows credentials, and is typically used within corporate environments to provide single sign-on functionality
to intranet sites. Historically, NTLM authentication was only supported by Internet Explorer; recently, however,
support has been added to various other user agents.

The NTLM HTTP authentication mechanism works as follows:
1. The client requests a protected resource from the server:
GET /index.htm HITP/ 1.1

2. The server responds with a401 status, indicating that the client must authenticate. "NTLM" is presented as
a supported authentication mechanism viathe "WV Aut hent i cat e" header. Typically, the server
closes the connection at this time:

HTTP/ 1.1 401 Unaut hori zed
WAV Aut henti cat e: NTLM
Connecti on: cl ose

Note that Internet Explorer will only select NTLM if it isthe first mechanism offered; thisis at odds with
RFC 2616, which states that the client must select the strongest supported authentication scheme.

3. Theclient resubmits the request with an "Aut hor i zat i on" header containing a Type 1 message
parameter. The Type 1 message is Base-64 encoded for transmission. From this point forward, the
connection is kept open; closing the connection requires reauthentication of subsequent requests. This
implies that the server and client must support persistent connections, via either the HTTP 1.0-style "Keep-
Alive" header or HTTP 1.1 (in which persistent connections are employed by default). The relevant
request headers appear as follows (the line break in the "Aut hor i zat i on" header below isfor display
purposes only, and is not present in the actual message):

CGET /index.html HTTP/ 1.1
Aut hori zati on: NTLM Tl RMTVNTUAABAAAABz | AAAYABgAr AAAACWALACAAAABXT1
JLULRBVE! PTKRPTUFJTg==

4. The server replies with a 401 status containing a Type 2 message in the "WV Aut hent i cat e" header
(again, Base-64 encoded). Thisis shown below (the line breaks in the "WV Aut hent i cat e" header are
for editorial clarity only, and are not present in the actual header).

HTTP/ 1.1 401 Unaut hori zed

VWAV Aut hent i cat e:  NTLM TI RMIVNTUAACAAAADAANVADAAAAABAOEAASNFZAnNT ze8
AAAAAAAAAAGH AYgASAAAARABPAEOAQQB] AE4AAGAMAEQATWBNAEEASQBOAAEADABTA
EUAUg BWAEUAUg AEABQAZ ABY AGOAYQBpAGAAL gBj AGSADQADACI AcwBl AHI AdgBI AHI
ALgBk AGSAbQBhAGK AbgAuAGVAbWBE AAAAAAA=

5. The client respondsto the Type 2 message by resubmitting the request with an "Aut hori zat i on"
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header containing a Base-64 encoded Type 3 message (again, the line breaksin the"Aut hori zat i on"
header below are for display purposes only):

GET /index.htm HITP/ 1.1

Aut hori zati on: NTLM TI RMIT'VNTUAADAAAAGAAYAGOAAAAYABgAggAAAAWADABAAA
AACAAI AEWAAAAVABYAVAAAAAAAAACaAAAAAQ AAEQATWBNAEEASQBOAHUACWBI AHI A
VWBPAFI ASWBTAFQAQQBUAEK ATWBOAMMBz Vy 9RPy XggZnr 21Cf G3nf CDCO+d8Vi W) B
wx 6BhHRs pst 9GPOZWPUM Tqcxg==

6. Finaly, the server validates the responses in the client's Type 3 message and allows access to the resource.
HTTP/ 1.1 200 OK

This scheme differs from most "normal” HT TP authentication mechanisms, in that subsequent requests over the
authenticated connection are not themselves authenticated; NTLM is connection-oriented, rather than request-
oriented. So a second request for "/ i ndex. ht m " would not carry any authentication information, and the
server would request none. If the server detects that the connection to the client has been dropped, arequest for "/
I ndex. ht m " would result in the server reinitiating the NTLM handshake.

A notable exception to the above is the client's behavior when submitting a POST request (typically employed
when the client is sending form data to the server). If the client determines that the server is not the local host, the
client will initiate reauthentication for POST requests over the active connection. The client will first submit an
empty POST request with a Type 1 message in the"Aut hor i zat i on" header; the server responds with the
Type 2 message (in the "WNV Aut hent i cat e" header as shown above). The client then resubmits the POST
with the Type 3 message, sending the form data with the request.

The NTLM HTTP mechanism can aso be used for HTTP proxy authentication. The process is similar, except:

. The server uses the 407 response code (indicating proxy authentication required) rather than 401.

. Theclient's Type 1 and 3 messages are sent in the "Pr oxy- Aut hor i zat i on" request header, rather
thanthe"Aut hori zat i on" header.

. Theserver's Type 2 challengeis sent in the"Pr oxy- Aut hent i cat e" response header (instead of
"WV Aut hent i cat e").

With Windows 2000, Microsoft introduced the "Negotiate" HT TP authentication mechanism. While primarily
aimed at providing a means of authenticating the user against Active Directory viaKerberos, it is backward-
compatible with the NTLM scheme. When the Negotiate mechanism is used in "legacy" mode, the headers passed
between the client and server are identical, except "Negotiate” (rather than "NTLM") isindicated as the
mechanism name.

NTLM POP3 Authentication

Microsoft's Exchange server provides an NTLM authentication mechanism for the POP3 protocol. Thisisa
proprietary extension used with the POP3 AUTH command as documented in RFC 1734. On the client side, this

mechanism is supported by Outlook and Outlook Express, and is called " Secure Password Authentication”.
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The POP3 NTLM authentication handshake occurs during the POP3 "authorization” state, and works as follows:

1. Theclient may request alist of supported authentication mechanisms by sending the AUTH command with
no arguments:

AUTH

2. The server responds with a success message, followed by the list of supported mechanisms; thislist should

include "NTLM', and is terminated by aline containing asingle period (. ).

+OK The operation conpl eted successfully.
NTLM

3. Theclient initiates NTLM authentication by sending an AUTH command specifying NTLM asthe
authentication mechanism:

AUTH NTLM

4. The server responds with a success message as shown below. Note that there is a space between the "+"
and the "OK"; RFC 1734 states that the server should reply with a challenge, but NTLM requiresthe Type
1 message from the client. So the server sends a"non-challenge”, which is basically the message "OK".

+ K
5. Theclient then sends the Type 1 message, Base-64 encoded for transmission:
Tl RMTVNTUAABAAAABZz | AAAYABgAr AAAACWALACAAAABXT1JLULRBVEI PTKRPTUFJITg==

6. The server replies with the Type 2 challenge message (again, Base-64 encoded). Thisis send in the
challenge format specified by RFC 1734 ("+", followed by a space, followed by the challenge message).
Thisis shown below; the line breaks are for editorial clarity and are not present in the server's reply:

+ TI RMIVNTUAACAAAADAAMADAAAAABAOEAASNFZANT Z e SAAAAAAAAAAGH AYgASAAAA
RABPAEOAQQBJ AE4AAgAVAEQATWBNAEEASQBOAAEADABT AEUAUG BWAEUAUG AEABQAZA
BvAGDAYQBpAGAALgBj AGBADQADACI AcwBl AHI AdgBl AHI ALgBKAGBAbQBhAGKAbgAU
AGVADWBE AAAAAAA=

7. Theclient calculates and sends the Base-64 encoded Type 3 response (the line breaks below are for display
purposes only):

Tl RMTVNTUAADAAAAGAAYAGO AAAAYABg AggAAAAWADABAAAAACAAI AEWAAAAVABYAVA

AAAAAAAACaAAAAAQ AAEQATWBNAEEASQBOAHUACWBI AHI AVWBPAFI ASWBTAFQAQBU
AEKATWBOAMMBE z VY 9RPy XgqZnr 21 Cf G3nf CDCO+d8Vi Whj Buwx 6BhHRnspst 9GgPOZWP
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uM Tgcxg==
8. The server validates the response and indicates the result of authentication:
+OK User successfully | ogged on

After successful authentication has occurred, the POP3 session enters the "transaction” state, allowing messages
to be retrieved by the client.

NTLM IMAP Authentication

Exchange provides an IMAP authentication mechanism similar in form to the POP3 mechanism previously
discussed. IMAP authentication is documented in RFC 1730; the NTLM mechanism is a proprietary extension
provided by Exchange and supported by the Outlook client family.

The handshake sequence is similar to the POP3 mechanism:

1. The server may indicate support for the NTLM authentication mechanism in the capability response. Upon
connecting to the IMAP server, the client would request the list of server capabilities:

0000 CAPABI LI TY

2. The server responds with the list of supported capabilities; the NTLM authentication extension is indicated
by the presence of the string "AUTH=NTLM' in the server'sreply:

* CAPABILITY | MAP4 | MAP4revl | DLE LI TERAL+ AUTH=NTLM
0000 OK CAPABI LI TY conpl et ed.

3. Theclient initiates NTLM authentication by sending an AUTHENTI CATE command specifying NTLM as
the authentication mechanism:

0001 AUTHENTI CATE NTLM
4. The server responds with an empty challenge, consisting smply of a"+":
+
5. The client then sends the Type 1 message, Base-64 encoded for transmission:
TI RMTVNTUAABAAAABz | AAAYABgAr AAAACWALACAAAABXT1JLULRBVEI PTKRPTUFJ Tg==

6. The server replies with the Type 2 challenge message (again, Base-64 encoded). Thisis send in the
challenge format specified by RFC 1730 ("+", followed by a space, followed by the challenge message).
Thisis shown below; the line breaks are for editorial clarity and are not present in the server's reply:
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+ TI RMTVNTUAACAAAADAAVADAAAAABAOEAASNFZANT Z e SAAAAAAAAAAGH AYgASAAAA
RABPAEOAQQBJI AE4AAgAVAEQATWBNAEEASQBOAAEADABTAEUAUY BWAEUAUG AEABQAZA
Bv AGOAYQBPAGAALgBj AGSADQADACI AcwBl AHI AdgBl AHI ALgBkAGSAbQBhAGKAbgAU
AGMADWBE AAAAAAA=

7. The client calculates and sends the Base-64 encoded Type 3 response (the line breaks below are for display
purposes only):

TI RMI'VNTUAADAAAAGAAYAGO AAAAYABg Ag g AAAAWADABAAAAACAAI AEWAAAAWABYAVA
AAAAAAAACaAAAAAQ AAEQATWBNAEEASQBOAHUACWBI AHI AVWBPAFI ASWBTAFQAQBU
AEKATWBOAMMBz VY 9RPy XggZnr 21Cf G3nf CDCO+d8Vi Whj Bwx 6 BhHRnspst 9GgPOZWP
uM Tgcxg==

8. The server validates the response and indicates the result of authentication:

0001 OK AUTHENTI CATE NTLM conpl et ed.

After authentication has completed, the IMAP session enters the authenticated state.

NTLM SMTP Authentication

In addition to the NTLM authentication mechanisms provided for POP3 and IMAP, Exchange provides similar
functionality for the SMTP protocol. Thisalows NTLM authentication of users sending outgoing mail messages.
Thisisaproprietary extension used with the SMTP AUTH command (documented in RFC 2554).

The SMTP NTLM authentication handshake operates as follows:

1. The server may indicate support for NTLM as an authentication mechanism in the EHLOreply. Upon
connecting to the SMTP server, the client would send the initial EHL O message:

EHLO cl i ent. exanpl e.com

2. The server responds with the list of supported extensions; the NTLM authentication extension isindicated
by its presencein the list of AUTH mechanisms as shown below. Note that the AUTH ist is sent twice (once
with an "=" and once without). The "AUTH=" form was apparently specified in a draft of the RFC; sending
both forms ensures that clients implemented against this draft are supported.

250- server. exanpl e.com Hel | o [10. 10. 2. 20]
250- HELP

250- AUTH LOG N NTLM

250- AUTH=LOGE N NTLM

250 SI ZE 10240000

3. Theclient initiates NTLM authentication by sending an AUTH command specifying NTLM asthe
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authentication mechanism and providing the Base-64 encoded Type 1 message as a parameter:

AUTH NTLM
Tl RMTVNTUAABAAAABz | AAAYABgAr AAAACWALACAAAABXT1JLULRBVEI PTKRPTUFJITg==

According to RFC 2554, the client may opt not to send the initial response parameter (instead merely
sending "AUTH NTLM' and waiting for an empty server challenge before replying with the Type 1
message). However, this did not appear to work properly when tested against Exchange.

4. The server replies with a 334 response containing the Type 2 challenge message (again, Base-64 encoded).
Thisis shown below; the line breaks are for editorial clarity and are not present in the server's reply:

334 TI RMIVNTUAACAAAADAANVADAAAAABAOEAASNFZANT e BAAAAAAAAAAG AYgASAAAA
RABPAEO AQQBJ AE4 AAg AMAEQATWBNAEEASQBOAAEADABT AEUAUg BWAEUAUg AEABQAZA
BvAGOAYBpAHAALgB] AGGAbQADACI AcwBl AHI AdgBl AHI ALgBk AGBAbQBhAGKAbgAu
AGVAbwBt AAAAAAA=

5. Theclient calculates and sends the Base-64 encoded Type 3 response (the line breaks below are for display
purposes only):

Tl RMI'VNTUAADAAAAGAAYAGO AAAAYABg Ag g AAAAWADABAAAAACAAI AEWAAAAWABYAVA
AAAAAAAACaAAAAAQ AAEQATWBNAEEASQBOAHUACWBI AHI AVWBPAFI ASWBTAFQAQBU
AEKATWBOAMMBEz VW 9RPy XgqZnr 21Cf G3nf CDCO+d8Vi Whj Buwx 6BhHRns pst 9GyPOZWP
uM Tgcxg==

6. The server validates the response and indicates the result of authentication:
235 NTLM aut henti cati on successful.

After authenticating, the client is able to send messages normally.

Links and References

Note that due to the highly dynamic and transient nature of the Web, these may or may not be available.

The jCIFES Project Home Page
http://jcifs.samba.org/
JCIFS is an open-source Java implementation of CIFS/SMB. The information presented in this article was
used asthe basis for the JCIFS NTLM implementation. jCIFS provides support for both the client and
server sides of the NTLM HTTP authentication scheme, as well as non-protocol-specific NTLM utility
classes.

Implementing CIFS: The Common Internet FileSystem
http://ubigx.org/cifs/
A highly informative online book by Christopher R. Hertel. Especially relevant to this discussion is the
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section on authentication.

The Open Group ActiveX Core Technology Reference (Chapter 11, "NTLM™")

http://mwww.opengroup.org/comsour ce/techref2/NCH1222X.HTM
Closest thing to an "official" reference on NTLM. Unfortunately, also rather old and not terribly accurate.

The Security Support Provider Interface

http://mww.mi cr osoft.com/wi ndows2000/techi nfo/howitwor ks/security/sspi 2000.asp
A whitepaper discussing application development using the SSPI.

NTLM Authentication Scheme for HTTP
http://mwwww.innovation.ch/java/ntlm.html
Informative discussion on the NTLM HTTP authentication mechanism. Inaccurate in some regards, but
still quite useful.

Squid NTLM Authentication Project

http://squid.sour ceforge.net/ntlm/
Project to provide NTLM HTTP authentication to the Squid proxy server.

Jakarta Commons HttpClient

http://jakarta.apache.org/commons/httpclient/
An open-source Java HTTP client which provides support for the NTLM HTTP authentication scheme.

The GNU Crypto Project

http://www.gnu.or g/softwar e/gnu-crypto/
An open-source Java Cryptography Extension provider supplying an implementation of the MD4 message-
digest algorithm.

RFC 1320 - The MD4 Message-Digest Algorithm

http: //www.ietf.org/rfc/rfc1320.txt
Specification and reference implementation for the MD4 digest (used to calculate the NTLM password
hash).

RFC 1321 - The MD5 Message-Digest Algorithm
http: /mwww.ietf.org/rfc/rfc1321.txt
Specification and reference implementation for the MD5 digest (used to calculate the NTLM2 session

response).

RFC 2104 - HMAC: Keyed-Hashing for M essage Authentication

http://www.ietf.org/rfc/rfc2104.txt
Specification and reference implementation for the HMAC-MDS5 algorithm (used in the calculation of the
NTLMv2/LMvV2 responses).

How to Enable NTLM 2 Authentication
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http://support.microsoft.com/default.aspx?scid= KB; en-us,; 239869
Describes how to enable negotiation of NTLMv2 authentication and enforce NTLM security flags.

Appendix A: Java Implementation of the Type 3 Response
Calculations

Listed below is an annotated sample implementation of the various Type 3 response calculationsin Java. This
example requires a JCE provider implementing the MD4 message-digest algorithm; the author recommends GNU
Crypto, available at http://www.gnu.org/software/gnu-crypto/.

I mport java.security. Key;
I nport java.security. MessageDi gest;

I nport javax.crypto. G pher;

I nport javax. crypto. spec. Secr et KeySpec;

/**

* Cal cul ates the various Type 3 responses.
*/

public class Responses {

/**

* Cal cul ates the LM Response for the given challenge, using the
speci fi ed
* password.

@ar am password The user's password.
@ar am chal | enge The Type 2 challenge fromthe server.

@eturn The LM Response.
/
public static byte[] getLMResponse(String password, byte[] chall enge)
throws Exception {
byte[] | nmHash = | nHash(password);

return | nResponse(| nHash, chall enge);

L . S T

}

/**

* Cal cul ates the NTLM Response for the given challenge, using the

* specified password.
*

* @param password The user's password.
* @aram chal |l enge The Type 2 chall enge fromthe server.
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*

* @eturn The NTLM Response.
*/
public static byte[] get NTLMResponse(String password, byte[] chall enge)
throws Exception {
byte[] ntlnHash = ntl nHash(password);
return | nResponse(ntl mHash, chall enge);

}

/**

* Cal cul ates the NTLM/2 Response for the given challenge, using the
* specified authentication target, usernane, password, target
I nformati on

* bl ock, and client challenge.

*

* @aramtarget The authentication target (i.e., domain).

* @param user The usernane.

* @param password The user's password.

* @aramtargetInformati on The target information block fromthe Type
2

* nmessage.

* @param chal | enge The Type 2 challenge fromthe server.

* @aramclientChall enge The random 8-byte client chall enge.

*

* @eturn The NTLM/2 Response.

*

/
public static byte[] get NTLM/2Response(String target, String user,
String password, byte[] targetlInformation, byte[] chall enge,
byte[] clientChallenge) throws Exception {
byte[] ntlnm/2Hash = ntl nv2Hash(target, user, password);
byte[] blob = createBl ob(targetlnformation, clientChallenge);
return [ mv2Response(ntl mv2Hash, bl ob, chal |l enge);

}
/**
* Cal cul ates the LM/2 Response for the given challenge, using the
* specified authentication target, usernane, password, and client
* chal | enge.
*
* @param target The authentication target (i.e., domain).
* @aram user The usernane.
* @param password The user's password.
* @aram chal l enge The Type 2 chall enge fromthe server.
* @aram clientChall enge The random 8-byte client chall enge.
*
*

@eturn The LM/2 Response.
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*/
public static byte[] getLM/2Response(String target, String user
String password, byte[] challenge, byte[] clientChallenge)
t hrows Exception {
byte[] ntlnm/2Hash = ntl nv2Hash(target, user, password);

return | mv2Response(ntl mv2Hash, clientChall enge, challenge);

}

/**

* Calcul ates the NTLM2 Session Response for the given chall enge,
usi ng the

* specified password and client challenge.

* @aram password The user's password.

* @param chal | enge The Type 2 challenge fromthe server.

* @aramclientChall enge The random 8-byte client chall enge.

*

* @eturn The NTLM2 Session Response. This is placed in the NTLM

* response field of the Type 3 nessage; the LM response field contains
* the client challenge, null-padded to 24 bytes.

*/

public static byte[] get NTLM2Sessi onResponse(String password,
byte[] challenge, byte[] clientChallenge) throws Exception {
byte[] ntlnHash = ntl nHash(password);
MessageDi gest md5 = MessageDi gest. getl nstance(" VD5");
nd5. updat e( chal | enge) ;
md5. updat e( cl i ent Chal | enge) ;
byt e[] sessionHash = new byte[ 8];
System arraycopy(nd5. di gest(), 0, sessionHash, 0, 8);
return | mResponse(ntl nHash, sessionHash);

}

/**

* Creates the LM Hash of the user's password.

*

@ar am password The password.

of the LM Response.
/
private static byte[] InmHash(String password) throws Exception {

byt e[] oenPassword = password.toUpper Case().getBytes("US-ASCI|");
Int length = Mat h. m n(oenPassword. | ength, 14);

byte[] keyBytes = new byte[ 14];

System arraycopy(oenPassword, 0O, keyBytes, 0, |ength);

Key | owKey = creat eDESKey( keyBytes, 0);

Key hi ghKey = creat eDESKey(keyBytes, 7);

*
*
* @eturn The LM Hash of the given password, used in the cal cul ation
*
*
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byte[] magi cConstant = "KGS! @$% . getBytes("US-ASCI|");
C pher des = Cipher. getlnstance("DES/ ECB/ NoPaddi ng");
des.init (G pher. ENCRYPT _MODE, | owKey);

byte[] | owHash = des. doFi nal (magi cConst ant);
des.init (G pher. ENCRYPT _MODE, hi ghKey);

byt e[] hi ghHash = des. doFi nal (magi cConst ant) ;

byte[] | nmHash = new byte[ 16];

System arraycopy(l owHash, 0, |nHash, 0, 8);

System arraycopy( hi ghHash, 0, | nHash, 8, 8);

return | mHash;

}

/**

* Creates the NILM Hash of the user's password.

*

@ar am password The password.

of the NTLM Response and the NTLM/2 and LM/2 Hashes.
/
private static byte[] ntlnHash(String password) throws Exception {
byt e[] uni codePassword = password. get Byt es
("Uni codeLittl eUnmar ked");
MessageDi gest nmd4 = MessageDi gest. getl nstance("Vb4");
return nd4. di gest (uni codePassword) ;

*
*
* @eturn The NTLM Hash of the given password, used in the cal cul ation
*
*

}

/**

* Creates the NTLM/2 Hash of the user's password.

*

@aram target The authentication target (i.e., domain).
@ar am user The user nane.

@ar am password The password.

* % * X

* @eturn The NTLM/2 Hash, used in the calculation of the NTLM/2
* and LM/2 Responses.
*/
private static byte[] ntlnm2Hash(String target, String user,
String password) throws Exception {
byte[] ntlnmHash = ntl nHash(password);

String identity = user.toUpperCase() + target.toUpperCase();
return hmacMD5(i dentity. get Bytes("Uni codeLittl| eUnmarked"),

nt | mHash) ;
}

/**

* Creates the LM Response fromthe given hash and Type 2 chall enge.
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*

* @param hash The LM or NTLM Hash.

* @param chal | enge The server challenge fromthe Type 2 nessage.

*

* @eturn The response (either LMor NTLM depending on the provided
* hash).

*/

private static byte[] | nResponse(byte[] hash, byte[] challenge)
throws Exception {

byte[] keyBytes = new byte[21];
System arraycopy(hash, 0, keyBytes, 0, 16);
Key | owKey = creat eDESKey(keyBytes, 0);
Key m ddl eKey = creat eDESKey(keyBytes, 7);
Key hi ghKey = creat eDESKey( keyBytes, 14);
C pher des = G pher.getlnstance("DES/ ECB/ NoPaddi ng");
des.init (G pher. ENCRYPT _MODE, | owKey);
byte[] | owResponse = des. doFi nal (chal | enge);
des.init(C pher. ENCRYPT_MODE, mi ddl eKey);
byte[] m ddl eResponse = des. doFi nal (chal | enge);
des.init(C pher. ENCRYPT_MODE, hi ghKey);
byte[] hi ghResponse = des. doFi nal (chal | enge);
byte[] | mResponse = new byt e[ 24];
System arraycopy(l owResponse, 0, | nResponse, 0, 8);
System arraycopy(m ddl eResponse, 0, | nResponse, 8, 8);
System arraycopy( hi ghResponse, 0, | nResponse, 16, 8);
return | mnResponse;

}

/**

* Creates the LM/2 Response fromthe given hash, client data, and
* Type 2 chall enge.

@ar am hash The NTLM/2 Hash.
@aramclientData The client data (blob or client challenge).
@ar am chal | enge The server challenge fromthe Type 2 nessage.

@eturn The response (either NTLM/2 or LM/2, depending on the
client data).
/
private static byte[] | mv2Response(byte[] hash, byte[] clientData,
byte[] challenge) throws Exception {
byte[] data = new byte[challenge.l ength + clientData.length];
System arraycopy(chal |l enge, 0, data, 0, challenge.length);
System arraycopy(clientData, 0O, data, challenge. |l ength,
clientData.length);
byte[] mac = hnmacMD5(data, hash);

L N S R .
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byte[] | mv2Response = new byte[mac.l ength + clientData.length];

System arraycopy(nmac, 0, |nv2Response, 0, nac.!|ength);

System arraycopy(clientData, 0, |Inm2Response, nac. | ength,
clientData.length);

return | nv2Response;

}

/**

* Creates the NTLM/2 blob fromthe given target information bl ock and

* client challenge.
*

* @aramtargetlnformati on The target information block fromthe Type

2
* nmessage.
* @aramclientChall enge The random 8-byte client chall enge.
* @eturn The blob, used in the calculation of the NTLM/2 Response.
*/
private static byte[] createBlob(byte[] targetlnformation,
byte[] clientChallenge) {
byte[] bl obSignature = new byte[] {
(byte) 0x01, (byte) 0x01, (byte) 0x00, (byte) 0x00
b
byte[] reserved = new byte[] {
(byte) 0x00, (byte) 0x00, (byte) 0x00, (byte) 0x00
3
byte[] unknownl = new byte[] {
(byte) 0x00, (byte) 0x00, (byte) 0x00, (byte) 0xO00
1
byte[] unknown2 = new byte[] {
(byte) 0x00, (byte) 0x00, (byte) 0x00, (byte) 0xO00
b
long time = SystemcurrentTimeMI1lis();
time += 116444736000001; // mlliseconds fromJanuary 1, 1601 ->
epoch.

time *= 10000; // tenths of a m crosecond.
/1l convert to little-endian byte array.
byte[] timestanp = new byte[8];
for (int i =0; I <8; i++) {
timestanp[i] = (byte) tineg;
time >>>= 8;
}
byte[] blob = new byte[bl obSi gnature.length + reserved.|length +
timestanp.length + clientChallenge.length +
unknownl. |l ength + targetlnformation.length +
unknown?2. | engt h] ;
int offset = 0;
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System arraycopy(bl obSi gnature, 0, blob, offset, bl obSignature.

| engt h);
of fset += bl obSi gnature. | ength;
System arraycopy(reserved, 0, blob, offset, reserved.|ength);
of fset += reserved. | ength;
System arraycopy(tinestanp, 0, blob, offset, tinmestanp.|ength);
of fset += tinmestanp.|ength;
System arraycopy(client Chal |l enge, 0, blob, offset,
clientChal l enge. | ength);
of fset += clientChallenge.!|ength;
System arraycopy(unknownl, 0O, blob, offset, unknownl.|ength);
of fset += unknownl. | engt h;
System arraycopy(targetInformation, 0, blob, offset,
targetlnformation.|ength);
of fset += targetlnformation.!|ength;
System arraycopy(unknown2, 0O, blob, offset, unknown2.|ength);
return bl ob;
}
/**

* Cal cul ates the HVAC- MD5 hash of the given data using the specified
* hashi ng key.

*

* @param data The data for which the hash will be cal cul at ed.
* @param key The hashi ng key.
*
* @eturn The HVAC- MD5 hash of the given data.
*/
private static byte[] hmacMD5(byte[] data, byte[] key) throws
Exception {
byte[] 1 pad new byt e[ 64] ;

byte[] opad new byt e[ 64] ;
for (int i =0; i < 64; i++) {

i pad[i] = (byte) 0x36;
opad[i] = (byte) Oxb5c;
}
for (int i = key.length - 1; i >=0; i--) {
ipad[i] ~= key[i];
opad[i] "= key[i];
}

byte[] content = new byte[data.length + 64];

System arraycopy(i pad, 0, content, 0, 64);

System arraycopy(data, 0O, content, 64, data.length);
MessageDi gest md5 = MessageDi gest. getl nstance(" VD5");
data = nd5. di gest (content);

content = new byte[data.length + 64];

System arraycopy(opad, 0, content, 0, 64);
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System arraycopy(data, 0O, content, 64, data.length);
return nd5. di gest(content);

}

/**

* Creates a DES encryption key fromthe given key material .

@aram bytes A byte array containing the DES key materi al .
@aram of fset The offset in the given byte array at which
the 7-byte key material starts.

@eturn A DES encryption key created fromthe key nmateri al
starting at the specified offset in the given byte array.
/
private static Key createDESKey(byte[] bytes, int offset) {
byte[] keyBytes = new byte[7];
System arraycopy(bytes, offset, keyBytes, 0, 7);
byte[] material = new byte[8];
mat eri al [ 0] keyByt es[ 0] ;

b S R .

materi al [ 1] (byte) (keyBytes[0] << 7 | (keyBytes[1l] & Oxff)
D material [2] = (byte) (keyBytes[1l] << 6 | (keyBytes[2] & Oxff)
o material [3] = (byte) (keyBytes[2] << 5| (keyBytes[3] & Oxff)
) material [4] = (byte) (keyBytes[3] << 4 | (keyBytes[4] & Oxff)
o material [5] = (byte) (keyBytes[4] << 3 | (keyBytes[5] & Oxff)
5;’ material [6] = (byte) (keyBytes[5] << 2 | (keyBytes[6] & Oxff)
6);

material [7] = (byte) (keyBytes[6] << 1);
oddParity(material);
return new Secret KeySpec(material, "DES");

}

/**

* Applies odd parity to the given byte array.

*

* @param bytes The data whose parity bits are to be adjusted for

* odd parity.
*/
private static void oddParity(byte[] bytes) {
for (int 1 =0; I < bytes.length; i++) {
byte b = bytes[i];

>>>

>>>

>>>

>>>

>>>

>>>

bool ean needsParity = (((b >>> 7) ~ (b >>> 6) ~ (b >>> 5) »
(b >>> 4) ~ (b >>>3) N (b >>>2) A
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(b >>> 1)) & 0x01) == 0;
I f (needsParity) {
bytes[i] |= (byte) 0x01;
} else {
bytes[i] &= (byte) Oxfe;
}
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