Packet Testing Tools

By Dan Dirks
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Engage packet builder is a scriptable
packet builder for Windows

Freeware
Found at www.engagesecurity.com

Uses WinPcap 2.3(included on the
download package)

Very versatile and its use is mostly
intuitive
Example scripts are included

CAUTION:

WinPcap is a popular Open Source Windows
packet library used in many network tools including
Ethereal. The current version of WinPcap is 3.1.
Unfortunately Packet Builder is not compatible with
version 3.1. WinPcap 3.1 is currently installed on
the PC it must be unistalled before installing Packet
Builder with WinPcap 2.3

Packet builder comes with very little documentation;
a handful of sample scripts and a forum on the
webpage.


http://www.engagesecurity.com/

Test set up

e Using packet Builder
to test a router or
firewall IDS or ACL

L—_’ — ‘:’  Requires two PCs.

nnnnn = The setup may be

e modified without the
router to run PC to
PC.



Opening Screen

e The left side contains
_— the network interface,

File Modules Managers Options Language Help

e — Ethernet and IP

UDF ICMP
[[1 Rieahek ATLE130/21 0 Famiy Fast Ethemet M ] [Inf]

[
Sequence : IEI Acknowledge : [0
b Set as source [P [ Get as destination | < g O t I O n S
Specify data offset 0 %5 [bytes
[ Ethernet | R o l_ (bytes] u

Specify destination [MAC] [] I [ Flags ]
[URG | [ ack | [ PsH | [ RST | [ svM | [ AN |
Specify source [MaC] [ IUEUUJESEHM

——= 27| « The right side

Source [P ID.D.D.D Part : I IU [ Specify TCP checksum

DestinationIP:SDIECify —— l;’: 4'; [ D:rt:mjme O | (] C O n tai n S th e p aC ket

=l
Type of zervice : IHoutine ~
Specify total length [ Iam_ ty p e ta b S T C P U D P
Specify identification [] IU_ LI !

Fragmentation: DF : [0 May Fragment = an d I ‘ M P
MF: |0 Last Fragment = [ Commands ] u

Mb of packets : |1 = Packe type : - SEMD
Offset: [0 x8  TIL: 18] fpactes S PecketbperTCR

-
Pratocal IB.TCP 3: [ Script | . I ' l
Specity checksumn [ IU I B e O O rI g
Ll -

contains the ScCript

options.




Choose the Interface

* |f the NIC is up the
- program will

B3 (EEHNE RS2

L]
SR automatically sense
[[1 Reallek RTLAT33/810x Fanily Fast Ethernet N.7] [Inf

Sequence : ID Acknowledge : |0

Specify data offset [] ID_ %5 [bytes)

sl — () (st (psi) (s ) (o) () the hardware and the

Specify source [MAC) [] IDSDMBSB?S‘V—\

‘Windaow : ID Urgent : ID
IR ( :
Source P ID.D.D.U Pait - I ID [ Specify TCP checksum M A .
Destination IP ; I Fart : I‘I [ Data |

From file (] I E]
Specify header size [] IS_ # 4 [bytes]

ot i — 3 “| « Butyou still have to

Specify total lenath [ |4D
Specify identification [] IU LI

== choose the NIC card

MF: |0 Last Fragment [ Commands ]
Mb of packets : |1 = Packettype: |TCP = SEMD
Ofset: [0 w8 TTL: [l28] P I vP =

L EEEE from the pulldown

Specity checksum [ ID I [3

menu

b4 Set as source P [ Set as destination IP




Input the target IP address

_‘-'_" Engage Packet builder

File Modules Managers Options Language Help

=101

=RBE AR R 32

Network interface :
[ Fiealtek FITLE139/210x Family Fast Ethemet N 7|
[ Set as zource IP

[ Set as destination P

[ Ethemet ]

Specify destination [MAC) [] I
Specify source [MAC) [ IUBUUdESEHM

rLIR]

Source [P IW Part : IT_
Destination P IW Port : IT_
Specify header size [] IS_ %4 [bytes|
Type of service : Im
Specify total length [] |4E|_
Specify identification [] ID_
Fragmentation: DF : IW
MF: |0 Last Fragment 'l
Ofiset: [0 w8 TTL: 18]
Protocal : Im
Specify checksum [] IU_

e | we | e |

Sequence: |0 Acknowledge : ID

Specify data offset [] ID_ %5 [bytes)

[ Flags ]
([UHG][AEK][PSH][HST][SYN][ FIM ]‘

Window IEI Urgent : IEI

ID [ Specify TCP checksum

[ Data ]
From file [] | E]
[
-]
[ Commands ]
Mb of packets : |1 _l; Packet ype ITEP vl
[ Scrpt |
| o

Status @ | Ready.

o Atarget IP address is
required, the port
number may need to
be specified
depending upon the
packet type you want

« All other IP options
may remain as default



i" Engage Packet builder

Build the packet

File Modules Managers Options Language Help

I [ 3

SEBEHi 2 s 2

Metwork interface :

[[1: Frealtek RTLE133/510x Famiy Fast Ethemet N ¥ | @
[ Set as source IP [] Set as destination I

[ Ethemet ]

Specily destination [MAC] [] I
Specify zource [MAC) [ IDSUD4BBBT34A
rLIR]

Source [P : IW Pait : I'I_
Destination |P : IW Pait : |1_
Specify header size [] |5_ # 4 [bytes]
Type of gervice : Im
Specify total length [ lm—
Specify identification [] ID_

Fragmentation: DF : IU :May Fragment =
MF : IU : Last Fragment =

Offset: |0 8  TTL: |1 28 33
Pratocol: |6: TCP 3:
Specify checksun [ [0

TCP | UDP

Sequence: |0

Specify data offset [] ID_ %5 [bytes]

| eMP |

Acknowledge : |0

[ Flags ]
([UHG][AEK][PSH][HST][

seM | [ FIN ]‘

Windov : IEI

ID [ Specify TCP checksum

Urgent : |0

[ Data ]
From file [] | E]
=
/|
[ Commands |
Mb of packets : |1 _|; Packet type : ITCF‘ -
[ Scipt ]

(o) [ RunscRipT

Status | | Ready.

 Choose the type by
clicking the one of the
tabs

« Build the packet by
choosing the options

* Once the packet is built,
click send. Notice that
you can choose the
number of packets to
send.



OR you can run a script

Engage Packet builder =10l
File Modules Managers Options Language Help
R BEEHE RS 7
g -1 =1 =1 | « Hitthe ellipses button
1: Realek RTLE135/810x Family Fast Ethemet M =
I [ Set as source 1P [ Set a= destinalinrﬁ' SCRPREC | ESEERA |
[ Ethemet | Specify data offset [] ID_ %5 [bytes)

e l_lnsww D) 0 (D) (D) ) (| tO brlng u p the SCrlpt

‘Window : |0 Urgent:ID
rLIP ]

R I—D.D.D.U Part: 1 IU [ Specify TCP checksum d I re Cto ry

Destination |P : I‘ID 0112 Part: |1 [ Data ]
From file [] I E]

Specify header size [] IS_ w4 [bytes]
Type of service : m
Specify total length [] |4D—
Specify identification [ ID_ LI
Fragmentation : DF: IW
MF ID. Last Fragment Vl | Cornmands |
Offsst: [0 48 TIL: [1285] {Nh of paskeets 1
Protocal : Iﬁ | Script ]
Specify checksum [] ID_ ’7| [3

= Packet type - ITCP 'l -

Status ; | Ready,




Choose the script you want

ngage Packet builder ;lglil

File Modules Managers Options Language Help
Browse for script 2|

e Sornm e Let’s choose the

ﬂCDnnexlon v0.2.rsb biwledge : IU

3Example - Dynamic dialog w0.1.rsb

ICMP echo request
A simple ping test

File narne: I j | Open I
[

Files of type: IHafaIeScriptBuwlder[".rsb] Cancel /l
%
e L T

Protocal: |6: TCP 3: [ Seript |
Specify checksum [] ID ’7| [3 RUM SCRIPT

Status : |Ready.




Ready to send the script

¥ Engage Packet builder =10 x|

File Modules Managers Options Language Help

S0B5 a3 9  We are ready to run the

Network interface : @ TCP I UDP ICMP |
[1" Reahek ATLE133/810 Famiy Fast Ethernet N =] 1]

[ Set a3 source IP [ 5et as dastination P Tope: IE— Code: ID_ S C rl pt y h OWeve r y P aC ket
[ Ethernet ] ICMP Msq: IEcho Request j

Speoy destinationMACI (1 [ Idertifer: [0 Sequence: [ B u i I d e r O n Iy tran S m itS .
g ooooo Ip:fooan Pa:fi

Specily saurce (MC) O [oeodeserans [ I Speciy ICMP checksun .
o « We need a way to see if
i the target host receives
gy e R the packets.

Spaciy total length [ |2B

Specty identiication [ [T = I
gyl =l e S0 before sending, set up

LT I the t t host to sh If
Dffzet; [0 ManD L::tLijzl% [NED;::::;:m Packe“”’e:lm e arge OS O S OWI

i ] the packets are received
L ]
Specify checkzum (1 |0 ID:\proiect\pacKet builder\E ngage Packet builder* [j RUM SCRIPT

1P

3

Status ¢ | Ready.




On the Target host

Microsoft Windows 2808 [Uersion 5.88.21951
(G Copyright 1785-200H0 Microsoft Corp.

C:xDocuments and Settings“AdministratorXnetstat 7

Displays protocol statistics and current TCPA/IP network connections.

METSTAT [-al [-el [-n] [-s]1 [-p proto]l [-r] [intervall

—a
—-e

—-n

interval

Displays all connections and listening ports.

Displays Ethernet statistics. This may he comhined with the —s
option.

Displays addresses and port numbers in numerical form.

Shows connections for the protocol specified by proto: proto
may be TCP or UDF. If used with the —s option to display
per—protocol statistics. proto may bhe TCP, UDP,. or IP.
Displays the routing table.

Displays per—protocol statistics. By default, statistics are
shown for TCP,. UDP and IP; the —p option may be used to specify
a subzet of the default.

Redisplays selected statistics,. pausing interval seconds
bhetween each display. Press CTRL+C to stop redisplavying
statistics. If omitted. netstat will print the current
configuration information once.

C:Documents and Settings“Administrator>

Open a command
prompt

Use the ‘netstat’
command with the
—s and —p ICMP
parameters



netstat

C:sDocuments and Settings“AdministratorXnetstat —-s —-p icmp

ICHP Statistics

Received

2]
=
ot

[ ]

The —s parameter
show the statistics

e The —p ICMP
parameter filters
out all but ICMP
stats

e Currently shows O
packets sent, O
packets received

Messages

Errors

Destination Unreachahle
Time Exceeded
Parameter Prohlems
Source Quenches
Redirects

Echos

Echo Replies
Timestamps

Timestamp Replies
Address Masks
Address Mazk Replies

ARIERIEREDDEEE D
ORI mDRD@ERE @

C:xDocuments and Settingz“Adminiztrator>




Run the script from the attack PC

ngage Packet builder

File Modules Managers Options Language Help

=10

=2 -2 AR A

Metwork interfacs :
[ Fizalek FTLE1 20721 Faniy Fast Ethemet N | (n]
[ Set as source IP [ Set as destination IP

| Ethernet ]

Specify destination [MALC] []
Specily source [MAC] [ [020046967344,

fLIP]

Destination IP : ITU.D.HZ Fort: |1

Type of zervice : IFloulme 'l

Specify total length [ |4D

Source [P [0.0.0.0 Part: |1 | 0 [ Specify TCP checksum
I i

1 Done !
Specily header size [] |5_ # 4 [bytes) A

TCP | wr | eme |

Sequence : ID Acknowledge ID

Specify data offsst [] ID_ %5 [bytes)

[ Flags ]
([UHG][ACK][PSH][HST][SYN][ FIN ]‘

“window ; ID Urgent : ID

Specify identification [ IEI_
Fragmentation: DF : ID: tday Fragment 'I
MF: [0: Cast Fragment =]

ofiset: [0 w8 TTL: [255
Protocal : lﬁ

Specify checksum [] IU_

| -
[ Commands ]

Mb of packets : |1 _lj Packet type : ITCF‘ 'l
[ Script ]

ID: ‘project\packet builder\Engage Packet builder* E] RUM SCRIPT

Status ;| Done !

e Click the Run Script
button

 The form grays out
and a done text box
appears when the
packets are sent

e Click OK



Back to the target host

C:~Documents and Settings“AdministratorXnetstat —s —p icmp

ICHP Statistics

Received s
Meszages A A
Errors ] ] * Run the netstat
Desztination Unreachable a a
Time Exceeded a a —S —p ICMP
Parameter Problems a a .
Source Quenches a a Command aga|n
Ee?irects g g
chos
Echo Replies o o « Compare to the
Timeztamps A A H .
Timestamp Replies a a pl’eVIOUS StatS
Address Masks a a
Address Mazk Replies a a ° 3 messages
C:sDocuments and Settingsz“Administratornetstat —= —p icmp I’ecelved
ICHP Statistics
: e 3errors
Received
Messages recorded

Errors

Deztination Unreachabhle
Time Exceeded
Parameter Problems
Source Quenches
Redirects

Echos=

Echo Replies
Timestamps

Timeztamp Replies
Address Masks
Address Maszk Replies

e The ‘ping’ failed,
but why?

s
a
a
a
a
a
a
a
a
a
a
a
a
a

DEDEEHEDEEE W

C:sDocuments and Settings~Administratori_




Launch Ethereal

 To examine the packets being
received, use Ethereal on the

Target PC, another freeware

e www.ethereal.com

 We need to capture packets
received by the target when we
run the script again



Select the Interface

e To capture the
packets; select
‘Capture’, then select
‘Interfaces’




Start the cature

@ The Ethereal Networ

Eil @ Ethereal: Capture Interfaces - |EI|1| -
E Description P Packets Packets/s Stop & EI E {:& {“}2 . ( : I C t e C a p t u re
Generic dialup adapter unknown 2 0 Capture | Prepare | Details
Coptre| prepare pesas |

Filt
~ Intel{R) PROS100 WE Network Connection 10.0.1.12 16 1 Capture | Prepare | Details -
|: Immediately skart & capture from this interface: u tt O I l a O n g S I ‘ t ‘

d Device: \Device|\NPF_{361951B6-5165-44FF-A475-
AGLAEITATAIT,

Descripkion: Intel{R) PROS00 VE MNetwork Connection h -
ethernet interrace




Capture running

— * With the capture now
S “l="="""  running, return to the
= attack PC and run the

script again.
= I = » When the script run
completes, return to

Ethereal on the target
PC and click stop




Ethereal capture screen

@ {Untitled) - Ethereal ;Iilll

Fle Edit Yew Go Capture Analyze Statistics Help

B &8 FEH xRS Re»2FLEEIQQAF @HHE X ©
M| ¥ | Expression... | Clear | Apply

Na. ﬂ

3 odlo i_MP cho (ping) reguest
54 70, 10.0.2.10 L0.1. IcMP  Echo (ping) regues
55 70.299%01 10,0.2.10 L0.1. IcMP  Echo (ping) reguest
56 70.300502 10,0.2.10 L0.1. IcMP  Echo (ping) reguest
57 70.301076 10.0.2.10 L0.1. IcMp Echo (ping) request
1 0.000000 Cisco_c7:ae:dl spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
3 2.003741 Cisco_c7:ae:81 spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
4 4.003423 Cisco_c7:ae:dl spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
5 6.006214 Cisco_c7:ae:8l spanning-tree-{for STP Conf. RooOT = 32768/00:d0:ha:c7:ae:85 Cost = O Port = OxB00d
7 8.009026 Cisco_c7:ae:81 spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
8 10.011828 Cisco_c7:ae:81 spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
10 12.014656 Cisco_c7:ae:8l spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
11 14.017493 Cisco_c7:ae:8l spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
12 16.020241 Cisco_c7:ae:8l spanning-tree-(for sTP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d :j

H Frame 53 (60 hytes on wire, 60 bytes captured)

 Ethernet II, src: Cisco_8f:d0:a8 (00:14:658:8F:cd0:a8), Dst: Intel_bS:dé:29 (00:07:e0:h5:d6:29)
H Internet Protocol, src: 10.0.2.10 ¢10.0.2.10), Dst: 10.0.1.12 ¢10.0.1.12)

@ Internet Control Message Protocol

0000 00 07 e9 bS o6 29 00 14 6% 8F d0 a8 08 00 45 00 ..... Joo T E.
0010 00 1c 00 09 00 00 fc 01 a7 c2 0a 00 02 0a 0a 00 ..vvvvvn viiunnnn
0020 01 Oc 08 00 19 3e 03 00 01 00 00 00 00 Q0 00 00  ..... Faoe eeieaaan

0030 00 00 00 00 00 00 00 00 00 00 00 00

[File: "CADOCUME~1\ADMINI~1\LOC [P: 59 D: 53 M; 0 Drops: O

§ﬂ5tart| J :ﬂ [e lﬁ;] Bﬂ |J %routerl-HyperTer... F:lscreens

| Eciwinrisystems... | Flurtied -Part @ Untitled) - Ether... | T-BE B 420em

When you stop the
capture, the packets
captured are listed

Click the ‘Protocol’
column to sort the list

Select the first ICMP
packet listed (dark blue
line)

Notice the middle
window below the list

Notice the 4 items
listed in the middle
window (Frame,
Ethernet II, Internet
Protocol, and Internet
Control Message
Protocol)and the plus
icon to the left of each
item



Examine the first ICMP packet

{@ (Untitled) - Ethereal =1

File Edit Yiew Go Capture Analyze Statistics Help

= il @ CEx®E RenoFL[EEQQATEYE X O
M| ~ | Expression,.. | Clear | Apply

Protocol - | Info ﬂ

Ma, Tirne: Source Diestination

1.
1

o @ .01, EC
70.299317 10.0.2 .0.1.12 Echo (ping) reguest
55 70.299901 10.0.2.10 10.0.1.12 ICMP  Echo (ping) request
56 70.300502 10.0.2.10 10.0.1.12 ICMP  Echo (ping) request
57 70.30107% 10.0.2.10 10.0.1.12 IcMP Echo (ping) reguest
1 0.000000 Cisco_c7:ae:Bl Spanning-tree-(for STP Conf. Root = 32768/00:d0:ba:c7:ae:83 Cost = 0 Port = 0xB00d
3 2.003741 cCisco_c7:ae:fl Spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
4 4.003423 Cisco_c7:ae:dl Spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
5 6.006214 Cisco_c7rae:dl Spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
7 B.000026 Cisco_c7:ae:8l Spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = Ox800d
B 10.011828 Cisco_c7:ae:&l spanning-tree-(for sTP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = Ox800d
10 12. 014656 Cisco_c7:ae:B8l Spanning-tree-(for STP Conf. Root = 32768/00:d0:ba:c7:ae:83 Cost = 0 Port = 0xB00d
11 14.017493 Cisco_c7:ae:8l Spanning-tree-(for STP Conf. Root = 32768/00:d0:ha:c7:ae:85 Cost = 0 Port = 0x800d
12 16.020241 Cisco_c7:ae:81 spanning-tree-(for sTP Conf. Root = 32768/00:d0:ba:c7:ae:83 Cost = 0 Port = OxB00d |

Frame n wire, a0 k atured)
Arrival Time: oct 4, 2005 16:18:36.117654000
[Time delta from prewious packet: 0.200856000 seconds]

[Time since reference or first frame: 70.298762000 seconds]

Frame Humber: 53

Packet Length: &0 bytes

Capture Length: 60 bytes

[Protocols in frame: eth:ip:icmp:datal

M Ethernet II, src: Cisco_8F:d0:ad (00:14:69:8F:d0:a8), Dst: Intel_bi:d6:29 (00:07:e%9:h5:d6:29)
H Internet Protocol, Src: 10.0.2.10 (10.0.2.10), Dst: 10.0.1.12 (10.0.1.12)

M Internet Control Message Protocol

Frame (frame], 60 bytes ‘P: 59D: 59 M 0Drops: 0

iﬂstart”J :_ﬁ 9 Ll.f:] Ea |J %router 1-Hyp... | (F:iscreens | EC:IWINNT'l,syst...l @untitled-Paint ”@(Untitled)—E...

|<ﬁ$@&@5$ 422 PM

You can examine
the packet details
in the middle (hi-
lited yellow)
window by clicking
the plus icons on
the left

This shows the
details of the
packet frame

The errors seen by
Netstat don’t
appear to be in the
Frame.



Ethernet detalls

@ (untitled) - Ethereal =1

File Edit Yew Go Capture Analvze Statistics Help

B &l e FEH*>®ES Re»0TFL[EEB QAQRAFA @M

Filter: | j Expression. .. | Clear | Apply |
Protocol - | Info ﬂ L Th |S ShOWS

the Ethernet
cho [ping) reguest detalls (hl'

Mo, Tirmne Source Destination

0.200317

.0 Echo (ping) reguest
55 70.299901 L0.1.12 Echo (ping) reguest 1
56 70.300502 0.1.12 ICMP Echo Cping) reguest Ilted ye”OW

57 70.301076 L0.1.12 cMP Echo (ping) reguest
1 0.000000 Cisco_c7:ae:s8l1 Spanning-tree-{(for sSTP conf. Root = 32768/00:d0:bha:c7:ae:85 Cost = 0 Port = 0x300d ° The errors
3 2.003741 cCisco_c7:ae:s81 Spanning-tree-(for sTP conf. Root = 32768/00:d0:bha:c7:ae:85 Cost = 0 Port = 0x300d
4 4.003423 Cisco_c7:ae:s81 Spanning-tree-(for sTP conf. Root = 32768/00:d0:bha:c7:ae:85 Cost = 0 Port = 0x300d y
5 6.006214 (Cisco_c7:ae:81 spanning-tree-(for sTP conf. Root = 32768/00:d0:ba:c7:ae:85 Cost = 0 Port = 0x800d don t appear
7 8.009026 Cisco_cC7:ae:81 Spanning-tree-(for sTP conf. Root = 32768/00:d0:bha:c7:ae:85 Cost = 0 Port = 0x300d
8 10.011828 Cisco_c7:ae:B8l spanning-tree-(for sTF conf. Root = 32768/00:d0:ba:c7:ae:85 Cost = 0 Port = 0x800d here elther
10 12.014656 Cisco_c7:ae:81 Spanning-tree-(for sTP conf. Root = 32768/00:d0:bha:c7:ae:85 Cost = 0 Port = 0x300d
11 14.017493 Cisco_c7:ae:81 Spanning-tree-(for sTP conf. Root = 32768/00:d0:bha:c7:ae:85 Cost = 0 Port = 0x300d
12 16.020241 Cisco_c7:ae:81 spanning-tree-(for sTP conf. Root = 32768/00:d0:bha:c7:ae:85 Cost = 0 Port = 0x300d ﬂ
[ Frame 53 (&0 by‘tes an W'II"E 60 bytes captured)

Ethernet II, ! : Intel_h
Destination: Inte'l _h5:d6:29 (00:07:e9:h5: d6 29)
source: Cisco_8fF:d0:ad (00:14:69:8F:d0:asg)
Type: IP (0x08000)
Trailer: 000000000000000000000000000000000000
H Internet Protocol, Sre: 10.0.2.10 (10.0.2.103, Dst: 10.0.1.12 ¢10.0.1.12)
[H Internet Control Message Protocol

0 fc ol
0020 01 Oc 08 00 1% 3e 03 00 O1 00 00 . e
0020 00 00 00 00 00 00 00 00 00 00 QO OO L.,

Ethernet ({eth), 14 bytes |P: 59 D: 59 M: 0 Drops: 0

Eﬁstartl“ :__{j [e L"‘S] Eﬂ |J %router 1-Hyp... I JF:iscreens | WC:IWINNT'l,syst...l @untitled-Paint ”@(Untitled)—E... |<ﬂ£@'5@5g 4124 PM




IP Detalls

@ (Untitled) - Ethereal -3 ]

File Edit Yew Go Capture Analyze Statistics Help
S & & FHx®E ResoF 2 [HE QQAQ0 WMHEX

Bz | ~ | Expression... | Clear | Apply |

Ma. Time Source Destination Protocol - | Info d

J L0 2. 0.1, 10 (ping) reguest
70.2993517 L2, . ICMP  Echo (ping) reguest

[ Frame 53 (80 bytes on wire, &0 bytes captured)
H Ethernet II, src: Cisco_8F:do:asg (00:1

0:ad8), Dst: Intel_hS:d6:20 (00:07:e0:ho:d6:20)
: 10.0.1.12 ¢ L1.120

version: 4
Header Tength: 20 bytes
= Dbifferentiated services Field: 0x00 (DsCP Ox00: Default; ECN: Ox00)
0000 00.. = pifferentiated Services Codepoint: Default (Ox00)
.0. = ECW-Capable Transport (ECT): O
cev. «..0 = ECN-CE: O
Total Length: 28
Identification: 0x000% (9)
H Flags: Ox00
0... = Reserved bit: Mot set
.0.. = pon't fragment: MOT set
..0. = mMore fragments: Mot set
Fragment offset: O
Time to Tiwve: 252
Protocol: ICMP (Ox0l)
Header checksum: Oxa7c2 [correct]
source: 10.0.2.10 (10.0.2.10)
pestination: 10.0.1.12 (10.0.1.12)
[ Internet Control Message Protocol

o000 00 07 e9 b dé 2% 00 14 6% 8F d0 aB 08 00 F
0010 0T 1l a

0020 s 08 00 15 =2 03 00 01 00 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 00 00

t[nternet Protocal {ipl, 20 bytes |P: 59 D: 59 M: 0 Drops: 0

; start”J & = B |J &yrouter 1 - Hyp... | SuFdscreens | @ ciwamnmisyst...| Sjuntitied - Paint |I@(Untitled)—E... |G DEZgl zspm

This shows
the IP
details (hi-
lited
yellow)

And the IP
seems to
be error
free



ICMP Detall

{@ (untitled) - Ethereal o = |

SEeeY CRxPWE Res0F L [EE QQAQF FHEX ®

Eilter:| ¥ | Expression... | Clear | Apply

Mo, Time Source Destination Pratocol - | Info ﬂ

:
(=]

1
1
1
1 Echo {ping) reguest

10.0.2.10 10.0.1.12 Echo (ping) request

M Frame 53 (&0 bytes on wire, 60 bytes captured)
M Ethernet II, src: Cisco_8F:d0:a8 (00:14:69:58F:d0:a8), Dpst: Intel_h5:d6:29 (00:07:2%9:h5:d6:29)
M Internet Protocol, src: 10.0.2.10 (10.0.2.10), Dst: 10.0.1.12 (10.0.1.12)

Internet Control M ge Pro
Type: 8 (Echo (ping) reguest)
Code: 0

Checksum: 0x193e Hincorrect, should bhe 0xf3ff]|
Identifier: 0x0300
Sequence number: 0x0100

0000 00 07 &0 BS d6 20 00 14 &0 &F d0 a8 08 00 45 00 ..... T ... E.
0010 00 1c a7 €2 03 00 02 02 03 00 vevvven vevnnnnn
0020 01 Oc [ CET] [ 00 00 00 00 00 00 .. EEAEN......
0030 00 00 00 00 00 00 00 00 00 00 00 00 weveeens

IInternet Control Message Protocol (ic |P: 59D: 59 M: 0 Drops: 0

iﬁstartl J :__{j F-] tﬁ] Eﬂ |J %router 1 - Hyp... | Fiscreens I WC:'I,WINNT'I,syst...l @untitled-Paint ”@(Untitled)—E...

[ gl 427em

Ah Ha!

Packet Builder
Is sending the
wrong ICMP
checksum (hi-
lited yellow)
Well it's
freeware and
you get what
you pay for.
But is it the
program or the
script?



Back to the Attack PC

/l Rafale X script

/I Action : Turn off vulnerable modems

1

%name=ICMP Echo Request v0.2
%category=Test

%date=02/06/2002
%packetbuildermin=0.2
%description=Turn off vulnerable modems.
%description=(ex: Olitec SpeedCom)

/] Variables
$done=Done !
$packets=5

/I Do the stuff...
IPOFFSET=0
IPIDENT=9
IPTTL=255

ICMPTYPE=8
ICMPCODE=0
ICMPCHECKSUM=6462

delete this line

ICMPIDENT=768

ICMPSEQ=256
//ICMPDATA=+++ATHO
ICMPDATA=0x2B2B2B415448300D

IDisplay=Sending some ICMP packets in 2 seconds...

ISleep 2000
ISEND $packets ICMP
IDisplay=Packets sent.
ISleep 3000

IDisplay=$done
Imessagebox=$done

We can’t examine the
script from the Packet
Builder program

We have to find the file
in the Packet Builder
directory using explorer.

The scripts are text files
we can edit using
Notepad

Rather than put in the
correct checksum value
we can just delete the
variable from the script.

This allows Packet
Builder to calculate the
checksum on the fly for
each packet as it sends
it out.

Save and close the file.
Run the new script



New script results

C:\Documents and Settings\Administratorinetstat - —p icmp

ICHP Statistics

" 1‘*;%1”&{1 ent « After the new script
Fovor ; is run on the attack
Destination Unreachable @ PC we have

Time Exceeded
Parameter Problems

g successful pings
Source Quenches A

A

g

* Netstat on the target
host shows 5 echoes
received and 5 echo
replies sent

Redirects

Echo Replies ]

Tinestamps B
Timestamp Replies B
Address Masks B

B

§
]
B
i
i
i
B
i
i
b
i
i
i
Address Mask Replies B




CBAC lab revisited

access-list 100 deny ip 172.30.1.0 0.0.0.255 any

access-list 100 deny ip host 255.255.255.255 any
access-list 100 deny ip 127.0.0.0 0.255.255.255 any
access-list 100 permit ip any any

access-list 101 deny ip 10.0.1.0 0.0.0.255 any

access-list 101 permit icmp any 10.0.1.0 0.0.0.255 echo-reply
access-list 101 permit icmp any host 172.30.1.2 echo-reply

access-list 101 permit icmp any host 172.30.1.2 time-
exceeded

access-list 101 permit icmp any host 172.30.1.2 unreachable
access-list 101 permit eigrp any any

access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 172.16.0.0 0.15.255.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any
access-list 101 deny ip 127.0.0.0 0.255.255.255 any
access-list 101 deny ip host 255.255.255.255 any
access-list 101 deny ip host 0.0.0.0 any

access-list 101 deny ip any any log

Lab Activity: Configure Cisco IOS
Firewall CBAC

After the router was secured and all
the ACLs shown at the left applied to
their respective interfaces, the lab
instructed us to ping the RBB from the
student PC command prompt.

This failed until we added the following
line to the beginning of ACL 101.:

access-list 101 permit icmp any
10.0.1.0 0.0.0.255 echo-reply

Adding the line permitted us to ping,
but did it open a vulnerability in the
firewall? We had no way test this since
we had no way to generate echo
replies.

But we can now use Packet Builder to
build and send echo reply packets.



Edit the Packet Builder Script

/l Rafale X script

/I Action : Turn off vulnerable modems

1

%name=ICMP Echo Request v0.2
%category=Test

%date=02/06/2002
%packetbuildermin=0.2
%description=Turn off vulnerable modems.
%description=(ex: Olitec SpeedCom)

/] Variables
$done=Done !
$packets=1000

/I Do the stuff...
IPOFFSET=0
IPIDENT=9
IPTTL=255

ICMPTYPE=0
ICMPCODE=0

ICMPIDENT=768

ICMPSEQ=256
[/ICMPDATA=+++ATHO
ICMPDATA=0x2B2B2B415448300D

IDisplay=Sending some ICMP packets in 2 seconds...

ISleep 2000
ISEND $packets ICMP
IDisplay=Packets sent.
ISleep 3000

IDisplay=$done
Imessagebox=$done

Change the ICMPTYPE from 3 to 0. This
changes the packets we send from echo
requests to echo replies.

Increase the number of packets to 1000

Save and close the script



Reproduce the CBAC lab exercise

10S Firewall
WEB/FTF
POD 1 POD 2
172.30.1.0 : 172.30.2.0
2 2
2 2
10.01.0 10.0.2.0
WEE WEE
" s v
WEBIFTR WEBIFTR
INSIDE SERVER A IMSIDE SERVER

3
10.0.1.10 STUDENT PC 1 STUDENT PC 1 10.0.210
10.0.1.12 10.0.2.12

Standard lab setup

Pod 2 is left as default
configuration

Pod 1 router has the CBAC
configuration with the added
permit line in ACL 101 to allow
echo-replies through to PC1 host.
PC1 host is the target host.

DMZ 2 PC with Packet Builder
installed is the attack PC

Run the script to see if the packets
get through to PC 1



Target host hacked

C:“\Documents and Settings“dministrator>netstat -z -p icmp

ICMP Statistics

Echo replies received.:
iy g § 1005, all 1000
packets got through!

8
a
a
Parameter Problems a
Source Quenches a
Redirects a
Echos 18
Echo Replies 5
Timestanps 0]
Timestamp Replies 5]
Address Masks a
Address Mask Replies 5]

EE D AR
= o

C:“Documents and Settings“Administrator>netstat -z -p icmp

ICMP Statistics

Received
23

18
8
a
a
a
a
a
1
1
a
a
a
a

Messages

Errors

Destination Unreachahle
Time Exceeded
Parameter Prohlems
Source Quenches
Redirects

Echos

Echo Replies
Timestamps

Timestanmp Replies
Address Masks
Address Mask Replies

EBBEHABBEBEBE




Conclusions

When the added ACL line is removed and the script is run again the packets do not
get through.

The mistake in the lab, | believe, is to ask us to ping RBB from the host command
line. It is not wise to allow inside hosts to ping outside the protected network. The
ping should have been done from the Pod router (from hyper-terminal).

Could this vulnerability be used in a distributed denial of service attack? Distributed
Denial of Service attacks TFN (Tribe Flood Network), TFN2K, and Stacheldraht

(German for "barbed wire") all use echo-reply packet to coordinate and control their
attacks.

Packet Builder, when used with Ethereal, is a handy tool to test for security
vulnerabilities, unfortunately it's also a handy hacker tool to exploit those
vulnerabilities.
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