"

— ﬁtrﬂiﬂhﬁﬁ“"{#""{‘ W B
T i

=
e

Cisco SysTEmsS

2214
1197_05_2000_c2 © 2000, Cisco Systems, Inc. 1



IP Multicas
Session 2214

Cisco SvsTems

2214

1197_05_2000_c2 © 2000, Cisco Systems, Inc. 2



Other Related Presentations

Multicast Sessions
Session # Title
2214  Introduction to IP Multicast
2215 PIM Multicast Routing
2216 Deploying IP Multicast
2217 Advanced IP Multicast Routing

MBGP Related Sessions

Session # Title
2209 Deploying BGP

2214
1197_05_2000_c2 © 2000, Cisco Systems, Inc



Agenda

Why Multicast?

Multicast Addressing
Host-Router Signaling: IGMP
Multicast Distribution Trees
Multicast Forwarding
Multicast Routing Protocols




Unicast vs. Multicast

I Unicast

I Multicast



Presenter
Presentation Notes
Unicast transmission sends multiple copies of data, one copy for each receiver

Ex: host transmits 3 copies of data and network forwards each to 3 separate receivers

Ex: host can only send to one receiver at a time

Multicast transmission sends a single copy of data to multiple receivers

Ex: host transmits 1 copy of data and network replicates at last possible hop for each receiver, each packet exists only one time on any given network

Ex: host can send to multiple receivers simultaneously


Multicast Advantages

* Enhanced Efficiency: Controls network traffic and reduces server and CPU
loads

* Optimized Performance: Eliminates traffic redundancy

» Distributed Applications: Makes multipoint applications possible

Example: Audio Streaming
B Multicast All clients listening to the same 8 Kbps audio

B Unicast
0.8

0.6.-
Traffic

vbps O
0.2.

04
1 20 40 60 80 100

# Clients
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Multicast transmission affords many advantages over unicast transmission in a one-to-many or many-to-many environment

Enhanced Efficiency: available network bandwidth is utilized more efficiently since multiple streams of  data are replaced with a single transmission

Optimized Performance: less copies of data require forwarding and 	processing

Distributed Applications: multipoint applications will not be possible as demand and usage grows because unicast transmission will not scale

   Ex: traffic level and clients increase at a 1:1 rate with unicast transmission

   Ex: traffic level and clients do not increase at a greatly reduced rate with multicast transmission


2214

Multicast Disadvantages

Multicast Is UDP Based!!!

Best Effort Delivery: Drops are to be expected. Multicast applications
should not expect reliable delivery of data and should be designed accordingly.
Reliable Multicast is still an area for much research. Expect to see more
developments in this area.

No Congestion Avoidance: Lack of TCP windowing and “slow-start”
mechanisms can result in network congestion. If possible, Multicast
applications should attempt to detect and avoid congestion conditions.

Duplicates: Some multicast protocol mechanisms (e.g. Asserts, Registers
and SPT Transitions) result in the occasional generation of duplicate packets.
Multicast applications should be designed to expect occasional duplicate
packets.

Qut of Order Delivery : Some protocol mechanisms may also result in out
of order delivery of packets.
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Multicast Disadvantages

Most Multicast Applications are UDP based.  This results in some undesirable side-effects when compared to similar unicast, TCP applications.

Best Effort Delivery results in occasional packet drops.  Many multicast applications that operate in real-time (e.g. Video, Audio) can be impacted by these losses.  Also, requesting retransmission of the lost data at the application layer in these sort of real-time applications is not feasible.

Heavy drops on Voice applications result in jerky, missed speech patterns that can make the content unintelligable when the drop rate gets high enough.

Moderate to Heavy drops in Video is sometimes better tolerated by the human eye and appear as unusual “artifacts” on the picture.  However, some compression algorithms can be severally impacted by even low drop rates; causing the picture to become jerky or freeze for several seconds while the decompression algorithm recovers.

No Congestion Control can result in overall Network Degradation as the popularity of UDP based Multicast applications grow.

Duplicate packets can occasionally be generated as multicast network topologies change.

Applications should expect occasional duplicate packets to arrive and should be designed accordingly.


Apps that Benefit from IP Multicast

Multimedia

— Streaming media

—Training, corporate communications
— Conferencing—video/audio

Data warehousing
Financial applications

Any one-to-many data push
applications

2214
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Multicast Addressing

IP Multicast Group Addresses
— 224.0.0.0-239.255.255.255

— Class “D” Address Space
e High order bits of 1st Octet =“1110"

Reserved Link-local Addresses
— 224.0.0.0-224.0.0.255
— Transmitted with TTL =1

— Examples:
e 224.0.0.1
e 224.0.0.2
e 224.0.0.4
e 224.0.0.5
e 224.0.0.13

2214
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All systems on this subnet
All routers on this subnet
DVMRP routers

OSPF routers

PIMv2 Routers
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IANA Reserved Addresses�

   IANA is the responsible Authority for the assignment of reserved class D addresses.  Other interesting reserved addresses are:

	 224.0.0.2   - PIMv1   (ALL-ROUTERS - due to transport in IGMPv1)

	 224.0.0.5   - OSPF ALL ROUTERS 		(RFC1583)

	 224.0.0.6   - OSPF DESIGNATED ROUTERS 	(RFC1583)

	 224.0.0.9   - RIP2   Routers

	 224.0.0.13 - PIMv2

	 224.0.1.39 - CISCO-RP-ANNOUNCE		(Auto-RP)

	 224.0.1.40 - CISCO-RP-DISCOVERY		(Auto-RP) ��“ftp://ftp.isi.edu/in-notes/iana/assignments/multicast-addresses” is the authoritative source for reserved multicast addresses.

 

Additional Information 

   "Administratively Scoped IP Multicast", June 1997, has a good discussion on scoped addresses.  This document is available at:��       “draft-ietf-mboned-admin-ip-space-03.txt”




Multicast Addressing

Administratively Scoped Addresses

— 239.0.0.0-239.255.255.255

— Private address space
e Similar to RFC1918 unicast addresses
* Not used for global Internet traffic
e Used to limit “scope” of multicast traffic

« Same addresses may be in use at different locations for
different multicast sessions

— Examples
e Site-local scope: 239.253.0.0/16
e Organization-local scope: 239.192.0.0/14

2214
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IANA Reserved Addresses�

   IANA is the responsible Authority for the assignment of reserved class D addresses.  Other interesting reserved addresses are:

	 224.0.0.2   - PIMv1   (ALL-ROUTERS - due to transport in IGMPv1)

	 224.0.0.5   - OSPF ALL ROUTERS 		(RFC1583)

	 224.0.0.6   - OSPF DESIGNATED ROUTERS 	(RFC1583)

	 224.0.0.9   - RIP2   Routers

	 224.0.0.13 - PIMv2

	 224.0.1.39 - CISCO-RP-ANNOUNCE		(Auto-RP)

	 224.0.1.40 - CISCO-RP-DISCOVERY		(Auto-RP) ��“ftp://ftp.isi.edu/in-notes/iana/assignments/multicast-addresses” is the authoritative source for reserved multicast addresses.

 

Additional Information 

   "Administratively Scoped IP Multicast", June 1997, has a good discussion on scoped addresses.  This document is available at:��       “draft-ietf-mboned-admin-ip-space-03.txt”




Multicast Addressing

IP Multicast MAC Address Mapping
(FDDI and Ethernet)

32 Bits
28 Bits

239 255 0.1

-

01-00-5e- /1-00-01

25Bits _ 23Bits
48 Bits
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Ethernet & FDDI Multicast Addresses

   The low order bit (0x01) in the first octet indicates that this packet is a Layer 2 multicast packet.  Furthermore, the “0x01005e” prefix has been reserved for use in mapping L3 IPmc addresses into L2 MAC addresses.��When mapping L3 to L2 addresses, the low order 23 bits of the L3 IPmc address are mapped into the low order 23 bits of the IEEE mac address

L2/L3 Multicast Address Overlap

   Since there are 28 bits of unique address space for an IPmc address (32 minus the first 4 bits containing the 1110 Class D prefix) and there are only 23 bits plugged into the IEEE MAC address - there are 5 bits of overlap or 28-23 = 5.  2**5 = 32 therefore there is a 32:1 overlap of L3 addresses to L2 addresses - so beware several L3 addresses can map to the same L2 multicast address!

   For example, all of the following IPmc addresses map to the same L2 multicast of  01-00-5e-0a-00-01:

224.10.0.1, 225.10.0.1, 226.10.0.1, 227.10.0.1

228.10.0.1, 229.10.0.1, 230.10.0.1, 231.10.0.1

232.10.0.1, 233.10.0.1, 234.10.0.1, 235.10.0.1

236.10.0.1, 237.10.0.1, 238.10.0.1, 239.10.0.1

224.138.0.1, 225.138.0.1, 226.138.0.1, 227.138.0.1

228.138.0.1, 229.138.0.1, 230.138.0.1, 231.138.0.1

232.138.0.1, 233.138.0.1, 234.138.0.1, 235.138.0.1

236.138.0.1, 237.138.0.1, 238.138.0.1, 239.138.0.1


Multicast Addressing

IP Multicast MAC Address Mapping
(FDDI & Ethernet)

Be Aware of the 32:1 Address Overlap

32 - IP Multicast Addresses

224.1.1.1

224.129.1.1
225.1.1.1 1 - Multicast MAC Address

225.129.1.1 (FDDI and Ethernet)
' 0x0100.5E01.0101

238.1.1.1
238.129.1.1
239.1.1.1
239.129.1.1

2214
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Multicast Addressing

IP Multicast MAC Address Mapping
(Token RiIng)

A Layer 3 IPmc Address Maps to a single Token Ring
Functional Address or the all ones’ Broadcast address:

c0-00-00-04-00-00

(Shown in Token Ring, non-canonical format)

Results in high levels of unwanted

interrupts for non-interested Hosts

2214
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Token Ring MAC Addresses

   Because the bit order of bytes transmitted on Token-Ring are reversed, it is typical to see Token Ring MAC addresses written in their non-canonical form.  For example, when transposed to canonical (Ethernet) form, the “0xc000.0004.0000” MAC address in the above slide would be “0x0300.0020.0000”.

Token Ring Functional Addresses

   Token Ring Functional Addresses use a format of “0xc000.0004.xxxx” where the last 2 octets typically has at most, a single bit set. Many of the Functional Addresses are reserved for well-known Token-Ring MAC layer functions such as “Ring Error Monitor” and others. A bit in the 3rd Octet is used to signal that this is a Functional Address.  In fact, the “0x5e” (canonical form) in the 3rd Octet of a normal Ethernet multicast address has a bit pattern that would confuse Token Ring end stations into thinking that the address was a Functional Address.  ��Therefore, IP multicast address to L2 multicast address mapping cannot occur in Token Ring as it does in Ethernet.�

Impact on Token-Ring End Stations

   Mapping all multicast addresses into a single L2 address forces the the main CPU in end systems to perform filtering of wanted vs. unwanted multicast packets instead of being handled in hardware by the Token Ring NIC card. This creates significant performance issues on Token-Ring end systems when multicasting traffic is present on the ring.

   This is a very good reason, among many others, for users considering the Ethernet versus Token Ring debate to strongly consider Ethernet if MultiMedia Applications and IPmc is being deployed or planned.


Multicast Addressing

IP Multicast MAC Address Mapping
(Token RinQ)

Be Aware of the 268,435,200:1 Address Overlap

ALL 268,435,200 - IP Multicast Addresses

224.0.1.0
224.0.1.1
224.0.1.2 1 - Multicast MAC Address

224.0.1.3 (Token Ring)
' OXFFFF.FFFF.FFFF

239.239.255.252
239.255.255.253
239.255.255.254

239.255.255.255 RUN AWAY ! !

1197 _05 2000 _c2 © 2000, Cisco Systems, Inc. 15




Multicast Addressing

Dynamic Group Address Assignment

— Historically accomplished using SDR application

e Sessions/groups announced over well-known multicast
groups

e Address collisions detected and resolved at session
creation time

e Has problems scaling

— Future dynamic techniques under consideration

* Multicast Address Set-Claim (MASC)
— Hierarchical, dynamic address allocation scheme
— Extremely complex garbage-collection problem.
— Long ways off

 MADCAP
— Similar to DHCP
— Need application and host stack support

2214
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IANA Reserved Addresses�

   IANA is the responsible Authority for the assignment of reserved class D addresses.  Other interesting reserved addresses are:

	 224.0.0.2   - PIMv1   (ALL-ROUTERS - due to transport in IGMPv1)

	 224.0.0.5   - OSPF ALL ROUTERS 		(RFC1583)

	 224.0.0.6   - OSPF DESIGNATED ROUTERS 	(RFC1583)

	 224.0.0.9   - RIP2   Routers

	 224.0.0.13 - PIMv2

	 224.0.1.39 - CISCO-RP-ANNOUNCE		(Auto-RP)

	 224.0.1.40 - CISCO-RP-DISCOVERY		(Auto-RP) ��“ftp://ftp.isi.edu/in-notes/iana/assignments/multicast-addresses” is the authoritative source for reserved multicast addresses.

 

Additional Information 

   "Administratively Scoped IP Multicast", June 1997, has a good discussion on scoped addresses.  This document is available at:��       “draft-ietf-mboned-admin-ip-space-03.txt”




Multicast Addressing

Static Group Address Assignment (new)
— Temporary method to meet immediate needs

— Group range: 233.0.0.0 - 233.255.255.255
Your AS number is inserted in middle two octets
* Remaining low-order octet used for group assignment

— Defined in IETF draft
« “draft-ietf-mboned-glop-addressing-00.txt”

2214
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IANA Reserved Addresses�

   IANA is the responsible Authority for the assignment of reserved class D addresses.  Other interesting reserved addresses are:

	 224.0.0.2   - PIMv1   (ALL-ROUTERS - due to transport in IGMPv1)

	 224.0.0.5   - OSPF ALL ROUTERS 		(RFC1583)

	 224.0.0.6   - OSPF DESIGNATED ROUTERS 	(RFC1583)

	 224.0.0.9   - RIP2   Routers

	 224.0.0.13 - PIMv2

	 224.0.1.39 - CISCO-RP-ANNOUNCE		(Auto-RP)

	 224.0.1.40 - CISCO-RP-DISCOVERY		(Auto-RP) ��“ftp://ftp.isi.edu/in-notes/iana/assignments/multicast-addresses” is the authoritative source for reserved multicast addresses.

 

Additional Information 

   "Administratively Scoped IP Multicast", June 1997, has a good discussion on scoped addresses.  This document is available at:��       “draft-ietf-mboned-admin-ip-space-03.txt”
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Host-Router Signaling: IGMP

 How hosts tell routers about group
membership

* Routers solicit group membership from
directly connected hosts

« RFC 1112 specifies version 1 of IGMP
Supported on Windows 95

« RFC 2236 specifies version 2 of IGMP

Supported on latest service pack for Windows and most UNIX
systems

* IGMP version 3 is specified in IETF draft

draft-ietf-idmr-igmp-v3-03.txt

2214
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IGMP

   The primary purpose of IGMP is to permit hosts to commincate their desire to receive multicast traffic to the IP Multicast router(s) on the local network.  This, in turn, permits the IP Multicast router(s) to “Join” the specified multicast group and to begin forwarding the multicast traffic onto the network segment.��The initial specification for IGMP (v1) was documented in RFC 1112, “Host Extensions for IP Multicasting”.  Since that time, many problems and limitations with IGMPv1 have been discovered.  This has lead to the development of the IGMPv2 specification which was ratified in November, 1997 as RFC 2236. ��Even before IGMPv2 had been ratified, work on the next generation of the IGMP protocol, IGMPv3, had already begun.  However, the IGMPv3 specification is still in the working stage and has not been implemented by any vendors.


Host-Router Signaling: IGMP

Joining a Group

Host sends IGMP Report to join group

2214
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Presentation Notes
Asynchronous Joins

   Members joining a group do not have to waited for a query to join; they send in an unsolictied report indicating their interest.  This reduces join latency for the end system joining if no other members are present.


Host-Router Signaling: IGMP

Maintaining a Group

224.1.1.1

$

Report

224{!%:[

Suppressed

* Router sends periodic Queries to 224.0.0.1
« One member per group per subnet reports
» Other members suppress reports

2214
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Query-Response Process

   The router multicasts periodic IGMPv1 Membership Queries to the “All-Hosts” (224.0.0.1) group address.��Only one member per group responds with a report to a query. This is to save bandwidth on the subnet network and processing by the hosts.  This is process is called “Response Suppression”. (See section below.)�

Response Suppression Mechanism

The “Report Suppression” mechanism is accomplished as follows: ��When a host receives the Query, it starts a count-down timer for each multicast group of which it is a member.  The count-down timers are each initialized to a random count within a given time range.  (In IGMPv1 this was a fixed range of 10 seconds.  Therefore the count-down timers were randomly set to some value between 0 and 10 seconds.) ��When a count-down timer reaches zero, the host sends a Membership Report for the group associated with the count-down timer to notify the router that the group is still active. ��However, if a host receives a Membership Report before its associated count-down timer reaches zero, it cancels the count-down timer associated with the multicast group, thereby suppressing its own report.��In the example shown in the slide, H2’s time expired first so it responded with its Membership Report. H1 and H3 cancelled their timers associated with the group; thereby suppressing their reports.


Host-Router Signaling: IGMP

Leaving a Group (IGMPv1)

Host quietly leaves group

Router sends 3 General Queries (60 secs apart)
No IGMP Report for the group iIs received

Group times out (Worst case delay ~= 3 minutes)

2214
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Host-Router Signaling: IGMP

“ Group Specific
Query to 224.1.1.1

 Host sends Leave message to 224.0.02
Router sends Group specific query to 224.1.1.1
No IGMP Report is received within ~3 seconds

Group 224.1.1.1 times out

2214
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IGMPV3 |

draft-ietf-idmr-igmp-v3-?7?.txt

Early implementations now in beta

— Enables hosts to listen only to a specified
subset of the hosts sending to the group

2214
1197_05_2000_c2 © 2000, Cisco Systems, Inc. 24


Presenter
Presentation Notes
IGMPv3 (future)

 As IGMPv2 nears ratification, the IDMR has already begun work on IGMPv3. 

While it is very premature to speculate on the details of the enhancements to this protocol, it is known that one of the goals of the IDMR is to specify a mechanism in IGMPv3 to allow hosts to indicate that they only wish to receive traffic from a particular source(s) within a multicast group. 


IGMPV3

Source=1.1.1.1
Group =224.1.1.1

3
e H1 wants to
receive from S =

1.1.1.1 but not
from S =2.22.2

With IGMP,

specific sources
can be pruned

back - S =2.2.2.2
In this case

2214
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R1

Source =2.2.2.2
Group =224.1.1.1

R2

_4._3

IGMPV3:
Join 1.1.1.1,224.1.1.1
Leave 2.2.2.2, 224.1.1.1

H1 - Member of 224.1.1.1
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IGMPv3 Example (future)

In this example, host “H1” has joined group 224.1.1.1 but only wishes to receive traffic from Source 1.1.1.1.  Using an as yet unspecified IGMPv3 mechanism, the host can inform the designated router, “R3”, that it is only interested in multicast traffic from Source 1.1.1.1 for Group 224.1.1.1.  Router “R3” could then potentially “prune” this specific (S,G) traffic source.
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Multicast Distribution Trees

Shortest Path or Source Distribution Tree

Source 1l
Notation: (S, G)
S = Source
l G = Group
o
\ :

T T

Receiver 1 Receiver 2
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Shortest path or source distribution tree is the network path with the least hops

Ex: shortest path between Source and Receiver 1 is via Routers A and C, and shortest path to Receiver 2 is one additional hop via Router E


Multicast Distribution Trees

Shortest Path or Source Distribution Tree

Source 1

Notation: (S, G)
S = Source

‘ G = Group

@ ST (_|(—Source 2

@—»@

I

Receiver 1 Receiver 2
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Presentation Notes
Shortest path or source distribution tree is the network path with the least hops

Ex: shortest path between Source and Receiver 1 is via Routers A and C, and shortest path to Receiver 2 is one additional hop via Router E


Multicast Distribution Trees

Shared Distribution Tree

Notation: (*, G)
* = All Sources

(RP) PIM Rendezvous Point
=2 Shared Tree

Receiver 1 Receiver 2

2214
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Shared distribution tree is the path derived from a shared point through which sources and receivers must send/receive multicast data

Ex: regardless of location/number of receivers, senders register with Shared Root (Router D) and always send a single copy of multicast data through the Shared Root to registered receivers

Ex: regardless of location/number of sources, group members always receive forwarded multicast data from Shared Root (Router D)


Multicast Distribution Trees

Shared Distribution Tree

Source 1 Notation: (*, G)
* = All Sources

G = Group

é_)@_)@(_@_r_ Source 2

F

(RP) PIM Rendezvous Point
=2 Shared Tree
= SoOurce Tree

Receiver 1 Receiver 2
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Shared distribution tree is the path derived from a shared point through which sources and receivers must send/receive multicast data

Ex: regardless of location/number of receivers, senders register with Shared Root (Router D) and always send a single copy of multicast data through the Shared Root to registered receivers

Ex: regardless of location/number of sources, group members always receive forwarded multicast data from Shared Root (Router D)


Multicast Distribution Trees

Characteristics of Distribution Trees

Source or Shortest Path trees

Uses more memory O(S x G) but you get optimal paths from
source to all receivers; minimizes delay

Shared trees

Uses less memory O(G) but you may get sub-optimal paths
from source to all receivers; may introduce extra delay

2214
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Source or Shortest Path Tree Characteristics

Provides optimal path (shortest distance and minimized delay) from source to all receivers, but requires more memory to maintain

Shared Tree Characteristics

Provides suboptimal path (may not me shortest distance and may introduce extra delay) from source to all receivers, but requires less memory to maintain


Why Multicast?

Multicast Addressing
Host-Router Signaling: IGMP
Multicast Distribution Trees
Multicast Forwarding
Multicast Routing Protocols




=
Multicast Forwarding |

Multicast Routing Is backwards from
Unicast Routing

— Unicast Routing is concerned about where
the packet is going.

— Multicast Routing is concerned about where
the packet came from.

Multicast Routing uses “Reverse Path
Forwarding”

2214
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Multicast Forwarding

Routers must know packet origination, rather than destination (opposite of unicast)

    ... origination IP address denotes known source

    ... destination IP address denotes unknown group of receivers

 Multicast routing utilizes Reverse Path Forwarding (RPF)

    ... Broadcast: floods packets out all interfaces except incoming from source; initially assuming every host on network is part of multicast group

    ... Prune: eliminates tree branches without multicast group members; cuts off transmission to LANs without interested receivers

    ... Selective Forwarding: requires its own integrated unicast routing protocol


Multicast Forwarding

Reverse Path Forwarding (RPF)

« What is RPF?

A router forwards a multicast datagram only if received on
the up stream interface to the source (i.e. it follows the
distribution tree).

* The RPF Check

 The routing table used for multicasting is checked against
the “source” IP address in the packet.

* If the datagram arrived on the interface specified in the
routing table for the source address; then the RPF check
succeeds.

 Otherwise, the RPF Check fails.

2214
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Reverse Path Forwarding

Routers forward multicast datagrams received from incoming interface on distribution tree leading to source

Routers check the source IP address against their multicast routing tables (RPF check); ensure that the multicast datagram was received on the specified incoming interface


Multicast Forwarding

Example: RPF Checking

Source |—@_
151.10.3.21

RPF Check Fails
@ Packet arrived on wrong interface!

—_—
Mcast Packets
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Multicast Forwarding: RPF Checking

Source floods network with multicast data

Each router has a designated incoming interface (RPF interface) on which multicast data can be received from a given source

Each router receives multicast data on one or more interfaces, but performs RPF check to prevent duplicate forwarding

Example: Router receives multicast data on two interfaces

1) performs RPF Check on multicast data received on interface E0; RPF Check succeeds because data was received on specified incoming interface from source 151.10.3.21; data forwarded through all outgoing interfaces on the multicast distribution tree

2) performs RPF Check on multicast data received on interface E1; RPF Check fails because data was not received on specified incoming interface from source 151.10.3.21; data silently dropped




Multicast Forwarding

A closer look: RPF Check Fails

Multicast Packet from
Source 151.10.3.21

RPF Check Fails! \\

Unicast Route Table

Network Interface ‘

151.10.0.0/16 | S1

Packet Arrived on Wrong Interface!
Discard Packet!
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Multicast Forwarding: RPF Check Fails

Ex: Router can only accept multicast data from Source 151.10.3.21 on interface S1

   ... multicast data is silently dropped because it arrived on an interface not specified in the RPF check (S0)


Multicast Forwarding

A closer look: RPF Check Succeeds

Multicast Packet from

Source 151.10.3.21
M/
S1
Eol l

151.10.0.0/16 Packet Arrived on Correct Interface!

198.14.32.0/24 Forward out all outgoing interfaces.
‘ ‘ (i. e. down the distribution tree)

S2

RPF Check Succeeds!

Unicast Route Table
Network Interface

2214
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Multicast Forwarding: RPF Check Succeeds

Ex: Router can only accept multicast data from Source 151.10.3.21 on interface S1

    ... multicast data is forwarded out all outgoing on the distribution tree because it arrive on the incoming interface specified in the RPF check (S1)


Why Multicast?

Multicast Addressing
Host-Router Signaling: IGMP
Multicast Distribution Trees
Multicast Forwarding
Multicast Routing Protocols



Multicast vs. Unicast Routing

Multicast Routing Is not unicast
routing. You have to think of It
differently. It is not like OSPF. It Is
not like RIP. It Is not like anything
you may be familiar with.




Types of Multicast Protocols

Dense-mode

e Uses “Push” Model

o Traffic Flooded throughout network

 Pruned back where it is unwanted

 Flood & Prune behavior (typically every 3 minutes)

Sparse-mode

e Uses “Pull” Model
e Traffic sent only to where it is requested
e Explicit Join behavior
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Dense-mode multicast protocols

Initially flood/broadcast multicast data to entire network, then prune back paths that don't have interested receivers

Sparse-mode multicast protocols

Assumes no receivers are interested unless they explicitly ask for it

 Sparse-dense mode multicast protocols

Behaves in manner that is appropriate for distribution of receiver group (sparse or dense, or any combination thereof)


Multicast Protocol Overview

Currently, there are four multicast
routing protocols:

— DVMRPV3 (Internet-draft)

— DVMRPvV1 (RFC 1075) is obsolete and unused. A
variant is currently implemented

—MOSPF (RFC 1584)

— PIM-DM (Internet-draft)

—PIM-SM (RFC 2362- v2)

—Others (CBT, OCBT, QOSMIC, SM, etc.)
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1197_05_2000_c2 © 2000, Cisco Systems, Inc. 41


Presenter
Presentation Notes
IETF status of Multicast Protocols

DVMRPv1 is obsolete and is no longer used.  DVMRPv2 is the current implementation and is used through-out the Mbone.  However, DVMRPv2 is only an “Internet-Draft”.

Only MOSPF currently has an IETF Category of  “Standards-Track”.  However, most members of the IETF IDMR working group are unsure that MOSPF will scale to any degree and are therefore uncomfortable with declaring MOSPF as “the” standard for IP Multicasting.  (Even the author of MOSPF, J. Moy, has been quoted in an RFC that,  “more work needs to be done to determine the scalability of MOSPF.”)

At the August 1997 meeting of the IETF IDMR working group, the vote to approve PIM as the IETF Multicast protocol standard was 2 votes short of being unanimous. 

Given the above, the IETF is expected to reassign all of the above protocols to the “Experimental” Category in order to give all protocols a level playing field.


=
DVMRP Overview |

Dense Mode Protocol

—Distance vector-based
Similar to RIP
Infinity = 32 hops
eSubnet masks in route advertisements

— DVMRP Routes used:
For RPF Check

*To build Truncated Broadcast Trees (TBTSs)
—Uses special “Poison-Reverse” mechanism

—Uses Flood and Prune operation
 Traffic initially flooded down TBT'’s
«TBT branches are pruned where traffic is unwanted.
*Prunes periodically time-out causing reflooding.

2214
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DVMRP Overview

DVMRP is a Distance vector based protocol that is modeled after RIPv1 with the following fundamental differences:

Infinity = 32 (hops)

Subnet masks are sent in the route advertisements which make DVMRP a Classless protocol.

DVMRP also makes special use of Poison-Reverse advertisements which is explained in the following slides.

DVMRP routing information is  carried inside of IGMP (IP protocol 2) packets.  Therefore, if you are trying to capture a DVMRP conversation using equipment like a Network General Sniffer, you will need to capture IGMP packets and futher decode them.

The IGMP type code for DVMRP is 0x13.


2
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DVMRP—Source Trees

e Truncated Broadcast Trees Are Built
Source Network using Best DVMRP Metrics Back to

Source Network.
B e Lowest IP Address Used in Case of a Tie.

A
(Note: IP Address of D<C<B <A)
mrouted’

A
m
E
—

Route for source network of metric “n”

Poison reverse (metric + infinity) sent to upstream “parent” router.
Router depends on “parent” to receive traffic for this source.

Resulting Truncated Broadcast Tree for Source Network
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DVMRP Source Trees

DVMRP builds a source tree per network by using the best DVMRP metrics back to the source.  In the case of a tie in the metrics, the lowest IP address is used.

The source trees are built by sending a Poison Reverse advertisement to the upstream neighbor (based on the metrics) to indicate that this router is the “child” of the upstream neighbor.

In the example above, Router C receives a route advertisement with a metric of 1 for the “Source Network”.  However, since the IP address of Router B is lower than Router A (I.e. IP Address of D < C < B < A), then the path through Router B will be used and a Poison Reverse advertisement (metric + 32) for the “Source Network” will be sent to Router B.


DVMRP—Source Trees

Forwarding onto Multi-access Networks

Network X
A  Both B and C have routes to network X.
mrouted * To avoid duplicates, only one router

can be “Designated Forwarder” for

1 1 network X.
* Router with best metric is elected as

the “Designated Forwarder”.

mrouted mrouted
B | ' c -°LowestIP address used as tie-breaker.
2 - - -
l |_ * Router C wins in this example.
2

(Note: IP Address of C<B)

-A Route advertisement for network X of metric “n”
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DVMRP Multicast Forwarding (cont.)

When two or more routers share a common Multiaccess network, only one can be the “Designated Router” which is responsible for forwarding a source network’s traffic onto the Multiaccess network; otherwise duplicate packets will be generated.

The “Designated Forwarder” is selected based on the best route metric back to the source network (with the Lowest IP Address used as a tie-breaker).

In the example above, both Router B and C share a common Multiaccess network and each have routes to network X. Since both have the same metric to network X, the lowest IP address is used to break the tie (in this case, Router B wins). 


DVMRP—Source Trees

Source Network “S1”
-
I_mroutej mroutej \ X
——
> Y

Resulting Truncated Broadcast Tree for
i k Source Network “S1”

‘ mroute mroute mroute;:-

C D \ E

mroute

= S1 Source Tree
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DVMRP Source Trees

DVMRP builds a source tree per network by using the best DVMRP metrics back to the source.  In the case of a tie in the metrics, the lowest IP address is used.

The source trees are built by sending a Poison Reverse advertisement to the upstream neighbor (based on the metrics) to indicate that this router is the “child” of the upstream neighbor.

In the example above, Router C receives a route advertisement with a metric of 1 for the “Source Network”.  However, since the IP address of Router B is lower than Router A (I.e. IP Address of D < C < B < A), then the path through Router B will be used and a Poison Reverse advertisement (metric + 32) for the “Source Network” will be sent to Router B.


DVMRP—Source Trees

_ Each Source Network has it's Own
A B Truncated Broadcast Tree
I—mroute mroute X

mroute

mrouted—
mroute mroute mroute |

C D E Y
— mroute
Note: IP Addressof D<C<B <A A
= S2 Source Tree ‘
Source “S,”"

2214
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DVMRP Source Trees

Each source network in the DVMRP cloud produces its own “Source Tree”.


DVMRP—Flood & Prune

l Source “S”

l' : | Initial Flooding of (S, G) Multicast
v A B ' \/ Packets Down Truncated Broadcast Tree

‘ mroute

*mrouteq

Receiver 1
(Group “G”)

= = = =» Tryncated Broadcast Tree based on DVMRP route metrics
= (S, G) Multicast Packet Flow

2214
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DVMRP Pruning

Note that Router C and Router D both share a common Multiaccess network and both have a route back to the “Source Network”.  However, in order to avoid duplicate packets on the Multiaccess network, only one of them should forward packets from the “Source Network”.  The designated forwarder is once again selected based on the best metric back to the “Source Network” and again, the lowest IP Address is used as a tie-breaker.

In the above example, Router C and D each have a route to the “Source Network” with a metric of “2”.  However, Router “D” has a lower IP Address and is therefore elected the designated forwarder for the Multiaccess Network.  Router C will prune its interface to the Multiaccess network for all traffic from the “Source Network.


DVMRP—Flood & Prune

l Source “S”

] Routers C is a Leaf Node so it sends
1/ I ; | an “(S, G) Prune” Message
v A B v

Router B Prunes interface.

*mrouteq

Receiver 1
(Group “G”)

= = = =» Tryncated Broadcast Tree based on DVMRP route metrics
= (S, G) Multicast Packet Flow
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DVMRP Pruning

Because Router C was not elected as  the Designated Forwarder and has pruned its interface to the network connected to Receiver 1, it is now a Leaf node with no downstream receivers for the Source Network.  It will send a “Prune” message to Router B.


DVMRP—Flood & Prune

!/ Source " S’ Routers X, and Y are also Leaf Nodes

_l/ 7 r so they send “Prune (S, G)” Messages
I I

v A B v Router E prunes interface.

Prune
=X

mroute

*mrouteq

Receiver 1
(Group “G”)

= = = =» Tryncated Broadcast Tree based on DVMRP route metrics
= (S, G) Multicast Packet Flow
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DVMRP Pruning

Routers X and Y are also Leaf nodes without any downstream receivers for the Source Network.  They both send Prunes to their upstream neighbor, Router E. 


DVMRP—Flood & Prune

] Router E is now a Leaf Node; it sends
1/ I ; | an (S, G) Prune message.
v A B v

Router D prunes interface.

X
mroute
>7
I_mroute
Y
mroute
Receiver 1
(Group “G”)

= = = =» Tryncated Broadcast Tree based on DVMRP route metrics
= (S, G) Multicast Packet Flow
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DVMRP Pruning

As a result of the Prunes received from all of its downstream neighbors (for Source Network traffic), Router E is now a Leaf Node without any downstream receivers.  It too, now sends a Prune to it’s upstream neighbor, Router D. 


DVMRP—Flood & Prune

[
[ I
l v A B i 'l Final Pruned State

X
mroute
>7
I_mroute
Y
mroute
Receiver 1
(Group “G”)

= = = =» Tryncated Broadcast Tree based on DVMRP route metrics
= (S, G) Multicast Packet Flow
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DVMRP Pruning

At this point, the Source Tree (shown with dashed green arrows) has been pruned for traffic (shown with solid blue arrows) flowing from the Source Network.


DVMRP—Grafting

Receiver 2 joins Group “G”

Router Y sends a “Graft (S, G)”
Message

mroute Graft

mroute

Receiver 1
(Group “G”)

Receiver 2
(Group “G”)

= = = =» Tryncated Broadcast Tree based on DVMRP route metrics
= (S, G) Multicast Packet Flow
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DVMRP Grafting

Let’s now assume that “Receiver 2” now joins Group “G” by sending an IGMP Host Membership report for group “G” to Router Y.  

Router Y finds that it has state for source (S, G) and that it has previously pruned the source from the Source Tree (show with dashed green arrows). As a result, Router Y sends a “Graft” message to its upstream neighbor, Router E, for source S.


DVMRP—Grafting

Router E Responds with a “Graft-Ack”
Sends its Own “Graft (S, G) Message

X
mroute
>7
>
d"’
\\\
= e Y
Graft-Ack LU
. .
Recelver 1
(Group “G") Receiver 2
(Group “G”)

= = = =» Tryncated Broadcast Tree based on DVMRP route metrics
= (S, G) Multicast Packet Flow
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DVMRP Grafting

Router E receives the Graft for (S, G) from Router Y and first responds by sending a Graft-Ack message to acknowledge the receipt of Router Y’s Graft message.

Router E now finds that it too has previously pruned (S, G) from the Source Tree and must therefore send an (S, G) Graft to its upstream neighbor Router D.


DVMRP—Grafting

l Source *S”

' Router D Responds with a “Graft-Ack”
1/ I ; | Begins Forwarding (S, G) Packets
v A B v

Graft-Ack

‘ mroute

=mrouteq

Receiver 1
(Group "G”) Receiver 2
= = = => Truncated Broadcast Tree based on DVMRP route metrics (Group "G")
— (S, G) Multicast Packet Flow

2214
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DVMRP Grafting

Router D receives the Graft for (S, G) from Router E and first responds by sending a Graft-Ack message to acknowledge the receipt of Router E’s Graft message.

Router D has not pruned (S, G) traffic from the Source Tree and therefore simply adds the interface towards Router E to its outgoing interface list.  This restarts the flow of (S, G) traffic down to Receiver 2. 


DVMRP—Evaluation

Widely used on the MBONE (being phased out)

Significant scaling problems
— Slow Convergence—RIP-like behavior

— Significant amount of multicast routing state information
stored in routers—(S,G) everywhere

— No support for shared trees
— Maximum number of hops < 32

Not appropriate for large scale production networks
— Due to flood and prune behavior
— Due to its poor scalability
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1197 _05 2000 _c2 © 2000, Cisco Systems . Inc. 55


Presenter
Presentation Notes
Appropriate for large number of densely distributed receivers located in close proximity to source

Widely used, oldest multicast routing protocol

Significant scaling problems

Protocol limits maximum number of hops to 32 and requires a great deal of multicast routing state information to be retained

Not appropriate for...

Few interested receivers (assumes everyone wants data initially)

Groups sparsely represented over WAN (floods frequently)


2214

MOSPF (RFC 1584)

Extension to OSPF unicast routing protocol

— OSPF: Routers use link state advertisements to understand
all available links in the network (route messages along
least-cost paths)

— MOSPF: Includes multicast information in OSPF link state
advertisements to construct multicast distribution trees
(each router maintains an up-to-date image of the topology
of the entire network)

Group membership LSAs are flooded throughout
the OSPF routing domain so MOSPF routers can

compute outgoing interface lists

Uses Dijkstra algorithm to compute shortest-path
tree

— Separate calculation is required for each (Sy., G) pair
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Multicast Extension to OSPF (RFC 1584)

Extension to OSPF unicast routing protocol; requires it as underlying unicast routing protocol

All routers must maintain an up-to-date image of the entire network's topology, so link-state/membership information is flooded frequently

Uses Diijkstra algorithm to compute shortest-path tree for every source/group pair!!!


MOSPF Membership LSA’s
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPEF Intra-Area Traffic

/ Area 0 \

Area 1

Ma
2214
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPEF Inter-Area Traffic

/ Area 0 \

Wildcard Receivers
“pull” traffic from
all sources in the
area.

Wildcard Receiver Flag

* %)

Area 1

Wildcard Receiver Flag

(*,%)

Are&

.
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPEF Inter-Area Traffic

/ Area 0 \

Area 1

.
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPEF Inter-Area Traffic

/ Area 0 \

MABR routers inject
Summary Membership
LSAs into Area 0.

Ga, G G
( A B) ( AA)
Summarized : Summarized
Membership LSA : “viemberstip LSA
MABR?2
(Sarea1 2 /‘\ @
......... O I
Membership LSA’s évMB 1 Membership LSA’sf

S
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPEF Inter-Area Traffic

Area 0 \

Area 1 Are&

0”
t’.
2214
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPEF Inter-Area Traffic

/ Area 0 \

Unnecessary traffic
still flowing to the
MABR Routers!!

Wildcard Receiver Flag

* %)

Area 1

Wildcard Receiver Flag

(*,%)

Are&

2214K (S, B) / K Sz, A);CB/
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPF Inter-Domain Traffic

N\
/ Area 0O MASBR
External AS

Summarized
Membership LSA

e

Summarized
Membership LSA

.

/real

Aregr2\
/

Membership LSA’s |£ Mg Membership LSA’s

Vi VS
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPF Inter-Domain Traffic

Area 0O

= = m = o =

Area 1

.
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPF Inter-Domain Traffic

N\
/ Area 0O » MASBR
=

P —————i—— External AS

[
Ws®
N
o

Unnecessary traffic
may flow all the way to
the MASBR Router!!

Wildcard Receiver Flag %, Wildcard Receiver Flag
%) %)
X MABR1 MABR2
Area 1 \ / Are&

2214K (S, B) / K Sz, A)§<5/
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PIM Sparse Mode Review (cont.)

Receiver 1 joins group “G” by sending an IGMP Host message to “C”.

“C” creates a (*, G) entry that has the interface towards Receiver 1 in the “Outgoing interface list”.

“C” then sends a (*, G) Join up the Shared Tree toward the Rendezvous Point (RP).


MOSPF—Evaluation

Does not flood multicast traffic everywhere to
create state, Uses LSAs and the link-state database

Protocol dependent—works only in OSPF-based
networks

Significant scaling problems
— Dijkstra algorithm run for EVERY multicast (S, G) pair!
— Dijkstra algorithm rerun when:
* Group Membership changes
 Line-flaps
— Does not support shared-trees

Not appropriate for...
— General purpose multicast networks where the number of
senders may be quite large.
. * IP/TV—(Every IP/TV client is a multicast source)

1197 _05 2000 _c2 © 2000, Cisco Systems, Inc. 67


Presenter
Presentation Notes
Appropriate for use within single routing domain

Requires OSPF as underlying unicast routing protocol

Significant scaling problems

Frequent flooding of link-state/membership information hinders performance

Router CPU demands grow rapidly to keep track of current network topology (source-group pairs)

Diijkstra algorithm must be run for every single multicast source

Volatility of multicast groups can be lethal

Not appropriate for...

Networks with unstable links (too much Diijkstra algorithm computing required for each source)

Many simultaneous active source-group pairs (routers must maintain too much information relating to the entire network topology)

Ubiquitous Multicast Applications permit any user in the network to create an new source-group pair.

There is no way for Network Administrator to control the number of source-group pairs in the network!!!

Therefore, the Network Administrator has little control to prevent MOSPF from “melting down” his/her network as multicast applications become popular with the Users!!!


g PIM-DM

Protocol Independent

— Supports all underlying unicast routing protocols
Including: static, RIP, IGRP, EIGRP, 1S-IS, BGP, and
OSPF

Uses reverse path forwarding

— Floods network and prunes back based on multicast
group membership

— Assert mechanism used to prune off redundant flows

Appropriate for...

— Smaller implementations and pilot networks
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Protocol Independent Multicast (PIM) Dense-mode (Internet-draft)

Uses Reverse Path Forwarding (RPF) to flood the network with multicast data, then prune back paths based on uninterested receivers

Interoperates with DVMRP

Appropriate for

Densely distributed receivers located in close proximity to source

Few senders -to- many receivers (due to frequent flooding)

High volume of multicast traffic

Constant stream of traffic


PIM-DM Flood & Prune

Initial Flooding
T

-
T
i

Receiver

(S, G) State created in
every router in the network!
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PIM-DM Flood & Prune

Pruning Unwanted Traffic

Source —F@—

Multicast Packets ===
Prune Messages s > i i

Receiver
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PIM-DM Flood & Prune

Results After Pruning
-

—

\

i
— s
Source —F@— - _|

Multicast Packets ——=> | ‘
Flood & Prune process ?

repeats every 3 minutes!!!

(S, G) State still exists in
every router in the network!

Receiver
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PIM-DM Assert Mechanism

Incoming Multicast Packet
(Succegsful RPE Check)

<distance, metric>

e Assert \11 0

Assert
<distance, metric>

@® Routers receive packet on an interface in their “oilist™!!

— Only one router should continue sending to avoid
duplicate packets.

® Routers send “PIM Assert” messages
— Compare distance and metric values

— Router with best route to source wins

— If metric & distance equal, highest IP adr wins

— Losing router stops sending (prunes interface)
2214
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PIM Assert Mechanism

A router knows there is redundancy in the network that needs to be eliminated if it receives a group packet on an interface that it has in it’s outgoing interface list.

For a segment that has multiple routers that go upstream to the source, this will occur in dense mode every three minutes when the router that lost the assert, starts re-flooding onto the segment.


=
PIM-DM — Evaluation |

Most effective for small pilot networks

Advantages:
— Easy to configure—two commands
— Simple flood and prune mechanism

Potential issues...

— Inefficient flood and prune behavior
— Complex Assert mechanism

— Mixed control and data planes
*Results in (S, G) state in every router in the network
e Can result in non-deterministic topological behaviors

— No support for shared trees
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Evaluation: PIM Dense-mode

Appropriate for large number of densely distributed receivers located in close proximity to source

Advantages

Minimal number of commands required for configuration (two)

Simple mechanism for reaching all possible receivers and eliminating distribution to uninterested receivers

Simple behavior is easier to understand and therefore easier to debug

Interoperates with DVMRP

Potential issues

Necessity to flood frequently because prunes expire after 3 minutes.


PIM-SM (RFC 2362)

Supports both source and shared trees

— Assumes no hosts want multicast traffic unless they
specifically ask for it

Uses a Rendezvous Point (RP)
— Senders and Receivers “rendezvous” at this point to learn of
each others existence.
» Senders are “registered” with RP by their first-hop router.

* Receivers are “joined” to the Shared Tree (rooted at the RP) by
their local Designated Router (DR).

Appropriate for...

— Wide scale deployment for both densely and sparsely
populated groups in the enterprise

— Optimal choice for all production networks regardless of size
and membership density.
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Protocol Independent Multicast (PIM) Sparse-mode (RFC 2117)

Utilizes a rendezvous point (RP) to coordinate forwarding from source to receivers

Regardless of location/number of receivers, senders register with RP and send a single copy of multicast data through it to registered receivers

Regardless of location/number of sources, group members register to receive data and always receive it through the RP

Appropriate for

Multipoint datastreams going to a relatively small number of LANs

Few interested receivers per multicast group

Senders/receivers sparsely distributed or separated by WAN links

Intermittent traffic (no necessity to flood each new session)


PIM-SM Shared Tree Join

@_

(*, G) State created only

(*, G) Join s > along the Shared Tree.

Shared Tree =
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PIM-SM Shared Tree Joins

In this example, there is an active receiver (attached to leaf router at the bottom of the drawing) has joined multicast group “G”. 

The leaf router knows the IP address of the Rendezvous Point (RP) for group G and when it sends a (*,G) Join for this group towards the RP.

This (*, G) Join travels hop-by-hop to the RP building a branch of the Shared Tree that extends from the RP to the last-hop router directly connected to the receiver.

At this point, group “G” traffic can flow down the Shared Tree to the receiver.


PIM-SM Sender Registration

Source

(S, G) State created only

Traffic Flow == along the Source Tree.

Shared Tree =
Source Tree =
(S, G) Register =« ~(unicast)  Receiver

(S, G) .JOln --------- >
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PIM-SM Sender Registration

As soon as an active source for group G sends a packet the leaf router that is attached to this source is responsible for “Registering” this source with the RP and requesting the RP to build a tree back to that router.

The source router encapsulates the multicast data from the source in a special PIM SM message called the Register message and unicasts that data to the RP.

When the RP receives the Register message it does two things 

It de-encapsulates the multicast data packet inside of the Register message and forwards it down the Shared Tree.

The RP also sends an (S,G) Join back towards the source network S to create a branch of an (S, G) Shortest-Path Tree.  This results in (S, G) state being created in all the router along the SPT, including the RP.


PIM-SM Sender Registration
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(S, G) traffic begins arriving

Traffic Flow =— at the RP via the Source tree.

Shared Treg =——> RP sends a Register-Stop

Source Tree =———> back to the first-hop router
(S, G) Register - ~(unicast)  Receiver to stop the Register process.
(S, G) Register-Stop =wss > (unicast)
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PIM-SM Sender Registration (cont.)

As soon as the SPT is built from the Source router to the RP, multicast traffic begins to flow natively from source S to the RP.

Once the RP begins receiving data natively (i.e. down the SPT) from source S it sends a ‘Register Stop’ to the source’s first hop router to inform it that it can stop sending the unicast Register messages.


——
Source —F@_)

2214
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PIM-SM Sender Registration

Source traffic flows natively
along SPT to RP.

Traffic Flow =—

Shared Tree = From RP, traffic flows down

Source Tree = the Shared Tree to Receivers.
Receiver
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PIM-SM Sender Registration (cont.)

At this point, multicast traffic from the source is flowing down the SPT to the RP and from there, down the Shared Tree to the receiver.


PIM-SM SPT Switchover

Source
Traffic Flow =—
Shared Tree =
Source Tree =
(S’ G) Join ssssssss > Receiver

2214
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Last-hop router joins the Source
Tree.

Additional (S, G) State is created
along new part of the Source Tree.
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PIM-SM Shortest-Path Tree Switchover 

PIM-SM has the capability for last-hop routers (i.e. routers with directly connected members) to switch to the Shortest-Path Tree and bypass the RP if the traffic rate is above a set threshold called the “SPT-Threshold”.

The default value of the SPT-Threshold” in Cisco routers is zero.  This means that the default behaviour for PIM-SM leaf routers attached to active receivers is to immediately join the SPT to the source as soon as the first packet arrives via the (*,G) shared tree.

In the above example, the last-hop router (at the bottom of the drawing) sends an (S, G) Join message toward the source to join the SPT and bypass the RP.  

This (S, G) Join messages travels hop-by-hop to the first-hop router (i.e. the router connected directly to the source) thereby creating another branch of the SPT.  This also creates (S, G) state in all the routers along this branch of the SPT.


PIM-SM SPT Switchover

——
Source —F@—»

Traffic Flow ==
Shared Tree =————>
Source Treg =
(S, G)RP-bit Prune s > Receiver

Traffic begins flowing down the
new branch of the Source Tree.

Additional (S, G) State is created
along along the Shared Tree to
prune off (S, G) traffic.
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PIM-SM Shortest-Path Tree Switchover 

Once the branch of the Shortest-Path Tree has been built, (S, G) traffic begins flowing to the receiver via this new branch. 

Next, special (S, G)RP-bit Prune messages are sent up the Shared Tree to prune off the redundant (S,G) traffic that is still flowing down the Shared Tree.  

If this were not done, (S, G) traffic would continue flowing down the Shared Tree resulting in duplicate (S, G) packets arriving at the receiver.


PIM-SM SPT Switchover

——
Source —F@_)

(S, G) Traffic flow is now
pruned off of the Shared Tree

Traffic Flow =——>

Shared Tree =—— and is flowing to the Receiver

Source Tree = via the Source Tree.
Receiver
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PIM-SM Shortest-Path Tree Switchover 

As the (S, G)RP-bit Prune message travels up the Shared Tree, special (S, G)RP-bit Prune state is created along the Shared Tree that selectively prevents this traffic from flowing down the Shared Tree.

At this point, (S, G) traffic is now flowing directly from the first-hop router to the last-hop router and from there to the receiver.


PIM-SM SPT Switchover

——
Source —F@_)

(S, G) traffic flow is no longer

Traffic Flow =— needed by the RP so it Prunes
Shared Tree =— the flow of (S, G) traffic.
Source Tree =

(S, G) Prung swesws > Receiver
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PIM-SM Shortest-Path Tree Switchover 

At this point, the RP no longer needs the flow of (S, G) traffic since all branches of the Shared Tree (in this case there is only one) have pruned off the flow of (S, G) traffic.

As a result, the RP will send (S, G) Prunes back toward the source to shutoff the flow of the now unnecessary (S, G) traffic to the RP 

Note: This will occur IFF the RP has received an (S, G)RP-bit Prune on all interfaces on the Shared Tree.  


PIM-SM SPT Switchover

——
Source —F@_)

(S, G) Traffic flow is now only
flowing to the Receiver via a

Traffic Flow =——

Shared Tree = single branch of the Source

Source Tree = Tree.
Receiver
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PIM-SM Shortest-Path Tree Switchover 

As a result of the SPT-Switchover, (S, G) traffic is now only flowing from the first-hop router to the last-hop router and from there to the receiver. Notice that traffic is no longer flowing to the RP.

As a result of this SPT-Switchover mechanism, it is clear that PIM SM also supports the construction and use of SPT (S,G) trees but in a much more economical fashion than PIM DM in terms of forwarding state.


PIM-SM FFF _

PIM-SM Frequently Forgotten Fact

The default behavior of PIM-SM
In Cisco I0S Is that routers with
directly connected members will
join the Shortest Path Tree as
soon as they detect a new
multicast source.



=
PIM-SM—Evaluation |

Effective for sparse or dense distribution
of multicast receivers

Advantages:
— Traffic only sent down “joined” branches

— Can switch to optimal source-trees for high traffic
sources dynamically

— Unicast routing protocol-independent

— Basis for inter-domain multicast routing
When used with MBGP and MSDP
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Evaluation: PIM Sparse-mode

Can be used for sparse of dense distribution of multicast receivers (no necessity to flood)

Advantages

Traffic sent only to registered receivers that have explicitly joined the multicast group

RP can be switched to optimal shortest-path-tree when high-traffic sources are forwarding to a sparsely distributed receiver group

Interoperates with DVMRP

Potential issues

Requires RP during initial setup of distribution tree (can switch to shortest-path-tree once RP is established and determined suboptimal)

RPs can become bottlenecks if not selected with great care

Complex behavior is difficult to understand and therefore difficult to debug


Other Multicast Protocols

Academic works-in-progress

Run primarily on MS Power Point
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Documentation and Contact Info

EFT/Beta Site Web Page:

ftp://ftpeng.cisco.com/ipmulticast.html

TAC Support Mailing List:

tac@cisco.com

Customer Support Mailing List:
cs-ipmulticast@cisco.com
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