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NAT overloading utilizes a feature of the TCP/IP protocol stack, multiplexing, that allows a 
computer to maintain several concurrent connections with a remote computer (or computers) using 
different TCP or UDP ports. An IP packet has a header that contains the following information:  

 Source Address: The IP address of the originating computer, such as 201.3.83.132  
 

 Source Port: The TCP or UDP port number assigned by the originating computer for this 
packet, such as Port 1080 

 
 Destination Address: The IP address of the receiving computer, such as 145.51.18.223  
 
 Destination Port: The TCP or UDP port number that the originating computer is asking the 

receiving computer to open, such as Port 3021  
 
The addresses specify the two machines at each end, while the port numbers ensure that the 
connection between the two computers has a unique identifier. The combination of these four 
numbers defines a single TCP/IP connection. Each port number uses 16 bits, which means that 
there are a possible 65,536 (216) values. Realistically, since different manufacturers map the ports 
in slightly different ways, you can expect to have about 4,000 ports available.  

Dynamic NAT and Overloading 
Here's how dynamic NAT works:  
 
 An internal network (stub domain) has been set up with IP addresses that were not specifically 

allocated to that company by IANA (Internet Assigned Numbers Authority), the global authority 
that hands out IP addresses. These addresses should be considered non-routable since they 
are not unique. 
 

 The company sets up a NAT-enabled router. The router has a range of unique IP addresses 
given to the company by IANA.  

 
 A computer on the stub domain attempts to connect to a computer outside the network, such 

as a Web server.  
 
 The router receives the packet from the computer on the stub domain.  
 
 The router saves the computer's non-routable IP address to an address translation table. The 

router replaces the sending computer's non-routable IP address with the first available IP 
address out of the range of unique IP addresses. The translation table now has a mapping of 
the computer's non-routable IP address matched with the one of the unique IP addresses.  

 
 When a packet comes back from the destination computer, the router checks the destination 

address on the packet. It then looks in the address translation table to see which computer on 
the stub domain the packet belongs to. It changes the destination address to the one saved in 
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the address translation table and sends it to that computer. If it doesn't find a match in the 
table, it drops the packet.  

 
 The computer receives the packet from the router. The process repeats as long as the 

computer is communicating with the external system.  
 

Here's how overloading works:  

 An internal network (stub domain) has been set up with non-routable IP addresses that were 
not specifically allocated to that company by IANA.  

 
 The company sets up a NAT-enabled router. The router has a unique IP address given to the 

company by IANA.  
 
 A computer on the stub domain attempts to connect to a computer outside the network, such 

as a Web server.  
 
 The router receives the packet from the computer on the stub domain.  
 
 The router saves the computer's non-routable IP address and port number to an address 

translation table. The router replaces the sending computer's non-routable IP address with the 
router's IP address. The router replaces the sending computer's source port with the port 
number that matches where the router saved the sending computer's address information in 
the address translation table. The translation table now has a mapping of the computer's non-
routable IP address and port number along with the router's IP address.  

 
 When a packet comes back from the destination computer, the router checks the destination 

port on the packet. It then looks in the address translation table to see which computer on the 
stub domain the packet belongs to. It changes the destination address and destination port to 
the ones saved in the address translation table and sends it to that computer.  

 
 The computer receives the packet from the router. The process repeats as long as the 

computer is communicating with the external system.  
 

Since the NAT router now has the computer's source address and source port saved to the 
address translation table, it will continue to use that same port number for the duration of the 
connection. A timer is reset each time the router accesses an entry in the table. If the entry is not 
accessed again before the timer expires, the entry is removed from the table.  

Stub Domains 
Look at this table to see how the computers on a stub domain might appear to external networks. 
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Source  
Computer 

 

Source  
Computer's  
IP Address 

 

Source  
Computer's 
Port 

 

NAT Router's 
IP Address 

 

NAT Router's 
Assigned  
Port Number 

 

A 

 

192.168.32.10

 

400 

 

215.37.32.203

 

1 

 

B 

 

192.168.32.13

 

50 

 

215.37.32.203

 

2 

 

C 

 

192.168.32.15

 

3750 

 

215.37.32.203

 

3 

 

D 

 

192.168.32.18

 

206 

 

215.37.32.203

 

4 

 

 
As you can see, the NAT router stores the IP address and port number of each computer in the 
address translation table. It then replaces the IP address with its own registered IP address and 
the port number corresponding to the location, in the table, of the entry for that packet's source 
computer. So any external network sees the NAT router's IP address and the port number 
assigned by the router as the source-computer information on each packet. 

You can still have some computers on the stub domain that use dedicated IP addresses. You can 
create an access list of IP addresses that tells the router which computers on the network require 
NAT. All other IP addresses will pass through untranslated. 

The number of simultaneous translations that a router will support are determined mainly by the 
amount of DRAM (Dynamic Random Access Memory) it has. But since a typical entry in the 
address-translation table only takes about 160 bytes, a router with 4 MB of DRAM could 
theoretically process 26,214 simultaneous translations, which is more than enough for most 
applications. 

IANA has set aside specific ranges of IP addresses for use as non-routable, internal network 
addresses. These addresses are considered unregistered (for more information check out RFC 
1918: Address Allocation for Private Internets, which defines these address ranges). No company 
or agency can claim ownership of unregistered addresses or use them on public computers. 
Routers are designed to discard (instead of forward) unregistered addresses. What this means is 
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Multi-homing 
As businesses rely more and more on the Internet, having multiple points of connection to the 
Internet is fast becoming an integral part of their network strategy. Multiple connections, known as 
multi-homing, reduces the chance of a potentially catastrophic shutdown if one of the connections 
should fail.  

In addition to maintaining a reliable connection, multi-homing allows a company to perform load-
balancing by lowering the number of computers connecting to the Internet through any single 
connection. Distributing the load through multiple connections optimizes the performance and can 
significantly decrease wait times.  

Multi-homed networks are often connected to several different ISPs (Internet Service Providers). 
Each ISP assigns an IP address (or range of IP addresses) to the company. Routers use BGP 
(Border Gateway Protocol), a part of the TCP/IP protocol suite, to route between networks using 
different protocols. In a multi-homed network, the router utilizes IBGP (Internal Border Gateway 
Protocol) on the stub domain side, and EBGP (External Border Gateway Protocol) to communicate 
with other routers.  

Multi-homing really makes a difference if one of the connections to an ISP fails. As soon as the 
router assigned to connect to that ISP determines that the connection is down, it will reroute all 
data through one of the other routers. NAT can be used to facilitate scalable routing for multi-
homed, multi-provider connectivity.  

 


