Cisco PIX Firewall Configuration From Scratch
David Davis
Let's say that your boss hands you a new PIX firewall. It has never been configured. He says that it
needs to be configured with some basic IP addresses, security and a couple of basic firewall rules.
You have never used a PIX firewall before. How will you be able to perform this configuration? After
reading this article, it should be easy. Let's find out how.

The Basics Of A Cisco PIX Firewall

A Cisco PIX firewall is meant to protect one network from another. There are PIX firewalls for small
home networks and PIX firewalls for huge campus or corporate networks. In this example, we will be
configuring a P1X 501 firewall. The 501 model is meant for a small home network or a small business.
PIX firewalls have the concept of inside and outside interfaces. The inside interface is the internal,
usually private, network. The outside interface is the external, usually public, network. You are trying
to protect the inside network from the outside network.

PIX firewalls also use the adaptive security algorithm (ASA). This algorithm assigns security levels to
interfaces and says that no traffic can flow from a lower-level interface (like the outside interface) to a
higher-level interface (like the inside interface) without a rule allowing it. The outside interface has a
security level of zero and the inside interface has a security level of 100.

Here is what the output of the show nameif command looks like:

pixfirewall# show nameif

nameif ethernetO outside securityO
nameif ethernetl inside securityl00
pixfirewal 1#

Notice the ethernetO interface is the outside interface (its default name) and the security level is 0. On
the other hand, the ethernetl interface is named inside (the default) and has a security level of 100.

Guidelines
Before beginning the configuration, your boss has given you some guidelines that you need to follow.
Here they are:

= All passwords should be set to "cisco" (in reality, you make these whatever you want, but not
"cisco").

=  The inside network is 10.0.0.0 with a 255.0.0.0 subnet mask. The inside IP address for this PIX
should be 10.1.1.1.

=  The outside network is 1.1.1.0 with a 255.255.255.0 subnet mask. The outside IP address for this
PIX should be 1.1.1.1.

* You want to create a rule to allow all inside clients on the 10.0.0.0 network to do port address
translation and connect to the outside network. They will all share the global IP address 1.1.1.2.

= However, clients should only have access to port 80 (Web browsing).

» The default route for the outside (Internet) network will be 1.1.1.254.
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The Configuration
When you boot up your PIX firewall for the first time, you should see a screen like this:
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You will be prompted to answer YES or NO as to whether or not you want to configure the PIX
through interactive prompts. Answer NO to this question because you want to learn how to really
configure the PIX firewall, not just answer a series of questions.

After that, you will be sent to a prompt that looks like this:

pixfirewall>

With the "greater than" symbol at the end of the prompt, you are in the PIX user mode. Change to
privileged mode with the en or enable command. Press "enter" at the Password prompt. Here is an
example:

pixfirewall> en
Password:
pixfirewal 1#
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You now have administrative mode to show things but would have to go into global configuration
mode to configure the PIX.

Now, let's move on to basic configuration of the PIX:

Basic PIX Configuration
What | am calling basic configuration is made up of three things:

Set the hostname

Set passwords (login and enable)
Configure IP addresses on interfaces
Enable interfaces

Configure a default route

Before you can do any of these things, you need to go into global configuration mode. To do this,
type:

pixfirewall# config t
pixfirewall (config)#

To set the hostname, use the hostname command, like this:

pixfirewall (config)# hostname PIX1
PIX1(config)#

Notice that the prompt changed to the name that you set.

Next, set the login password to cisco, like this:

PIX1(config)# password cisco
PIX1(config)#

This is the password required to gain any access to the PIX except administrative access.

Now, configure the enable mode password, used to gain administrative mode access.

PIX1(config)# enable password cisco
PIX1(conTig)#

Now we need to configure IP addresses on interfaces and enable those interfaces. The PIX, unlike a
router, has no concept of interface configuration mode. To configure the IP address on the inside
interface, use this command:

PIX1(config)# ip address inside 10.1.1.1 255.0.0.0
PIX1(config)#
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Now, configure the outside interface IP address:

PIX1(config)# ip address outside 1.1.1.1 255.255.255.0
PIX1(config)#

Next, enable both the inside and outside interfaces. Make sure that the Ethernet cable, on each
interface, is connected to a switch. Note that the ethernetO interface is the outside interface, and it is
only a 10base-T interface on a PIX 501. The ethernetl interface is the inside interface, and it is a
100Base-T interface. Here is how you enable these interfaces:

PIX1(config)# interface ethernetO 1l0Obaset
PIX1(config)# interface ethernetl 100full
PIX1(config)#

Note that you can do a show interfaces command, right from the global configuration prompt line.
Finally, let's configure a default route so that all traffic sent to the PIX will flow to the next upstream
router (the 1.1.1.254 IP address that we were given). Here is how you do this:

PIX1(config)# route outside 0 0 1.1.1.254
PIX1(conTfig)#

The PIX firewall can, of course, support dynamic routing protocols as well (such as RIP and OSPF).
Now, let's move on to some more advanced configuration.

Network Address Translation
Now that we have IP address connectivity, we need to use Network Address Translation (NAT) to
allow inside users to connect to the outside. We will use a type of NAT, called PAT or NAT Overload,
so that all inside devices can share one public IP address (the outside IP address of the PIX firewall).
To do this, enter these commands:

PIX1(config)# nat (inside) 1 10.0.0.0 255.0.0.0
PIX1(config)# global (outside) 1 1.1.1.2

Global 1.1.1.2 will be Port Address Translated
PIX1(config)#

With this, all inside clients are able to connect to devices on the public network and share IP address
1.1.1.2. However, clients don't yet have any rule allowing them to do this.

Firewall Rules

These clients on the inside network have a NAT translation, but that doesn't necessarily mean that
they are allowed access. They now need a rule to allow them to access the outside network (the
Internet). That rule will also allow the return traffic to come back in.

To make a rule to allow these clients port 80 (Web browsing), you would type this:
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PIX1(config)# access-list outbound permit tcp 10.0.0.0 255.0.0.0 any eqg 80
PIX1(config)# access-group outbound in interface iInside
PIX1(config)#

Note that PIX access lists, unlike router access lists, use a normal subnet mask, not a wildcard mask.
With this access list, you have restricted the inside hosts to accessing Web servers only on the
outside network (routers).

Showing and saving the configuration
Now that you have configured the PIX firewall, you can show your configuration with the show run
command.

Make sure that you save your configuration with the write memory or wr m command. If you don't,
your configuration will be lost when the PIX is powered off.
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