GRE: Generic Routing Encapsulation

Generic Routing Encapsulation is a protocol for encapsulation of an arbitrary network layer protocol
over another arbitrary network layer protocol.

In the most general case, a system has a packet that needs to be encapsulated and delivered to
some destination, which is called payload . The payload is first encapsulated in a GRE packet. The
resulting GRE packet can then be encapsulated in some other protocol and then forwarded. This
outer protocol is called the delivery protocol.

When IPv4 is being carried as the GRE payload, the Protocol Type field MUST be set to 0x800. When
a tunnel endpoint decapsulates a GRE packet which has an IPv4 packet as the payload, the
destination address in the IPv4 payload packet header must be used to forward the packet and the
TTL of the payload packet MUST be decremented. Care should be taken when forwarding such a
packet, since if the destination address of the payload packet is the encapsulator of the packet (i.e.,
the other end of the tunnel), looping can occur. In this case, the packet must be discarded. The IPv4
protocol 47 [is used when GRE packets are encapsulated in IPv4.

Security in a network using GRE should be relatively similar to security in a normal IPv4 network, as
routing using GRE follows the same routing that IPv4 uses natively. Route filtering will remain
unchanged. However packet filtering requires either that a firewall look inside the GRE packet or that
the filtering is done on the GRE tunnel endpoints. In those environments in which this is considered to
be a security issue it may be desirable to terminate the tunnel at the firewall.

Protocol Structure - GRE: Generic Routing Encapsulation
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C ReservedO Ver Protocol type
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*= C - Checksum Present.

= Reserved 0 & 1 - reserved fpr future use.

= Ver - version number; must be zero.

= Protocol Type - contains the protocol type of the payload packet.

= Checksum - contains the IP checksum sum of the all the 16 bit words in the GRE header and the
payload packet.
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