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REGISTER sip:iptel.org SIP/2.0
Via: SIP/2.0/UDP 212.146.78.122
To: <sip:bogc@iptel.org>

CSeq: 671993 REGISTER
User-Agent: Asterisk PBX
Contact: <sip:s@212.146.78.122>
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Two phones in .de calling over a US/CA
based service may experience RTT of
about 200 ms QoS impairment.
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call processing logic: LN

route_to_least _cost_gateway();
elseif local(“sipforfree.com.au”)
then

lookup_registry;
else proxy_to_foreign_domain();

If ($destination in PSTN) then
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INVITE sip:foo@iptel.org SIP/2.0
To: <sip:foo@iptel.org>
From: < sip:GWBush@iptel.org >; tag=Cc775
Authorization: Digest username="* john ", realm="  iptel.org ", algorithm="md5",
uri="sip:nils@iptel.org", nonce="3edab81b7a8427be36 2c2a924f3171d215a8f7d3",
response="4a868f9cbffd2b1f39c778abca78f75b".
P-Asserted-ldentity : tel:+14085264000
Identity: "ZYNBbHC...hVn9YceU="
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MESSAGE sip:user2@domain.com SIP/2.0
Via: SIP/2.0/UDP userlpc.domain.com
From: im:userl@domain.com

To: im:user2@domain.com

Contact: sip:userl@userlpc.domain.com
Call-ID: asd88asd77a@1.2.3.4

CSeq: 1 MESSAGE

Content-Type: text/plain

Content-Length: 18

Watson, come here.
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 CGI-PROXY-REQUEST <dest-url> <sip-version>
# 3$ - CGI-FORWARD-RESPONSE <token> <sip-
version>

2 ' 9 - CGI-SET-COOKIE <token>

<sip-version>
< ' ' 8

- CGI-AGAIN ("yes" | "n0o") <sip-
version>






| 7?2 = "

<incoming>
<address-switch field="origin" subfield="host">
<address subdomain-of="example.com">
<location url="sip:jones@example.com">
<proxy timeout="10">
<busy> <sub ref="voicemail" /> </busy>
<noanswer> <sub ref="voicemail" /> </noanswer>
<failure> <sub ref="voicemail" /> </failure>
</proxy>
</location>
</address>
<otherwise>
<sub ref="voicemail" />
</otherwise>
</address-switch>
</incoming>
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INVITE sip:jiri@iptelorg

From: sip:  jan@iptel.org
To: sip:jiri@iptel.org
Call-ID: 000b46ca-b8840003
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INVITE sip:jiri@10.0.0.1

mm) From: sip:jan@iptel.org

To: sip:jiri@iptel.org
Call-ID: 000b46ca-b8840003
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[* user online ? */
if (lookup(“location™)) {
t relay();
break;
2
if (method=="INVITE") {
[* report to syslog */
log(*ACC: missed call\n”);
3
sl_send_reply(“*404”,"Not Found”);
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M8

# SER script: challenge any user

# claiming our domain in From header

# field; good anti-spam practise; it
# uses module actions for
# digest authentication

# apply a regular expression
if ! search (“From:.*iptel\.org”)
{
# verify credentials
if ! proxy_authenticate
"$fd.digest_realm",
“credentials”)) {

RegExp and

(

# challenge if credentials poor

append_to_reply(

"%3$digest challenge™);

sl_reply("407", "Proxy

Authentication

Required");
break;
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# SER script: execute an external
# command for off-line users
If (lookup(“location”)) {
[* log(“missed call”); */
exec_msg(“/tmp/notify.sh”);

}

# shell script: send email
# notification

MAILTO="user2emalil
printf “User %s called” \
“$SIP_HF_FROM’ |

mail —s “Missed Call” $MAILTO

$SIP_USER

©,




5

4%

8&






)







H 4
+%

. 0 011../

" 888

[ 1)



0



[12) . ) #+%
>3 # /.

H + #. 1&&
2C
[% 6# " ) C
# )/

"



0

> . 0 8(" (%"C
B " 5 # )
%C . |/
>$ %
[/ C
/ ) ) ) #)
# | 3.# ) #






H#



>$

# )
3.) 3 # -
3 .)
3 )

$ %4 %p4*
2 *E "

1:61(92

1












$ . & L &

& L &
o 8 $ #3) &# & ) )
o $

H#$) &# & ) ) M

( (S #Y)) &# & ) #)
"% #3)) & & & ) #)




84% ? 1B J " #
#
8 #
< .9 #%
+%%  -.0 - :(((
+% B -.0 - (>

+% " 6 0) 3 3

36

3

J "



41
%

& 3
C) '’
#$) & + & )

#$)) #+ & )

1/

N2



1
5 0>>&



/

3



%&

i

()

1 & *°

i

*+&,



R9:

/@
'‘88 /@
>

!

@
. (
( #

& 1l

+ %






*7

Legacy mobile
signaling
Network

Alternative
Access
Network

Applications &
Services *)

SCP

Multimedia
IP Networks

[Te HH mT HH uTRaN
Uu

R

lu' = lucs (RTP, AAL2)

lu®> = lU(RANAP)

Applications

& Services R-SGW

Signalling Interfac
Signalling and Data Transfer Interface



6D

$ ! +, - +% 7% ) 5
#)) ) ) ) #+,-
$ )

$ . ))3 )









Public
User Identity 1

Private
User Identity 1

| Public

User Identity 2

IMS

Subscription
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E3

AV = RAND||AUTNI||XRES||CK]|IK

RAND = Random number

AUTN = SQN A AK || AMF || MAC
MAC = Message authentication code
AMF = Authentication Management Field
AK = Anonymity key

XRES = Result

CK = Cipher key = f3(K, RAND)

IK = Integrity key = f4(k,RAND)

S-CSCF

RAND,AUTN RAND,AUTN,CK,IK

AV= RAND,AUTN,CK,IK, XRES

HSS
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G

E3 OK

AK = f5(K, RNAD)
SON = AK(AUTN)
XMAC = f1(K,(SQN|RAND|AMF)

XMAC = MAC ?
RES = f1(K,RAND)

CK =f3(K, RAND)
IK = f4(k,RAND)

RES

OK
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RES=XRES ?
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