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Chapter Six: Establishing VolP SLAs

Chapter Six of our book, “The Essential Guide to V0IP Implementation and Management,” by John
Q. Walker and Jeffrey T. Hicks of NetlQQ Corporation, explains the SLAs that are needed for
a VolP implementation.

We're serializing this book, releasing a chapter a month for seven months. A revised, bound
edition is to be published in autumn 2002 by McGraw-Hill. We appreciate your comments
on how to improve it. We’ll acknowledge the feedback we use in our printed book.

If you’re new to VolP, we recommend downloading the previous chapters and reading them
first.

e Our Introductory Chapter introduces the terminology and acronyms that recur fre-
quently in the telephony and data networking communities — a set of ideas essential to a
good understanding of VolP.

e Chapter 1 explains how to build a business case for VoIP — the first step in the planning
process of a VoIP deployment.

e Chapter 2 details a step-by-step process for deploying VolP successfully using classic IT
project management: plan thoroughly, evaluate and experiment with the designs and de-
vices you plan to use, and then roll out the deployment incrementally, building on your
successes and learning as you proceed.

e Chapter 3 explains how to decide whether to outsource VolIP implementation and
management or do it yourself.

e Chapter 4 discusses quality of service (QoS) and tuning techniques that can help im-
prove the network characteristics important for call quality.

e Chapter 5 discusses ongoing VolP management, a crucial part of ensuring the continued
success of a VoIP deployment.

This chapter discusses setvice-level agreements (SLAs) for VoIP. SLAs have become a
common way of defining how network performance will be measured and guaranteed by
service providers. We introduced the concept of SLA management in the last chapter as
part of network performance management. In this chapter, we’ll go into more detail and
discuss some typical SLAs for VolP, the metrics these SLAs are based on, and how to imple-
ment a VolP SLLA — within your organization or with a service provider.

An SLA is exactly what the name implies — an agreement between two parties about the
delivery of a certain level of service. Why should you consider implementing an SLA? Be-
cause you’re depending on a setvice provider, such as an ISP, to deliver a service, such as
WAN access, that meets certain quality expectations. And when the delivered service
doesn’t meet those expectations, it costs you — time and money. An SLA can help you re-
cover some of the cost incurred during a period of degraded or unavailable service. Equally,
an SLA can represent a promise you make to VolIP phone users for a guaranteed level of
quality and availability. But, in either case, to create an effective SLA, you need to consider
what you want to measure when evaluating the service and what expectations you and your
network’s users have for the network service provided.
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Determining What to Measure in a VoIP SLA

In a VoIP deployment, you want your phone users to be as happy with the level of service
being delivered as they were with the PSTN. Service-level agreements provide a target for
the actual performance your VoIP system delivers. At its root, an SLA is quite a simple
matter: you define performance and availability goals and then monitor the system to see
how you’re doing. But, just as a VoIP SLA can include a huge variety of performance met-
rics to be monitored, so can it be defined in many different ways.

What kind of SLA is best for you? It depends. First of all, do you need an internal or exter-
nal SLA, or both? Let’s start by defining internal and external SLAs:

Internal SLA: An SLA within your enterprise. It typically describes the expectations
between users of the system and another internal organization, such as your I'T group.

External SLA: An SLLA between your company or organization and a third-party set-
vice provider. The service provider may be an ISP, carrier, or other VoIP outsourcer.

The type of SLA you need is determined by business needs and user expectations. You may
end up with both types of SLAs, or you may only develop one. However, a key component
of both types of SLAs is the metrics that will be measured. The metrics you emphasize
should be based on your overall business goals.

We’ve categorized the key SLA metrics into four main groups — Availability, Call setup
Performance, Call Quality, and Incident Tracking. Each of these categories contains several
sub-metrics. Let’s discuss each group of metrics in more detail.

Availability

As discussed in previous chapters, today’s PSTN users expect to hear a dial tone 99.999% of
the time when they pick up a phone. This expectation makes availability important in any
VoIP SLA. But, what exactly does the term availability include? To begin with, you want to
hear a dial tone when you pick up the phone; to state the case simply, no dial tone equates
to being unavailable. Next, when you dial a phone number, you expect the call to go
through; no ringing or no busy signal equates to being unavailable. Finally, while you’re
talking, you expect to be able to complete the call without being disconnected; abnormal
call termination equates to being unavailable.

In addition to directly measuring downtime, here are some of the underlying sub-metrics to
monitor and include in an SLA that tracks availability:

e IP PBX availability. Is the IP PBX (or equivalent server) active and functioning
propetly? If not, how long was it down due to hardware, software, or network prob-
lems? Was the IP PBX unavailable while patches or updates were applied? If multiple
IP PBXs are involved, this metric captures the availability statistics of all of them.

e Network availability. VolP calls depend on the IP network. Is network connectivity
availabler If not, how long has the outage persisted? Was the network unavailable dur-
ing router updates or configuration changes? You probably already have some SLAs in
place for network availability. Consider updating them for VoIP by making them more
stringent.

Copyright © John Q. Walker and Jeffrey T. Hicks, 2002. All Rights Reserved. 3



e Network service availability. Many IP phones and VolP servers rely on critical net-
work services to perform call routing. Are the DNS and DHCP servers available? Are
these network services running? If DNS and DHCP are unavailable, users may not be
able to make any calls.

e Call completion percentage. This metric is sometimes referred to as the “answer
seizure rate” in the telephony community. It represents the percentage of attempted
calls that were successfully completed. A low call completion percentage generally
points to declining availability.

e Abnormal disconnections. These refer to calls that were not ended by one of the
talkers. How many calls that were in progress were abnormally terminated? Where did
these disconnections occur? A high number of dropped calls may point to declining
availability.

e Line busy. How many times did a caller receive a busy signal? Was the line really busy,
or was the busy signal an indicator of oversubscribed gateway ports? The key metric
here is the number of busy call attempts caused by oversubscription of resources.

Because they’re so basic to the health of your entire system — and to users’ satisfaction levels
— availability metrics are the first group of statistics to put in a VoIP SLA. Next, you need to
think about what happens when availability is good, but performance problems plague call
setup.

Call Setup Performance

When you make a VoIP call, a complex series of events has to occur in sequence, and with-
out errors. The first set of events, the call setup phase, takes care of getting a dial tone,
dialing the phone number, and getting a result, either ringing at the desired location or a busy
signal. Several different protocols are used for call setup in various VolIP implementations,
and all could experience poor performance. Call setup protocols such as H.323, SIP,
MGCP, and Megaco operate principally using the TCP protocol, sending a large number of
different flows between the IP phones and VolIP server to establish a call between two
parties. Figure 1 shows an example from SIP.

SIP Phone SIP Phone
User A User B
Picks up & dials 1. INVITE -
y 2.180, Ringing - | Rings
: 3200, Ok ANswers
4. ACK -

Figure 1. Call setup can involve many network flows. This is the simplest example
of call setup using SIP between two IP phones. [1]
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Poor call setup performance can affect the uset’s initial perception of the call. If the normal
sequence of tones and responses is not provided quickly enough, users may get impatient
and hang up. Call setup can be divided into two subphases:

e Dial tone response time. How much time elapses from the moment you pick up the
phone until you hear a dial tone? This time is the average dial tone response time. If
the delay is long enough, users may think the system is unavailable. Today, most IP
phones will generate a dial tone almost instantaneously, so this metric may not be a
major issue for your systems. However, it’s still vitally important. A good upper bound
to use is 2 to 3 seconds. Any additional delay would not be acceptable to most users.

e Call setup response time. Sometimes referred to as “post dial delay,” this metric ap-
plies to the amount of delay between the time you dial the phone number and the time
you hear ringing or get a busy signal. This is the average call setup response time. How
much delay is too much for this metric? It depends on the users and their expectations.
But if the delay becomes too long, some users may get frustrated and hang up, thinking
the call cannot go through. A good upper bound for call setup response time is 2.5
seconds [2]. This matches the average call setup response time in the PSTN.

You should also pay close attention to call setup response times for calls between the VolIP
system and the PSTN. There’s extra work involved in routing IP calls over analog lines, and
gateway signaling protocols, such as MGCP and Megaco, are added to the mix. Translations
between signaling protocols at the gateway may add additional delays to the call setup time.

Call setup metrics must be considered in any VoIP SLA. Next, you need to take into ac-
count what happens when availability is good and call setup completes quickly, but the call
quality is poor.

Call Quality

Users have well-established expectations for a VolP system: it ought to sound as good as the
PSTN. As a result, call quality is a key component of a VolIP SLA.

The Mean Opinion Score (MOS) is the standard metric for user perception of call quality.
The SLA for all calls should be drafted in terms of the MOS scale, from 1.0 to 5.0. A MOS
of 4.0 or higher is considered toll quality or equivalent to the PSTN. We consider that a
MOS of 4.0 is good, 3.6 and above is acceptable, and anything below 3.6 should not be con-
sidered acceptable for business-quality calls.
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USER SATISFACTION MOS

Very Satisfied 4.4
4.3

4.0
3.6
31
Nearly All Users Dissatisfied
2.6
Not Recommended
1.0

Figure 2. User satisfaction shown on a MOS scale.

When you incorporate the MOS into your SLA, you also need tools that can monitor the
performance of calls on your network and calculate a MOS from what is measured. In our
second chapter, “Planning for VolP,” we discussed the network performance metrics that
make up the MOS:

e Delay. VolP traffic is intolerant of excessive delay. Long delays can make phone calls
sound like walkie-talkie conversations. SLAs for delay are usually specified as a maxi-
mum allowable in milliseconds, for packet delivery. 150 ms is a widely accepted limit for
end-to-end delay; if your delay exceeds 150 ms, it is likely that the MOS will decline.

e Jitter. Variations in packet arrival times can cause packets to be discarded and VoIP call
quality to suffer. SLAs for jitter are usually specified in maximum allowable milliseconds
of variability in delay among packets transmitted from the same source. 50 ms is a good
number for the maximum allowable jitter.

e Lost packets. If lost, VoIP packets are not retransmitted. Lost packets thus result in
clipped syllables or even missing words in a call. SLAs for lost packets are usually speci-
fied as a maximum allowable percentage loss of all packets sent. A packet loss percent-
age of less than 0.50% is recommended for good-quality VoIP.

A fourth component of the MOS, the codec, is usually a fixed parameter per call — so it isn’t
something that is measured in real time. Chapter 2 includes a table that shows standard
quality impairments for each codec.

There’s no need to spell out separate SLA metrics for each of these measurements; the call-
quality portion of your SLA should specify the MOS. However, you may choose to set up
monitoring thresholds for these metrics, to trigger early warnings that quality is declining.
For example, you may set a threshold that is triggered whenever end-to-end delay rises
above 150 ms. Although the measured MOS may not yet have declined, a delay above

150 ms signals a potential reduction in call quality.

Incident Tracking

If any of the availability, call setup, or call quality SLA metrics decline, youll want to deter-
mine why. Whenever an SLA metric deteriorates and crosses a threshold, the incident-
tracking metrics come into play. Incidents often occur because of an outage or severe
degradation that needs to be repaired. Scheduled changes and ongoing maintenance are also
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tracked as incidents. Several metrics are usually part of an SLA to deal solely with incident
tracking:

e Mean Time to Repair (MTTR). When an SLA value is violated, how long does it
take for the provider to fix a problem, make an upgrade, or perform required
maintenance? The time it takes to resolve each incident is averaged to get the MTTR.
The MTTR is probably the most common SLA metric that deals with incident tracking.
For this metric, lower numbers are better.

¢ Mean Time Between Failures (MTBF). Do failures occur frequently or only rarely?
This metric defines the average time between failure incidents. The MTBF gives an in-
dication of how often failures are occurring and can help identify potential availability
problems. Proper monitoring of the MTBF can also inform you if failures are occurring
more often. For this metric, higher numbers are better.

When tracking downtime or low call quality, set thresholds proportional to the SLA metrics
and configure events or alerts to be sent when the thresholds are crossed. Tie the events
into your fault management and event response systems. Early warnings may prevent SLA
violations for the crucial VolP network metrics and help you avoid triggering violations of
incident tracking metrics.

A good VoIP SLA should include incident-tracking metrics to give you an expectation for
how rapidly your service provider will respond when service levels are not being met. In
turn, incident-tracking metrics help to guarantee the high availability, call setup performance,
and call quality already specified in the SLA.

Implementing VoIP SLAs

Armed with a good understanding of the SLA metrics important for VolP, you can begin
the process of actually implementing the right SLAs for your enterprise. Like many topics
we’ve covered in this book, we view this as a staged process. Working through the five
stages discussed below will bring you the results you’re secking — a trouble-free VoIP system,
transparent to your end users.

The first stage is defining who’s responsible for each role in the SLA implementation
process. Next is identifying the right VoIP service levels for your enterprise. The service-
level agreement itself then needs to be negotiated. After that, measurements can begin, to
determine when the SLA is being met and when it isn’t. You’d like this stage to be auto-
matic, so you’ll choose among the tools available to make this painless. The last stage is
managing and enforcing the SLA.

Define Responsibilities

The implementation of a service-level agreement should be segmented into close to a dozen
roles. Most of the following apply more readily to external SLAs — those agreed to with a
third-party provider. However, each implicit task must also be completed by someone when

an internal SLA is being developed, and must also remain someone’s responsibility once the
SLA is in force.

e Who defines the SLA? Who decides which metrics are important for the organization?
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e Who writes the contract and guides it through the negotiations? Who determines the
penalties?

e Who manages the network, its equipment, and the related computer hardware and soft-
ware? These are the items against which the service covered by the SLA is being
measured. Who’s responsible for maintaining them?

e Who takes the measurements for the metrics specified in the SLA? Who assures the
quality of the measurements as they’re taken?

e Who manages the SLA? Who specifies the thresholds for the metrics and gets notified
when they’ve been crossed?

e Who responds to and resolves incidents when a managed threshold or an SLA metric is
crossed?

e Who does the accounting for the SLA? Who measures the percentage of compliance,
and presents it to the provider or service recipient at the end of each week or month?

e Who enforces compliance with the SLA? This involves determining penalties and
collecting them.

e Who decides when it’s time to get a new provider, when compliance with the SLA be-
comes an issue?

In a small organization, many of these roles may be handled by the same person. But, in
larger organizations, these responsibilities are probably divided among several people who
need to communicate well with one another.

Identify Service Levels for VolP and Other Applications

Before beginning your SLA contract negotiations, you need to determine what you’re going
to measure and what the target SLA values should be. Although the VoIP SLA metrics dis-
cussed in “Determining What to Measure in a VoIP SLA” on page 3 are all important in
varying degrees, your own SLA should comprise the metrics that are most meaningful to
your business. A good piece of advice to take to heart is that you must “[c|reate SLAs that
are based on the quality of end-user application experience, rather than IT metrics which
customers cannot or do not want to understand.” [3] VolP is an example of a network ap-
plication whose value is driven nearly 100% by the perceptions — positive or negative — of
ordinary users.

For VolIP, the relevant metrics for an SLA are the metrics discussed above: availability, call
quality, call setup performance, and incident resolution time. The first three ate end-user,
end-to-end measurements — they’re what counts. You could, alternatively, measure their
lower-layer constituents only, such as delay and packet loss, but it’s best to consider them
principally for diagnostic purposes, to reduce the “find and fix” time. You should also in-
clude measurements related to problem repair, like mean time to repair and incident
management: how problems are identified, submitted, and passed among the team.

Now here’s another consideration. Having added VolP to the network, do you now need to
add SLAs for your other business-critical applications, which you may not have been moni-
toring before? These include e-mail, groupware, e-commerce, and industry-specific business
programs. Maybe you should have had a response time SLA for your SAP applications, but
you weren’t aware of much dissatisfaction before you deployed VoIP. Our advice is this:
adding VolP traffic to a system near its capacity may significantly increase the response time
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of other business-critical applications. Application performance is something you now really
need to pay attention to.

To establish the SLA targets for your most important applications, begin by establishing
performance baselines. These let you know what’s actually possible and provide a starting
point. You know that at the time you take the baseline, here is where MOS, response time,
or throughput stands. You obviously shouldn’t write an SLA to support 100 VolP calls with
a minimum MOS of 3.9, if there’s clearly not enough bandwidth or other resources to sup-
port 100 calls with that quality.

Start your VoIP call quality baseline with the results provided by the VolP-readiness assess-
ment we discussed in chapter 2. Obviously you need to work from the “last” assessment —
the one where the MOS met your standards and was conducted after you’d done all the
necessary upgrades and eliminated all the bottlenecks or other problems that were identified.
1t’s similarly straightforward to get baselines for the network performance of other applica-
tions, such as response time, throughput, or packet loss. Don’t go overboard; be sure to
measure what’s important to end users for each application. For example, for a database ap-
plication, focus on the response time for queries or updates, rather than on throughput.

Similatly, create your availability baseline using the best numbers you have to describe your
current availability statistics. Without making any significant changes to the network or the
users, this gives you a place to start, a place where users know what to expect.

If you want to monitor application response time, avoid insisting that all requests be met
with a response time of 1 second or less. That’s unrealistically strict. Instead, it would be
better to state that 95 percent of requests must have no more than a 1-second response time
and 5 percent may have a response time of between 1 second and 5 seconds.

Starting from these baselines — the expected and observable behavior — create some SLA tar-
gets. SLA targets are values representing performance that’s so bad, it’s no longer accept-
able. For example, if your VoIP baseline MOS is 4.15 today, you might create an SLA target
that reads something like this:

MOS of 4.0 or above 85% of the time; 3.9 or above 95% of the time;
and 3.8 or above 100% of the time; measured on 10 concurrent calls
with the G.711 codec, between Raleigh and Houston.

Negotiate the Service-Level Agreement

The intention of an SLA is to spell out which services are to be provided, how the services
will operate, and what should happen if their performance doesn’t meet the expected service
levels. But, a certain amount of negotiation, compromise, and perhaps even controversy will
undoubtedly enter into any SLA you implement. A recent article noted that “SLAs are like
insurance policies. Just like life insurance doesn’t guarantee life, SLAs don’t guarantee levels
of service. They provide you with compensation in case something goes wrong.” [4]

Because we anticipate some give-and-take in the relationships affected by a VoIP SLA, we’ve
drawn up a top ten list, topics to be addressed in your VoIP SLA negotiations:

1. Specify the SLA metrics and their target values.

The section “Identify Service Levels for VoIP and Other Applications” on page 8 de-
scribes this topic in detail. The measurements that affect the end-user experience are
important to your organization and should be included in your VoIP SLA: availability,
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call quality, and call setup performance. You may also want to include metrics for other
applications so that their performance doesn’t degrade because of the addition of VolP,
as well as a metric for incident rates and their rates of resolution.

2. Describe how the SLA metrics are measured and who measures them.

The section “Define Responsibilities” on page 7 identifies the wide range of roles and
responsibilities associated with creating and enforcing a VoIP SLA. Do you take SLA
compliance measurements in your organization, or are they taken by a third party or the
service provider? If the provider does the measurements, how do you, the customer,
verify them? Tools for taking measurements are described in the next section, “Deploy
Tools to Measure SLAs” on page 12.

The SLA should describe in detail how the measurements are to be taken. It should
specify the locations to be monitored. And, the SLA should spell out how measure-
ments and compliance should be handled if an end-to-end metric involves multiple ISPs.

It should also explicitly describe what time periods are covered. We noticed the follow-
ing quotation in an ISP offering brochure: “A high-end VolIP carrier will offer 99.99%
availability, which does not include scheduled maintenance windows where the carrier
may take down the network to upgrade equipment; clean or switch fibres [sic] or perform
any other work that conld lead to network downtime.” |5, our italics] Wow! A lot of time may
elapse in these periods that are not included in the availability agreement; what time
periods are covered in your SLAs and how are they measured?

3. Describe the SLA reports and their schedule.

Your service provider should demonstrate its compliance with the SLA by sending you
monthly or even weekly reports. In your negotiations, make sure the contract specifies
what metrics and what parts of the network will be included in the reports. It should
also say how often you’ll get reports.

4. Allow requests to review SLA compliance information on demand.

The SLA should establish a procedure for requesting SLA compliance information on
demand. This can be helpful for troubleshooting. For example, if you’re experiencing a
delay problem, information from your ISP may help you narrow the problem down to a
WAN link that you don’t control.

5. Specify the turnaround times for change requests, by severity.

You’ll make changes as you gain more experience with your VolP system. For example,
as you add new locations and new users, you may want to add more locations to be
monitored as part of the SLA. This may require a change request to your service pro-
vider. What’s the expected turnaround time for the change request? It’s also reasonable
to include a prioritization scheme in the SLA’s timetable for such requests. A slow or
over-burdened link may be one of your highest-severity items and should be expedited
accordingly.

6. Specific support-staff and help-desk levels.

The last thing you want is to be placed on hold indefinitely when there’s an SLA-related
fire to put out. Get it in writing: How many people are available to support your VoIP
system when incidents occur? What is their skill level? What hours do they work?
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7. Schedule periodic reviews and adjustments to contract provisions.

Your initial VoIP deployment will no doubt change over time: new users, new locations,
new applications, new hardware, more bandwidth, mergers, and so on. These may cause
your SLA requirements to change. Don’t let them get too far out of date. Schedule
regular reviews with your service provider.

®©

Describe the rewards for great compliance and penalties for non-compliance.

What penalties should you build into your SLA? And if an unsatisfactory situation drags
on, how long do the penalties build up before you call it quits?

CommWeb.com points out that “It’s easy for service providers to promise 99.999 per-
cent uptime — especially when the penalty for not delivering is a meager day or two
worth of credit. Obviously, penalties of this sort are no compensation for the potential
loss in revenue when a company’s ... critical applications aren’t performing.” [6] Your
provider must have a strong motive for complying with the SLA you’ve negotiated.
That motive may be either positive (a bonus or additional business) or negative (a sub-
stantial monetary penalty).

Your best safeguard when entering into an SLA is a “system of rewards and penalties for
compliance and non-compliance.” As Mandy Andress of Infoll’orld notes, “An unen-
forceable SLA serves little purpose. It is well and good to say that all requests should
have a 1-second response time, but if the group responsible for system performance
does not incur any penalties for slower response times or reap any rewards for faster re-
sponse times, then they have no real incentive to comply.” [7]

9. Discuss transition assistance for services should the setrvice provider fail or suffer
a setback.

Put together a plan that gets you through the lurch if something catastrophic happens
with your service provider. This type of situation has unfortunately become more
common in recent years. Aside from bankruptcies, service providers face the same scary
threats that you do; floods, tornados, malicious attacks by network intruders, and other
unpleasant possibilities need to be anticipated and planned for.

10

.

Create a procedure for terminating an SLA contract.

If you’ll pardon the analogy here... Sometimes it just doesn’t work out, and an amicable
divorce makes sense. Write the pre-nuptial agreement before the marriage, not after it’s
started to go bad.

Is it reasonable to expect your service provider to agree to all of the sorts of stipulations
we’ve just outlined? Here are the results of a recent survey in Neswork Computing, asking ser-
vice providers and outsourcers what is covered in their SLA contracts.
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Does your contract provide for the following
services?

Uptime/availability
guaranfes

Specific turnaround
times fer change requests

Specific support-staff levels -

Financial remuneration for

unscheduled downtime

A schedule of periodic
reviews and adjustments .
to contract provisions

Transifion assistance for
applications should the
company fail
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Figure 3. Survey results, showing provisions covered in SLA contracts. [7]

We believe that most boilerplate SLA contracts are probably not good enough for you.
They can have lots of holes and exceptions. For example, if a carrier’s sub-carrier goes
down, are they still responsibler Depending on the size of your deployment and its geo-
graphical scope, there may be a chain of sub-carriers and sub-components to take into ac-
count; determine who’s ultimately responsible. Make sure you fully negotiate the contract
details with them.

Additionally, consider letting SLLA contract quality guide your choice of service provider.
You’re now armed with a top ten list of things to include in the negotiations. “If you are
choosing between two otherwise-equivalent service providers, if one has a better SLA does
that make a difference? And is that more important than past brand experience, than price?”
[9] A 2002 survey of enterprises with SLAs found “that not only were SLAs important, but
the enterprises were willing to pay a significant premium for verified quality and guaranteed
service.” [9]

Deploy Tools to Measure SLAs

Having deployed your VoIP system, determined the expected performance, and negotiated
your SLA contract, you now need to watch the metrics specified in your contract. This
means that the performance values are monitored on an ongoing basis, and events are trig-
gered when the target SLA value is about to be crossed.

The monitoring can be done by the service provider, by your team in your enterprise, by a
third party, or some combination of these. In any case, the provider will surely be motivated
to allow for some comprehensive monitoring of their offerings. And for you, monitoring is
even more important. “Enterprises want to outsource their network service offerings and
have proof that they’re getting what they’re paying for,” notes Laura Spear, VP of marketing
at Trinagy. “That means they need tools to provide proof and credibility back to their
customers.” [11]
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How do you receive SLA performance
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Figure 4. Survey results, showing how SLA performance measurements are received.

[7]

One reason to perform consistent SLA monitoring is to check SLA compliance. A more
important reason, though, is to avoid SLA infractions altogether. This means determining
how much early warning you need to deal with problems. While you’d like to know what’s
going on at any given moment, the closer you get to “real-time monitoring,” the greater the
amount of data collected and the amount of traffic generated in reporting it. A better
method is to set useful thresholds.

For a given SLA measurement, set a pair of thresholds that are stricter than the SLA target.
When the second threshold is triggered, take immediate action so that the SLA level is not
reached. You want to force action to be taken before an SILA violation, not when the SLLA
metric has been crossed and it’s too late. We call this the “good-to-bad” threshold; when it’s
crossed, initiate the incident/fault management processes we discussed in previous chapters.

So when setting thresholds, you should set two threshold crossings: crossing on the way
down (going from good to bad) and crossing on the way back up again (going from bad to
good — indicating that the incident has been resolved). And make sure you allow for some
gap between these threshold-crossing values — you don’t want a flurry of alarms to besiege
your e-mail inbox if the value you’re measuring is fluctuating back and forth across this

boundary.
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Figure 5. An example of a fixed SLA target for the MOS, along with a pair of
thresholds preceding it. Great MOS is at the top, poor MOS is at the bottom.

Reading up from the bottom of Figure 5, we first encounter the SLA target; if the measured
MOS crosses below the line, an SILA violation occurs. Above that is the threshold where, as
the MOS declines, you decide that it’s gone from good to bad, and you trigger the event and
actions necessary to avoid a further decline. You’d like to reset that event when the problem
is truly fixed, so the top line is the threshold that’s crossed on the way back up; as the MOS
improves after having crossed below the “Good to Bad” threshold, it can now be declared
good again when it crosses above the “Bad to Good” threshold.

As you get more sophisticated in working with your SLA thresholds, you may consider im-
plementing thresholds that aren’t just fixed lines or numerical targets. Thresholds can be
intelligent, responding to changes in overall behavior, the time of day, or the number of
users.

A wide range of SLA monitoring tools is available to help you monitor your VoIP SLAs.
Sterling Research summarizes the different choices available to you: “Some companies offer
a limited tool set because they have decided to focus primarily on the monitoring aspect of
SLA compliance. ... Others offer a range of tools that treat SLA compliance as an end-to-
end process. One tool is initially used to establish baseline performance for a particular
service; the next is used to monitor the service on a day-to-day basis; and — finally —
simulation tools are used to spin what-if scenarios that calculate the impact on service
performance if changes are made to the environment.” [10]

Manage SLA Compliance and Enforcement

So, suppose it’s the end of the month. You review your VoIP SLA reports, and see that one
of the SLLAs has been violated, that is, too much time has been spent outside the SLA target.
What’s the transaction that now needs to occur between you and the service provider?

First, don’t get in this situation. Overcommunicate with the team fulfilling the SLA
responsibilities we described on page 7. All members of the team should be well informed
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all along the way. You don’t ever really want to get into the enforcement or penalty stage of
an SLA contract. Avoiding disputes and legal actions altogether is almost always cheaper
and less stressful than pursuing them.

Jared Huizenga of Sage Research believes that enterprises are currently trying to develop “a
more proactive SLA” with their providers. [11] In a “proactive” SLA, providers “have to
spot, correct, and recompense customers for any problems before customers inform the
service providers of the problems.” [11] Huizenga also believes that most enterprises that
enter into an SLLA with their providers “want to be able to actually monitor” compliance “at
their own site” and “receive an automatic credit” if a compliance issue arises.

As discussed above, your SLA contract should establish a system of rewards and penalties
for compliance. These are the incentives for the SLA provider to perform well. Rewards
for excellent SLA compliance may include things like cash bonuses. The penalties for SLA
infractions include automatic credit or reimbursement of your charges, withholding of pay-
ment, or cancellation of the contract. Penalties must be stiff enough to have real meaning
for a larger provider. A Network Computing survey showed that 67% of respondents expected
“financial remedies” from their provider if the SLA was breached. [7]

What legal remedies do you expect from an
SLA if the vendor fails to deliver expected
service levels?

67%

M Cancellation of contract
Financial remedies (discount on

monthly bill)
B Other

Sannce: METWCRE COMPLTING Efal P

Figure 6. Survey results, showing expected legal remedies for SLA non-compliance.

[7]

When expectations are not met, any changes for the better should come from the provider.
They need to determine how to improve their quality and their processes so expectations are
consistently met in the future.

SLAs should be reviewed regularly. An annual review is specified in many contracts. Be-
cause of the rapid pace of technology development, user expectations may change frequently
— this is especially true of expectations for availability and the response time of business
transactions. This means that SLAs must be periodically updated to reflect these changes.
Otherwise, SLAs can quickly become outdated, often demanding service levels far below
existing technological capabilities.

Contract cancellation may be the most effective penalty to levy in cases of SLA non-
compliance. David Kaufman, of Brix Networks, argues that the proactive testing and
monitoring with SLA thresholds we described above is appealing to service providers for
that very reason. “Having the advance warning that something is beginning to go wrong
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with a[n] SLA is really vital because, if there’s an SLA outage, you have a one-in-three chance
that you’ve lost that customer,” he says. [11]

Conclusion

This wraps up our softcopy eBook, available on the NetlQ Web site. We have covered a lot
of information that we think is “essential” when deploying and managing VoIP. We hope
that the information has been useful to you.

As we mentioned in the opening, a revised, bound edition of this book is to be published in
autumn 2002 by McGraw-Hill. We appreciate your comments on how to improve it. We’ll
acknowledge the feedback we use in our printed book.
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