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Howto setup SSH keys between machines

by Daniel Owen on February 13, 2004 (updated February 19,2004)

SSH keys can provide a relief to system administrators. Are you tired of typing in strong passwords over
and over again to connect machines you admin? Using SSH keys and ssh-agent allows you to type in a
passphrase only once on your workstation. SSH generates a private and a public key. The public key can
be put on the machines you wish to communicate with. SSH will then connect to those machines with
keys instead of your standard password. Using ssh-agent can automate this by automatically sending

your key to the machines you connect to.

Let's get started by creating a pair of keys for your workstation from which you'll be connecting to your

various servers.

—
| [ dani el @i nuxone] [ dani el | # ssh-keygen -t dsa ]

| Cenerating public/private dsa key pair. ‘
L

ssh-keygen will prompt you for the file where you wish to save your private key. This is the key that will
only be on your machine and not given out to others. It can be called id_dsa or also identity. The file

should be located in the .ssh directory inside your home directory.
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—

Enter file in which to save the key (/hone/daniel/.ssh/id_dsa):

———

L

Next it will prompt for the passphrase you wish to use. This is basically the password for your key. This is

the password ssh-agent will use to authenticate to all your machines that have your public key.

o
Ent er passphrase (enpty for no passphrase): |

Ent er sane passphrase agai n:

Your identification has been saved in /hone/daniel/.ssh/id dsa.
Your public key has been saved in /hone/daniel/.ssh/id_dsa. pub.
The key fingerprint is:

XK XK XK XK XK XKz XK XK XK XXz XX XX XX XXz XX XX dani el @1 nuxone.

shsu. edu
I 1

Now if you list the contents of your .ssh directory you should see your private and public key.

T 1
| [ dani el @i nuxone][.ssh]# Is
|id_dsa i d_dsa. pub

L |

Now that you have genereated your keys you need to put your public keys in the authorized keys file on
all the machines you wish to connect to using ssh. In this example | will use an example machine called

linuxtwo.

| [ dani el @i nuxone][daniel]# scp .ssh/id _dsa. pub dani el @i nuxt wo: l

L |

scp will prompt you for the password to the remote machine. After entering that, the public key will be

sitting in your home directory on the remote machine.

Connect to the remote machine and cat the contents of the public key to a file called authorized keys in
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your .ssh directory of your home directory.

| [dani el @i nuxtwo] [dani el ]# cat id_dsa.pub >> .ssh/authorized keys l
L

Be sure to use the double ">>" so you do not overwrite any other authorized keys you may have added to

the authorized_keys file. Remove the id_dsa.pub file from your home directory.

| [daniel @i nuxtwo][daniel ]# rm-f id_dsa. pub ]

L |

Before you go any further, we need to check some permissions; or SSH may not act correctly. The .ssh
folder should have permissions of 700, and the authorized_keys file should have permissions of 644.

SSH will totally ignore the keys if the permissions aren't correct.

-
| [ dani el @i nuxtwo] [dani el ]# chnod 700 . ssh ]

| [ dani el @i nuxtwo] [ dani el |# chnod 644 .ssh/authorized_keys ‘
L

On the machine you started with, in our example linuxone, try to SSH to the remote machine. It should

now prompt you to enter your passphrase instead of your password.

To automate the sending of keys with ssh-agent see my tip on this here.

-Daniel Owen
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