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Passi ve Anal ysis of SSH (Secure Shell) Traffic

Thi s advi sory denonstrates several weaknesses in inplenentations of
SSH (Secure Shell) protocols. Wen exploited, they let the attacker
obtain sensitive information by passively nonitoring encrypted SSH
sessions. The information can |ater be used to speed up brute-force
attacks on passwords, including the initial |ogin password and ot her
passwords appearing in interactive SSH sessions, such as those used
with su(l) and G sco | CS "enabl e" passwords.

Al attacks described in this advisory require the ability to nonitor
(sniff) network traffic between one or nore SSH servers and clients.

Fix information, patches to reduce the inpact of traffic analysis, and
a tool to denonstrate the attacks are provided.

Version 1 of the SSH protocol, unless its inplenentation takes speci al
precautions to avoid this, exposes the exact |engths of |ogin
passwords used with password aut hentication. The SSH 2 protocol
doesn't reveal as nmuch information, but a range of possible password

| engths can still be determ ned.

Addi tional weaknesses nmake it possible to detect when a password is
entered during an interactive SSH session, and to di scover even nore
| nformati on about such passwords, including their exact lengths (wth
both protocol versions) and timng information. The |atter exposes
the likelihood of possible characters in each position of a password.

Al this information nmay be entered into a brute-force password

cracker for a significant speedup due to reduced keyspace and ot her
optim zations, including attacking user passwords in the order of
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i ncreasing estinated conplexity.

Additionally, our SSH traffic analysis tool is able to detect the use
of RSA or DSA authentication, and in the case of RSA and SSH 1. 2. x
derived SSH server inplenentations, the nunber of authorized keys
file options. The latter is possible due to debuggi ng packets sent
by those inplenentations. |If a SSH session with RSA authentication
but no authorized keys options is seen, an attacker may infer that
the client machine has the private key sufficient to obtain full

shell access to the server. |If the session is automated, the private
key has to be stored unencrypted.

Finally, it is possible to determ ne the | engths of shell conmands,
and in sone cases, the conmmands thenselves (froma snmall |ist of
comon ones) in an interactive session (which isn't a security issue
under nost circunstances).

It should be noted that, despite their sinplicity, traffic analysis
attacks such as those presented in this advisory haven't been well
researched. W expect that simlar attacks are possi bl e agai nst nost
ot her "secure" (encrypted) renote |ogin protocols. W also expect
additional traffic analysis attacks on SSH to be discovered. In
particular, there nay be recogni zabl e patterns in X11 connections
forwarded over SSH, but these are out of the scope of this advisory.

Password aut hentication vulnerability

When encapsul ating plaintext data in a SSH protocol packet, the data
I s padded to the next 8-byte boundary (or whatever the cipher's block
size is, wth SSH 2), encrypted, and sent along with the pl aintext

| ength field. SSH 1 sends this field in the clear.

As a result, an attacker passively nonitoring a SSH session is able
to detect the anmount of plaintext sent in each packet -- exact for
SSH 1, or a range of possible I engths for SSH 2.

Since the login password is sent in one SSH 1 protocol packet w thout
any special precautions, an attacker can determ ne the exact password
| engt h.

Wth SSH 2, other information (including the usernane) is transmtted
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I n the sane packet and the plaintext length is encrypted, so only a
range of possible password | engths can be det erm ned.

Fortunately, due to the use of C strings in nost SSH 1 server

| npl enmentations, it is usually possible for a SSH client to add
sufficient NUL padding for just the passwords without a change to the
protocol. W recommend that future SSH 1 server inplenentations allow
for this padding, even in cases where the underlying OS interfaces do
not necessarily inply this.

An alternative workaround, proposed by Sinon Tatham is to send a
sequence of SSH 1 nessages containing strings of increasing |ength.
Exactly one of these nessages is SSH MSG PASSWORD and contains the
password string. Al the rest are SSH MSG IGNORE. It is inportant

t hat the nunber of nessages sent renmains constant and is sufficient

to cover the | ongest password we expect to see. To safely transmt
passwords of up to 32 characters, 1088 bytes of SSH 1 nessages are
needed, which may still fit within one TCP segnent. This approach has
t he advantage that no assunption about SSH 1 server inplenentations is
made (other than that they inplenent the protocol correctly; sone

i npl enment ati ons are known to have probl ens handling SSH MSG | GNORE) .

The SSH-2 protocol allows for a solution (independently proposed by
several SSH 2 inplenentation authors) with | ess overhead, and w thout
reliance on artifacts of protocol inplenentation. A pair of SSH 2
messages, SSH MSG USERAUTH REQUEST and SSH MSG | GNORE, may be
constructed such that their conbined | ength remains constant. The
nessages can then be sent to the transport |ayer at once.

| nteracti ve sessi on weaknesses

Wth interactive shell sessions, input characters are normally echoed
by the renpte end, which usually results in an echo packet fromthe
server for each input character. However, if an application turns

| nput echoing off, such as for entering a password, the packets start
to go in one direction only -- to the server. Qur sinple traffic
analysis tool is able to detect this easily and reliably.

Once an attacker knows that the victimis entering a password, all

they need to do is count the packets that didn't generate a reply
packet fromthe server. In the case of SSH 1, the sum of pl aintext
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si zes gives the exact password | ength, save any backspace characters.
Wth SSH 2, the attacker has to assune that each packet contains only
one password character, which is typically the case.

The del ays between packets give the attacker additional infornmation

on the |ikelihood of possible characters in each position of the
password. For exanple, if the delay before a character is larger than
nost other delays, it is likely that the character requires nore than
one keystroke to type.

When typing conmands in a command-line shell over SSH, each character
generates a tiny echo packet fromthe server. However, once the
entire command is entered, a |arger packet -- containing the shell
pronpt and possibly the command's output -- is sent by the server.

By counting the tiny packets (or the plaintext I engths in packets
sent to the server, in the case of SSH 1), the attacker can infer
the I ength of each shell command. To nake detection nore reliable
with SSH 1, it is usually possible to detect backspaces by assum ng
t hat they produce a 3-character response (“H, space, "H).

Once again, the delays may be used -- this tinme for inferring the
actual shell comands typed, froma snmall |ist of conmmobn ones.

The partial solution we propose is to nodify SSH servers such that
t hey sinmul ate echo packets when term nal echo is disabled by an
application. The SSH MSG | GNORE nessage type nay be used to ensure
the client doesn't actually process the contents of these fake
packet s.

Thus, no change to the protocol is required.

It is inportant to note that this partial solution may only def eat
t he nost generic way to infer that a password is entered. In nmany
cases it is possible to do the sanme by ot her neans, including
nonitoring other related network traffic and events |local to a SSH
server system

Solving traffic analysis vulnerabilities not related to password
i nformati on woul d i ncrease the protocol overhead significantly, and
t hus doesn't seem practical for many current uses of SSH.

Conpr essi on
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The use of conpression makes many of the traffic analysis attacks
descri bed above significantly less reliable. This is because the
same anmount of plaintext no |longer results in the sane anount of data
being transmtted. The packet sizes are sonewhat "random zed".

However, it is likely that conpression al so enabl es yet another class
of traffic analysis attacks, as the changes to packet size due to
conpression aren't actually random-- they depend on the pl ai ntext
packet contents.

We're already aware of one practical attack that is possible due to
conpression. Wth SSH 2, the SSH MSG USERAUTH REQUEST nessage i s
transmtted after conpression is negotiated. |If enabled, the size of
the resulting TCP segnent will depend on the entropy of the plaintext
password. |If a SSH MSG | GNORE nessage is used to pad the password as
we have proposed, conpression may defeat sone of the benefit this
coul d have provided. This instance of the problem may be sol ved by
transmtting the SSH MSG USERAUTH REQUEST and SSH MSG | GNORE nessages
unconpressed. However, this is non-trivial to inplenent if a generic
conpression library is used.

Rel at ed wor k

Several of the attacks outlined in this advisory were al so
| ndependently di scovered by the authors of the foll ow ng paper, which
descri bes sonme of themin greater detail:

Dawn Xi aodong Song, David VWagner, Xuqging Ti an:
""Timng Analysis of Keystrokes and Tim ng Attacks on SSH. '

In particular, they reveal that inter-keystroke tim ngs | eak about 1
bit of information per character pair, and describe an attacking
system Herbivore, which tries to | earn users' passwords by
nonitoring SSH sessions. Herbivore is denonstrated to reduce the
search space for uniformy randomy chosen passwords of 8 characters
by a factor of 50.

Fi xes
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Several SSH inpl enentati ons have been changed to include fixes which
reduce the inpact of sonme of the traffic analysis attacks descri bed
in this advisory. It is inportant to understand that these fixes are
by no neans a conplete solution to traffic analysis -- only sinple
remedi ation for the nost pressing vulnerabilities described above.

OpenSSH.

Fi xes have been initially applied to OpenSSH starting with version
2.5.0. (OpenSSH 2.5.2 contains the nore conpl ete versions of the
fixes and solves certain interoperability issues associated with the
earlier versions.

PUuTTY:

PuUuTTY 0.52 will include defenses against inferring |ength or entropy
of initial login passwords, for both SSH 1 and SSH 2.

TTSSH:

TTSSH 1.5.4 provides sone protection against traffic analysis by
padding the transmtted initial |ogin password with NUL'Ss.

G sco:

Ci sco has included counterneasures against the traffic analysis
attacks on SSH into recent versions of its 10S and Cat OS software
supporting SSH.  Their security advisory has been posted at:

http://ww. ci sco. com war p/ public/ 707/ SSH mul ti pl e- pub. ht m
SSH 1. 2. x:

SSH 1. 2.x users can use this unofficial patch (the patch is agai nst
version 1.2.27, but applies to 1.2.31 as well). Please note that a
SSH server with this patch applied will not interoperate with client
versions 1.2.18 through 1.2.22 (inclusive).

- --- ssh-1.2.27.0orig/sshconnect.c Wed May 12 15:19:29 1999

+++ ssh-1. 2. 27/ sshconnect. c Tue Feb 20 08:38:57 2001
@ - 1258, 6 +1258, 18 @@
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fatal ("wite: % 100s", strerror(errno));

}
+voi d ssh_put password(char *password)
+
+ int size;
+ char *padded;
+
+ size = (strlen(password) + (1 + (32 - 1))) & ~(32 - 1);
+ strncpy(padded = xmal |l oc(size), password, size);
+ packet put _string(padded, size);
+ nenset (padded, 0, size);
+ xfree(padded);
+}
+

/* Starts a dialog wwth the server, and authenticates the current
user on the
server. This does not need any extra privileges. The basic
connection
to the server nust already have been established before this is
cal | ed.
@ -1753,7 +1765,7 @@
/* Asks for password */
password = read_passphrase(pw >pw uid, pronpt, O0);
packet start(SSH CMSG AUTH TI S RESPONSE) ;
- - packet put _string(password, strlen(password));
+ ssh_put passwor d( password);
menset (password, 0, strlen(password));
xfree(password);
packet send();
@-1791,7 +1803,7 @@
{
password = read_passphrase(pw >pw ui d, pronpt, O0);
packet start (SSH CMSG AUTH PASSWORD) ;
- - packet put_string(password, strlen(password));
+ ssh_put _passwor d( password);
menset (password, O, strlen(password));
xfree( password);
packet send();
- --- ssh-1.2.27.orig/serverl oop.c Wed May 12 15:19:28 1999
+++ ssh-1.2. 27/ serverl oop. c Tue Feb 20 08:38:56 2001
@ -522,6 +522,9 @@
voi d process _output(fd set *witeset)
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{

int |en;
+#i f def USI NG TERM CS
+ struct termos tio;
+#endi f

/* Wite buffered data to programstdin. */

if (fdin!=-1 & FD I SSET(fdin, witeset))

@@ - 543, 7 +546, 18 @@

}

el se

{
- - /* Successful wite. Consune the data fromthe buffer.
*/
+ /* Successful wite. */
+#i f def USI NG_TERM CS
+ i f (tcgetattr(fdin, &io) == 0 &&
+ I'(tio.c_Iflag & ECHO && (tio.c_|Iflag & | CANON)) {
+ /* Sinmulate echo to reduce the inpact of traffic

anal ysis. */

+ packet start(SSH MSG | GNORE) ;

+ menset (buffer _ptr(&stdin_buffer), 0, len);

+ packet put _string(buffer ptr(&tdin_buffer), |en);
+ packet send();

+ }

+#endi f

+ /* Consunme the data fromthe buffer. */

buffer _consune(&stdin_buffer, |en);
/* Update the count of bytes witten to the program */
stdin_bytes += len;

SSHOW the SSH traffic anal ysis tool

We have devel oped a SSH traffic analysis tool, which can be used to
denonstrate many of the weaknesses described in this advisory. The
source for initial version of the tool is included below Future
versions will be nmaintained as a part of Dug Song's dsniff package,
avai l abl e at:

http://ww. nonkey. or g/ ~dugsong/ dsni ff/
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The raw I P networking libraries required by SSHOVN may be obtai ned at:
http://ww.t cpdunp. org/rel ease/
http://ww. packetfactory. net/Projects/Libnet/
http://ww. packet factory. net/Projects/Libnids/

<++> sshow. c

/*
*  SSHOW
* Copyright (c) 2000-2001 Sol ar Desi gner <sol ar @penwal | . conp
* Copyright (c) 2000 Dug Song <dugsong@ronkey. or g>

You're allowed to do whatever you like with this software

(i ncl udi ng

* re-distribution in source and/or binary form wth or wthout

* nodi fication), provided that credit is given where it is due and
any

* nodi fied versions are marked as such. There's absolutely no
warranty.

*

* Note that you don't have to re-distribute nodified versions of this
* software under these sane relaxed terns. |In particular, you're
free to

* place themunder (L)GPL, thus disallowi ng re-distribution of
further

* nodifications in binary-only form

*/

#i ncl ude <stdi o. h>

#i ncl ude <stdlib. h>

#i ncl ude <string. h>

#i ncl ude <ctype. h>

#i ncl ude <uni std. h>

#i ncl ude <signal . h>

#i ncl ude <errno. h>

#i ncl ude <tine. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/tines. h>
#i ncl ude <netinet/in_systm h>
#i ncl ude <netinet/in.h>
#i ncl ude <netinet/ip.h>
#i ncl ude <netinet/tcp. h>
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#i ncl ude <arpal/inet. h>

extern char *optarg;
extern int optind;

#i ncl ude <nids. h>

#if !defined(NIDS_MAJOR) ||
#endi f

#defi ne H STORY_SI ZE

t ypedef struct {

unsi gned i nt
} range;

mn, max;

t ypedef struct {
int direction;
clock _t tinestanp;
unsi gned int cipher_si ze;
range pl ai n_range;
} record;

struct history {

record packets[ H STORY_SI ZE] ;

list) */

I nt i ndex;
packets[] */

unsi gned int directions;
(bi t mask) */

clock t tinestanps|?2];
direction */

b
struct line {
i nt input_count;
server) */
I nt input_size;
i nt input_|ast;
I nt echo_count;
client) */
b

(NI DS_MAJOR
#error This code requires |libnids 1.15+

16

/*
/*
/*
/*

/*

/*

/*

/*

/*

/*
/*
/*

1 & NI DS_M NOR < 15)

O for client to server */
ti mestanp of this packet */
ci phertext size */

possi bl e pl ai ntext sizes */

recent packets (circular

next (free) index into

recent directions

| ast tinmestanps in each

| nput packets (client to
| nput size (estimted) */
| ast i nput packet size */
echo packets (server to
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struct session {

known */
aut hent i

used */

};

static i

i nt protocol; /* -1 not SSH, O unknown, 1 or 2 once
i nt state; /* 1 after usernanme, 2 after

cation */

I nt conpressed,; /* whether conpression is known to be

struct history history; /* session history */
struct line |line; [* current command |ine */

nt debug = 0O;

static clock t now,

static clock t add _history(struct session *session, int direction,

{

}

unsi gned int cipher_size, range *plain_range)

record *current;
cl ock_t del ay;

current = &session->history. packet s[ sessi on->hi story.index++];
sessi on->hi story. i ndex % H STORY_SI ZE;

current->direction = direction;
current->timestanp = now,
current->ci pher _size = ci pher_si ze;
current->pl ain_range = *pl ai n_r ange;

sessi on->hi story.directions <<= 1;
session->history.directions | = direction;

del ay = now - session->history.tinmestanps[direction];
sessi on->hi story. ti nestanps[direction] = now,

return del ay;

static record *get history(struct session *session, int age)

{

I nt i ndex;
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i ndex = session->history.index + (H STORY_SIZE - 1) - age;
i ndex % HI STORY_SI ZE;

return &session->hi story. packets[i ndex];

}
static char *s_saddr(struct tcp_stream *ts)
{
static char output[32];
snprintf(output, sizeof(output), "%: %",
i net_ntoa(*((struct in_addr *)&ts->addr.saddr)),
t s- >addr. source);
return output;
}
static char *s_daddr(struct tcp_stream *ts)
{
static char output[32];
snprintf(output, sizeof(output), "%: %",
i net_ntoa(*((struct in_addr *)&ts->addr.daddr)),
t s- >addr. dest);
return output;
}
static char *s_range(range *range)
{
static char output[32];
snprintf(output, sizeof(output),
range->mn == range->nax ? "%" : "% to %",
range->mn, range->nmax);
return output;
}

static void print_data(struct half_stream *stream unsigned int count)

{
unsigned int i;
i nt printabl e;

printable = 1;
i

for (i = 0; < count; i++) {
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printf("%2x%", (int)(unsigned char)stream >datali],
| < count - 1 && i %24 !'= 23

?20 0 0 '\n');
printable &=
i sprint(stream >datali]) |
stream>data[i] == '"\r' || stream>data[i] ==
‘\n';
}
if (printable &k count >= 4 && !nmencnp(stream >data, "SSH ",
4))
fwite(stream >data, count, 1, stdout);
}

static unsigned int sshl plain_size(struct half_stream *strean

{

i f (stream >count_new < 4) return O;

return (unsigned int)(unsigned char)stream >data[ 3] |
((unsigned int)(unsigned char)stream >data[2] << 8) |
((unsigned int)(unsigned char)stream >data[ 1] << 16) |
((unsigned int)(unsigned char)stream >data[ 0] << 24);

}

static unsigned int sshl cipher_size(struct half_stream *streamnm

{
}

return 4 + ((sshl _plain_size(stream + 8) & ~7);

static range *sshl plain_range(struct half_stream *streamnm

{

static range output;

output.mn = output. max = sshl plain_size(stream) - 5;
return &out put;

}

static range *ssh2 plain_range(struct half_stream *stream

{

static range output;
out put. max = stream >count _new - 16;

/* Assunme m n padding + 8-byte cipher bl ocksize */
output.mn = output.mx - 7,
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}
static void client _to server(struct tcp_stream *ts, struct session
*sessi on,
unsi gned int cipher_size, range *plain_range)
{
cl ock_t del ay;
i nt payl oad, magic;
del ay = add_hi story(session, 0, cipher_size, plain_range);
i f (debug)
printf("- % -> %: DATA (% bytes, % 2f seconds)\n",
S _saddr(ts), s _daddr(ts), s_range
(pl ai n_range),
(float)delay / CLK TCK);
i f (debug > 1)
print _data(& s->server, cipher_size);
payl oad = pl ai n_range->m n;
I f (session->state == 2 && payload > 0) {
sessi on->l i ne. i nput _count ++;
session->line.input_|ast = payl oad;
i f (session->protocol == 1)
payl oad -= 4;
el se {
payl oad -= 16 + 1,
/* Handl e different versions and ci pher bl ock
sizes */
for (magic = 40; nmagic <= 52; magic += 4)
/* Assunme several SSH 2 packets in this IP
packet */
if ((payload - (magic - 40)) % magic == 0) {
payl oad -= magic - 40;
/* One character per SSH 2 packet
(typical) */

if ((int)output.mn < 0) output.mn = 0;
return &out put;

payl oad /= magi c;
sessi on->line.input_count += payl oad,
br eak;

}

payl oad++;
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}
I f (payload <= 0) {
I f (payload < 0 && !session->conpressed &&
sessi on->protocol == 1) {
sessi on- >conpressed = 1;
printf("+ % -> %: Conpression
det ect ed,
"guesses W ll be nmuch | ess
reliable\n",
s _saddr(ts), s _daddr(ts));
}
payl oad = 1;
}

session->line.input_size += payl oad;

}

static void server _to client(struct tcp_stream *ts, struct session
*sessi on,

unsi gned int cipher_size, range *plain_range)
{

cl ock_t del ay;

I nt skip;

range string_range;

del ay = add_hi story(session, 1, cipher_size, plain_range);

i f (debug)
printf("- % <- %: DATA (% bytes, % 2f seconds)\n",
s _saddr(ts), s _daddr(ts), s_range
(pl ai n_range),
(float)delay / CLK TCK);
i f (debug > 1)
print _data(& s->client, cipher_size);

/*

* Sonme of the checks may want to skip over nultiple server responses.
* For exanple, there's a debuggi ng packet sent for every option found
* in authorized keys, but we can't use those packets in our pattern.
*/

skip = 0;

while (((session->history.directions >> skip) & 3) == 3)

I f (++skip > H STORY_SI ZE - 5) break;
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I f (session->state == 0 &&
sessi on->protocol == 1 &&
((session->history.directions >> skip) & 7) == 5 &&
pl ai n_range->mn == 0 &&
get _history(session, skip + 1)->plain_range.mn > 4 &&
get _history(session, skip + 2)->plain_range.mn == 0) {

sessi on->state = 1,
string_range = get _history(session, skip + 1)-
>pl ai n_r ange;
string_range.mn -= 4; string_range. max -= 4;
printf("+ % -> %: GUESS. Usernane length is %\n",
S _saddr(ts), s _daddr(ts), s_range
(&string _range));

return;
}
I f (session->state == 0 &&
sessi on->protocol == 2 &&
(session->history.directions & 7) == 5) {
if (plain_range->mn == 9 || plain_range->mn == 4 +
9) {
string_range = get _history(session, 1)-
>pl ai n_range;
if (string range.mn > 490 && string_range.
mn < 600) {
sessi on->state = 2;
printf("+ % -> %: GUESS. DSA "
"aut hentication accepted\n”,
s _saddr(ts), s _daddr(ts));
return;
} else
if (string range.mn > 42 + 9) {
sessi on->state = 2;
printf("+ % -> %: GUESS. Password "
"aut hentication accepted\n”,
s _saddr(ts), s _daddr(ts));
return;
}
} else
if (plain_range->mn > 12 + 9 & & plain_range->mn <
56 + 9) {
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string_range = get _history(session, 1)-
>pl ai n_r ange;

If (string range.mn > 490 && string_range.

mn < 600) {
printf("+ % -> %: GUESS. DSA "
"aut hentication failed\n",
s _saddr(ts), s _daddr(ts));
return;
} else if (string range.mn > 42 + 9) {
printf("+ % -> %: GUESS. Password "
"aut hentication failed\n",
s_saddr(ts), s _daddr(ts));
return;
}
}
}
I f (session->state == 1 &&
session->protocol == 1 &&
(session->history.directions & 3) == 1 &&
pl ai n_range->mn == 0 &&
get _history(session, 1)->plain_range.mn == 130) {
printf("+ % -> %: GUESS. RSA aut hentication refused
\n",
s _saddr(ts), s _daddr(ts));
return;
}
I f (session->state == 1 &&
sessi on->protocol == 1 &&
skip >= 1 &&
((session->history.directions >> (skip - 1)) & 037) ==
013 &&
pl ai n_range->mn == 0 &&
get _history(session, skip - 1 + 2)->plain_range.mn == 16
&&
get _history(session, skip - 1 + 3)->plain_range.mn ==
130 &&
get _history(session, skip - 1 + 4)->plain_range.mn ==
130) {

char *what ;
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swtch (get_history(session, 1)->plain_range.mn - 4)

{
case 28:
/* "RSA aut hentication accepted." */
sessi on->state = 2;
if (skip>1 & (what = alloca(64))) {
snprintf(what, 64,
"accepted (%+ authorized keys
option%s)",
skip - 1, skip-1=17?2""
TSy
br eak;
}
what = "accepted”;
br eak;
case 47:
/* "Wong response to RSA aut hentication
chal | enge. ™ */
what = "fail ed";
br eak;
defaul t:
what = "???";
}

printf("+ % -> %: GUESS. RSA aut hentication %\n",
s _saddr(ts), s _daddr(ts), what);
return;

}

I f (session->state == 1 &&
#i fdef USE_TI M NG
now - get history(session, 2)->tinestanp >= CLK TCK &&

#endi f
sessi on->protocol == 1 &&
(session->history.directions & 7) == 5 &&
pl ai n_range->mn == 0 &&
get _history(session, 1l)->plain_range.mn > 4 &&
get _history(session, 2)->plain_range.mn == 0) {

session->state = 2;
string_range = get_history(session, 1)->plain_range;
string_range.mn -= 4; string_range. max -= 4;
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printf("+ % -> %: GUESS. Password aut hentication, "
"password | ength % %%\n",
s _saddr(ts), s _daddr(ts),

string _range.mn == 32 ? "appears to be"
"is",
s_range(&string_range),
string_ range.mn == 32 ? " (padded?)" : "");
return;
}
I f (session->state == 2) {

sessi on->li ne. echo_count ++;

/| * Check for backspace */

i f (session->protocol == 1 && !session->conpressed &&
plain_range->mn == 4 + 3 &&
session->line.input_size >= 2)

session->line.input_size -= 2;

if (plain_range->mn > 4 + session->line.input _|ast &&
session->line.input_count >= 2 &&
session->line.input_size >= 2) {

I nt size;
char *what ;
si ze = session->line.input_size;
I f (session->line.echo _count + 1 >=
session->line.input_count &&
Si ze <= (session->line.input_count << 2)
&&
si ze < 0x100)
what = "(conmand) |ine";
el se
I f (session->line.echo count <= 2 &&
Si ze <= (session->line.input_count << 1)
&&
size >= 2 + 1 && size <= 40 + 1)
what = "password”;
el se
what = NULL;
i f (debug)

printf("- % -> %: sent %l packets
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"(% characters), seen %

replies\n",
s _saddr(ts), s _daddr(ts),
sessi on->l i ne.input_count,
Si ze,
sessi on->li ne. echo_count);
i f (what)
printf("+ % -> %: GUESS. "
"a %6 of %l character%\n",
S _saddr(ts), s _daddr(ts),
what, size - 1, size == 2 ?
"t "s");
}
if (plain_range->mn <= 0 ||
pl ai n_range->mn > 4 + session->line.input_|ast ||
session->line.input_|ast >= 0x100) {
sessi on->line.input_count = O;
session->line.input_size = 0;
sessi on->line.echo _count = 0O;
}
}
}
static void process _data(struct tcp_stream*ts, struct session
*sessi on)
{

unsi gned i nt have, need,;
char *If;

i f (session->protocol < 0) return;

if (ts->client.count _new &&
(have = ts->client.count - ts->client.offset)) {
switch (session->protocol) {
case 1:
i f (have < (need = sshl cipher_size(&ts-
>client))) {
i f (debug)
printf("- % <- %: got % of

"% bytes\n", s_saddr
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(ts),
s_daddr(ts), have,
need) ;
ni ds_di scard(ts, 0);
return;
}
I f (have != need && debug)
printf("- % <- %: left % bytes\n",
s _saddr(ts), s _daddr(ts),
have - need);
ni ds_di scard(ts, need);
server _to client(ts, session, need,
sshl plain_range(& s->client));
return;
case 2:
server _to client(ts, session, have,
ssh2 _plain_range(& s->client));
return;
defaul t:
br eak;
}
}
i f (ts->server.count _new &&
(have = ts->server.count - ts->server.offset)) {
I f (!session->protocol) {

| f = (char *)nmenchr(ts->server.data, '\n',

have) ;

if (have < 7 || (!'If &% have < 0x100)) {

ni ds_di scard(ts, 0);
return;

}

If (If & !'mencnp(ts->server.data, "SSH ", 4))

sessi on->protocol = ts->server.data

[4] - '0°;
/* some clients announce SSH-1.99 instead of

SSH-2.0 */

i f (session->protocol == 1 &&
ts->server.data[5] =="." &&
ts->server.data[6] == "'9")

sessi on- >prot ocol = 2;
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I f (session->protocol !'= 1 && session-
>protocol !'= 2) {
sessi on->protocol = -1;
i f (debug)
printf("- % -> %: not SSH
\n",
s_saddr(ts), s_daddr
(ts));
return;
}
need = | f - ts->server.data + 1;
ni ds_di scard(ts, need);
printf("+ % -> %: SSH protocol %i\n",
s _saddr(ts), s _daddr(ts), session-
>pr ot ocol ) ;
i f (debug)
print_data(& s->server, have);
return;
}

switch (session->protocol) {
case 1:
i f (have < (need = sshl cipher_size(&ts-
>server))) {
i f (debug)
printf("- % -> %: got % of

"% bytes\n", s_saddr
(ts),
s_daddr(ts), have,
need) ;
ni ds_di scard(ts, 0);
return;
}
I f (have != need && debug)
printf("- % -> %: left % bytes\n",
s _saddr(ts), s _daddr(ts),
have - need);
ni ds_di scard(ts, need);
client to _server(ts, session, need,
sshl plain_range(é&ts->server));
return;
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case 2:

client to _server(ts, session,

have,

ssh2_plain_range( &t s->server));

}

static void process_event(struct tcp_stream *ts,
**session)
{

struct tns buf;

char *what ;

now = tinmes(&bouf);

what = NULL;

swtch (ts->nids_state) {

case NI DS JUST EST:
ts->client.collect
ts->server. col | ect
I f (debug)

1;
1;

struct session

printf("- % -> %: ESTABLI SHED\ n",

s _saddr(ts), s_daddr(ts));

if (!(*session = calloc(l, sizeof(**session)))) {

errno = ENOVEM
perror("calloc");
exit(l);
}
(*session)->history.tinestanps|0]
(*session)->history.tinestanps|1]
return;

case N DS CLOSE:
what = " CLOSED';

case NI DS RESET:
I f (!what) what

" RESET";

case NI DS TI MeED OUT:
i f (!what) what = "TIMED OQUT";
i f ((*session)->protocol > 0)

printf("+ % -- %: %\n"
s _saddr(ts), s _daddr(ts),
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el se if (debug)
printf("- % -- %: %\n",
s _saddr(ts), s _daddr(ts), what);
free(*session);
return;

case NI DS DATA:
process_data(ts, *session);

return;
}
}
static void dumry_syslog(int type, int errnum struct ip *iph, void
*dat a)
{
}
static void cl eanup(int signum
{
exit(0); /* Just so that atexit(3) jobs are called */
}
static void usage(void)
{
fprintf(stderr, "Usage: sshow [-d] [-i interface]\n");
exit(l);
}
int main(int argc, char *argv[])
{
int c;
while ((c = getopt(argc, argv, "di:h?")) = -1) {
swtch (c) {
case 'd':
debug++;
br eak;
case 'i'
ni ds_parans. devi ce = optarg;
br eak;
defaul t:
usage();
br eak;

http://www.openwall.com/advisories/ OW-003-ssh-traffic-analysis.txt (24 of 26)1/16/2004 8:42:39 AM



http://www.openwal | .com/advisories’ OW-003-ssh-traffic-analysis.txt

}

<-->

}
}
argc -= optind;
argv += optind;

if (argc !'= 0) usage();

si gnal ( SI GTERM cl eanup) ;
si gnal (SI G NT, cleanup);
si gnal (SI GHUP, cl eanup);

setl i nebuf (stdout);

ni ds_parans. sysl og = dummy_sysl og;
ni ds_parans. scan_num hosts = 0;

ni ds_parans. pcap _filter = "tcp";
ni ds_parans. one_|l oop_| ess = 1;

if ('nids_init()) {

fprintf(stderr, "nids_init: %\n",

return 1;

}

nids register _tcp(process_event);
nids_run();

return O;

<++> Makefil e

CC =
LD =
RM =

CFLAGS = -c -\all

gcc
gcc
rm

-f

LDFLAGS = -s
LIBS = -L/usr/local/lib -Inids -Inet -Ipcap

PRQJ
oBJS

al | :

S
S

show
show. o

$( PRQJ)

sshow. $(OBJS)

$(LD) $(LDFLAGS) $(OBIS) $(LIBS) -0 sshow
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C.O0:
$(CC) $(CFLAGS) $*.c
cl ean:
$(RM $(PRQI) $(OBIS)
<-->

Credits and contact information

This advisory, the SSHONtraffic analysis tool, and the unoffici al
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