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Chapter 1. Tour de Shell Scripting
Introduction to the Course structure

This course is structured with the following students in mind:

e A "newhie" to shell scripting, OR

* A user who wants arefresher on a particular aspect of shell scripting.

For Category 1 users | suggest you work through each section, do all the relevant
exercises and Labs.

If you fall into Category 2 above, then just look up the section you need arefresher
on, do the examples below each section to drive the point home and move on.

The Lab (project) is designed to get you into the groove of writing shell scripts and
is, in essence, an example of the practical application of the shell script.

Y ou will learn an immense amount from doing the exercises and Labs, and you
should have a great deal of fun too. In the Labs, we begin by building areally simple
script and progress to a script that you will want to show your friends... but don't.
Unless they're Linux nuts too, they'll think you're just weird!!!!

Finally, for those geeks out there, (or those of you who think you're too clever for
this sort of stuff), there are additional challenge sequences.

For example, where the "wannabe-geeks' build a simple menu system, you must
build a menu system with the "ncurses' library. This may mean reading up on the
dialog package, figuring out how it works and then implementing it. | have included
in the appendices explanations of the challenge sequences. Look out for the
challenge sequences and really pull out all the stops!

Adage 1.0:

Oh, afinal word of warning. If you haven't noticed already, Unix and Linux people
have a pretty wacky sense of humor. I'm no exception. If you find some of my jokes
and quips in this course offensive, you're definitely taking this whole Linux thing
WAY TOO SERIOUSLY . Take achill pill and re-read it and relax!

What you will need




2 Tour de Shell Scripting

» Pencil and Paper

Yes. | know these two concepts are foreign to some of you, but hey, givean old
codger like me a break.

» To havelogged onto your favorite Linux distribution as a user (with your
username).

We don't at this stage need to be logged in as root.

At some time during this course you will need to log in asroot. If you
get to that point and are not the system administrator for the machine
you are working on, then you may need to build your very own Linux
machine. Any system administrator in their right mind would NEVER
give you the root password. Of course, if you are the system
administrator, you already have the root password!

What is Shell Scripting
Adage 1.1:

In order to learn to be a great system administrator, and "shell script-er”, you MUST

LAZY.
Yes, that'sright, LAZY . Say it, and again. Once more. Good!!!

Why? Becausg, if you are anything like me, you want to spend your time doing
things you love, not the mundane boring stuff that will leave you fedling like you've
really had to work hard!

If you're lazy, you will think of simpler, better, faster and more efficient ways of
getting through your day's tasks, look efficient, get many pats on the old' back, or
taps on the old' head and leave work fegling like you're just the smartest person
around.

Adage 1.2

Next, if you REALLY want to learn to script, NEVER do manually, what you can
do by using a script. Script everything!!!!

So, let's get scripting. But first, what is a shell?




The shell, in UNIX and Linux is the equivalent of acommand interpreter in
Windows. Itsjob isto accept commands, as typed by the user on the command line,
and interpret each of those commands, acting on it however necessary. The shell isa
little like DOS operating system in many ways; the only difference being that it's
like DOS on steroids. | hope that over the remainder of this course you will you will
understand this sentiment.

For example typing:

s -1

on the command line produces some output. How does UNIX know to call the ls
command? How does it know to interpret the -1 as a switch? What about the output?
How does the command output know to come to the screen? By chance? Nope.
Nothing in Linux happens by chance!

The shell does these things!

What about a shell script?

A shell script isin essence, awhole bunch of shell commands entered together in a
file. A little like the DOS batch file, where many shell commands are grouped

together to perform some function(s).

What if we wanted to run two commands over and over again? Say,

free

and

df -h

One way of doing it would be to type the commands in over and over again. More
work!!! Of courseitis. We are looking at means of sticking to adage 1.1, not so? So,
we could get clever and type both commands on asingle line, separated by a
semi-colon

free; df -h
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We've reduced our finger-work, but not by much. Again the better way of doing this
isto put both these commands into afile. For our example we will cal thisfile
mycmds.sh:

ri aan@lebi an: /t np> vi nycnds. sh <To create the script>
ri aan@lebi an: /t np> chnod +x nycnds. sh
ri aan@lebi an: /tnp> ./ nycnds. sh

t ot al used free shar ed buffers cached
Mem 321628 317836 3792 0 14644 88536
-/ + buffers/cache: 214656 106972
Swap: 506480 1060 505420
file system Size Used Avail Use% Mounted on
dev/ hdal 5.5G 3.5G 2.1G 63%/
t npf s 158M 4.0K 158M 1%/ dev/shm

ri aan@lebi an: / t np>

Then all we haveto do it executeit, and voila, we have "created a new command”,
aka mycmds.sh. Now each time, we merely need to run the script and the commands
are executed together.

Introduction to info, man and the
whatis database

Thisisashell scripting course, but we're going to start off by looking at the info
pages, the man pages and the whatis database before we start scripting. Thisisa
good idea because at least we know that we're all on the same page.

So, what is this man page, and info page, and that other stuff you mentioned?
Man pages is aterm used as a short-hand for manual pages - or the manual. Info
pages, are like manual pages (man), but are a newer format that the movers and
shakers are trying to adopt.

Which to use? Well both actually.

In some cases, man does not contain all the necessary information, and then one

needs to refer to the info pages. Sometimes it may be far easier to locate that which
you are looking for by firing up the manual page. First welll tackle info pages.

info pages

The diagram below illustrates the structure of the info pages. Refer to it while
reading this section




Figure 1.1. Thestructure of the info pages
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Info pages are like man pages in many ways, except they provide alot more
information than man pages (well mostly anyway). Info pages are available on all
the Linux distributions currently available, and they are similar to the man pages,
although in some instances give you more information.

If we look at atypical way of invoking info, it would be the word info, followed by a
space, followed by the name of the command that you want to invoke info on. For
example, for the command Is:

info |Is
N
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Type the commands just as you see them here. | have placed minus
signs under the command and it's arguments, and a caret (*) under the
space. Thisisto illustrate that the command should be typed EXACTLY
asis.

This should give us an information page on the Is command. We could invoke info
on awhole range of utilities by typing:

inffo coreutils

where coreutilsis just another group of info pages. Coreutilsis agrouping of info
pages, containing commands such asls, cd, cp, mv or list directory contents (1s),
change directory (cd), copy files and directories (cp) and move or rename files (mv).
One could, for instance, type:

i nffo nv

Theway infois structured, isthat when you first start it, it will display the node at
which you are beginning your search.

In our coreutils example, on the top of the page (right at the top) the first line looks
asfollows:

File: coreutils.info, Node: Top, Next: Introduction, Up: (dif

Starting on the left-hand side, we see the file that we're "infa'ing" the coreutils.info
file.

The filename that contains information about the Is, cp, mv and cd commands
amongst othersis coreutils.info.

The current Node is Top, which indicates that we're at the top of the coreutilsinfo
page and cannot go higher within this group of pages.

From the top level of the info page on coreutils we can how do a couple of things:
We can go to the next node (by typing 'n’), which is the next topic, called

Introduction. Y ou will notice that there is no link to a Previous topic, since we are at
the top of this group of pages.




We could scroll down to the menu and select a particular topic (node) we want
displayed.

File: info.info, Node: Top, Next: Cetting Started, Up: (dir)

Info: An | ntroduction

RIEE IR S S O Sk S b S O

The GNU Project distributes nost of its on-line manuals in t
format”, which you read using an "Info reader”. You are probab
an Info reader to read this now

If you are newto the Info reader and want to | earn how to u
type the conmand "h' now. It brings you to a progranmed instru
sequence.

To read about expert-level Info commands, type "n' twice. T
brings you to “Info for Experts', skipping over the “Getting St
chapt er.

* Menu:

* Getting Started:: Getting started using an Info r
* Expert Info:: I nfo conmands for experts.

* Creating an Info File:: How t o make your own Info file.
* | ndex: : An i ndex of topics, conmands, a

--zz-Info: (info.info.gz)Top, 24 lines --All-------------------

he "Info
y using

se it
Ction

ni s
ar t ed'

pader .

hd vari abl

If you were to scroll down to the Directory listing line, you'll see that on the
left-hand side there's an asterisk, followed by the topic, followed by a double colon
and what isinside the info group:

* Directory listing:: |Is dir vdir d v dircolors
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These are the topics covered in this particular node.

If you hit enter at this stage. Y ou should see that the node has changed. The top line
of your page will look asfollows:

Thisis similar to the top of the coreutils.info page as described above, but this
example includes a previous node, which is "Operating on characters', with the next
node being "Basic operations’.

Once I've scrolled down (using my arrow keys)to* Directory listing,l
may want to go and look at information about the Is command to see what | can do
with Is. Again you use the up or down arrow key and scroll to "Isinvocation” and hit
Enter

Once there you can read the Is info page to see what it tells you about the Is
command.

How do you go back to the Directory listing info page? Type u for UP, which should
take you to the previous listing.

How do you go from "Directory listing" to "Basic operations’, when you're currently
at the "Directory listing" node? n will take you to the NEXT node (taking you from
the "Directory listing” to "Basic operations").

If you want to go right to the top, in other words, back to the coreutils group, presst
for TOP.

Y ou can do searches within info by using the forward slash (/) and then include a
pattern, which might be something like

Directory

Thistdlsinfo that you want to look for the pattern Directory. Bingo! We find
Directory listing, asit is the first entry that matches the pattern. If you want to use
the same pattern to search again, press forward slash followed by enter:

<ENTER>

Thiswill alow you to search for the pattern "Directory" once again. How do you

File: coreutils.info, Node: Directory listing, Next: Basic opergtions, Prev:

Op
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quit info? q will quit info.

If you want to go one page up at atime, then your backspace key will take you one
page up at atime.

Finally, to obtain help within info, type '?. Thiswill get you into the help page for
info. To leave help, press CTRL -x-0.

That is essentially how info works. Part of the reason for moving to info rather than
man pages is to put everything into texinfo format rather than gz-man format. In the

future, much more software will include manual pagesin texinfo format, soit'sa
good ideato learn how the info pages work.

Exercises:

1. Runinfoonfind.
press u.To which node of the info page does this take you?
Search for the find command.

Select the find command.

o > WD

If | wereto try to find afile using it'sinode number, how would | do this. (Hint:
search for inum)

6. What node does this (inum) form part of ?
7. Gotothe"Finding Files' node and select the Actions node.

8. How do you run acommand on a single file once the file has been found.

Man Pages

Having covered the info pages, we need to look at man pages since man is the
standard on most UNIX and Linux systems. 'man'’ is short for manual. Thisisnot a
sexist operating system. There are no woman pages but we can find out how to make
some alittle later (to keep man company).} Manual pages are available on every
operating system. (If your system administrator hasn't installed them, ask him
politely to do so, as no Linux system should be running without man pages.).

The man command is actually run through a program called less, which is like more
except it offers more than the more command does.
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Mark Nudelman, the developer of less, couldn't call it more, since there
was already a more command, so it became less. Linux people do have a
sense of humor.

To invoke man pages type:

man <conmand>

For example, the Is command that we info'ed above,

$ man |s | |ess

Looking at our example above, the manual page on the Is command is run through
the less command.

What can you do from within man?

Weéll, pretty much the things you can do with info. Instead of a menu system, and
nodes, we're looking at a single page detailing al the options and switches of the Is
command.

If we want to search for a particular pattern we would use forward slash (/) just like
wedidininfo.

For example, we could type

SEE ALSO

This pattern search would take us to the end of the man page to look at the SEE
AL SO section.

We could type question mark with a pattern, which does areverse search for the
specified pattern. Remember forward slash does aforward search and question mark
does areverse search.

?NAVE
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This pattern search will reverse search up the man page to look for the pattern
NAME.

Y ou will notice that I'm not saying look for the string NAME, rather I'm
saying look for the pattern NAME. This is because pattern matching is a
critically important part of UNIX and Linux and shell scripting. Well
learn more about patterns as we go through the course.

If we want to scroll down one page at atime within the man page (i.e. we've looked
at page 1 and we've read and understood it, and we want to go to page 2), then the
space bar takes us forward by a page.

Similarly if we want to reverse up the man page, we press b for back, which will
scroll backwards through the man page.

How do we get back to our prompt? The 'q’ key comesin handy again. ‘g’ for quit.

man pages are generally broken down into a host of different sections. There'sa
SYNOPSI S section, aDESCRIPTION section, and a SEE AL SO section. Read
through the man page and you will understand the different sections.

If you need help on moving around through the man page, type 'h' for help, which
will give you alisting of all the help commands. Y ou will see that it has displayed
the help commands NOT for man but for less. Why? Because the pager for man,
(pager, the tool that gives you one page at atime instead of just scrolling the man
page past you too fast to read), is the less command

We will cover the less command a bit later but you can look it up with the info pages
asfollows:

info | ess

So 'h" within the man page will show you help on the 'less command at the same
time as displaying the requested manual page.

Sometimes you heed to read a man page three or four times before you completely

understand it, and of course sometimes you may never understand it! Don't be
deterred. That's what separates the kanga's from the roo's.

Exercises for man:

1. doaman onthenl command
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2. What isthe function of this command?

How would one right justify the number ensuring it has leading zeros?
And also number non-blank lines?

Who wrote this program?

What else should we view to get a complete picture of the nl command?

N oo g &~ »

What version of the nl command do you have installed on your system?

The whatis Database

The whatis database is usually rebuilt on a Linux system at night. The job of the
whatis database is to search through every manual page on your system looking for
the NAME section within these man pages, classifying them and placing them into a
database, to facilitate searching in the future.

The whatis database is useful in that it gives us the ability to quickly look up what a
particular command does. So if | asked you to tell me what the nl command does,
you could look it up in the man pages or you could look it up in the whatis database.

man nl

or

whati s nl

The latter method should return with the NAME section from the man page,
showing you what the commands job is on the system. It should tell you that nl
numbers the lines. Similarly wc counts words, lines and characters for you.

The whatis database is very useful because it allows you to quickly find out, what a
particular command on the system does.

If the whatis database is not up-to-date, it is quite simple to update it. Generally
though, the updating of the whatis database is a simple automated process. Once a
night, the operating system should go about updating the whatis database. Even if
the system administrator has installed a whole host of new software on the system,
by virtue of the fact that the man pages for that software would be installed at the
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same time as your new application isinstalled, your whatis database should pick up
those pages and add them to its database each night.

As a side note, updating the whatis database manually is simply a matter of

$ makewhatis -u -w

and the whatis database will be updated.

Adage 1.3 - the notion of being good because you are

lazy.

The idea behind being lazy isthat you want to take a system and get it to do stuff
automatically for you, so that you can spend more time surf-skiing or walking on the
mountain, or doing things you enjoy doing.

Now people say to me "Why must | be lazy?'

Because it means that you need to think of better, quicker ways of doing things and
shell scripting isaway to achieve that.

If you haven't thought of a better way of doing it, you're not applying your mind. If
you apply your mind you will find that there are many different waysto skinacat in
Linux. Shell scripting is one of the many ways you can speed up mundane tasks.

So the idea behind shell scripting is to automate this process of getting jobs to be
done on your behalf.

To achieve this using scripts, you could take a series of system administration tasks,
put them together in asingle script, run them unattended and they should produce
output that would (hopefully) match what you require.

Finally, this brings me to another adage.
Addage 1.3

There is never only one way of solving aproblem in Linux. Theway | solvea
problem may be completely different to the way you solve it. But does this matter?
Absolutely not! Is my solution better than yours? Perhaps, but | have been doing this
for along time, so take note of how | do it.

Revising some Basic Commands
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There are some basic commands that we are going to look at. Theideaisto get you
into the process of understanding how commands are structured and build an
understanding of what the commands do.

From hereon out, I'm going to assume that you can find out lots of things about
commands primarily by looking at info and man pages.

Almost every Linux command can be run from the command line using various
switches (or arguments / options) which allow one to change the output of this
command in a number of different ways.

The who command

The who command is designed to tell you who's logged on to the system.

If we run the who command without any switches, the left hand column shows the
user id. Thisthe user currently logged on to the system. In your case, you might be
logged on asroot, or perhaps as your user. The second column indicates where you
arelogged in.

ri aan@lebi an: ~> who
10

ri aan : Apr 30 11:13 (consol e)
ri aan pts/ 0 Apr 30 11:13
ri aan pts/3 Apr 30 11:14
ri aan pts/ 4 Apr 30 11:30
ri aan pts/5 Apr 30 13:19
ri aan pts/ 6 Apr 30 12: 07
ri aan pts/ 7 Apr 30 12:09

ri aan@lebi an: ~>

So if you look at the who command output, my user riaan islogged in from :0 which
isthe X console. He's also logged on to

pts/0 and
pts/1

These are pseudo terminals, indicating he's also logged into two pseudo terminals.
Thefinal, third column indicates what time the user logged on.
The who command tells us about users using our system. That's great!

What are the other switches that we can use with who.
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who --help

Thiswill show you the various switches that we can use with the who; command. So
if weusea

who - H

it prints a heading line for us. The output should look as follows:

$ who -H

NAVE LI NE TI ME FROM

hei di ttypl Nov 27 17:29 (168.210.56.177:9S)
miest ttyp2 Nov 10 15: 04 (apot heosi s)

hei di ttyp4 Nov 11 13:18 (168.210.56.177:9S)

To view ashort listing which is the default listing for the who command:

who -s

Using the -u switch:

who -u

will show the users and their processid"s.

In scripts, one can use the same commands as on the command line, including al the
switches those commands use. One can run any command and produce standard text
output, which one can use. We'll talk about how you can use the output |ater.

Run the command

S who -u
r oot tty2 Aug 4 10:41 . 2839
ri aan :0 Aug 4 07:53 old 2836 (consol e)
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to identify which users are logged into your system and from which processes they
are logged on.

Thiswill show how long aterminal has beenidle. It will show not only which users
are logged on and what process ids they are but also how long that user has been
idle. Idle users might have gone out for lunch or they might have left for the day. In
default mode, most of these systems don't log you out if you're idle for longer than

10 or 15 minutes. In the old days, most systems were configured to automatically log
you out after 15 minutes.

On Dehian, the -i switch does not add any extra output, it ssmply prints a
message suggesting that you not use -i asit will be removed in future
releases. Use -u as above. However the -i switch may work with other
brands of Linux.

Okay, so that's the who command. We're going to use these commands later to build
a system to monitor our system automatically, because we want to be spending our
time doing things we enjoy.

who command exercises:

1. How many users are currently logged onto your system?

2. Isany user logged onto your terminals ttyl -> tty6?

3. Who (which user and or terminal) has been idle for the longest time?
4. Ensurethat al output is displayed with aheading line.
5

What run-level are you currently running in and what was your previous
run-level? What other command will show you thisinformation?

6. What would you imagine a users message status would be? (Take a guess or
read the man page for write)

The w Command

What does the w command do? Y ou could run:

ri aan@lebi an: ~> whatis w
w (1) - Show who is | ogged on and what they are foing.
ri aan@ebi an: ~>
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USER
r oot

ri aan
ri aan
ri aan
ri aan
ri aan

ri aan@ i nux: ~> w
21:40: 17 up 11: 03,

TTY
tty2
:0
pts/0
pts/3
pts/ 4
pts/5

6 users,

LOG N@ |DLE

10: 38
11: 18
11: 28
11: 28

21: 40
10: 38
11: 01m
10: 22m

JCPU
8. 00s
?xdnt?
0. 00s
14: 37

1: 07m 0. 21s

0. 00s

0.17s

| oad average: 0.30, 0.34, 0.30

PCPU WHAT
0.06s 0.06s -bash
58: 31 0.04s -:0
2.08s kdeinit: kwite
2.63s /usr/lib/javalb
0. 21s /bi n/ bash
0.03s w

9|

which should print some information about the w command.

The w command not only tells us who are logged in, but also what they're doing. Are

these users running applications? What actual processes are they running at this
time? Perhaps someone's running an application like OpenOffice. w will tell usthis.

If you look at the output of thiscommand, it's got alist of headings that are fairly
similar to the format of the who command.

Later we'll have alook at modifying the report columns, to get the output into a
different format that may be more useful.

The "date" command

One of the reasons for taking you through these commands is that we're going to
start writing our first shell scripts using these commands, so it is aswell that we

understand them now.

The date command is auseful command that can do all sorts of nifty things for us

(apart from printing out the date).

It can convert between Unix time, (which is the number of seconds since 1/1/1970 -
commonly known as the epoch) and a human readable (normal) date and time.

Conversdly, it can also convert back from date time today to the number of seconds
that have elapsed since the 1/1/1970. It can format output in awhole variety of ways.
Let'slook at some examples of the date command.

For that I'm going to do:

i nfo date

If you scroll down, you will see a section with examples. Looking at the example:

n/java -
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date +"

We may now include a string describing the format inside these quotation marks.
In the shell there's a big distinction between double quotes, single quotes (whichis
another lesson altogether, see Chapter 5[115]), and back quotes - |et's not get them
confused for now.

Within this double quoted string we can include any number of arguments. What
arguments can we include? Each argument starts with a percentage sign.

To display the time, we could use:

% - -will give us the hours in 24 hour format (0-23).

oM - -will give us the m nutes (0-59) of the day

If we had the following string:

dat e +" % %'

we will end up with hours and minutes of the day on our system. The result of the
above command should be similar to:

15: 04

But let's say that we want the hoursin 12-hour format rather than 24-hour format.
We could then replace the %H with a %l. The result would then be:

3. 04

There'sahost of other things that we could do. For example if we arein 12-hour
format, 3:04 doesn't indicate whether it is morning or afternoon. Thus we could
include %p:

date +"9% : %V %"
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Thiswould show usthat thetimeis actually:

3: 04 PM

rather than 3:04 AM.

That's for time, but what about for the date? What happens if we want to show the
date, whichiis:

24- Nov- 2003

then, we should in theory be able to create a date string to reflect this format.

A way we can do is thisis using the following:

dat e +" %d- %b- %"

where %b is a short format for month to produce Nov instead of November.

If we want to combine the date and time:

date +"%l- %b- % % : %M %p"

Thiswould give us the full date and time report:

24- Nov- 2003 3: 04 PM

There are alot of other parameters that you can use within the date command. Y ou
can view these by looking at the relevant info page with :

i nfo date
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We're going to use this command in our script, because in almost every script that
you will write you are going to want to know what time the script started, what time
the script ended, when it did a particular job within the script, etc.

date Exercises

1. Using theinfo command for assistance, format the output of date, so that it
resembles the following: Today's date is Tuesday, 27 January 2004. Thetimeis
currently 11h 32m and 49s.

Show the date in Julian format.

What day of the year istoday?

Include in the output of the date, the time zone and the AM/PM indicator

o > w D

Given the number 1075200287, determine what date, day and time this
represents.

The 'echo' command

The final command | want to describe is a command used to send output to the
screen: echo.

We've seen so far that we were able to run commands but, as yet, we don't know
how to simply output some text to the screen. We may want to print a string to the
screen, prior to printing the date.

Something such as:

Today' s date is:
24- Nov- 2003 3: 04 PM

We would need some way of echoing that to the screen, wouldn't we?

In order to do this, there is the echo command. echo can be a bit of a nasty gremlin
because there are at |east two echo commands on your system. One is a shell
built-in, and one is an external command and therefore it can be a bit tricky.

We're going to start off with avanillacase. Later on we will see how we can choose
which echo command we want to use.

So by way of an example, we'll useit to format the date command.
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echo "Today's date is:
date +"%l- %b- %r % : YM %p"

Thiswould be a good time to show you how to create your first shell script. We're
going to edit afile and for thisyou can use any editor

Open your editor (whatever editor you prefer) and put the following commandsin
thefirst lines of the file:

echo "Today's date is:
date +"%l- %b- %r % : YM %p"

Save that file as myfirstscript and exit your editor.

You'vejust created your first shell script. Great! How easy was that? How do you
run it to makeit actually do itsjob?

Running a Shell Script

Linux has three sets of permissions that set the permission mode of the file . One for
the owner, one for the group and one for everyone else (i.e. Everyonethat is not the
owner, and is hot part of the group to which the file belongs). Y ou would have
covered thisin an earlier course (Linux Fundamentals). The mode of the file will
also determine whether the file is executable or not.

Thus, to make the file executable, the mode of the file must have the execute (x)
permissions set.

Note that this differs from Microsoft Windows which looks at the extension to
decide the type of the file. Windows assumes that .com and .exe are executable files.
Notice too, that myfirstscript does not have an extension. Isthat valid? Sureit is.
Thisis Linux after all!!

In sum, to make our script executable we must change the mode of the file. How?
Using chmad (change mode) command as follows:

L you haven't been taught vi, an excellent place to start is using vimtutor. Type vimtutor on the
command line to begin the lessons. It only takes 45 minutes, but is well worth the effort. vi is the best
editor in the world, in my humble opinion Almost everyone in the UNIX/Linux world has some
relationship with it - alove-hate relationship: some people loveit, some people hate it. But if you're going
to learn any editor, learn vi. Sinceit is the de-facto editor on almost any UNIX/Linux variant in the
market today, learning the basics at least should stand you in good stead in you years as a system
administrator.
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chmod +x nyfirstscript

This script is now executable. Does this mean that we've executed it? No, not yet.
We execute it with:

.Inyfirstscript

and that should outpuit:

Today's date is:
24- Nov- 2003 3: 04 PM

Finally, you will notice that in order to execute this command, | preceded it with a
"

Try running the script without the "./". What happens?

What the "./" does isthat the shell FIRST looks in they current directory (.) for the
script before trying to look in the PATH. We will cover thisis alittle more detail
later.

Of course, you could add the script to anew directory ~/ bi n (in my case
/ home/ ham sh/ bi n). Sincethis directory isin my PATH environment, the script
will be "found" and will execute even without using "./"

Creating Scripts Exercises

1. Writeasimplescript to print "Hello <Y OUR USER NAME>" on the screen.
2. Modify your scripts to additionally output the directory you are currently in.
3. Writeasimple menu system, with the menu options as follows(note: this menu
does not have to respond to the user'sinput at this stage):
* 0. Exit
e 1. Output atext version

e 2. Output an HTML version




Challenge sequence: 23

* 3. Print help

e 4. Provide ashell prompt

Select an option [1-4] or O to exit:
4. Include the current date and time in the top right hand corner of your menu
5. Ensurethat your menu system (I'm assuming you called it menu.sh) can
execute. Execute it.
Challenge sequence:
Consult the appendixAppendix B [253] and teach yourself the dialog package.
There are many examples in /usr/share/doc/dial og-xxx.yyy.

Once you understand this package, modify your menu system in 3 above to use the
ncurses library (dialog) to spruceit up.

File Commands

This section is going to cover file commands. File commands are commands such as
Is (list).

Notice again, how the laziness of the Unix people comes to the fore. They could
have had a command called list, but that would have required two more characters
(and two more carpals - fingers!) and clearly that was alot more effort, so we just
have the Is command. The Is command shows us alisting of filesin a particular
directory.

Thisis an appropriate place to take a detour on our tour de scripting and have alook

at file matching and wildcard matching. It may be something that you're familiar
with, but let's have alook at it and come back to Isin a moment.

Wildcards

Wildcard matching allows us to match a number of files using a combination of
characters. What are those characters?

Table1l.1. Wildcards

| Symbol [Name Purpose
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* Splat matches 0 or more of any
character

? guestion mark matches 0 or 1 character

[] square brackets matches one from arange
of characters

! bang invert the pattern

Wildcard characters with the asterisk (*)

So if wetyped

s *

we end up listing 0 or more of any characters. So it would match any filename of
any length because any filename would have a minimum of a single character. The

splat matches O or more characters following each other.

the question mark ( ? ) wildcard character

The question mark will match asingle instance of any character. Later, when we
study regular expressions, the full stop ( . ) matches any single character. Given the

expression:

s -la ab?a

this would match thefiles:

abba
abla
ab_a
ab9a
abca

The square brackets ([])

What range of characters do [] include? Well we may say something like:

[ abc]
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which would match any (single character) within the following range: aor b or ¢ but
it does not match abc sincethisis 3 characters long. Similarly

[ ab] cde

would match acde or bede but it would not match abede. Square bracketsindicate a
range of alternative characters. How would we match both:

hanD1

and

hanilO

Simple, with:

hanf 0- 9] [ 0- 9]

as [0-9] impliesthat any character in the range 0 to 9 will match.
Would it also match ham9?

No, for the reason that our pattern search is expecting 2 numeric characters after the
pattern ham. (two sets of square brackets are displayed)

We could also combine |etters and numbers, for example:

| s [abc123]

which would match thefiles:
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WNEFLO

(YesLinux and UNIX can have files with all of the above names!)

Notice when we used the square brackets [0-9], we use the range specifier, which
was the dash character in the middle. This dash has nothing to do with the minus
sign and means match anything in that range from 0 through to 9.

Thus, typing:

[a-2z]

matches any character in the range from ato z.

the bang (!)

Thefinal pattern matching wildcard is the bang command. The exclamation mark is
the inverse of what you're trying to match. If we were to ook at our pattern
matching, we could say:-

Is [la-c]*

which, would match everything NOT starting with an "a" or a"b" or a"c", followed
by anything else.

So would it match abc ?

No, because it startswith an a.
Would it match bcde?

No, because it starts with a b.
Finally would it match erst?

Yes, because g ishot in the range ato c. So it would match q followed by any set of
zero or more characters.

Let's do some more examples using the pattern matching
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wildcards.

Prior to doing the following command ensure that you create a new temporary
directory, and change directory to this new directory [ by doing so, it will be easier
to clean up after the exerciseisover. |

I'd like you run the following command (I'm not going to explain it now, it will be
covered later).

t ouch {pl anes, trains, boats, bi kes} {10, 1, 101, 1001}. { bak, bat, zi p,

This command creates a number of files for usin one go. Typing:

| s p*

will show us adll filesthat start with a'p', followed by 0 or more characters (planes
inour case). Similarly

| s b*

will show usthe filesboats and bikes _since only these files begin with a'b'. If we
typed:

| s bi k*

it will produce al the bikesfiles, while

|'s b*_2??.*

will indicate all the files that start with a'b’, followed by 0 or more characters,
followed by an underscore followed by exactly 2 characters, followed by afull stop,
followed by 0 or more characters. Thus only

boat s_10. bak
boats 10. bat

boats 10. zi p

ar}
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boats 10.tar
bi kes_10. bak
bi kes_10. bat
bi kes_10. zi p
bi kes_10.tar

I've given you some additional examples that you can try out in your own time. It
would be worth your time running through these examples and ensuring that you
understand everything.

Exercises:

Run the following command in a new subdirectory

touch {fred, mary, joe, frank, penny} {willianms,wells,ferreira, ganmpn}. {1, 2, 3, 4, 5}

Look at the following tu understand the different fields

touch {fred, mary, joe, frank, penny} {williamnms,wells,ferreira, gampn}.{1, 2,3, 4,5}
—————— Name---------- ----------Surname------- - Cat egory

1. list dl the people who fall into category 5
2. List all the people whose surnames begin with aw.

3. Listonly peoplein category 2, whom's surnames begin with aw, and whom's
first name begins with an "f"

4. Moveal "fred's' into adirectory on their own, but exclude the "gammons"
5. Ensurethat joe and penny wellsin category 3 and 5 are deleted.

6. List only those people whose names have 5 characters in them.

Returning to file commands

Returning from our detour, there's awhole bunch of other file commands that we
can look at. We've touched on the Is command, which gives us alisting of filesand
from the previous set of examples on pattern matching and wildcarding, you will
have gotten an idea of how Is works.
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Is, like every other Linux command can take switches. Below is aquick summary to
some of the switch options.

-I show along listing (include file name, file size, date last modified, the
permissions, the mode of the file, the owner, the group of thefile)

-ashows all filesincluding { hidden} files (. and ..)

Two special hidden files are:

le is our current directory .
ile is our previous or parent directory.

Often in your home directory, you will have full control over your . directory (i.e.
your current directory) but you will most probably have absolutely no control of
your .. directory (i.e. your parent directory).

We have other commands like:

cp copy files or directories

mv move files or directories

wc shows the number of lines, number of words and number of charactersin afile.
wec -l show us the number of linesin our file.

nl numbersthelinesin our file.

System Commands

There are many system commands that we can use. We're going to start using these
in our shell scripts.

Remember, a shell script is nothing more than a group of Linux commands working
together to produce a new command.

In order to build our system that is going to manage our Linux machine, we're going
to need to know alittle bit about system commands. System commands such as:

df shows the disk free space
du shows the disk usage

fdisk shows the partitioning on our disk
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iostat shows the input output status
vmstat shows the virtual memory status
free shows the amount of free memory

We will use these commands, but they are a subset of the commands available to us
for monitoring our system.

The df and du commands

For example, mostly we want to run a command to check whether our file systems
arefilling up. It makes no sense to have afull filesystem! For that we might use the
df command

df would produce alisting of our partitions on our Linux machine and will show us
which partitions are 100% full, which partitions are amost empty, which partitions
are mounted, etc..

What we're going to be doing, is working our way towards building a system that
will automatically show us when a partition becomes 100% full.

Or perhaps we want to build a system that shows us when it's greater than a
particular threshold. So we might set a threshold of 95% full, it's no good telling us
when the system has crashed that it's crashed; we want to know before the system
crashes.

Several switches can be used with df such as:;

df -h

This produces output in human readable format. If you run this command now, you
should see at |east one partition and that's the root partition. It should show you how
much space is being used, how much is available, what the size of the partitionis
and what particular filesystem it's mounted on.

The df command iswhat we'll start working on for our practical, because it most
certainly is one of the most useful commands that you're going to need to run to
make sure your system is not becoming overfull.

Alternately, you could use the du (disk usage) command to show you which files are
consuming the largest volume of disk space:

du - s
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will show a summary of our current filesystems' capacity. Again, how do you get
information about these commands? Using the info or man command will inform
you about switches pertinent to these commands.

For example a further switch for the df command might be:

df - hT

which will tell uswhat type of filesystem we're running. It might be an extended 2,
3, or avfat filesystem.

The"du" command, like the "df" command, has a complete set of switches unique to
it and shortly well start looking at those in a bit more detail.

the fdisk command

The fdisk command is used primarily to show us what partitions we have on a
particular disk.

Bl ackBeauty:/install # fdisk -|I

Di sk /dev/hda: 10.0 GB, 10056130560 bytes
240 heads, 63 sectors/track, 1299 cylinders
Units = cylinders of 15120 * 512 = 7741440 bytes

Devi ce Boot Start End Bl ocks
dev/ hdal & 1 760 5745568+ 83
dev/ hda2 761 1299 4074840 5
dev/ hdab 761 827 506488+ 82
dev/ hda6 828 1299 3568288+ 83

It should show you what your partitions are.

If you execute the above command as a user (in other words, your prompt is adollar)
you're not going to be able to see what your partitions are set to. Why? Because only
the superuser (root) has permission to look at the disk. In order to run this command,
you need to be root.

The free command




32 Tour de Shell Scripting

bal oo: / hone/ ri aan# free

t ot al used free shar ed buffers cached
Mem 498572 493308 5264 0 48700 230492
-/ + buffers/cache: 214116 284456
Swap: 706852 8196 698656

This command shows the total memory, used memory, free memory, swap space,
how much of our swap space has been used and how much of our swap spaceis still
available for use.

the vmstat command

bal oo: / hone/ ri aan# vnst at
procs ----------- menory---------- ---swap-- ----- i0---- --system- ----cpu----
r b swpd free buf f cache Si SO bi bo in CS us sy id wa
0 0 3792 3508 14208 59348 0 0 32 72 1065 B18 11 4 84 2

The vmstat command shows us how busy our system is, how many processes are
running and how many are blocked. It also shows memory information: how much
memory is being used by the swap daemon and what our buffers and caches are.
Additionally, it shows us how many processes are being swapped into and out of
memory. Finaly, it shows users, system, idle and waiting time. We're going to use it
later to monitor our system

the iostat command

Finaly, theiostat command.

i ost at
Li nux 2.6.4-52-default (debian) 09/ 02/ 04
avg- cpu: %user o%i ce o%sys % owai t % dl e

2.51 0. 03 1.99 0. 82 94. 64
Devi ce: t ps Bl k_read/s Blk wtn/s Bl k_read Bl k wtn
f dO 0. 00 0. 00 0. 00 4 0
hda 3.93 304. 75 23. 83 3868650 302512
hdd 0.01 0.59 0. 00 7524 0

This command gives you information about input and output on your system, and
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how well (or otherwise) it is performing.

WEelll take a closer look at the system performance commands in more detail |ater.

In order to provide you with further information on the performance of
your system, you should install the sysstat package. rpm -ivh
sysstat.x.y.z-r1.rpm (RedHat system) (see the appendix for other
distributions) The iostat command is part of the sysstat package, so if
you don't install sysstat, then skip the iostat stuff)

System Commands Exercises

1. Writeasimple script to display the free/used disk space on your machine

2. Additionally, show the status of the memory and allow the vmstat commands to
produce 3 iterations.

3. Using theiostat command, write a script that will illustrate how busy you
machineis

Challenge Sequence

Using the dialog package, ensure that you produce the output formatted in a
presentable manner.

stdin, stdout, stderr

Linux is built being able to run instructions from the command line using switches to
create the output.

The question of courseis how do we make use of that?

One of the ways to make use of thisis by using the three special file descriptors -
stdin, stdout and stderr.

Under normal circumstances every Linux program has three streams
opened when it starts; one for input; one for output; and one for
printing diagnostic or error messages. These are typically attached
to the user's terminal (see man tty(4)) but might instead refer to files
or other devices, depending on what the parent process chose to set
up.

—Taken from the BSD Library functions manual - STDIN(3)
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Table 1.2. Standard Input, Standard Output and Standard Error

Type Symbol
standard input 0<
standard output 1>
standard error 2>

stdin

Generally standard input, referred to as "stdin”, comes from the keyboard.

When you type stuff, you're typing it on stdin (a standard input terminal). A standard
input device, which is usually the keyboard, but Linux also allows you take standard
input from afile.

For example:

cat < nyfirstscript

Thiswould tell cat to take input from the file myfirstscript instead of from the
keyboard (Thisis of course the same as. cat myfirstscript).

Essentially what this boils down to is that the input for this command (cat) is no
longer coming from where it was expecting to come from (the keyboard), but is now
coming from afile.

Linux associates the file descriptor O with standard input. So, we could have said:

cat 0< nyfirstscript

which would have produced the same as the previous command.
Why could we leave out the 0?

Since, at the time of creating a process, one standard input is associated with the
process.

stdout
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Standard output, as created at process creating time, goes to the console, your
terminal or an X terminal. Exactly where output is sent clearly depends on where the
process originated.

Our console or terminal should be the device that is accepting the output. Running
the command:

cat file

would [con]catenate the file, by default, to our standard output i.e. our console or
terminal screen. (Where the process originated.)

We can change this and redirect the output to afile.

Try the following:

Is -al nmyfirstscript > longlisting

This redirects the output not to the screen, but rather to anew file 'longlisting’. The
process of redirection using the "> will create the file longlisting' if it was not there.
Alternately, if thefile'longlisting' existed, it would remove it, (removing the
contents too of course) and put a new file there with the directory listing of
"myfirstscript" within it.

How would we see the contents of the file?

cat longlisting

Thiswill show the size, the owner, the group and the name of the file myfirstscript
inside thefile 'longlisting'.

In this example, the output of the Is command has not gone to the standard output
(the screen by default), but rather into afile called 'longlisting'.

Linux has got afile descriptor for standard output, whichis 1 (similar to the O for
standard input file descriptor).

The above Is -la example can be rewritten as:

Is -al nmyfirstscript 1> longlisting
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which, would do the same thing as leaving out the file descriptor identifier and just
using the greater than sign.

In the same way we use our standard input as < (or a0<), weusea> (oral>)to
mean standard output.

Returning to the cat example above, we could type data on the command line that
gets sent directly to afile. If the fileis not there it will create it and will insert the
content we typed on the command line, into the file. Thisisillustrated below:

nunun—~+nnounyv
:—r-—r-—rgn—ru—r:—r-—r
jum plie g gl fen Mo e 14 ))

@ D®DW0

@ D D

—

first line.
second i ne.
final |ine.

first line.
second i ne.
final |ine.

< Crl-d pressed here >

Doing this does not return usto a prompt. Why? What is it waiting for?

It'swaiting for usto actualy enter our string into a buffer. Y ou should start typing a
sentence then another sentence, and another, etc. Each time you type a character, it's
getting appended to the file 'newfile'.

When you have finished typing in what you want, press Ctrl-d. The Ctrl-d ("D)
character will send an end of file signal to cat thereby returning you to your prompt.

If you list your directory contents using:

| s -al

you should see the file 'newfil€'. Thisfileisthe one that you've just created on the

command line.

cat newfile

will show you the contents of 'newfile' displayed onto the standard output.
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Now why did all of thiswork? It worked because cat was taking itsinput from
standard input and was putting its output not to standard out as normal, but was
rather redirecting output to the file 'newfil€'.

On typing the command and hitting enter, you are not returned to your prompt since
the console is expecting input to come from stdin; you type line after line of standard
input followed by *D. The "D stopped the input, by sending an end-of-file character
to thefile, hence thefile 'newfil€' is created.

Question: What do you think tac > newFile will do?

Using stdin and stdout simultaneously

If you decide you want to copy the contents of two filesto another file (instead of
using the cp command - there is more than one way to skin acat in Linux) you could
do the following:

cat < nmyfirstscript > mynewscri pt

Incidentally, thisis equivalent to

cp nyfirstscript mynewscri pt

Appending to afile

Well that's fine and dandy, but what happensif we don't want to delete our
longlisting script and want to rather append it to afile that's already there.

Initially we typed:

Is -al nmyfirstscript > longlisting

If you did this a second time, it would overwrite the first file longlisting. How could
you append to it? Simply adding two greater than signs, immediately following one
another as in the example below, would append output to the file 'longlisting'

Is -al myfirstscript >> longlisting
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Each time you ran this command, it would not clobber (remove the contents of) the
longlisting file but would rather append to it and as aresult, the file 'longlisting'
would grow in size.

A final note on standard output and standard input is that redirection must be the
fina command that you execute on the command line. In other words, you can't do
any other command after the redirection. We will talk about thisin alater section on

pipes.

stderr

Thefinal component in this dialog of file descriptorsis standard error.

Every command could send it's output to one of two places: a) it could be valid
output or b) it could be an error message.

It does the same with the errors as it does with the standard output; it sends them
directly to your terminal screen.

If you run the command (as your user):

find / -nane "*" -print

you would find that find would find aload of things, but it would also report alot of
errorsin the form of 'Permissions denied. . .".

Perhaps we're not interested in 'Permission denied...' - we may wish to discard these
messages (as root, no error messages would be returned).

If we ran the command, we could put standard error into afile (remember standard
error by default is going to the console; the same place as stdout). In thiscase I'm
going to put it into a special file onthe Linux system called / dev/ nul | .

/ dev/ nul | issimilar to the "Recycle Bin" under Windows except it's a waste
paper basket with a point of no return - the Linux black hole! Once information has
goneinto/ dev/ nul | , it'sgone forever.

Initially, I'm going to put any errors that the find command generates into
/ dev/ nul | , because I'm not interested in them.

We saw that standard input was file descriptor 0, the standard output was file
descriptor was 1, so no prizes for guessing that standard error has file descriptor 2.

Thus, the command
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find / -name "*" -print 2> /dev/null

discards any errors that are generated by the find command. They're not going to
pollute our console with all sorts of stuff that we're not interested in.

Notice there is no space between the 2 and the >

We could do this with any command, we could for example say:

Is -al 2> nyerror

Which would redirect all the error messagesinto afile called "myerror”.

To recap we can use either:

< OR O< for standard i nput
> OR 1> for standard out put
but for standard error | have to use 2>

It's not optional to leave off the number two (2). Leaving it off would mean that the

standard output would go to "myerror", including a 2 means standard error.

In the listing case of:

Is -al 2> nyerror

puts any errorsinto afile called 'myerror'.

If we wanted to keep all those error messages instead of using asingle greater than
sign, we would use double greater than signs.

By using a single greater than sign, it would clobber the file 'myerror' if it exists, no

different to standard output. By using a double greater than sign, it will append to t
contents of the file called myerror.

he

s -al 2>> nyerror
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Thus the contents of 'myerror' would not be lost.

stdout, stderr and using the ampersand (&)

With our new found knowledge, let'stry and do a couple of things with the find
command. Using the find command, | want to completely ignore al the error
messages and | want to keep any valid output in afile. This could be done with:

find / -name "*" -print 2> /dev/null > MyValidQut put

This discards any errors, and retains the good output in the file "MyVaidOutput”.
The order of the redirection signs is unimportant. Irrespective of whether standard
output or standard error is written first, the command will produce the correct
results.

Thus, we could've rewritten that command as;

find / -name "*" -print >MyVal i dQut put 2>/ dev/ nul

Finally I could've appended the output to existing files with:

find / -nane "*" -print >> output 2>> /dev/null

Clearly appending to/ dev/ nul | makes no sense, but this serves to illustrate the
point that output and errors can both be appended to afile.

What happens if we want to take our standard output and put it into the samefile as
standard error? What we can do is this:

find / -nane "*" -print 2> sanefil e 1>&#38; 2

This meansthat standard error goesinto afile called samefile and standard output
goes to the same place as file descriptor 2 which isthe file called samefile.

Similarly we could've combined the output by doing:

find / -name "*" -print 1> file 2>&#38; 1
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This captures the output of both standard output and standard error into the same
file.

Clearly, we could've appended to a particular file instead of overwriting it.

find / -name "*" -print 1>> file 2>>&#38; 1

Exercises:

1. Using the simple scripts from the previous exercises, ensure that all output from
the df, du, vmstat, iostat commands are written to afile for later use.

2. Writeascript to run the vmstat command every 10 seconds, writing output to a
file tmp/vmoutput. Ensure that the existing file is never clobbered.

3. Propend the date to the beginning of the output file created by the script in
guestion 2 above. (put the date on the front - or top - of thefile)

Unamed Pipes

Up to now, we've seen that we can run any command and we can redirect its output
into a particular file using our redirection characters (>, <, >>, 2> or 2>>).

It would be good if we could redirect the output of one command into the input of
another. Potentially we may want the output of the next command to become the
input of yet another command and so forth. We could repeat this process over and
over until we achieve the desired output.

In Linux, thisis affected using the pipe character, (which isavertical bar '[). An
exampleis:

Is -la | less

Thiswould pass the output of the Is-al command to the input of the less command.

The effect would be to page your output one page at atime, rather than scrolling it to
the standard output al in one go - too fast for you to be able to read, unless of course
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you are Steve Austin!.

What makes the pipe command powerful in Linux, isthat you can useit over and
over again.

We could type:

Is -1 | grep nyfirstfile | less

Instead of grep's standard input coming from afile (or keyboard) it now comes from
the Is command. The grep command is searching for a pattern (not a string) that
matches myfirstfile. The output of the grep command becomes the input of the less
command. Less could take itsinput from a keyboard, or from afile, but in this case
it's taken itsinput from the command gr ep.

How many of these pipes can we have on asingle line? As many as we want! We
will see thisand how it's used to good effect in our shell scripts from the next
chapter onwards.

If pipes were not available, we may have to archive the above command in two or
more steps. However, with pipes, thistask is simplified (speeded up).

If we take a step back to run the who command:

who | grep <your user name>

The < and > here don't mean redirection!

We will see only the people that are logged on as your user (hopefully that is only
you!!). Perhaps you want to only see people who are logged on to pseudo terminals,
then:

who | grep pts

which would tell us only the usernames of the people logged on to pseudo terminals.

In these examples we are using the output of the who command as the input to the
grep command.
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Additionally we could redirect the output of this command to afile called outfile:

who | grep pts > outfile

Thiswould produce the file 'outfile’ containing only those users who have logged
onto pseudo terminals. That's nifty.

We will see this put to good effect as we start scripting, building very complex
filters where we use the output of one command to be the input of the next, and the
output of that to be the input of the next.
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Chapter 2. The Shell
Introduction

In order to work with the shell, you will need to be logged in as your user on your
system.

What is the shell? The shell isacommand interpreter, which I'll talk about in a
minute. |n essence, there are two types of shells:

1. thelogin shell and

2. thenon-login shell

The login shell's responsibility is to log you into the system. Thisis the shell you get
when you're prompted with your username and you have to enter your password.
The second type of shell isanon-login shell. Thisisthe shell we're going to be
programming in, which in my case, is bash, but could also be the sh, csh , the ksh, or
another shell.

There are many non-login shells. We're not going to be concentrating on al the
non-login shell as there are most probably 50 different shells that one could use. In
order to understand the shell, we need to understand a little more about how the shell
starts up.

I'm going to explain the start-up process briefly in order to convey an idea of where
your login settings are. For afull comprehensive description of these files, consult
the system administration course in this series.

Throughout this course, we'll use bash, primarily because that's the shell that you're
probably going to have as your non-login shell on most Linux systems. How do you
find out what shell you're using? Well the easiest way to do this, is:

echo $0

$O will return "bash” if you're using the Bourne Again shell, or "sh" if you're using
the Bourne shell, "ksh™" if you're using the korn shell or "csh” if you're using the C
shell or thetcsh.

Once you've established what shell you're using, you know what command
interpreter set you're going to be using when creating shell scripts.
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What is the login shell?

The login shells responsibility is to start the non-login shell and to make sure that
your environment variables are set so as to ensure that you can get all the default
parameters needed at start-up.

Y our login shell will set the PATH environment variable, TERM the Ul Dand G D of
the terminal amongst other things. These are the essential requirementsin order to
work efficiently. Environmental variables will be covered in detail later.
Additionally, the login-shell will set default variable such as USERNANE,

HI STSI ZE, HOSTNAME, HOVE, etc.

Upon start-up, your login shell consults two sets of files:

1. users, aswell asthe system-wide login shell initialisation files also known as
the profile files

2. users, aswell asthe system-wide non-login shell initialisation files commonly
referred to as 'shell rc' files.

System-wide profile and shell rc initialisation filesreside in the/ et ¢ directory, and

are owned by root.

System-wide initialisation and profile files:

etc/profile
et ¢/ bashrc

Users profile and shell rc files are owned by the specific user, residein their home
directories and are hidden.

~/ . bash_profile
~/ . bashrc

The profile files contain the initialisation data used at login time, thus:

etc/profile
~/ . bash_profile

2 ~(atilda) is a shortened means of referring to a users' home directory
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are used by the login shell.

The non-login shell (bash in my case) files are:

et ¢/ bashrc
~/ . bashrc

which are run in order to set up variables and other necessaries at shell initialisation.
There are many things you can achieve using these files. For example you can
initialise parameters, you can set your PATH, you can set what your prompt looks
like, and much more.

Using these files, you can set up your entire environment. Obviously because you,
are the owner of your ~/ . bash_profil eand~/. bashr ¢, you have full control
to make changesto these files.

Only the root user can changethe/ et ¢/ profi |l e and/ et c/ bashrc.

The appendix Appendix C [255] details the differences between bash, tcsh and ksh.
SUMMARY : At login time, your login shell consults/ et ¢/ pr of i | e whichis
owned by root, your home~/ . bash_pr of i | e whichis owned by yourself, the
/ et c/ bashr ¢ whichisowned by root and your home ~/ . bashr ¢ whichis
owned by yourself.

Each time anew shell is started, it executesthe/ et ¢/ bashr ¢ and~/ . bashrc.

Notice that starting a new shell without logging out and in again (a child process)
means that the shell has no need to run the profile files again.

Figure 2.1. Parent- and sub-shells

bash$ bash ¢J

[.bashR.C/etc
/bashR.C] ——= sub-shell
bash$

At your command prompt type:
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bash

Thiswill start a second shell. Looking at the diagram you can see that from the
original shell, we've started a new shell. Isthat original shell gone? Absolutely not.
All you have doneis to run acommand that just happensto be anew shell. The
original shell is till running and so is the new shell.

Again we could run bash at the prompt which would start yet another shell. Each
time we run bash, it's consulting / et ¢/ bashr c and ~/ . bashr ¢ using thesefiles
toinitialising the shell. So how do we get back to our original shell? Well we could

type:

exi t

Thiswill return us to the previous shell. Within this shell, we can type exit again
which will return usto our original shell. If we type exit one more time, it will return
us to our login prompt.

Understanding the distinction between your profile files and your shell rcfilesis
important because when you start to program in the shell you need to know where to
set variablesin order that they be propagated from shell to shell correctly.

A common thread in Linux isthat initialisation files are frequently
named by including an 'rc' in the name. The editor, improved vi or vim,
uses an initialisation file called .vimrc. The run level initialisation
directories are called rc0, rcl, rc2, etc. Hence the name shell rc files,
sinceit's bashrc (for bash) or kshrc (for ksh) of cshre (for tcsh)

Exercises

These exercises should assist in your understanding of the login and non-login shell
initialisation files.

1. Loginasauser, edit your .bash_profile. Add avariable called
MYFULLNAME asfollows:
MY FULLNAME="Hamish B Whittal"

2. Savethefile and logout.




49

Now login again.

Type the following at the prompt:

lecho $MYFULLNAME

What happens? Why?

Now type bash again. In the new shell that open type the following:

lecho $MYFULLNAME

What happens? Why?
Start another "bash" shell

Init type;

lecho $MYFULLNAME

What happens? Why?
Edit your .bashrc, adding this:

[W_FAV_NOVI E=" Fi ndi ng Neno”

Save thefile and log out, log in again then type the following at your prompt:

echo $MY_FAV_MOVI E
echo $MYFULLNANVE

What happens? Why?
Type bash;

echo $MY_FAV_MOVI E
echo $MYFULLNANVE

What happens? Why?




50 The Shell

10. Type bash;

echo $MyY_FAV_MOVI E
echo $MYFULLNANME

What happens? Why?
11. Canyou explain what is happening in these examples and why?

12. Exit back to your original prompt.

The job of the shell

We need to have aquick look at what the shell actually does. The main functions of
the shell are described below.

Command Interpreter

The shell interprets commands. A command typed in at the prompt will know how to
be executed because the shell will use its PATH to search for the command.

Typing cd, the command interpreter knows thisis a built-in command , and will not
search for it in the PATH.

Typing pwd, it understands that it needs to display the local working directory.

Using mg, the shell must know to run an external program, asthisis not a shell
built-in. ~.

Equally the shell is responsible for parsing the command line to detect errorsin
syntax. For instance typing

cd. .

produces an error because there is no white space between the cd and the .. (thisisa
problem ex-DOS peopl e often stumble over). In this instance the command
interpreter would typically give you feedback such as

cd. .

Sashell built-in is acommand that is built into the shell and not an external command.
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bash: cd..: command not found

Allows for variables to be set

The shell allows variables to be set. Variables such as your PATH variable, or your
input field separator (IFS), or setting your shell HISTORY size.

I/O redirection

The shell is aso responsible for input, output and error redirection (consult the
previous chapter to refresh your memory on 1O redirection).

Pipelines

The shell understands and allows pipes.

Customising your environment

Thefinal job of the shell isto allow you, a user, to customise your environment.
Setting variables, changing your prompt, running scripts automatically are all things
that allow the user some control over their environment.

Conclusion:

In summary, ashell script islike abatch file in DOS. Unlike the DOS command
interpreter, the shell incorporates a powerful, almost full programming environment.

For instance, it alows 'if' statements, ‘while' loops, 'for' loops, ‘arrays, aswell asa
host of other programming techniques.

Scripting will make you life easier as a system administrator.
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Chapter 3. Regular Expressions
Introduction

One of the most important (and powerful) parts of UNIX and Linux, and onethat is
often overlooked, is the concept of regular expressions.

Regular expressions could change your life (in the Linux world!!!) and if you don't
know how to use them you will find yourself handicapped.

This chapter will not only teach you about regular expressions it will also teach how
and when to use them.

1. Firstlogin using your username.

2. Thenyou need files containing data. Go to the site and retrieve the file
bazaar . t xt . Thisisan extract from Eric S Raymond's book, "The Cathedral
and the Bazaar" (the team highly recommends this book as per the preface to
this course). All files you download from the site should be placed in your user
area. Usethe 'less command to browse the file to familiarise yourself with it's
contents. Repeat the process for the files:

emai | s1.t xt
emai | s2. t xt
emai | s3. t xt
col umms. t xt
t el num t xt

3. Thirdly, we need a program within Linux that uses regular expressions. For this
we're going to use a program called sed. sed is one of those many " Swiss army
knives' that you're going to find in Linux.

Some of the other tools that you will use regularly are: find, awk, perl
and grep.

What are regular expressions?

A regular expression is a pattern matching tool. The pattern can comprise
alphanumeric and non-al phanumeric characters, numbers, letters and digits.
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Patterns can be used to match certain sequences of characters - almost like a shape
and sort. OK, but what does this actually mean?

When doing file manipulations in an earlier chapter, we used patterns. For example,
the splat ( * ) isa pattern that matches O or more characters. Thus:

s *

matched filenames of 0 or more characters.

The splat is a pattern matching either none (0) characters, or 1 character, or 1
character followed by another character (i.e. 2 characters) or 1 character followed by
another and another (i.e. 3 characters) etc., irrespective of what those characters are.

Thus, we've had a glimpse of patterns previously, however RE patterns are much
more versatile (and complex) and we want to look at them in detail.

The fullstop

The first of our pattern sequences: afullstop (or a period as the Americans cal it)
matches any character.

We might say:

sed 's/Linu./LINUX g bazaar.txt

This sed expression means:

s (search for) / Linu. / (replace with) LINUX/ g (globally) <filename to seal
N N N

Looking at the command in detail: The pattern 'Linu.' says match any set of
characters that begins with a uppercase 'l', followed by i , an 'n" and a'u’ followed by
any other character - the fullstop matches the "any other character”. In the file
bazaar . t xt thefollowing strings appear, that would match this pattern:

Li nus
Li nux
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The pattern we used in the sed above, will match occurrences of Linux and Linus.

Using the fullstop in place of 's or 'x' ensures that these two strings are matched.
However, the pattern will also match:

Li nup

Why? Because it matches the pattern ‘Linu’ followed by any single character.
@ The fullstop in regular expression terms matches any character.

Pipe the sed expression through nl, and look at line 9 ... "Linus Torvalds' has been
changed to "LINUX Torvalds'.

sed 's/Linu./LINUX g bazaar.txt | nl

Let's explore "sed" syntax

Sed is an acronym for "Stream Editor". The "stream", in our example above, comes
fromthefilebazaar . t xt .

Besides the input stream sed must also have a command pattern-command
combination.

SYNTAX:
sed [command] / pattern / [replace sequence] / [nodifier] [confand]

In this case our command is's for search while the pattern we're searching for is
enclosed in forward slashes (forward slashes are not strictly required, but we'll not
going to complicate matters right now).After the second forward slash, we have a
replace sequence.

sed will search for a pattern (Linu.) and on finding it, will replace it with the replace
sequence (LINUX).

Finally we have amodifier in this case a'g' meaning "globally" i.e. search for a
pattern and replace it as many times as you find it on aline. If there were 10
instances of 'Linu<any character>' on aline, it would replace all occurrences.
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Since sed is astream editor, it considers each linein thefilebazaar . t xt
independently (in essence, "finish processing this line, then get the next line from the
input file"). The stream ends when an end-of-file character is reached. Thusthe
"globally" modifier only operates on the current line under consideration.

If we just wanted to replace only the second instance and not the first or the third,
etc. we could replace the g with a 2. sed would then only replace the second instance
of the desired pattern. Asyou go through this chapter, you will become friendly with
sed, and work with many patterns.

To Summarise: afullstop (.) asaregular expression matches any single character.

Exercises

Using sed and thebazaar . t xt file, write regular expressions to match the
following:

1. Any word containing the letters "inu" in order. Thus, your RE should match
Linux , Linus, linux and linus.
2. Matchonly 5 letter words.

3. WriteaRE to match only words with an even number of letters up to a
maximum of 10 letters.

4, Replacedl thewords'the with theword "ETH" inthefilebazaar . t xt

Challenge sequence

Without redirecting the output to afile, or moving the resulting file, get sed to
automatically modify thefilebazaar . t xt -i.e. edit the origina file. (Hint:
RMMG)

Square brackets ([ ] ), the caret () and the
dollar ($)

Square brackets mean arange of characters. If we tried [abc], ( you should
remember this from earlier), it means match a single character which is either and 'a
ora'b' ora'c.

A caret (~) matches a start of line and the dollar ( $) the end of theline.

Now I'm going to use these together to create more complex RE's. We're going to




57

write a sed expression that's going to match lines (not search and replace as before, )
that begin with'a, '€ ori and print ( p) them.

sed '/~ ael]/p' bazaar.txt

Y ou will notice that before we were doing a search-replace, this time around we're
doing a pattern match, but merely printing the matched lines.

This regular expression would match lines that begin with either 'a or '€ or i . Now,
you'll notice when we ran this command, the lines that begin with 'a, '€ ori are
printed twice while every non-matching line is printed only once. sed parsed the
entirefile, line by line and each time it matched a line that began with 'a, '€ or i , the
line was printed (which iswhy the lines were duplicated). In our example we can see
that line 6 beginswith ani - hence a match:

| believe that nost inportant software...

Similarly, line 8 is also printed twice:

editor) needed to be built....

How would we match both '€ and 'E'? Simply include 'E’ in the pattern so that the
RE becomes:

sed '/~ aeEl]/p' bazaar.txt

Thistime if you runit, you will notice that line 16 is a so matched:

Extract taken from. ..

We've seen two things:

1. that[] match arange or choice of characters, and

2. that the caret matches the start of aline.
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Now what makes this dightly more complex isthat if this caret appeared inside the
square brackets, it's meaning becomes altered.

Examine the following Regular Expression:

sed '/~ ~aeEl]/p

This causes every line that does NOT begin with 'a, '€, 'E' or i to be printed. What's
happening here? Well, the caret inside the square bracket means "do not match".

The caret outside the square bracket says match the start of the line, the caret inside
the square bracket says do not match a,e,E or I. Reading this RE left to right:

"any linethat startswith NOT an'd oran'e oran'E' or andi - printit".

What happens if we replace the 'p' with a'd'?

means:

"any linethat startswith NOT an'a oran'€ oran'E' or andi - delete " 4

Here are the new concepts you've learned:

1. .Wevelearnt that we can simply match a pattern without doing a search and
replace. In the previous example we talked about search and replace patterns,
now we're talking about matching-only patterns. We do thisusing a
straightforward slash without a's' preceding it. In this case, we operate first by
printing then by deleting the pattern. Earlier we looked at searching and
replacing, now we're looking at other operations that sed can perform. In
essence, "find the pattern accordance with my pattern structure and print or
deleteit".

2. Secondly, acaret outside a square bracket means "start of line", while a caret

inside a square bracket means "invert the pattern" or more commonly "do NOT
match the pattern”"

Just the same way that the caret means the beginning of the line, the $ means the end

4the d command in sed means delete the line if there is a match
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of theline. An expression such as:

sed '/[aeEl]$/!d" bazaar.txt

means

"don't (! ) delete any line that ENDS in either an 'a', an 'e'|an 'E o

We've used the following expressions:

. any single character

[] arange of characters

A start of line (when outside[ ])
A do not (wheninside[ ])

$ end of line

Perhaps we want to print only the lines beginning with 'a, '€, 'E' or i .

How can sed achieve this? We could try,

"delete all lines NOT beginning with an 'a,e,E or |I""

sed ' /~[~aeEl]/d" bazaar.txt

Bingo. However it also produced a series of blank lines. How do we remove blank
lines, leaving only the lines that we are interested in? We could pipe the command
into yet another sed, where we could look for blank lines. The pattern for a blank
lineis:

" $

Using sed and pipes

So the following command would delete the unwanted blank lines:
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sed '/~["aeEl]/d'" bazaar.txt | sed '/~$/d'

Bingo (again), we end up with the lines we wanted. Y ou might want to pipe this
command through nl just to see the line numbers:

sed '/~["aeEl]/d" bazaar.txt | sed '/~$/d" | nl

Notice that the first sed is acting on afile, while the second sed is acting on a stream
of lines as output by the initial sed. Well we could have actually ssmplified this
dightly, because sed can accommodate multiple command-pattern-command
sequencesisthey are separated by a';' Hence, a modified command