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WildowWs 200 0l Executive
— Ugjojelf Ja ers off the operating system

— Hrgvjr ,- “generlc operating system” functions
: . C eatlng/deletlng processes and threads
'_—'—f W emory management
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~ ® |nterprocess communication
~ _® Security

— Executes in kernel mode

— API not documented!
® Accessed indirectly via subsystem APIs
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= Ul Jm | Operating| system functions
- H__schedullng

Jm =rUpt and exception dispatching
SEVIC tlprocessor synchronisation
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"-,—;: “A (Hardware Abstraction Layer)

_f:,.f Isolates Kernel and Executive from platform specific
-~ detalls
e ® E.g. differences between motherboards

— Presents uniform model of 1/0 hardware interface to
drivers
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— | ogrclrra e Kernel moedules that interface between /0
MENEOE 2 and relevant hardware

v pﬂ' system drivers, network protocol drivers, hardware
- Evuce drivers

4vers call HAL functions to interface with hardware
lew leaded drivers within Computer Management

'\Nm32 User/GDI (Graphics Device Interface)
- — Implements graphical user interface (GUI)
— Windew manipulation, user interface controls
— Drawing
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_ Unprivileged Application
- - Memory
Addresses

(User Process Space)
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SNIEETEnvirenment subsystems provide with Windows
2000 a?
— OJ//
= HQ, (POSIX 1003.1)

== =5 rovide exposed, documented interface between
Fi_"f""iapphcatlon and 2000 native API

-~ Each subsystem defines a different set of APIs
- = Executables are bound to one subsystem only!
® Function calls can’t be mixed between subsystems

e User applications don’t calls Windows 2000 system
services directly — they go via subsystem DLLs
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mqe [OCESS
n32 CSRSS.EXE

de GDI Code (Win32 only)
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= EXport . APIs defined py: the subsystem
— moléf ent them by calling “native” services, or by
2SKING ‘the supsystem process to do the work
=2 'ﬁsrem Process
-E_: | -Malntams global state of subsystem
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= "WmBZK SYS
— Implements Win32 User/GDI functions

— Also used by POSIX & OS/2 subsystems to access the
display
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ifpiemented in' CSRSS.EX process (Cllent/
SEWVEN R un -time SubSystem)

- Juooo 51 console (text) windows

=C fr"* ﬂg and deleting Win32 processes/threads

BRErnel mode driver WIN32K.SYS contains
e V mdow Manager

.T._-+:-=.f_'-é- & Keyboard/mouse input, screen output, window displays
——— Graphlcs Device Interface (GDI)

- * Supsystem DLLs map WIin32 API functions onto
kernel-mode system service calls
— USER32.DLL, KERNEL32.GDI -> NTOSKRNL
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S OltEdIER e pErating: <y/stem nterface pased on
Uriix S

=Eficolrages compatibility — aids application porting
Sncluded to meet US Government requirements
=NVindews 2000 implements POSIX 1003.1

~ P oyldes limited set of services
Can t create threads wmdows or use sockets!

e (Psxdll dil

— Commercial Unix-to-Win32 library better approach for
porting UNIX applications
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f-%jzﬂéth 0S/2 and POSIX subsystems start
- autematically the first time an associated
application Is started
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SIevierexposed; documented interface between
Zpplications and native ARIS

=Eelef) Jur svstemi defines a set of APIs

— er_) ented )Y, mvokmg native APIs
= * Sub ystem ‘wWraps up” native APIs

L Exglrlndpllle Win32 Kernel32.dll invokes kernel/base services In
= :—.". = -'-3'__'_ Nt

Vhen application calls subsystem DLL function, one of
= 4~_ﬂi;ﬁe follewing occurs:

~~  — Function implemented completely in user mode inside
= subsystem DLL (no Win2k system services called)

— Function calls Windows 2000 Executive

— Function requires work to be done in subsystem process
(sends messages to subsystem

—



Subsystem DLL

hﬁ . - Environment Subsystems
- ST ARDE ’08/2’| Win32 "POSIX’

User/GDI

Hardware Abstraction Layer (HAL)

@ Most Win32 Kernel APIs
@ Most Win32 User/GDI APIs
@ A Few WIin32 APIs
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[+]Command Prompt

D:sWIMNT~system3Z2>exetype notepad.exe
File "notepad.exe' is of the following type:
Windows NT
32 bit machine
Built for the Intel 88386 processopr
Runz under the Windows GUI zubhsystem

D:sWINNT~system32 >




Session Manager)
Win32 subsystem)

—~

[#]command Prompt

D:sWIMHNT“systemd2>exetype csrss.exe
File “csrss.exe'" iz of the following type:

Windows HNT

32 bit machine

Built for the Intel 88386 processor

Requires no subsystem to run (Native to Windows HNT>

DS WINNT~system32 >
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oplications on Windows
Resource Kit
,:E’bmmanc prompt

JEeOk At subsystem type for one of the images
ﬂeg “exetype Is.exe”)

E:T_Type ‘s Is.exe” and compare with “Is LS.EXE”
- *\Why does one work?

— Check that POSIX subsystem process is now
running (psxss.exe)
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