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Introduction to Realtimepublishers

by Sean Daily, Series Editor

The book you are about to enjoy represents an entirely new modality of publishing and a major
first in the industry. The founding concept behind Realtimepublishers.com is the idea of
providing readers with high-quality books about today’s most critical technology topics—at no
cost to the reader. Although this feat may sound difficult to achieve, it is made possible through
the vision and generosity of a corporate sponsor who agrees to bear the book’s production
expenses and host the book on its Web site for the benefit of its Web site visitors.

It should be pointed out that the free nature of these publications does not in any way diminish
their quality. Without reservation, | can tell you that the book that you’re now reading is the
equivalent of any similar printed book you might find at your local bookstore—with the notable
exception that it won’t cost you $30 to $80. The Realtimepublishers publishing model also
provides other significant benefits. For example, the electronic nature of this book makes
activities such as chapter updates and additions or the release of a new edition possible in a far
shorter timeframe than is the case with conventional printed books. Because we publish our titles
in “real-time”—that is, as chapters are written or revised by the author—you benefit from
receiving the information immediately rather than having to wait months or years to receive a
complete product.

Finally, I’d like to note that our books are by no means paid advertisements for the sponsor.
Realtimepublishers is an independent publishing company and maintains, by written agreement
with the sponsor, 100 percent editorial control over the content of our titles. It is my opinion that
this system of content delivery not only is of immeasurable value to readers but also will hold a
significant place in the future of publishing.

As the founder of Realtimepublishers, my raison d’étre is to create “dream team” projects—that
is, to locate and work only with the industry’s leading authors and sponsors, and publish books
that help readers do their everyday jobs. To that end, | encourage and welcome your feedback on
this or any other book in the Realtimepublishers.com series. If you would like to submit a
comment, question, or suggestion, please send an email to feedback@realtimepublishers.com,
leave feedback on our Web site at http://www.realtimepublishers.com, or call us at 800-509-
0532 ext. 110.

Thanks for reading, and enjoy!

Sean Daily
Founder & Series Editor
Realtimepublishers.com, Inc.
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Copyright Statement
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have been created, developed, or commissioned by, and published with the permission
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[Editor's Note: This eBook was downloaded from Realtime Nexus—The Digital Library. All
leading technology guides from Realtimepublishers can be found at
http://nexus.realtimepublishers.com.]

Chapter 1: Installation and Configuration of Terminal
Services

Terminal servers can be a vital component of any IT Infrastructure. They can be used to replace
hundreds of workstations in a homogeneous computing environment—a call center, for
example—or they can be used to complement a workstation-based environment for remote
access or disaster recovery. Terminal servers can even be used in smaller environments as a way
of quickly setting up and managing workgroups of 5 to 10 users with similar computing needs.

Because of their versatility, and their increased usage in the workplace today, the technologies
that make up terminal servers should be familiar to Windows administrators. In addition,
administrators should know the steps needed to install and configure Terminal Services. This
guide will explore these tasks—it is meant to be not only a manual for learning more about
Terminal Services but also a handy reference guide for systems administrators. For a more
detailed introduction to Terminal Services, refer to The Definitive Guide to Windows Server 2003
Terminal Services (Realtimepublishers.com).

Guide Conventions

The following list highlights conventions that will be used through the guide to refer to common tasks and
locations within the Windows operating system (OS):

Registry Locations:
HKLM = HKEY_LOCAL_MACHINE
HKCU = HKEY_CURRENT_USER
HKCR = HKEY_CLASSES_ROOT
HKU = HKEY_Users
Windows Shell Locations:
Start menu—Drrill downs within the Start menu will be separated by bars “|”. For example,
Start | All Programs | Administrative Tools | Terminal Server Licensing
Administrative Tools
Start | All Programs | Administrative Tools
Start | Control Panel > Administrative Tools
System Control Panel
Start | Control Panel > System
Right-click the My Computer icon and select Properties

As with any Windows technology, the first step to a successful deployment is a clean, repeatable
installation process and a consistent and usable configuration of your servers and their roles.
Both Microsoft and many third-party vendors offer tools to help automate your installation and
configuration process; the right solution for you will depend on your environment, the size of the
deployment, and the budget you have to work with.
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Chapter 1

This chapter will cover the native options available to you from Microsoft. These include manual
installation and configuration, automated installation, and disk duplication. It will introduce you
to the Terminal Services entries available in unattend.txt and sysprep.inf files. First, we will
explore the basic required components for any Terminal Services implementation.

Requirements for a Terminal Server Environment

There are three basic requirements for any Terminal Services implementation:
e Terminal server
e License server
e Authentication server

In a small workgroup or small office/home office (SOHO) environment, these can all be on one
physical server, but in most cases, they will be distributed across two or more servers.

e A terminal server is a Windows Server 2003 (WS2K3) system with the Terminal Server
role installed. This server is the one that the users will actually be logging onto and will
be providing their working environment (in most cases, a Windows Desktop Shell). The
size and configuration of this server will be determined by the number of users that it
needs to support. All user applications will be installed on this server.

e Alicense server is a WS2K3 system with Terminal Server Licensing Service (TSLS)
installed. TSLS is an optional Windows component. In a workgroup environment, TSLS
can be installed on any server, even the terminal server itself. In a domain environment,
TSLS must be installed on a domain controller.

e An authentication server is a WS2K3 system used to authenticate users when they log
on. In a workgroup environment, this server will be the local Security Account Manager
(SAM) database on the terminal server. In a domain environment, this server will be the
domain controller. All user accounts must be set up on the local SAM or in the domain
before users can logon to the terminal server.

In a larger enterprise environment, it is common to have more than one terminal server to
support a larger number of users. In this case, you will also need a load balancer—either Session
Directory or a third-party product—to evenly distribute users across the terminal servers and to
reconnect users to the server hosting their session in the event of a connection drop.
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How to Install the Terminal Server Role

After the installation of WS2K3, use the Manage Your Server wizard to install the Terminal
Server role. The Manage Your Server wizard launches automatically when an administrator logs
on to the server, or it can be launched manually from the Start menu. Figure 1.1 shows the
Manage Your Server wizard.

E Manage Your Server

= Manage Your Server

Search Help and 5
Server:

. Tools and Updates
\% Adding Roles to Your Server

Adding roles to your server lets it perform specific tasks, For Administrative Tools

example, the file server role enables your server to share files, To Add or remove arole More Tools

add a role, start the Configure Your Server Wizard by dicking Add or y Read about I

remove arole, @) Read aboutserver roles Windows Update
Computer and Domain Name
Information

Internet Explorer Enhanced

g Managing Your Server Roles Security Configuration

After you have added a role, return to this page at any time for
tools and information to help you with your daily administrative

tasks. See Also
ij Mo roles have been added to this server. To add a role, click Help and Support
’ Add or remove a role. )
Microsoft TechMet

Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
What's New

Strategic Technology Protection
Program

[~ Don't display this page at logon

Figure 1.1: The Manage Your Server wizard.

From the window that Figure 1.1 shows, click Add or remove a role. You will be presented with
a list of available roles (see Figure 1.2). Select Terminal server, and click Next.
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Configure Your Server Wizard x|

Server Role
You can set up this server to perform one or more spedfic roles. If you want to add more than ane g

role to this server, you can run this wizard again.

Select a role., If the role has not been added, you can add it. Ifit has already been added, you can
remove it. If the role you want to add or remove is not listed, open Add or Remove Programs.

Terminal server

Server Role | Configured |

File server Mo

Print server Mo

Application server (II5, ASP.NET) Mo Terminal Servers process tasks for
Mail server (POP3, SMTF) Mo multiple dient computers. This role is
Terminal server not required to allow remote
Remote access [ VPN server Mo administration.

Domain Controller (Active Directory) No

DMS server No Read about terminal servers and
DHCP server Mo remote administration

Streaming medis server Mo

WINS server Mo

View the Configure Your Server log.

< Back I Mext = I Cancel Help

Figure 1.2: Default roles available in WS2K3 Standard Edition.

The wizard will warn you that the installation of Terminal Services will require a reboot. If you
are ready to proceed, click Next—the Terminal Server role will be installed and the server will
automatically reboot. You may be prompted for your WS2K3 source files during the installation.

& You will not have the option to delay the reboot when installing the Terminal Server role. Once you
start the installation, the server will be rebooted automatically.

During an Unattended Installation of Windows

If you are automating your WS2K3 installation, you can automatically include the Terminal
Server role in your base installation. To do so, modify the unatted.txt or winnt.sif file that you
have created for your unattended installation by adding the following entries:

[Components]
TerminalServer=0n

¥~ The [Components] section may already exist in your unattend.txt file; if so, simply add the
TerminalServer entry to it.

Realtime s Cu)

triCerat




Chapter 1

For more information about unattended installations of Windows, see Microsoft's documentation
included in the Deployment Tools.cab file (the WS2K3 Service Pack 1—SP1—version of the
Deployment Tools.cab can be found at http://support.microsoft.com/kb/892778).

This addition will install the Terminal Server role with the default configuration for licensing
mode and permissions settings. To override the default settings, add a new section to the file:

[TerminalServices]
AllowConnections=1
LicensingMode=PerDevice | PerUser
PermissionsSetting=0 | 1

Later, this chapter will discuss the licensing modes.

The permissions setting determines how to harden your terminal server. Setting it to 0 applies the
same permissions as would be used on a normal WS2K3 or Windows XP box. This setting is
recommended because it protects critical areas of the file system from being modified by non-
administrative users. Setting it to 1 applies the permissions that were used on Windows NT 4.0.
You should only use the NT 4.0 permissions settings if you are planning to install a legacy
application that requires these relaxed permissions.

%~ If you add [TerminalServices] AllowConnections=1 to your unattend.txt or winnt.sif file without adding
Terminalserver=0On to the components section, you will enable the Remote Desktop feature (known
as Terminal Services in Remote Administration Mode under Windows 2000—Win2K).

In a Sysprep Image

If you are using Sysprep to prepare server images for disk duplication, simply install the
Terminal Server role via either of the earlier methods before running the Sysprep utility.

For more information about using Sysprep, see Microsoft's documentation at
http://support.microsoft.com/kb/892778.
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Via Remote Installation Services

If you are deploying a base installation of WS2K3 via Remote Installation Services (RIS), you
can associate a custom .sif file to a RIS image. This SIF file will need the same entries as
described earlier for an unattended installation of WS2K3. To associate a SIF file with a RIS
image file, follow these steps:

1. Open Active Directory Users and Computers.
2. Inthe console tree, right-click the applicable RIS server.
3. Click Properties, then select the Remote Install tab.
4. Click Advanced Settings, then select the Images tab.
5. Click Add.
6. Click Associate a new answer file to an existing image, then click Next.
7. Click one of the following options:
e Windows image sample files
e Another remote installation server
e An alternate location
8. Select the installation image to which the answer file will be associated, then click Next.

9. Select the answer file that you want to associate with the installation image, then click
Next.

10. Enter the description and Help text, then click Next.
11. Review the settings summary, then click Finish to complete the process.

How to Install Terminal Server Licensing

WS2K3 will stop accepting Terminal Services connections 120 days after the first non-
administrator logs on to the server via Terminal Services. To continue to use the terminal server
after this 120-day trial period, the server must be able to locate a license server on the network.

&~ Even if you use Citrix MetaFrame to enhance your Terminal Services deployment, you will still need
to purchase and maintain Microsoft Terminal Server Client Access Licenses (CALs) and confirm that
your terminal servers can locale a license server on the network. This purchase is in addition to the
MetaFrame Presentation Server licenses that you must purchase from Citrix.
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Manually

To install TSLS manually, use the Add/Remove Programs control panel applet, then select
Add/Remove Windows Components. From the list of available components, select the Terminal
Server Licensing check box, and click Next (see Figure 1.3).

Windows Components Wizard | x|

Windows Components
f'ou can add or remove components of Windows,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be inztalled. To zee what's included in a compaonent, click
Details.

Companents:

O Remate Installation Services 2.0 MB ﬂ
| r;y’\ Terminal Server 0.0 kB
¥ Terminal S erver Licensing 0.9 MEB
[ &2 UDDI Services 4.9 1B L
vl [==1 | Indate Rnnt Certifirates nnme =

Dezcription:  Configures this computer as a Terminal Server license server that
pravides client licenzes.

T otal dizk space required: 3EMB Details |
Space available on digk: 36378.8 MB —

¢ Back I MHewt > I Cancel | Help |

Figure 1.3: Installing Terminal Server Licensing.

If you are installing TSLS on a server on an Active Directory (AD) domain controller, you are
presented with two options for the mode of the server: Domain/Workgroup and Enterprise. If
you are in a workgroup or non-AD domain, the Enterprise option is not available.

& Choose your license server mode carefully. Enterprise license servers will be automatically
discovered by all terminal servers in the same AD forest as long as they are in the same AD site as
the domain controller. Domain license servers will be automatically discovered by all terminal servers
in the same domain as the domain controller regardless of site affinity.

Select the mode in which you want the license server to run, and click Next. You may be
prompted for your WS2K3 source files during the installation. No reboot is required after
installing TSLS.
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During an Unattended Installation of Windows

You can also automate the installation of TSLS via either the unattend.txt or sysprep.inf file
during an automated installation of Windows. To do so, add the following entry to the
[Components] section of the file:

[Components]
Licenseserver=0n

This entry is rarely used, as you still need to manually activate the license server, and typically
even a large enterprise will have only a few TSLS servers.

How to Activate a Terminal Server License Server

After you install TSLS, the license server must be activated by contacting the Microsoft
Clearinghouse. To do so, launch the TSLS administrative tool, right-click the server, and click
Activate Server. The Terminal Server License Server Activation Wizard will launch, offering
you three options for contacting Microsoft. Figure 1.4 shows the options in the wizard:

e Automatic connection—This method is the easiest way to activate the licensing server.
This method requires that the server running TSLS has Internet connectivity on port 443
(Secure Sockets Layer—SSL). Simply fill in the company and contact information, and
click Activate.

e Web Browser—If the automatic connection method fails, or if the server running TSLS
does not have Internet connectivity, you can still activate the server over the Web from
another computer. To do so, from a Web browser, go to https://activate.microsoft.com,
and fill in the company and contact information as well as the unique TSLS ID number
that the activate server wizard provides. The Web site will respond with the activation
code that you can then enter into the licensing service.

e Telephone—If you do not have Internet connectivity, you can contact the Microsoft
Clearinghouse by telephone. Select your country/region in the activate server wizard, and
the correct phone number will be displayed. Provide the customer service person with
your company name, contact information, and server ID code; they will provide you with
the activation code. Be sure to either activate the server while still on the phone with the
customer service representative or be very careful to record the activation code
accurately.
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Terminal Server License Server Activation Wizard

Connection method
Select the best activation method.

The activation method selected for license server activation will also be used to contact
the Clearinghouse when cliert access licenses (CALs) are installed.

To change this setting after activation, select license server, click View and then click
Properties.

Activation method:

."'.n'el:n Browser
Telephone

Requirements: The computer must be able to connect to the Intemet using
a Secure Sockets Layer (S5L) connection.

< Back Mext = Cancel

Figure 1.4: Activating a Terminal Services licensing server.

After the license server is activated, it will immediately begin to issue temporary Win2K and
WS2K3 terminal server tokens. These temporary tokens give the administrator a 90-day period
in which to install the appropriate permanent CALSs on the license server so that it can issue
permanent tokens.

" If you are upgrading a Win2K server that has TSLS installed to WS2K3, you might need to re-activate
the licensing service. To do so, select Re-Activate Server from Advanced in the Actions menu in the
TSLS administrative tool.
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Types of Terminal Server CALs

Terminal Services CALSs can be purchased through any of the Microsoft licensing programs—
Open, Select, Enterprise, and so on. You can even purchase packs of licenses via retail or OEM
channels. In addition to selecting the correct licensing program to purchase your Terminal
Services CALSs, you must also select the correct type of CALSs to buy.

WS2K3 TSLS can issue Terminal Services CALs (also referred to as tokens) to both Win2K and
WS2K3 terminal servers. Win2K supports only per-device licenses; WS2K3 supports both per-
device and per-user licensing. You should choose the appropriate license type for your
environment. The following list highlights the available license types:

e WS2K3 Terminal Server Device CALs—WS2K3 terminal servers that are in per device
licensing mode will request these licenses from the TSLS server.

e WS2K3 Terminal Server User CALs—WS2K3 terminal servers that are in per user
licensing mode will request these licenses.

e WS2K3 Terminal Server External Connector licenses—This license allows unlimited
connections by external users to a terminal server running WS2K3.

e Win2K Terminal Services CALs—Terminal servers running Win2K will request these
licenses from the licensing server for clients running OSs other than Win2K Professional
or Windows XP. You need these licenses only if you have terminal servers running
Win2K.

e Win2K Terminal Services Internet Connector license—This license allows as many as
200 simultaneous anonymous connections to a terminal server running Win2K by non-
employees across the Internet.

e Win2K Built-In licenses—Clients that are running Win2K Professional or Windows XP
are issued a token from the built-in pool of license tokens when connecting to a terminal
server running Win2K.

&~ WS2K3 TSLS will issue “built-in” Terminal Services CALs to Win2K Professional and Windows XP
clients that are connecting to Win2K terminal servers. These licenses are included with the purchase
of the client OS. WS2K3 terminal server CALs are not built-in and must be purchased separately.
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How to Add Terminal Server CALs to a License Server

After you select the licensing program and purchase the appropriate type of Terminal Services
CALs for your deployment, the licenses must be added to your license server. The connection
method you used to activate the license server will determine the connection method used to
install CALs. Before you go to install the CALSs, be sure you have either the license code from
the retail package or your agreement number for you Select/Open/Enterprise account.

To add a license pack to the license server, launch the TSLS administrative tool, right-click the
server to which you want to add the licenses, and select Install Licenses. If you are installing a
retail license pack, the type of license will be automatically selected. If, however, you are
installing licenses through a Select, Open, or other Microsoft license agreement, you will need to
select which type of licenses you want to add. Figure 1.5 shows the Terminal Server CAL
Installation Wizard for the automatic connection method.

Terminal Server CAL Installation Wizard x|
Program and Client License Information &
Complete the following program and cliert license information. @

Every Teminal Server Client must be licensed with a valid Terminal Server Client
Access License. Please enter the following license infarmation.

License Program: Select License
Product version: Windows Server 2003 j
Product type: j

Teminal Server Per Device Client Access License
Teminal Server Per User Client Access License

Cluantity: I

{The number of licenses to be available from this license server)

< Back ead = Cancel

Figure 1.5: Adding licenses to a TSLS server.

After the licenses are installed, the TSLS will list how many are available and how many have
been issued. You can also drill down to see the names of users and devices that have been issued

licenses.
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How to Configure Licensing Mode on a Terminal Server

The type of CALSs that a terminal server requests from the license server is determined by the
licensing mode of the terminal server. If the terminal server is in per-device licensing mode, and
you only have per-user tokens installed on your TSLS, then the connection will be refused. You
can configure the licensing mode of a terminal server either manually or via Group Policy.

& If your terminal server is in per-user licensing mode, it will attempt to validate both per-user and per-
device tokens presented by the client. In this mode, if a per-device CAL cannot be validated, the
terminal server will request a new per-user token from the TSLS. If, however, the terminal server is in
per-device mode, it will not accept per-user CALs presented by the client—even if the client presents
a valid per-user CAL, the terminal server will request a new per-device token.

Manually

To manually configure licensing mode on a terminal server, launch the Terminal Services
Configuration administrative tool, and select the Server Settings node. Double-click the licensing
setting, and choose the appropriate mode. Figure 1.6 shows the options in the tool.

Licensing Mode

Licenzing Mode:

Thiz policy requirez a licenze to be izsued to each clent computer
[device] that connectz ta the terminal server.

T o change thiz zerver bo Remate Desktop for Administration, use Add/
Remove Prograrns.

| k. I Cancel

Figure 1.6: Manually specifying the terminal server licensing mode.

Via Group Policy

Under WS2K3 SP1, you can centrally configure licensing mode via Group Policy. To do so, use
either the Group Policy Management Console (GPMC) or Active Directory Users and
Computers to edit a Group Policy Object (GPO) that applies to your terminal servers. Within the
Group Policy Editor, drill to Computer Configuration | Administrative Templates | Windows
Components | Terminal Services, and double-click the Set the Terminal Server licensing mode
setting. In the dialog box, set this setting to enabled, and choose the appropriate mode from the
drop-down list (see Figure 1.7).
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'{fii Group Policy Object Editor o ] 4|

File  Action Wiew Help

€= | BmEE @

EI@ Computer Configuration ﬂ Sekting | State | il
|:| Software Settings @ Restrick Terminal Services users to a single remaoke,,. Mok configured
|:| Windows Settings 1%'{ Enfarce Removal of Remate Deskiop Wallpaper Mak configured
E”:l Administrative Templates 153} Deny log off of an administrator logged intothe c... Mot configured
= Windows Ccnl.'npunents @ Limit nurnber of connections Mot configured
""" 1 Netteeting @ Lirnit maxirmurn color depth Mot configured
=-E Internet. Explarer i @ Allow users to connect remotely using Terminal Ser... Mot configured
g :Eg:ﬁ:;g;;umpahblht @ Do niok allow local administrators to customize per... Mot configured
_____ 1 Internet Infarmation 5t @ Remove Windows Security item from Skart menu Mot configured
_____ (] Security Center &‘ Remove Disconnect option From Shuk Down dialog Mot configured
_____ (23 Task Scheduler &‘ Alvaws show deskkop on connection Mak configured
053 Terminal Services &‘ Set path For T3 Roaming Profiles Mot configured
..... (221 Windaws Explarer 1 | 4 Use the specified Terminal Server license servers Mot configured
..... (2 Windows Inskaller Set the Terminal Server licensing rmode Mok canfigured
----- [ Windows Messenger @ Show Toolkips for Licensing problems on Terminal 5., Mot configured
----- (2 Windows Media Digital F E}'[ TS User Home Directory Mot configured
----- (L] Windows Mavie Maker @ Sets rules For remote control of Terminal Services ... Mok configured
""" E Windows Update = 1%'{ Start a program on conneckion Mok configured =
..... Wlindmiae Madia Plawear _—
1] i _'IJ Extended ;\ Standard

Figure 1.7: Configuring licensing mode via Group Policy.

Terminal Server License Server Discovery

During the boot process, WS2K3 will attempt to find TSLS servers on the network. This process
is called license server discovery. The license server discovery process is determined by your
environment. However, the preference of which license servers to use is the same. Terminal
servers will always request CALs from TSLS servers in the following order:

1. Enterprise or domain license servers that are specified in Group Policy
2. Enterprise or domain license servers that are specified in the registry

3. Enterprise license servers in the same AD site and forest as the terminal server
(discovered automatically)

4. Domain license servers in the same domain as the terminal server (discovered
automatically)

5. Workgroup license servers on the same subnet as the terminal server (discovered
automatically, but only used when the terminal server is not in a domain)
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In a workgroup setting, the terminal server will first look to determine whether TSLS is installed
on the terminal server (common in single-server environments). If TSLS is not installed, the
server will then perform a mailslot broadcast to the local subnet and any servers running TSLS
will respond. The terminal server will record the name of the license server in the registry for
future reference and proceed to request CALs from the TSLS.

In a domain, TSLS must be installed on a domain controller. In fact, the installation wizard will
not allow you to install TSLS on a member server. The terminal server will query each domain
controller in the forest, starting with domain controllers in its own AD domain and site, using a
mailslot request called TermServLicensing. All domain controllers with TSLS installed in
domain mode will respond if they are in the same domain as the terminal server. However, if the
domain controller has TSLS installed in enterprise mode, it will only respond if the terminal
server is in the same AD site as the domain controller. Once the discovery process is complete,
the terminal server will record the TSLS server names in its registry.

How to Override the TSLS Discovery Process

Regardless of whether you are in a domain or workgroup environment, you can override the
discovery process by listing specific TSLS servers in either the terminal server’s registry or in a
GPO that applies to the server. In a workgroup setting, overriding the discovery process is
required if your TSLS is on a different subnet than your terminal server. In a domain
environment, the overrides can be use to force a terminal server to request licenses from a
domain mode license server in a different domain or an enterprise license server in a different
site.

Via Registry Setting
To manually specify license servers in the registry, follow these steps:
1. Click Start, Run, type regedit, then click OK.

2. Right-click the following key in the registry:
HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TermService\Param
eters.

3. Inthe context menu, point to New, then click Key, and type LicenseServers as the name
of the new key.

4. Right-click the key you just created, and once again point to New, then click Key. Name
this new sub-key one of the following:

e The NetBIOS name of the server
e The fully qualified domain name (FQDN) of the server
e The IP address of the server

Figure 1.8 shows an example of manually configured TSLS servers. In the example, SVR1 and
SVR2 are the NetBIOS names of the TSLS servers.
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&' Registry Editor

-1 Tepip o] | Hame Type | Data
D TDPIPE {DeFauIt]l RE=_S5Z (value nok sek)
-0 TOTCP

{:l TermDD

EH:I Parameters
: EH:I License5ervers

----- 23 Perfarmance
-0 TermServLicensing

-7 Themes .

-2 TinkSwr

-2 TosIde

-7 TrkSwr ha
ki e " | >
|M3-' Computer\HEEY _LOCAL MACHIMEYSYSTEM\CurrentContral3et) Services) TermService|ParametersiLicenseservers 3R 1 v

Figure 1.8: Overriding license server discovery by specifying license servers in the registry.

Via GUI

In WS2K3 SP1, Microsoft included a GUI for adding the necessary registry keys. This GUI is
found in the Terminal Services Configuration administrative tool. To configure preferred license
servers via this GUI, follow these steps:

1. Go to Administrative Tools, and launch Terminal Services Configuration.
2. Select Server Settings.

3. Double-click License server discovery mode.

4

Click Use these license servers, and enter the NetBIOS names, FQDN, or IP addresses of
the license servers in the text box, separating them with commas.

5. Click Check names, make any necessary corrections, and click OK.
Figure 1.9 shows the GUI for configuring preferred license servers.
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Terminal Server License Server discovery

— Licenze server dizcoveny method
i~ Automatic

% Usze thesze license servers:

SVR1.5VR2

Thiz Terminal Server will attempt to lacate theze licenze servers firzt, |f they are not
lozated, thiz Terminal Server will attempt automatic dizcoveny.

Separate licenze server names with commas.

Ewxample: Serverl, Servers example.com, 192.168.1.1

—Automatically dizcovered license servers

I DomainSsfork.group role: I

I Enterprize role: |.;|.;1 _contozo.com

Cancel k.

Figure 1.9: Configuring preferred license servers via GUI.

é& Configuring preferred licenses servers via either the registry or GUI requires a reboot of the terminal
server to take effect.

Via Group Policy

WS2K3 SP1 also includes the ability to centrally control preferred license servers via Group
Policy. To do so, use either the GPMC or Active Directory Users and Computers to edit a GPO
that applies to your terminal servers. Within the Group Policy Editor, drill to Computer
Configuration | Administrative Templates | Windows Components | Terminal Services, and
double-click the Use the specified Terminal Server license servers setting (see Figure 1.10). In
the dialog box, set this setting to enabled, and enter the NetBIOS names, FQDN, or IP addresses
of the license servers in the text box, separating them with commas.
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i Group Policy Dbject Editor _ (ol x|

File Action Wiew Help

e amEBE @

E@ Computer Configuration ;I Setking | Skate | :I
(-] Software Settings 4 Limit maximurn color depth Mot configured
|:| Windows Settings % Allow users to connect remotely using Terminal Services Mot configured
ED Administrative Templates £ Do not allows lacal administratars to customize permissions Mot configured
=1 Windaws Cumponents @ Remove Windows Security ikem From Start menu Mot configured
""" % II‘ditMeettlgg | @Remwe Disconnect aption fram Shut Down dialag Mat configured
Et- n Erne. *piarer @ Always show deskbop on connection Mot configured
""" 33 Application Compat @Set ath For T3 Roaming Profiles Mot configured
----- |:| Event Yiewer — e J d
) WErS Enahled
----- [Z3 Inkernet InfFormatic
. @ Set the Terminal Server licensing mode Mot configured
----- [ security Center
_____ (23 Task Scheduler @ Show Toalkips For Licensing problems on Terminal Server ot configured
[+ Terminal Services @TS Ilser Home Directory Mot configured
..... [ Windows Explarer @ Sets rules For remaote contral of Terminal Services user se... Mot configured
..... |:| windows Ins':a"illl @ Start a program on connection ot configured =
FT— . ' .- —
4] | 4 Extended # Standard i

Figure 1.10: Configuring licensing mode via Group Policy.

How to Restrict Access to Terminal Server License Servers

By default, a TSLS will issue tokens to any terminal server that requests them. In a large,
environment, this default action can cause problems if unmanaged terminal servers are added to
the domain or rogue servers are manually pointed at your license servers. You can, however,
restrict access to your license servers by using the License Server Security Group feature. When
enabled, a TSLS will only issue tokens to terminal servers that are members of the Terminal
Services Computers group.

In a domain environment, this group is a domain local group and is shared among all domain
controllers. In a workgroup, this group is a local SAM group on the server running TSLS. If you
enable the License Server Security Group in a workgroup environment, TSLS must be installed
on the terminal server, and it will then only issue licenses to itself.
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To enable the License Server Security Group feature, take the following steps:

1. Use GPMC, Active Directory Users and Computers (in a domain environment), or the
Group Policy Editor (gpedit.msc) in a workgroup environment to edit a GPO that applies
to your license servers.

%~ In a domain, this GPO will most likely be your domain controller security policy.

2. Drill to Computer Configuration | Administrative Templates | Windows Components |
Terminal Services | Licensing, and set the License Server Security Group setting to
enabled.

3. Add your terminal servers to the Terminal Services Computers group.

After policy refresh occurs, the TSLS will only issue tokens to terminal servers that are in the
Terminal Services Computers local group. By default, this group is empty, so you must
immediately add your terminal servers to it in order for them to continue to receive tokens from
the license servers.

Group Policy Reference
To configure terminal server licensing mode:

Computer Configuration | Administrative Templates | Windows Components | Terminal Services,
and double-click the Set the Terminal Server licensing mode

To override automatic license server discovery:

Computer Configuration | Administrative Templates | Windows Components | Terminal Services,
and click Use the specified Terminal Server license servers

To enable the License Server Security Group feature:

Computer Configuration | Administrative Templates | Windows Components | Terminal Services |
Licensing, and select License Server Security Group

Summary

As terminal servers are increasingly utilized in today’s workplace, systems administrators must
become familiar with terminal server technologies and installation and administrative steps. This
chapter provided an overview of the native options available from Microsoft as well as the basic
requirements of a Terminal Services implementation. The next chapter will move forward with
an exploration of application installation and configuration.
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Chapter 2: Application Installation and Configuration

Starting with the release of Windows 2000 (Win2K), Microsoft has included terminal server
compatibility in its Certified for Windows logo program, so most current applications can be
installed and run in the multi-user environment of a terminal server without modification.
However, you should still be familiar with the process of installing applications on a terminal
server as well as the application-compatibility subsystems in case you encounter a legacy
program that you must integrate into your terminal server environment.

The Windows logo certification specification instructs programmers to take advantage of several
Windows component services that would make the application natively compatible with WS2K3
and Terminal Services. The following list quotes and describes the elements of the specification
that are of particular interest to the Terminal Services administrator:

e Do not read from or write to Win.ini, System.ini, Autoexec.bat, or Config.sys on any
Windows operating system based on NT technology—Programs that don’t obey this rule
might store per-user settings in these per-machine configuration files.

e Install using a Windows Installer-based package that passes validation testing and
Ensure that your application supports advertising—The Windows Installer service uses a
process called advertising to ensure that per-user registry keys and files are installed for
each user of a computer and not just the user who installed it.

e Default to My Documents for storage of user-created data—Compliance with this item
ensures that per-user files (documents, macros, templates, and so on) are stored in a per-
user location, not in the program’s directory.

In the real world, however, systems administrators have to deal with many applications—both
current and legacy—that don’t adhere to these guidelines or were written before the specification
was established. To assist in integrating these types of applications, Terminal Services utilizes
several application compatibility subsytems.

Application Compatibility Subsystems

There are three main application compatibility subsystems: registry mapping, INI file mapping,
and root drive. The subsystems have two modes—install and execute. Install mode is used during
the installation of user applications, and execute mode is the normal operating mode for the
terminal server.

& Itis often tempting to install Terminal Services purely to overcome the two session limitation imposed
by Remote Desktop. You need to be aware that in addition to eliminating the limit on the number of
sessions available, Terminal Services enables these application compatibility subsystems, which may
effect the way that server-based applications behave.
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Registry Mapping

During installation, many applications add registry information to the Current User registry hive
(HKCU). If the application does not take advantage of the Windows Installer Service, or have its
own way of populating HKCU keys upon launch, only the person installing the application will
have the correct values. In a workstation environment, this consideration is not usually an issue
as the application is installed under the context of the user that will run it. On a terminal server,
however, such is not the case, as many users will run the application on the same server.

Registry mapping takes care of this problem. While in install mode, the terminal server monitors
any write actions to HKCU during the install process and replicates the keys to a special
subsection of HKLM. Then, while in execute mode, the terminal server monitors read requests to
HKCU by the application. If the application attempts to read from a key that does not exist, the
terminal server will look in HKLM for the values and copy them up to HKCU before the
application is aware that they are missing. The repository for registry mapping data is
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Terminal Server\Install\Software.

%~ If you want to modify the default values for an application that uses registry mapping, simply add or
edit values in the just-mentioned HKLM key.

INI File Mapping

Some applications continue to store settings (either per-machine or per-user) in INI files instead
of in the Windows registry. This action poses a challenge on a terminal server, as no single user
can have exclusive access to the INI file, nor can per-user settings be stored there, as changes
made by one user will affect everyone on the server.

INI file mapping allows each user to have his or her copy of the INI file without having to recode
the application to look in a user-specific location for the file. While in install mode, the terminal
server monitors modifications to the WIN.INI file as well as the creation of new INI files in the
Windows or Program Files directory. Then, in execute mode, the terminal server will create
copies of the INI files in either the user’s profile or the user’s home directory. When the
application attempts to read from or write to the original file, the subsystem redirects the action
to the user’s copy. Changes to INI files are handled by comparing the date stamp on the user’s
copy with that of the original file, and if the original is found to be newer, the two files are
merged to create a new file for the user.
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Root Drive

Older versions of Windows were not able to map drives to a subdirectory of a share. A user’s
home directory, for example, would be represented by H:\%username% and not simply H:\ as the
server could only map to the home share itself. This shortcoming posed a challenge, as many
applications do not allow for system variables when referencing files. The root drive concept was
developed to create a uniform path that referenced a per-user location. This way, you could
simply reference the root drive letter (R:\ perhaps) and have the destination be either the user’s
specific home directory or user profile.

During logon, a script called usrlogon.cmd is run on all terminal servers. If root drive has been
enabled on the server, the script performs a SUBST command that aliases the user’s home
directory to the defined root drive letter.

%~ The SUBST command works much like the NET USE command, but instead of aliasing a network
path to a drive letter, SUBST aliases a local path. The SUBST command can also be used to alias a
subfolder of an existing mapped network drive to another drive letter.

Starting with Win2K, Windows is able to map drives to subfolders of network shares, so a user’s
home directory can be represented by H:\ even if it is a subfolder of the HOME share. This
feature has made the use of a root drive almost obsolete. Many existing application compatibility
scripts, however, are still written to reference %rootdrive%. Thus, you may still need to define
and use a root drive. You can, however, modify the userlogon.cmd file on your server to take
advantage of the existing drive letter instead of using the SUBST command to alias another letter
to the same location. Listing 2.1 provides an example of how you can do so (changes are in red).

Cd /d %SystemRoot%\"Application Compatibility Scripts”
Call RootDrv.Cmd

IT "A%RootDrive%A"™ == "AA" goto done

REM If the user has a network Home Directory already mapped
REM on the ROOTDRIVE, we do not need to do anything.

it /1 "%rootdrive%” == "%homedrive%' goto NoSubst

:DoSubst

Net Use %RootDrive% /D >NUL: 2>&1

Subst %RootDrive% '"%HomeDrive%%HomePath%""
if ERRORLEVEL 1 goto SubstErr

goto AfterSubst

:SubstErr

Subst %RootDrive% /d >NUL: 2>&1

Subst %RootDrive% '%HomeDrive%%HomePath%""
:AfterSubst

:NoSubst

Listing 2.1: Modified USRLOGON.CMD.
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How to Toggle Between Install and Execute Mode

Both registry mapping and INI file mapping have different behaviors based on whether the
terminal server is in install or execute mode. You should be careful to make sure that the server
is in the proper mode at all times. To switch the server to install mode, open a command shell
(cmd.exe) and type:

change user /install

To switch the server to execute mode, open a command shell and type:
change user /execute

To determine which mode the server is currently in, open a command shell and type:
change user /query

You can use any of these commands in shell scripts (batch files) as well.

Alternatively, to have the server automatically switch between install and execute modes, use the
Add/Remove Programs Control Panel applet. To do so, click Add New Programs, then click CD
or Floppy (see Figure 2.1). Doing so will start the Install Program wizard.

% Add or Remove Programs -10| x|

Add a progrann from CO-ROM or Floppy disk,

""1_,T To add a program from a CO-ROM or Floppy disk, click CDar Floppy

Install Program From Floppy Disk or CD-ROM 5'

Inzert the product's first installation Aoppy disk or CO-ROM, b, click Windows Update |

atd then click Mest.
kegory: |all Categories |

ailable to install Fram the netwark

< Back

Cancel |

Figure 2.1: Activating install mode via the Add/Remove Programs Control Panel applet.
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After you select the setup program, the wizard will automatically switch the server to install
mode and run the installation program. When the installation is complete, click Finish in the
wizard, and the server will switch back to execute mode.

&~ After a reboot, the server will always come up in execute mode, regardless of which mode it was in
when it was shut down.

WS2K3 will detect most installation packages and automatically invoke the Install Program
wizard for you. However, it is still a good idea to use the Control Panel or command line when
installing new applications just to be safe.

Windows Installer Service

The Windows Installer Service (msiexec.exe) and its ability to “advertise” settings has virtually
eliminated the need for registry mapping. When installing applications that come packaged in
MSI format, you usually do not need to place the server into install mode.

é Some applications are not packaged to take full advantage of MSI advertising, so you might want to
continue to use install mode just to be safe.

When a user launches an “advertised” application, the Windows Installer service is invoked and
any per-user settings are added to HKCU. The package can even be set up to add per-user files to
the user’s profile under application data or local settings. This functionality eliminates the need
for many application compatibility scripts.

How to Install MSI Packages on Terminal Servers

To install an application that has been packaged in MSI format, simply double-click the MSI file.
Use the installation wizard to select the components you want to install.

¥~ If the installation wizard asks you whether you want to install the application for yourself or for all
users, be sure to select “All users” as doing so will register the components to be advertised to other
users.

You can also install MSI packages via the command line by using the msiexec command. Later,
this chapter provides a complete list of arguments used to install, uninstall, and repair packages.

Via IntelliMirror/Group Policy

If you are managing a large terminal server farm or need the ability to expand your farm quickly,
you will want to use an automated software installation technology to install MSI packages on
terminal servers. In an AD environment you can use Group Policy to assign applications to your
servers. When the server boots, the machine policies are processed and any applications that are
assigned will be installed.
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To use Group Policy to install applications, your applications must be in MSI format. Group
Policy also supports a script format called ZAP, which can trigger a non-MSI installer. However,
the use of this format is not recommended with terminal servers because such applications do not
support advertising, so your users may not receive necessary HKCU registry keys.

& You can repackage software into the MSI format by using a third-party utility such as Wise for
Windows Installer. Be sure to thoroughly test the application on Terminal Services before and after

repackaging to determine whether any modifications need to be made for terminal server
compatibility.

The basic steps required for Group Policy-based software installation are:
1. Create a network share to store your MSI packages.

2. Create Administrative Installations of your MSI packages and place them on the
share.

3. Add the packages to a GPO that applies to the terminal server computers in AD.

4. Modify the permissions on the packages in the GPO if you want to filter which
terminal servers receive each package.

5. Reboot the terminal servers.

Create a Share

To assign or publish an application via Group Policy, you need a central location to reference for
the application source files. The path to this location must be resolvable and accessible by all
computers to which the policy applies. The easiest way to accomplish this task is to create a
share on a file server and copy the source files to it.

& Make sure that the machine accounts of your terminal servers have read and execute rights on the
share. The Authenticated Users and Everyone groups both include machine accounts.

Create Administrative Installations

MSI packages typically come with all the files needed for the application compressed into CAB

files. To optimize the installation of the software, uncompress the files in advance by creating an
Administrative Installation.

To create an Administrative Installation, execute the Windows Installer Service with a “/a”
switch, and specify the path and name of the MSI package you want to uncompress:

msiexec /a d:\proplus.msi

A wizard, similar to the one that Figure 2.2 shows, should appear asking you for the destination
directory for the Administrative Installation. If the application requires a license key for
installation, the wizard will prompt you for this as well. The key is then encrypted into the

Administrative Installation so that installs performed from that source will not be prompted for
the key.
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#3 Microsoft Office 2003 Setup ﬁ

Microsoft Office Professional Edition 2003 cl =
[} ]

Administrative Installation

Organization: |Contoso Inc

Install Location: I'nl'n,server'n,share'npfﬁcelﬂtl3 [ Browse... J

In the boxes below, type your 25-character Product Key. You will find this number
on the sticker on the back of the CD case or on your Certificate of Authenticity.

roducteys [ | ]

o e ] [omen ]

Figure 2.2: An Administrative Installation wizard.

Once the Administrative Installation is complete, copy the new source files to your share.

Add the Packages to a GPO

To add a package to a GPO, edit the policy, and expand Computer Configuration, Software
Settings. Right-click Software installation, and select New, Package (see Figure 2.3).
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Figure 2.3: Adding a software package to a GPO.

You will be prompted for the MSI package that you want to add. Navigate to your share and
select the MSI file that you want to install. You will then be asked whether you want to assign
the package or open the Advanced Settings interface. In most cases, you can select Assign and
accept all the default options. If, however, you need to specify a transform to be applied during
the installation, select Advanced.

# A transform (MST file) specifies options or makes changes to the default settings of a Windows
Installer package (MSI file). You can create transforms by using the Microsoft Office Custom
Installation Wizard or with a third-party utility.

Filtering Applications

You can use a single GPO that applies to all your terminal servers and still filter which
applications are installed on each server by using security filters on the packages in the GPO.
Figure 2.4 shows a GPO that contains three software packages—Adobe Acrobat Reader 6.0,
Office XP, and the Microsoft Group Policy Management Console.
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‘i Group Policy Object Editor

File  Action  Miew Help
co OmE0BE
3§ Terminal Server Machine Policy [ts2 | Name  / | version | Deploymert state | Source
E‘@ Computer ':':""ﬁg'-'_rati':"" 'ﬂ Adobe Reader 6.0 6.0 fssigned UtszkalSofbwarelarsla
EI:I E::-Ftre Settlngs _ w5 Microsoft Group Palicy ... 1.0 Assigned 1ks2k3) Software|gpmd!
P - Jooftware instalation w5 Microscft Office %P Prof... 10,0 Assigried b2k Software OFfice
-] Windows Settings
-2 Admiristrative Templates
El@ User Configuration
-] Software Settings
-] Windows Settings
(-7 Adriristrative Templates
J | 2l | »l

Figure 2.4: A Group Policy that has three software packages applied.

Let’s assume that you want to install Acrobat Reader and Office XP on all terminal servers to
which the GPO applies, but you only want to install the Group Policy Management Console on
the terminal servers that administrators use. By default, the packages will inherit security settings
from the GPO, so any computers that have read permission on the GPO will also have read
permission on the package, and will therefore install the software during boot up.

You can change the permissions on the package and limit the ability to read the package to only
a specific group of computers. By doing so, all computers in the organizational unit (OU) will
process the policy but only those with read permission on the package will install it. Figure 2.5
shows the default permissions on a package and the permissions after they have been modified
so that only the Admin Terminal Servers group can read it.
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adobe Reader 6.0 Properties [ 7] Microsoft Group Policy Management Console Properties KHE
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Ok I Cancel | (]9 I Cancel |

Figure 2.5: Filtering security on a software package.

For this security filter to work, you will need to create a Domain Security group—Admin
Terminal Servers, for example—and place the servers you want to receive the console into that

group.

¥~ To modify the permissions of a package, you need to break inheritance on the GPQO’s permissions.
To do so, click Advanced, and clear the Allow inheritable permissions check box. You can then
choose to copy the existing permissions and use them as a starting point for your modifications.

MSIEXEC Command-Line Reference

The following list highlights some common command-line arguments for Windows Installer
(msiexec.exe):

e /I—Installs an msi package

e /f—Repairs an installed package

e /a—Creates an Administrative Installation package

e /x—Uninstalls a package

e /I logfile—Creates a log at the specified path/filename
e /lv logfile—Creates a verbose log

e /p—Applies a patch in MSP format

e /g with n|b|r[f—Sets the user interface (Ul) level

e /gn—Silent installation

e /gn+—Silent installation with completion dialog box
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For example, the command:
Msiexec /i proll.msi /lv c:\temp\office.log /gn+

Installs Office 2003 silently with a completion dialog box and logs the installation to
c:\temp\office.log.

You can modify the default installation behaviors of an MSI file by using a transform—an MST
file. You can specify a transform from the command line by using the syntax:

Msiexec /i proll.msi /lv /gn+ transforms=terminalserver.mst

&~ |f the MSI and MST files are not both in the current working directory, you should specify their exact
path. UNC paths are recommended so that the Windows Installer service can locate the source files
in the event that a repair is required.

Some MSI files also take custom arguments. For example, if you want to install Office 2003 on a
terminal server via the MSI package (skipping the setup.exe wrapper), you must add

Terminalserver=1

to the msiexec command line or to the package properties in the Group Policy.

Application Compatibility Scripts

During the logon process, all terminal servers call a built-in script called usrlogon.cmd; this
script is used to map the root drive (if one is defined) as well as call any application
compatibility scripts that have been installed. Between the application compatibility subsystems
and the Windows Installer Service, very few applications still require application compatibility
scripts. In fact, WS2K3 only comes pre-loaded with one—Eudora 4.

Application capability scripts are used to copy files to a user’s home directory or user profile, or
to modify registry keys that are not handled via registry mapping. They can also be used to map
drives that are required for specific applications.

How to Add an Application Compatibility Script that Does Not Require a Root
Drive

If your application compatibility script does not reference the root drive, copy the script to
C:\Windows\Application Compatibility Scripts\logon, then add a call statement to the
usrlognl.cmd file located in the Sytem32 directory. If this script is the first application
compatibility script you are installing on the server, you will need to create this file. The call
statement should look like this:

call scriptname.cmd
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How to Add an Application Compatibility Script that Requires a Root Drive

To call an application compatibility script that requires a root drive, you must first define the root
drive letter. To do so, run the CHKROOT.CMD script found at C:\Windows\Application
Compatibility Scripts. Once you do so, the root drive variable will be defined during the logon
process, and you can reference it in your application compatibility script logon scripts.

Next, copy your application compatibility script logon script to C:\Windows\Application
Compatibility Scripts\logon. Finally, go to the system32 directory and add a call statement to the
usrlogn2.cmd file. If this script is the first application compatibility script that you are installing
on the system, you will need to create this file. The call statement should look like this:

call scriptname.cmd

 d Usrlogn2.cmd only gets run if the root drive letter has been defined.

User Logon Process and Scripts

The logon process to a terminal server can involve several scripts depending on the environment.
Scripts can be written in whatever scripting language you prefer; however, natively, WS2K3
only supports Shell Script (BAT and CMD files), Visual Basic Script (VBS Files), and Java
Script (JS files). If you want to use another language (K1X or Perl, for example), be sure to
deploy the appropriate runtime to your servers. Figure 2.6 offers a flowchart showing the scripts
and the order that they are processed.
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Figure 2.6: The user logon process, and its associated scripts

As you can see, there are several options for invoking user logon scripts. You should select the

one that is right for your environment. Some things to consider:

e Does the script perform operations specific to a given application? If so, you might want
to use an application compatibility script so that the logon script is only run on servers
that have the application installed.

e Is the script specific to your terminal servers (and should not be run on workstations)? If
so, consider a Group Policy-based logon script.

e |s the script universal? A drive mapping to a public drive for example? Then either a

Group Policy or per-user script might be the best option.

e s the script unique to a given user? If so, then a per-user script is the way to go.

Realtime
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How to Invoke a Per-User Logon Script

Per-user logon scripts are usually domain based and are configured as an attribute of a user
object in AD. To configure a user account to run a logon script:

e Copy the script and any required files (resource kit tools, command-line utilities, and so
on that are called by the script) to the domain netlogon share (\\domain\netlogon).

e Launch Active Directory Users and Computers, and open the properties dialog box of a
user object (see Figure 2.7).

e On the Profile tab, enter the name of the script in the Logon script field.

Christopher Love Properties 7] x|
M ember Of I Diial-in I E revironment I Sezsionz
Remaote contral I Terminal Services Profile I COk+

General I Address I Account  Praofile | Telephones I Organization

— zer profile

Erofile path: I

Logan script; Imapdrive.bad

— Home folder

* | ocal path: I
" Connect: I j T I

()4 I Cancel Apply

Figure 2.7: Adding alogon script to a user object.
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How to Invoke a Logon Script via Group Policy

Group Policy-based logon scripts are executed for any user account that is within the scope of
the GPO. The following list provides the steps to add a logon script to a GPO (see Figure 2.8):

'fii Group Policy Object Editor _ (ol x|

Edit a GPO that applies to the desired user objects.

Drill to User Configuration | Windows Settings | Scripts.
Double-click Logon in the right pane of the editor.

In the dialog box that appears, click Show Files.

Copy the script and any dependant files to the directory that appears.
Close the Explorer Window, then click Add in the dialog box.

Click Browse, and select the script.

File Action VYiew Help

— B 2

_E—j Defaulk Domain Policy [del . contoso, com] Policy Mame
EI@ Computer Configurakion L.;..;.;.n

I:l Software Sethings Ll:u;l:nFF
-0 Windows Settings
#-[_1 Administrative Templates
El@ User Configuration

-] Software Settings

EI[:l Windows Settings

[:l Adminiskrative Templates

B Remate Installation Services
2] Scripts (Logon/Logoff)

-8 Security Settings

-] Folder Redirection

1@ Inkernet Explorer Maintenance

Extended 4 Standard 7

Figure 2.8: Adding alogon script to a GPO.

Normally, the GPO you use will be linked to the OU that the user objects are in, but it is
common to configure terminal servers to run in Loopback Policy Processing mode, in which case
the GPO will be linked to the OU that contains the terminal server computer objects.

5~ By default, you use Active Directory Users and Computers to access and edit GPOs. Strongly
consider installing and using the Group Policy Management Console to manage your GPOs instead.
The console is a free download from Microsoft and can be found at
http://go.microsoft.com/fwlink/?linkid=21813. The Group Policy Management Console provides a

single interface to display, manage, and edit all GPOs in your forest. It also has built-in tools to check
the resultant set of policy (RSOP) as you perform GPO modeling “What if?” scenarios.
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Summary

Although most applications can be installed and run in a terminal server environment without
requiring any changes by the administrator, it is useful to have the knowledge for how to deal
with applications that necessitate modification. In such cases, you can rely on tools such as
application registry mapping, INI file mapping, and root drive specification as well as modified
application compatibility scripts and logon scripts. We’ll build on this knowledge in the next
chapter, which explores user sessions and profiles in a terminal server environment.
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Chapter 3: User Session and Environment Configuration

Once you have the Terminal Server role enabled and applications installed, you are ready to
allow users to start logging onto your terminal server. Before you do so, however, you should
consider configuring their user profiles, sessions, and resource redirection settings. These
settings are central to the overall experience your users will have when working on your terminal
server. Although your users might like to have the freedom to customize every setting in their
terminal server environment—such as unlimited session lengths, and the ability to access every
drive, printer, and peripheral on their local workstations—this freedom would not be a very
efficient use of your terminal servers resources. Your goal in configuring them should be to find
a balance between end-user functionality and server performance.

Session Length Limits
There are three distinct user session timeouts you can configure on a terminal server:

e Active session—Limits the amount of time that a user can actively work on the terminal
server. At the end of the timeout duration, the user will be logged off of the server. This
setting is commonly used in public kiosk environments.

e Idle session—This setting limits the amount of time that a user can leave a session idle. If
the user minimizes the terminal server window or locks his or her workstation, the
terminal server session becomes idle but continues to take up some resources on the
server to maintain the user session.

e Disconnected session—When a user closes a terminal server window without logging off
or experiences a network interruption, the session can become disconnected. This setting
determines how long the session will remain active on the server waiting for the user to
reconnect. Like an idle session, a disconnected session continues to use some server
resources.

If your servers have the capacity to handle all your users simultaneously, you might choose to
leave theses timeouts set to unlimited so that your users can leave sessions running for days at a
time and disconnect and reconnect at will. More often, however, you will want to configure at
least the disconnected session timeout to reclaim the resources on the server. The next section
will show you how to configure these settings.
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Types of User Profiles

A user profile consists of the user’s HKCU registry hive as well as all per-user files and data
(Internet Explorer—IE—Favorites, Outlook Signature files, and so on). Since the release of
Windows NT, Windows has supported three distinct types of user profiles:

e Local profiles—These profiles are specific to one computer and are stored on the local
hard disk only (on WS2K3 systems, they are stored in C:\Documents and Settings).

e Roaming profiles—These profiles are stored centrally on a file server and are copied
down to every machine that a user logs onto. At logoff, any changes made during the user
session are copied back up to the central file server. Roaming profiles allow users to have
consistent settings across multiple computers.

e Mandatory profiles—A mandatory profile is a preconfigured profile that is stored on a
central file server. At logon, a copy of the profile is made for the user with all the
administrator-defined settings in tact. At logoff, any changes that the user might have
made during the session are discarded. Mandatory profiles provide a consistent user
experience and minimize the chances of profile corruption by creating a fresh profile for
the user at every logon.

In a terminal server environment, there are some additional options available, but they are based

on these three types of profiles. You can configure a separate roaming or mandatory profile to be
used exclusively on terminal servers so that your users can have separate settings for servers and
workstations. You can also configure a single server or group of servers to use a distinct roaming
profile from the one defined in the user account.

& There are also third-party tools that offer alternatives to the native profile types, which will be
introduced later in this chapter.

Client Device Redirection and Resource Mapping

In order for a user to have a rich, full-featured terminal server experience, you may want to take
advantage of client device redirection and resource mapping. These features allow the user to
seamlessly work across both local and terminal server-based applications by automatically
connecting them to resources available on the user’s local workstation. RDP 5.2 supports the
following features:

e Client drive mapping—Automatically connects to the client workstation’s local drives
(hard disk, diskette, and CDROM) so that users can access files on these drives from
within applications on the terminal server.

e Client printer mapping—Automatically connects to printers that users have mapped on
their workstations (both locally attached and network printers) so that users can print
without needing to re-map the printers on the terminal server.
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e Client time zone mapping—Detects the time zone to which the client workstation is set
and adjusts the time within the user session to match. This mapping is vital when your
users are distributed across multiple time zones.

e Client COM port mapping—Allows users to access peripherals that are connected to the
client workstation’s serial ports. This mapping can be used for POS devices (bar-code
readers, cash drawers, and so on) as well as serial-port—connected PDAS.

e Client audio redirection—You can configure sounds that are generated by applications on
the terminal server to be played through the client workstation’s speakers, played through
the terminal server’s speakers (if it has a sound card), or disabled altogether.

& Each of these client redirection features consume additional bandwidth. Take this consideration into
account before enabling these features if your users are working over a low-bandwidth connection.

How to Configure User Session Timeouts

If you want each user to have unique session timeout settings, you can configure them on a per-
user basis via Active Directory Users and Computers, ADSI, and Group Policy, and on a per-
server basis via GUI and Group Policy. The following sections explore how to do so.

On a Per-User Basis via Active Directory Users and Computers

The Active Directory Users and Computers tool enables you to set session timeouts on each user
account independently. To do so, launch Active Directory Users and Computers, then open the
properties interface for the user account you want to configure. Figure 3.1 shows the Sessions tab
of a user account.
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User Properties i |
Remate cantral I Terminal Services Profile I COk+
General I Addrezs I Account I Profile I Telephones | Crganization
b ember OF I Dhial-in I E nvironment Sessions

Ilze this tab to get Terminal Services imeout and reconnection settings

End a dizconnected session: j
Active session limit: INever j
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* Dizconnect from session

™ End zezsion

Allows reconnection;

= From any client

™ From originating client only

0k I Cancel Amply

Figure 3.1: Configuring session timeouts on a user account.

In addition to setting active, idle, and disconnected session timeouts with this tool, you can
configure whether to disconnect from the client or end the session when the idle or active session
limit is reached. You also have the option of limiting the user to only reconnecting to a
disconnected session from the client device that originally established the session. In other

words, you can prevent your users from moving a terminal server session from one client device
to another.

é Per-server and Group Policy-based timeouts override per-user settings, so if you want the settings on
the user account to apply, you must leave the timeouts on the server unconfigured.
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On a Per-User Basis via Active Directory Scripting Interface

If you want to use per-user session timeout settings and you have a large number of users in your
environment, configuring each account manually can be very time consuming. WS2K3 allows
you to configure these settings through the Active Directory Scripting Interface (ADSI). This
way, you can batch-edit a large number of user accounts with very little effort.

You access ADSI by using the Windows Script Host (WSH); thus, you can choose whether to
write your scripts in Visual Basic Script (VBScript) or Java Script. The following examples are
in VBScript.

Configuring user properties through ADSI is a three-step process. First, you must open a
connection to the user account, then set the properties, and finally write the changes back to the
user account. To open a connection to the user account, use either the WinNT provider or the
Lightweight Directory Access Protocol (LDAP).

é Although you can use the scripts in this section to configure both NT 4.0 domain and Win2K AD
accounts, you can only run the scripts on a WS2K3 server; they will not work if run on Win2K or even
Windows XP.

The syntax for the connection is either

Set objUser = GetObject(“WinNT://<domain name>/<username>,user”
or

Set objUser = Get Object(“LDAP://<distinguished name of user>")

As you can see, to use LDAP, you must know the distinguished name of the user object (for
example, cn=joe.user,ou=users,dc=example,dc=domain,dc=com), which is difficult if your users
are spread across multiple organizational units (OUs). To make it easier, Microsoft enables the
ability to use the WIinNT provider for AD accounts as well. The domain controller will
automatically translate the WinNT call into an LDAP call for you.

Once you have the user account open, set the parameters that you want to change. The names of
the Terminal Services session timeouts and the syntax for setting them are provided in Listing
3.1

objUser _MaxDisconnectionTime = [minutes, O for never]
objUser _MaxConnectionTime = [minutes, O for never]
objUser _MaxldleTime = [minutes, 0 for never]
objUser.BrokenConnectionAction = [1,0]

1 = end session, 0 = disconnect the session
objUser.ReconnectionAction = [1.,0]

1 = original client only, 0 = any client

Listing 3.1: Names and syntax for setting Terminal Services session timeouts.

Finally, you must write the changed attributes back to the user account:
objUser.Setinfo

Obviously, if you want to configure a single user account, it would be faster to just use the GUI
tool. However, ADSI is a useful option for configuring properties for multiple users at the same

time.
39 C‘)

triCerat




Chapter 3
-

The Command Line Reference section at the end of this chapter provides an example script that
configures all the terminal server attributes of a user account.

& The Microsoft TechNet Script Center (http://www.microsoft.com/technet/scriptcenter) is a useful
resource for administrative scripting. With a little scripting know-how, you can modify the example
scripts to meet your unique needs.

On a Per-User Basis via Group Policy

If the desired session timeouts align with either AD group membership or OU structure, you can
configure per-user session timeouts via Group Policy. To do so, use the Group Policy
Management Console to create or edit a GPO that applies to the user accounts you want to
configure. Then drill to User Configuration | Administrative Templates | Windows Components |
Terminal Services | Sessions and configure the timeouts (see Figure 3.2).

'fii Group Policy Object Editor Y [m] 1

File  Action Yiew Help

= | BB @

j}f Default Domain Policy [del.conkoso.com] Policy = | | Setting | State |

[+1-¢B Computer Configuration = Set time limit for disconnected sessions Mat configured

SE M User Configurstion 5% Sets a time limit For active Terminal Services sessions Mot configured
D Software Settings 8 Sets a time limit for active but idle Terminal Services sessions Mot configured
D Windaws Settings Eﬂ( Allow reconnection From original client only Mok configured
=[] Administrative Templstes 4 Terminate session when time limits are reached Mok configured

E|[:| Windows Components

|:| MetMeeting

|:| Internet Explorer

|:| Application Compatibility

|:| Attachment Manager

|:| Windows Explorer

|:| Microsaft Management Console
|:| Task Scheduler

E||:| Terminal Services

© el Client —
: -4=5] Sessions

|:| Windows Installer

: 1] Windows Messenger

|:| Windows Update

|:| Windows Movie Maker _ILI
1] | » Extended #, Standard /

Figure 3.2: Configuring per-user session timeouts via Group Policy.

& Itis common to use Loopback Policy Processing mode in a terminal server environment. Loopback
mode applies user configuration settings from the computer object's GPOs instead of those that apply
to the user object. If you use Loopback mode, session timeouts you configure in a GPO that is
scoped to the user object may not apply when logging into a terminal server.
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On a Per-Server Basis via GUI

Although configuring session timeouts on a per-user basis provides the greatest amount of
flexibility, it can also be very time consuming and difficult to manage. Most terminal server
administrators choose to find settings that are appropriate for all users and configure timeouts on
a per-server basis.

To configure per-server session timeouts, launch the Terminal Services Configuration
administrative tool. Open the properties dialog box of the RDP-Tcp protocol, and go to the
Sessions tab, as Figure 3.3 shows.

RDP-Tcp Properties 2] ]
Remate Cantral I Client Settings I M etwork Adapter I Permizsians
General I Lagon Settings Sezsiong I E nwironmet

Ilze this tab to zet Terminal Services timeout and reconnection settings.

™ ‘Dwvenide user settings

End a dizconnected| sezsion; INEVET "I
Aohive sezian limik INever vI
|dle zezsion limit: INever vI

[ Oweride user settings
YWwhen sezsion limit iz reached or connection is broken:
% Dizconmnect from session

£ End zession

[T | Owenide user zettings
Allow reconnection:

% From any client

€ From previous client

()4 I Cancel Amply

Figure 3.3: Configuring session timeouts on a per-server basis.

On this tab, you can enable the server to override the settings configured on the user account,
then set server-specific timeouts. You have the ability to override the client reconnection setting
as well.
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On a Per-Server Basis via Group Policy

If you want to use per-server session timeout but have multiple servers to configure, it may be
easier to centrally configure the session timeouts via Group Policy. This way, any new terminal
servers that are added to your domain automatically acquire the correct timeout settings
(provided they are placed in AD within the scope of the GPO).

To configure session timeouts via Group Policy, use the Group Policy Management Console to
create or edit a GPO that applies to your terminal servers. Then drill to Computer Configuration |
Administrative Templates | Windows Components | Terminal Services | Sessions and configure
the timeouts (see Figure 3.4).

'Hii Group Policy Object Editor =100 x|

File  Action Miew Help

© = | Bm B @

_=i_j' Default Domain Policy [del.conboso.com] Policy + | | Setting | State |
El@ Camputer Configuration = Set time limit for disconnected sessions Mat configured
D Software Settings % Sets a time limit for active Terminal Services sessions Mok configured
D Windaws Settings @ Sets a time limit for active but idle Terminal Services sessians Mot configured
ED Administrative Templates @ Allow reconnection Fram ariginal dient only Mok configured
=1 Windows Components W Terminate session when time limits are reached Mat configured

[:l MetMeeting
&-[_ Internet Explorer

-[_7] #pplication Compatibility
[:l Event YWiewer

[:l Internet Information Services
|7 Security Center

|7 Task Scheduler

E-[Z Terminal Services

----- (2 clientfServer data redirecti

D Encryption and Security

_'l_l Extendsd 3 Standard £

Figure 3.4: Configuring per-server session timeouts via Group Policy.

¥~ |t is also possible to configure per-server session timeouts via Windows Management Instrumentation
(WMI). To learn more about this option, see Microsoft's Web site at
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/f826112b-c88d-
42cc-a52c-c99ead67ab87.mspx.
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How to Configure Client Device Redirection and Resource Mapping

Like session length limits, you can configure client device redirection and resource mapping on a
per-user or per-server basis. To do so, you can use Active Directory Users and Computers and
ADSI for per-user settings or on a per-server basis via a GUI or Group Policy.

On a Per-User Basis via Active Directory Users and Computers

To configure client device redirection and resource mapping via Active Directory Users and
Computers, launch the tool, and open the properties window of the user object you want to
configure. Figure 3.5 shows the Environment tab of a user object.

User Properties ilil

Remate cantral I Terminal Services Profile I COk+
General I Addrezs I Account I Profile | Telephones I Crganization
Member Of I Ciial-in i Environment |  Sessions

Ilze this tab to configure the Terminal Services startup environment. These
zettings override client-zpecified settingz.

— Starting program

[ Start the following program at logor:

Broagram fle name:

Start i

— Chent dewices
¥ Connect client dives at logon
v Connect client printers at logon

¥ Default to main client printer

k. I Cancel Amply

Figure 3.5: Configuring client redirection via Active Directory Users and Computers.

On this tab, you can enable or disable client drive mapping and client printer mapping and set
whether to default to the main client printer if it is different than the default printer set in the
user’s terminal server profile. This tab also allows you to set a specific program to be used
instead of the Windows Explorer Shell whenever this user account logs into a terminal server.
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é The starting program setting does not launch the specified program within a desktop shell on the
terminal server. If you configure this setting, the user will only see the specified application and will
not have access to a desktop shell.

On a Per-User Basis via ADSI
If you want to script the configuration of these user settings, use the following ADSI interfaces:

objUser.ConnectClientDrivesAtLogon = [1,0]
objUser.ConnectClientPrintersAtLogon = [1,0]
objUser.DefaultToMainPrinter = [1,0]
objUser.TerminalServiceslinitialProgram = [“path to program’’]
objUser.TerminalServicesWorkDirectory = [“path to directory”]

Remember, you must first open a connection to the user object using either the WinNT or LDAP
provider:

Set objUser = GetObject(“WinNT://<domain name>/<username>,user”
or

Set obUser = Get Object(“LDAP://<distinguished name of user>")
And then save your changes after configuring the attributes:

objUser.Setinfo

é Once again, if you want the per-user settings to be obeyed, you must leave both the per-user and
Group Policy settings unconfigured.

On a Per-Server Basis via GUI

To configure client device redirection at the server, launch the Terminal Services Configuration
administrative tool, and open the properties dialog box of the RDP-Tcp protocol. Figure 3.6
shows the Client Settings tab.
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RDP-Tcp Properties i |
eneral Logon Settings | Sesziong I E nviranmemt
Remote Conbral Client Settings | Mebwark &dapter I Permizziars

— Connection

¥ ilze connection settings from user settings

¥ Connect client dives at logon
¥ | Connect client printers at logan

¥ | Default to main clisnt printer

Iw Lirnit b avimum Color Depth

|16 bit |

Digable the following:

[ Drive mapping [~ COM part mapping
[ windows prirter mapping [ Clipboard mapping
[~ LPT port mapping v Audio mapping

] I Cancel Apply

Figure 3.6: Configuring client device redirection at the server.

On this tab, you can override the same three settings that are available on the user account. In

addition, you can limit the maximum color depth that is sent to the client and disable specific
device mapping features.

é Audio mapping is disabled by default on WS2K3 SP1.

To configure the starting program feature that you saw on the user account, go to the
Environment tab, which Figure 3.7 shows.
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RDP-Tcp Properties i |
Remate Cantral I Client Settings I M etwark Adapter | Permizsians |
General I Logon Settings I Sezsions Erwircnment

— Initial program

" Do not allowe an initial program to be launched. Alvways show
desktop.

* Fun initial program specified by uzer profile and Remote Dezkiop
Connection ar Terminal Services client.

™ Start the following program when the uzer logs on;

Brogram path and file name:

Start i

] I Cancel Apply

Figure 3.7: Configuring initial program settings at the server.

On this tab, you have three options: override both terminal server client and per-user settings and
always display a desktop shell, obey the client and per-user settings, or always start a specific
program.

é Be very careful when configuring an initial program at the server level as doing so will apply to
administrative accounts as well as users, and you might lose your own ability to see a desktop shell.
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On a Per-Server Basis via Group Policy

You can centrally configure client device redirection via Group Policy. To do so, launch the
Group Policy Management Console, and create or edit a GPO that applies to your terminal
servers. Drill to Computer Configuration | Administrative Templates | Windows Components |
Terminal Services | Client/Server Data Redirection, as Figure 3.8 illustrates.

'Hii Group Policy Object Editor 10l =l

File  Action  Wew Help

= | BmE ®

_E-_j Default Domain Policy [del.contoso,com] Policy & | | Setting | State |
= (@ Computer Configuration 58 Allow Time Zone Redirection Mot configured
D Software Settings = Do not allow clipbaard redirection Mok configured
[:l Windaws Settings [ Do ot allow smart card device redirection Mat configured
E”:l .ﬂ.dmln!stratlve Templates =4 Allows audio redirection Mok configured
T o nak allow port redirection ok configure
=0 ["’{_'I""jws Camponents D not sllow COM port redirect Mot confiqured
""" NetMeeting [ Do not allow clisnt printer redirection Mok configured
-2 Internet Explorer o - )
- L —! | 5 Do not allow LPT port redirection Mok configured
----- (2 Application Compatibility v . o .
_____ (] Event Yiswer = Do not allow drive redirection Mok configured
(= Do ot set default client prinker ta be default printer in a session Mok configured

----- D Internet Infarmation Services oy
,,,,, (2] Security Centar (=8 Terminal Server Fallback Printer Driver Behavior Mot configured

----- (£ Task Scheduler
=20 Terminal Services

----- 3] clientServer data redirection

[:l Encryplion and Security

L[] Licensing
‘|27 Temporary Folders
|7 Client
i~[_7) Session Directory
(. [:l Sessions =
1] |_’|J Extended }\ Standard /—Q

Figure 3.8: Configuring client device redirection via Group Policy.

In addition to the settings you have in the Terminal Services Configuration tool, you can also
control client time zone mapping and smart card redirection from the Group Policy Management
Console.

# Client time zone mapping is disabled by default on WS2K3.

¥~ To configure an initial program via GPO, go up a level to Computer Configuration | Administrative
Templates | Windows Components | Terminal Services, and configure the application in the Start a
program on Connection setting. Once again, be careful as doing so will also prevent an administrator
from receiving a desktop shell over Terminal Services.
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How to Configure User Profiles

By default, all Windows systems will use local profiles. If you have only one terminal server,
this default can be fine; however, most environments have multiple servers that are either load
balanced or provide different applications. If you want users to have a consistent experience
across the servers, you must configure either roaming or mandatory profiles.

On a Per-User Basis via Active Directory Users and Computers

To configure a profile on a per-user basis, use Active Directory Users and Computers, and open
the properties dialog box for the user account. You will see that there is both a Profile and a
Terminal Services Profile tab. The Profile tab is primarily used for workstation logons, and the
settings on the Terminal Services Profile tab will be loaded only by terminal server sessions.

é i you use roaming or mandatory profiles for your workstations and you do not configure a separate
profile on the Terminal Services Profile tab, the terminal server will load the same profile that is
defined on the Profile tab.

To configure a specific roaming or mandatory profile to be used on terminal servers, go to the
Terminal Services Profile tab, which Figure 3.9 shows.

User Properties i

kember OFf I [hal-in I E nvironment I Seszionz

General I Addrezs I Account | Profile | Telephones I Crganization
Remate cantral Terminal Services Profile | COk+

Ilze this tab to configure the Terminal Services user profile. Settings in thiz
prafile apply ko Terminal Services.

— Teminal Services User Prafile

Erofile Path:

— Teminal Services Home Folder

* Local path I

" Connect: m Tao I

[ Deny this uzer permissions ta log on to any Terminal Server

k. I Cancel Amply

Figure 3.9: Configuring a Terminal Services profile on a user account.
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On this tab, specify the full UNC path to the profile you want this user to load at logon. If you
want to use mandatory profiles, set all users to the same path, configure the central profile, and
change the NTUSER.DAT filename to NTUSER.MAN. On this tab, you can also configure a
separate user home directory to be used on terminal servers, but doing so is fairly rare, as most
likely your users will need the same home directory for both workstations and terminal servers.

¥~ You can also flag a specific user account to deny access to any terminal server on this tab.

On a Per-User Basis via ADSI

Like the other Terminal Services user attributes, you can configure Terminal Services profile
settings via ADSI. After opening a connection to the user object:

Set objUser = GetObject(“WinNT://<domain name>/<username>,user”
or
Set obUser = Get Object(“LDAP://<distinguished name of user>")
Set any of the following attributes:
objUser.TerminalServicesProfilePath = [“path to directory”]
objUser.TerminalServicesHomeDirectory = [“path to directory”]
objUser.TerminalServicesHomeDrive = [“drive letter:”]
objUser.AllowLogon = [1,0]
and then save your changes:
objUser _Setinfo

Via Group Policy

A feature that is new in WS2K3 is the ability to override the user account settings and configure
a terminal server to use only local profiles or to use a separate roaming profile share from the one
defined in the user account. To take advantage of either of these options, use the Group Policy
Management Console to create or edit a GPO that applies to your terminal servers.

To set an alternative roaming profile path, drill to Computer Configuration | Administrative
Templates | Windows Components | Terminal Services. Configure the Set Path for TS Roaming
Profiles setting with the UNC path of the file share you want to use. Do not specify the
%username% variable, as it is automatically added to the path for each user. Figure 3.10 shows
the Ul for this setting.
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Set path for TS Roaming Profiles Properties i |

Setting | E:-:plainl

@ Set path for TS Roaming Profilez

" Mot Configured
¥ Enabled
" Dizabled

Frofile path |h'xserver'xtspru:ufiles|

Specify the path in the form, “SComputernametSharename

Supported on: At least Microsoft Windows %P Terminal Services

Prewviouz Setting | et Setting |

] I Cancel | Apply

Figure 3.10: Configuring an alternative Terminal Services profile share via GPO.

To configure the terminal server to ignore the profile path in the user account and exclusively use
local profiles, drill to Computer Configuration | Administrative Templates | System | User
Profiles, and set Only allow local user profiles to enabled (see Figure 3.11).
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'ifi Group Policy Dbject Editor 10| =|

File  Action Miew Help

= |0 FE @

_=:j Ciefaulk Domain Policy [dol,conkaso, cann] Palicy | | Setting | State |
E@ Computer Canfiguration @ Do ot check For user ownership of Roaming Profile Folders Mot configured
[:' Software Settings f;j Dielete cached copies of roaming profiles Mat configured
D Wfindouws Settings ﬁ} Do nok detect slow network connections Mot configured
ED ndmin?strative Templates i%'( Slow network connection timeout: for user profiles Mot configured
D Windows Components @ Wait For remote user profile Mot configured
E---Dgstem . ﬁ} Prompt user when slow link is detected Mot configured
D gg:;tPsrnﬁles — I_E:‘! Timeaut for dialog boxes Mot configured
3 Lagan Ey' Log users off when roaming profile Fails Mat configured
(23] Disk Quokas ?@:ﬂ Maxirmum retries to unload and update user profile Mok configured
[1-(20 Met Logon Ey' Add the Administrators security group ko roaming user profiles Mok configured
(7] Graup Palicy =4 Prevent Foaming Profile changes from propagating to the server Mot configured
(7] Remate Assistance g Cnly allow local user profiles Enabled
[ System Restore W Leave Windows Installer and Group Policy Software Installakion... Mot configured
[]---D Error Reporting
-7 Windows File Protection
-.[_7] Remate Procedurs Cal
-] Windows Time Service
-] Internet Communication Management
-] Distributed ComM -
| | _'I—I Extended }\ Standard

Figure 3.11: Configuring a server to only use local profiles.

Per Server (Local Machine Policy)

You can configure either of the previously mentioned settings on a per-server basis without
creating a separate GPO in your domain. To do so, edit the local machine policy by launching
the Group Policy Editor (GPEDIT.MSC) from a Run dialog box.

Third-Party Products for Profile Management

User profiles can be the biggest challenge for any Windows systems administrator. Users want
the convenience of roaming profiles, but with frequent logons to multiple machines, they can
become corrupt. Systems administrators want the central control of mandatory profiles but have
to face the challenge of editing them when changes are needed. There are third-party products—
such as triCerat’s Simplify Suite, AppSense’s AppSense Management Suite, and BrsSuite from
BrainSyS—that help you bridge the gap between the two.

One of the components of Simplify Suite is Simplify Profiles, which gives you the ability to
leverage the stability of mandatory profiles while still enabling users to save designated settings
across sessions and servers. Simplify Profiles also makes changes to settings in the profiles easy
by providing a central Ul for edits. Alternatively, BrsSuite is a free option that stores user profile
information in a SQL database, allowing you to make single-point changes to all profiles while
enabling your users to store designated per-user settings.
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User Profile Hive Cleanup Service

Regardless of whether you use local, roaming, or mandatory profiles, user sessions can get
locked in memory at logoff. This can occur because of software defects, quick logon/logoffs, or
hung applications. When a user session is locked, the server cannot properly unload the profile
and cannot reclaim all the resources used by the session. Microsoft’s User Profile Hive Cleanup
service can assist in this process.

The User Profile Hive Cleanup service monitors the user logoff process, and if any user process
handles are keeping the user hive from being unloaded, the service will proactively kill the
process so that the profile can be unloaded. The User Profile Hive Cleanup service is fully
supported by Microsoft and should be installed on all your terminal servers.

How to Install UPH Clean

To install the User Profile Hive Cleanup service, download the MSI package from Microsoft’s
Web site at http://www.microsoft.com/downloads/details.aspx?familyid=1b286e6d-8912-4e18-
b570-42470e2f3582&displaylang=en. Either install the package manually or assign it to your
terminal servers via Group Policy. The User Profile Hive Cleanup service is a simple “set it and
forget it” tool, although there are some advanced logging options that you can control via the
registry. See the readme.txt file for the current information about these options.

How to Manage Printing in a Terminal Server Environment

When a user connects to a terminal server, if client printer mapping is enabled, the terminal
server enumerates all printers defined on the workstation and attempts to connect to them. RDP
5.2 supports USB, Serial (COM), Parallel (LPT), and network printers. Before the release of
WS2K3 SP1, the terminal server had to have a native driver for the printer pre-installed by an
administrator for the mapping to be successful. SP1 introduced a fallback printer driver that can
be used whenever a native driver is not available.

Microsoft Fallback Printer Driver

The Microsoft fallback printer driver can be used whenever the native driver is not installed on
the terminal server. The fallback driver feature is disabled by default, so if the native driver is not
available, the client printer will not be mapped. The driver supports both Printer Control
Language (PCL) and PostScript printer languages, but only basic functionality, so advanced
features—such as duplex, multiple paper trays, high resolution, and so on—will not be available.

To enable the fallback printer driver, use the Group Policy Management Console to create or edit
a GPO that applies to your terminal servers, then drill to Computer Configuration |
Administrative Templates | Windows Components | Terminal Services | Client/Server Data
Redirection. Open the Terminal Server Fallback Printer Driver Behavior setting, which Figure
3.12 shows.
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Supported on: At least Microsoft Windows Server 2003 with SP1

Prewviouz Setting | et Setting |
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Figure 3.12: Configuring the fallback printer driver behavior.

Chapter 3

After enabling this setting, you must select the appropriate behavior for the server to take:

e Do nothing if one is not found—Disables the fallback driver. This option is the same as

not configuring or disabling the setting.

e Default to PCL if one is not found—If no suitable printer driver can be found, the
terminal server uses the Hewlett-Packard compatible PCL fallback printer driver.

e Default to PS if one is not found—If no suitable printer driver can be found, terminal

server uses the Adobe PostScript fallback printer driver.

e Show both PCL and PS if one is not found—In the event that no suitable driver can be

found, show both PostScript-based and PCL-based fallback printer drivers.

machine policy (GPEDIT.MSC).

¥~ You can also enable the fallback printer driver locally on a specific server by editing the local
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Third-Party Products for Printer Driver Management

The fallback printer driver is a useful advancement for Microsoft Terminal Services, however, it
is still a very basic driver and does not support advanced features of many printers. If your users
need the full functionality of their printers when working on the terminal server, you should look
to third-party tools to enhance the native printing functionality.

One such tool is triCerat’s Simplify Printing, part of the Simplify Suite. Simplify Printing
enables users to access the local printer properties and features even when working in a terminal
server-based application. Simplify Printing does require both a server and client install, but the
advantages of not having to install drivers on your terminal servers while still providing users
will the full features of their printers is worth the effort.

Another third-party option for printer management is ThinPrint, which uses Driver Free Printing
to spool documents to local printers while managing the bandwidth and performance latency that
can arise during printing. ThinPrint also requires both client and server components.

Group Policy Reference

The following lists highlight the Group Policy settings user environment considerations discussed in this
chapter:

° To configure per-user session timeouts—User Configuration | Administrative Templates |
Windows Components | Terminal Services | Sessions

) To configure per-server session timeouts—Computer Configuration | Administrative Templates |
Windows Components | Terminal Services | Sessions

) To configure client device redirection—Computer Configuration | Administrative Templates |
Windows Components | Terminal Services | Client/Server Data Redirection

° To configure an alternative path for Terminal Services profiles—Computer Configuration |
Administrative Templates | Windows Components | Terminal Services; configure the Set Path for
TS Roaming Profiles setting

° To configure a server to use only local profiles—Computer Configuration | Administrative
Templates | System | User Profiles; set Allow only local user profiles to enabled

° To enable the Microsoft fallback printer driver—Computer Configuration | Administrative
Templates | Windows Components | Terminal Services | Client/Server Data Redirection; set the
Terminal Server Fallback Printer Driver Behavior setting
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Command-Line Reference

Listing 3.2 provides an example script to configure all the terminal services-related attributes of
a user object via ADSI.

Set objUser = GetObject _
(““LDAP://cn=joe.user,ou=users,dc=example,dc=domain,dc=com’)
or: Set objUser = GetObject(“WinNT://example/joe.user,user’)
objUser.ConnectClientDrivesAtLogon = 1
objUser.ConnectClientPrintersAtLogon = 1
objUser.DefaultToMainPrinter = 1
objUser.TerminalServiceslnitialProgram = “C:\windows\notepad.exe”
objUser.TerminalServicesWorkDirectory = “c:\windows
objUser.TerminalServicesProfilePath = _
“N\server\tsprofiles\joe.user”
objUser.TerminalServicesHomeDirectory =
‘“N\server\home\joe.user”
objUser.TerminalServicesHomeDrive = “H:”
objUser.AllowLogon = 1
objUser ._MaxDisconnectionTime = 15
objUser ._MaxConnectionTime = 0
objUser _MaxldleTime = 180
objUser .BrokenConnectionAction = 0
objUser.ReconnectionAction = 0
objUser.EnableRemoteControl = 1
objUser.SetlInfo

Listing 3.2:An example script to label all the terminal services-related attributes of a user object via ADSI.

Summary

This chapter covered session timeouts, client device redirection, and user profile management. It
walked you through the steps needed to configure these features manually, via Group Policy, and
by script. The next chapter will cover the configuration of load balancing, session directory, and

user session management.
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Chapter 4. Management, Load Balancing, and Optimization

An important skill in terminal server administration is configuring the settings required for a user
to establish a terminal server session, and the tools used to manage the session once it is
established. This chapter will show you how to configure and join a Session Directory to help
users find orphaned sessions across multiple terminal server farms. Finally, it will introduce you
to Windows Systems Resource Manager as well as third-party products that can help manage the
allocation of resources to keep your terminal servers running at maximum capacity.

Requirements for Logging on to Terminal Server

WS2K3 has three distinct layers of protection that enable you to control who can log on to a
terminal server. For a user to log on to a terminal server, these settings must be in place:

e The Allow log on through Terminal Services right—Under Win2K, you are required to
grant the Log on locally right to all users who need access to a terminal server. This
requirement poses a potential security hole, as it allows users to log on at the console of
the server, thus bypassing any restrictions you configured for RDP. WS2K3 separates the
right to log on to the console from the right to log on through Terminal Services. By
default, on WS2K3, the Allow log on through Terminal Services right is granted to
Administrators and to the Remote Desktop Users group.

e Permission to use RDP—An administrator can set permissions on RDP through the
Terminal Services Configuration tool. As Chapter 2 mentioned, Microsoft’s new focus on
security has changed the default permissions for the protocol in WS2K3. Under Win2K,
the local Users group is granted access to RDP; WS2Ka3 restricts this right to the local
Remote Desktop Users group. Thus, you must add your users to this group in order for
them to log on to the terminal server.

e The Deny this user permissions to log on to any Terminal Server check box—In the
properties of each user object in AD, there is a Deny this user permissions to log on to
any Terminal Server check box that controls whether the user is enabled to log on to a
terminal server. This check box is unchecked by default.

If a user receives a You do not have permission to access this session error message, one of these
three settings is the culprit. The following sections will explain how and where to adjust these
settings.

” G

triCerat



Chapter 4
|

How to Manage User Rights Assignments

User rights assignments are established during the installation of Windows from the local
security templates. To modify them individually after the installation, use either the local Group
Policy Editor (GPEDIT.MSC) or the Local Security Policy Administrative tool.

In either tool, drill to Security Settings | Local Policies | User Rights Assignment. (In the Group
Policy Editor, the Security Settings node is located under Computer Configuration | Windows
Settings.) You will then see a list of the available User Rights. By default, the Administrators
and the Remote Desktop Users groups are granted the Allow log on through Terminal Services
right, as Figure 4.1 shows.

Allow log on through Terminal Ser¥ices Pru d |

Lacal Security Setting |

L8 Allow log on through Terminal Services

igﬁ

Adminiztrators

Femaote Deskiop Users

Add Lser ar Group... Eemove

] I Cancel Apply

Figure 4.1: The Allow log on through Terminal Services user rights assignment.

In this dialog box, you can add or remove users or groups from having this right. It is
recommended, however, that you manage this particular right by adding and removing users
from one of the default groups.
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Via Group Policy

To centrally manage user rights assignments, use a Group Policy Object (GPO) that applies to
the server objects you want to configure. Use the Group Policy Management Console (GPMC) to
edit the GPO, then drill to Computer Configuration | Windows Settings | Security Settings | Local
Policies | User Rights Assignment. Double-click the Allow log on through Terminal Services
right, and select the Define these policy settings check box, as Figure 4.2 shows.

Allow log on through Terminal Services Prope 2] ]

Securnty Policy Setting |

gg Allowe log an thrauagh Terminal Services

=

v Qefine theze paolicy zettings:

Add Lzer ar Group. .. Bemowve

+ . Thiz zetting iz not compatible with computers running indows
2000 Service Pack 1 ar earlier. Apply Group Palicy objects

T containing thiz zetting only to computers running a laker verzion of
the operating syztem.

] I Cancel Apply

Figure 4.2: Managing user rights assignment via Group Policy.

Next, add the users or groups you want to have this ability. When the policy is refreshed on the
target servers, the Group Policy setting will override the local setting.

é& Keep in mind that defining the user rights assignment via Group Policy overrides the local setting, so
doing so will prevent you from making exceptions on individual servers.
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How to Manage RDP Protocol Permissions

The Terminal Services Configuration Administrative Tool (TSCC.EXE) is used to access the
permissions on the RDP protocol. Within the tool, select the Connections node on the left, then

open the properties window for the RDP-Tcp protocol. Figure 4.3 shows the default settings on
the Permissions tab.

RDP-Tcp Properties i
General I Logon Settings I Sezzionz Ervvironment |
Fiemate Control I Client Settings I Metwork Adapter Fermiszions

Group or uzer hames:

ﬁ Adminiztrators [T51WAdminiztrators]

€7 LOCAL SERVICE
ﬁ HETwWORE SERVICE
‘ Remaote Dezktop Users [TS14Remote Deskiop Users]
€7 SvSTEM
Add... | Bemove |
Permizzionz for Remote Desktop Users Bflones Cierp
Full Cantrol
User Access

Guest Access

OXEO
O0O0Oono

Special Permizzions

For gpecial permizzions or for advanced settings, Advanced |
click Advanced. —
k. I Cancel | Smply |

Figure 4.3: Default permissions on the RDP protocol.

By default, the following groups have access to the protocol:
e Administrators—Full Control
e Local Service—Full Control
e Network Service—Full Control
e Remote Desktop Users—User Access

e System—~Full Control
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In this dialog box, you can add users or groups to the permissions set as well as modify the
access level of existing groups. It is common, for example, to grant your Help desk staff full
control of the protocol so that they can shadow and reset user sessions without having local
administrative rights on the server.

Via Group Policy

Microsoft does not provide a way to centrally manage the permissions on the RDP protocol.
However, there is a Group Policy setting to disable the Permissions tab altogether so that local
administrators cannot modify the default permissions via the GUI. To enable this setting, use the
GPMC tool to edit a policy that applies to your terminal servers.

Drill to Computer Configuration | Administrative Templates | Windows Components | Terminal
Services and set Do not allow local administrators to customize permissions to enabled. Once
this is done, the Permissions tab in the TSCC tool becomes read-only.

How to Manage the Remote Desktop Users Group

Membership in the Remote Desktop Users group grants you both the Allow log on through
Terminal Services right and user level access to the RDP protocol. Thus, it is best to manage
access to your terminal servers via this group.

Manually

Use the Computer Management administrative tool to modify the membership of the Remote
Desktop Users group. To do so, drill to System Tools | Local Users and Groups | Groups (see
Figure 4.4).
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O Computer Management -0l x|
Q File  Action Miew  window  Help - |5’ |5|
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=, Device Manager L ) .
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L Disk. Defragmenter
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gHelpServicesGrDup Garoup for the Help and Support Center
gTelnetCIients Members of this group have access to Telnet Server., .,

q | 2] | 2]

Figure 4.4: Managing the Remote Desktop Users group in the Computer Management console.

Via Script
You can programmatically add or remove members in the Remote Desktop Users group via
script. In Shell script, use the NET LOCALGROUP command:

net localgroup <group> <member> {/add | /delete}
Example:
net localgroup “Remote Desktop Users” “contoso\Domain Users” /add

In the example, you would be adding the Domain Users group from the Contoso domain to the
local Remote Desktop Users group.

¥~ You can also modify group membership in VBScript orJScript by using the WinNT:// object.
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Via Group Policy

To centrally manage membership in the Remote Desktop Users group, use a Restricted Group
setting in a GPO. Launch the GPMC tool, and edit a GPO that applies to the server objects you
want to manage. Next, drill to Computer Configuration | Windows Settings | Security Settings |
Restricted Groups.

Next, right-click and select Add Group... and enter Remote Desktop Users. You will then see the
Restricted Groups properties window in which you can explicitly control both the users and
groups that are a member of this group as well as which groups this group is a member of. Figure
4.5 shows the interface with the Domain Users group added.

Remote Desktop Users Properties i |

Configure Memberzhip for Bemote Degkiop ... I

tembers af thiz group:

contozohdomain users

Bemove |

Thiz group iz a member of;

<The groupz to which this group belongz
zhould not be modified:

Add...
Hemoyve |

] Cancel Apply

Figure 4.5: Configuring a restricted group.

& As with most Group Policy settings, the configuration in the GPO overrides the local setting (the
member lists do not merge), so once you define a restricted group, you will lose the ability to add or
remove members on individual servers without first removing them from the scope of the entire policy.
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How to Manage the Deny this user permissions to log on to any
Terminal Server Setting

Regardless of how the user rights assignments, protocol permissions, and group memberships are
configured, you can still prevent specific users from being able to log on to terminal servers at
the user account level. Every user object has an attribute called Deny this user permissions to log
on to any Terminal Server, which can be enabled to achieve exactly that.

Manually

To enable this setting manually, use either the Computer Management administrative tool (for
local accounts) or Active Directory Users and Computers (for domain accounts), and open the
properties dialog box for the user you want to restrict. Select the Deny this user permissions to
log on to any Terminal Server check box on the Terminal Services Profile tab, as Figure 4.6
shows.

User Properties i A
Member Of I Dial-in I E revironment I Sezsions
General I Address I Aooount | Prafile | Telephones I Organizatian
Pemate contral Terminal Services Profile | CO+

I1ze thiz tab to configure the Terminal Services user profile. Settings in thiz
profile apply to Terminal Services.

— Terminal Services User Prafile

Profile Path:

— Temminal Services Home Falder

* |ocal path I

" Connect: m Ta: I

W Deny this user permissions bo log on ta any T erminal Server

] I Cancel Apply

Figure 4.6: Preventing a specific user account from logging on to any terminal server.
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Via ADSI

Like the other Terminal Services user attributes, you can configure Terminal Services profile
settings via ADSI. After opening a connection to the user object:

Set objUser = GetObject(“WinNT://<domain name>/<username>,user”

or

Set objUser = Get Object(“LDAP://<distinguished name of user>")
Set the following attribute:

objUser.AllowLogon = [1,0]
and then save your changes:

objUser.Setinfo

& In WS2K3 Service Pack 1 (SP1), the setting name in the GUI was changed from Allow logon to
Terminal Server to Deny this user permissions to log on to any Terminal Server, but the ADSI
attribute name was not changed. Thus, if you want the deny box to be enabled, you have to set the
AllowLogon attribute to O (zero).

Managing User Sessions

Terminal Services gives you the ability to remotely manage user sessions. You can remote
control them to view what your users are doing or assist them with problems or application
configuration. You can also forcibly log off users or hard-reset a session if it has become hung or
the user has disconnected from it without logging off.
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How to Configure Remote Control Options

As you saw in Chapter 3, you can configure most Terminal Services setting on a per-user basis.
Remote control settings are no exception. To do so, launch the Active Directory Users and
Computers tool, and open the properties window of the user object you want to configure. Figure
4.7 shows the Remote Control tab of a user object.

User Properties i |
Member Of I Dial-in I E rvvironment I Sezsionz
General | Addrezs | Account I Profile I Telephones I Crganization
Femate contral Terminal Services Profile I COM+

Ilze this tab to configure T erminal Services remote control zettings.

To remotely contral or obzerve a uzer's zezzion, zelect the following
check box:

¥ Enable remote controk

T o reguire the uzer's permizzion to contral or observe the seszsion, zelect
the following check, box:

v Bequire user's permission

Lewvel af contral

Specify the level of control you want to have over a uzer's session
" Wiew the uzer's eession

£ |nteract with the session

0k I Cancel Apply

Figure 4.7: Shadow settings on a user object.

In this window, you can enable or disable the ability to shadow this user account, and if it is
enabled, you can set whether to prompt the user for permission before allowing the administrator
to view the session as well as set the level of control the administrator has over the user’s session
once shadowing begins. You can select a view-only mode or allow the administrator to interact
with the session by controlling the user’s mouse and keyboard.
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On a Per-User Basis via ADSI

Like the other Terminal Services user attributes, you can configure remote control settings via
ADSI. After opening a connection to the user object:

Set objUser = GetObject(“WinNT://<domain name>/<username>,user”
or

Set objUser = Get Object(“LDAP://<distinguished name of user>")
Set following attribute:

objUser _EnableRemoteControl = [0,1,2,3,4]

Disable Remote Control

Enable Notify & Enable Interact
Disable Notify & Enable Interact
Enable Notify & Disable Interact
Disable Notify & Disable Interact

And then save your changes:

ArWONEFLO
i mnnn

objUser.Setinfo

On a Per-Server Basis via GUI

Although configuring remote control settings on a per-user basis provides the greatest amount of
flexibility, it can also be very time consuming and difficult to manage. Most terminal server
administrators choose to find settings that are appropriate for all users and configure timeouts on
a per-server basis.

To configure per-server remote control settings, launch TSCC.EXE. Open the properties dialog
of the RDP-Tcp protocol, and go to the Remote Control tab, as Figure 4.8 shows.
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RDP-Tcp Properties i |
eneral | Logan Settings I Sesziong I E nviranmemt
Remate Conbrol | Clignt Setings I Mebwark &dapter I Permizziars

'ou can uge remote cantral to remaotely control or obeerve a uzer's
ZEISION,

= Usze remate control with default user zettings

" Do not allow remote control

+ Use remote contral with the following setings:

T require the ugzer's permizsion o contral or obzerve the session,
zelect the following check box:

¥ Eequire user's permission

Lewvel af contral
£+ iew the session

" |nteract with the sezsion

] I Cancel Apply

Figure 4.8: Configuring remote control on a per-server basis.

In this window, you can place the server into one of three modes—use the per-user settings,
disable remote control on this server altogether, or override the user settings and use the per-
server settings. If you select the third option, you then specify whether to require the user’s
permission and what level of control the administrator will have over the user’s session once
shadowing begins.

Via Group Policy

You can also centrally configure remote control via Group Policy. You can do so on a per-user
or a per-server basis. To configure the settings, use the GPMC tool to edit a policy object that
applies to either the user objects or the computer objects you want to receive the settings, then
drill to Computer (or User) Configuration | Administrative Templates | Windows Components |
Terminal Services. Set Sets rules for remote control of Terminal Services user sessions to
Enabled, and select from one of the four options that Figure 4.9 shows.
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Sets rules for remote control of Terminal

Setting | E:-:plainl

.
=W Sets les for remote control of Terminal Services user sessions

" Mot Configured
¥ Enabled
" Dizabled

Opticnz: [Ma remate contral allowed j

Full Cantral with uzer's permiszion
Full Contral withiout uzer's permizzion
"ieve Seszion with uzer's permizzion
Yieww Sesgzion without uzer's permigsion

Supported or; Af least Microsaoft Windows =P Terminal Services

Brevious Setting | et Setting |

k. I Cancel | Apply

Figure 4.9: Configuring remote control via Group Policy.

Order of Precedence

With all the options available to configure remote control settings, it can be difficult to
troubleshoot where the setting is coming from when shadowing does not work. If possible, you
should select a singe method to configure all remote control settings. If, however, you have a
complex environment that requires multiple configurations, you should be aware of the order of
precedence that the options take.

The settings are applied in the following order, and the last set applied is the final result. The
settings do not merge:

1. Settings on the user object

2. Per-user Group Policy settings

3. Per-server settings in the Terminal Services Configuration tool
4. Per-server Group Policy settings

Realtime 68 C‘)

triCerat



Chapter 4

How to Control a User Session

The primary tool for interacting with user sessions is the Terminal Services Manager
administrative tool. With this tool, you can connect to any server and enumerate all user sessions
on it. You then right-click the target session and select one of the available options, as Figure
4.10 shows.

- TS2K3 - Terminal Services Manager
Actions  Miew Tools Help
dlel|2®| &= &| x| B
B- @ This computer Izers | Sezsions I Processes |
=5 Tsaks
sk RDP-Tep {listener) I zer | Session | D] state | Idle Time | Logan Time
- Consale B administrator - RDP-Toptl 0 Active . FA2TAA003 3
e RDP-Tep#S (User3) i Juiser | ROP-Trnitd 4 Active 1 FATI03 6
<=B= ROP-Tep#1 {administrate || ¥ uze  SOnDECE 5 Active L FAER2003 6
fidlie RDP-Tep#4 (User?) Disconreck
----- @ Favorite servers Send Message
[]\@ all Listed Servers Remote Control
Reset
Skatus
y | | _’I 4 | Log CFf | ﬂ
For Help, press F1 ]

Figure 4.10: The Terminal Services Manager administrative tool.

The default setting for this tool is to the local computer, but you can either browse the domain
for other terminal servers through the All Listed Servers node or connect to a specific server by
name by right-clicking the All Listed Servers node and selecting Connect to computer....

¥~ Connecting manually can be very helpful as only terminal servers are listed automatically. If you want
to enumerate remote desktop sessions on a non-terminal server, you must connect manually.

Via Command Line
The command line equivalents to the Terminal Services Manager tool are:
QUERY USER or QUSER — enumerates user sessions on a server
SHADOW — initiates a remote control session
LOGOFF — logs off a specific user session
RESET — resets a specific user session
MSG — sends a message to a user session

All of these commands except for RESET support both local and remote sessions. Listing 4.1
shows the syntax for each command.
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QUERY USER [username | sessionname | sessionid] [/SERVER:servername]

username lIdentifies the username.

sessionname lIdentifies the session named sessionname.
sessionid lIdentifies the session with ID sessionid.
/SERVER:servername The server to be enumerated

Example:

QUSER /server:TermServ0l
would enumerate all user sessions on the Terminal Server named
TermServ0l

SHADOW {sessionname | sessionid} [/SERVER:servername]

sessionname Identifies the session by name.
sessionid Identifies the session by ID.
/SERVER:servername The server containing the session
Example:

SHADOW 3 /server:TermServOl
woulld remote control session 3 on server TermServOl

LOGOFF [sessionname | sessionid] [/SERVER:servername]

sessionname The name of the session.

sessionid The ID of the session.
/SERVER:servername The server containing the session
Example:

LOGOFF 3 /server:TermServ0l
would logoff session 3 on server TermServ0l

RESET [sessionname | sessionid]

sessionname The name of the session.
sessionid The 1D of the session.
Example:

RESET 3

would logoff session 3

MSG {username | sessionname | sessionid | @fFilename | *}
[/SERVER:servername] [/TIME:seconds] [/V] [/W] [message]

username Identifies the specified username.

sessionname The name of the session.

sessionid The 1D of the session.

@Ffilename Identifies a file containing a list of
usernames, sessionnames, and sessionids to send the message to.

* Send message to all sessions on specified
server.

/SERVER:servername server to contact (default is current).
/TIME:-seconds Time delay to wait for receiver to acknowledge
msg -

/N Display information about actions being
performed.

/W Wait for response from user, useful with /V.
message Message to send. If none specified, prompts for
it or reads from stdin.

Example:

MSG 3 /server:TermServ0l Hello there!
Sends the message ‘“Hello there!” to session 3 on server TermServ0l

Listing 4.1: Syntax for the Terminal Services Manager tool command-line equivalent commands.
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¥~ To manage sessions on the server you are logged into, you can also access them via the Users tab
in Task Manager.

Session Directory

If your terminal server environment needs to service more concurrent users than a single server
can support, you will need to distribute users across multiple servers. The easiest way to do so in
a native Microsoft environment is to use Network Load Balancing (NLB). Doing so groups
servers together into a logical farm and creates an alias for the entire farm of servers. When users
want to connect to a terminal server, they connect to the cluster name instead of a specific server
and NLB redirects them to an available server.

One of the challenges of creating a load-balanced cluster of native Windows terminal servers is
how to deal with disconnected sessions. As Chapter 3 explored, administrators have the ability to
configure timeouts for idle and disconnected sessions on a terminal server. You can either set
these timeouts very low, giving only enough time for a user to reconnect from the same client
device and IP address in the event of a network failure, or you can set it fairly high, giving your
users the ability to disconnect from a session, leave applications running, then reconnect at a
later time to pick up where they left off.

These settings work perfectly well in a single server environment. When the user reconnects to
the server, Session Manager reconnects them to his or her existing session. If, however, you have
a load-balanced cluster of terminal servers, Session Manager is unaware of sessions on the other
servers in the cluster. Microsoft addresses this challenge in WS2K3 with Session Directory.

The Session Directory server maintains a dynamic database that maps user names to open
sessions on all terminal servers in the cluster. This feature enables users to be reconnected to
existing sessions on any server in the cluster, regardless of which server the NLB service initially
directs/connects them to.

Required Components

A Session Directory farm requires a group of terminal servers that are all members of the same
NLB cluster as well as a server to host the Session Directory itself. To take advantage of the
Session Directory feature, all terminal servers in the cluster must be running WS2K3 Enterprise
or Datacenter edition. The Session Directory server can use any edition of WS2K3. You can
even create the Session Directory on one of the terminal servers in the cluster, although it is not
recommended because that would prevent you from taking that terminal server offline for
software installations/upgrades without impacting the entire cluster.

To configure Session Directory, begin with the server you want to host the session database. On
this server, open either the Computer Management or Services administrative tool to access the
Terminal Services Session Directory (among the available services) Go into this service’s
properties, set the startup type to automatic, and start the service (see Figure 4.11).
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G Terminal Services Session Directory Properties (Local Computer)JEl

Eile  Action  Wew Help | | |
- General | Log On | Recover | Dependsncies

¢ @ EBBI@» a0

% Services (Lacal) Name / | Service name; Tezdiz
%SECU”W Accounts ... Display name: Terminal 5ervic zsion Dlirectarny
%Server -
84 Shell Hardware Det... Diescription: Enables a user connection request to be outed to |
%Smart Card = the appropriate terminal zerver in a cluster. If this j
%Special Administrati...
%SVStEm Ewent Matifi... Path to exscutatle: i
%Task cheduler CAWIHDOW S Spstem32htesdis. ene
8 TCPIP NetBIOS Hell .,
%Telephony Startup type: Autarnatic ﬂ
%Telnet
%Terminal Server Lice...
%Terminal Services Service status: Stopped
Terminal Services ...
%Themes Start | Stop | Eauze Besume |
%Uninterruptible Fow... You can gpecify the start parameters that apply when you start the service
%Upload IManager frann here.
%Virtual Disk Service
%anume Shadow Copy Start parameters: I
8 webClient
%Windows Audio
AR . - - ’—I
Extended A Standard DK Cancel | Epply |

Figure 4.11: Enabling the Terminal Services Session Directory service.

The first time the Session Directory service is started, it will create a new local group on the
server called Session Directory Computers. For a terminal server to inform the Session Directory
server of the terminal server’s sessions or query the Session Directory for sessions on other
servers, the terminal server must be a member of this group. You can either add the individual
computers in the cluster to the group or create a domain group containing the terminal servers
and add that group to Session Directory Computers.
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How to Join a Terminal Server to a Session Directory

You can join a terminal server to a Session Directory manually by using TSCC.EXE. In the
Server Settings node, open the properties dialog box for Session Directory, as Figure 4.12 shows.

Session Directory Settings ﬂil

v air session directong

Cluzter name:

5
!

ezzioh directorny zerver name:

& Y'ou muzt ensure the Terminal Services Session Directory Service iz running on the specified zeszion
directary semer.

Metwaork, adapter and IFP addresz session directory should redirect users bo;

I'IE|2.1 £3.1.9 [Intel 21140-Bazed PC| Fast Ethemet Adapter [Genenc]) j

¥ P addiess redirection [uncheck for routing token redirection]

k. I Cancel

Figure 4.12: Adding a terminal server to a Session Directory.

In this window, select the Join session directory check box, and enter the Session Directory
cluster name of which this server will be a member as well as the name of the server hosting the
Session Directory. If your terminal server is multi-homed, you will need to specify which IP the
RDP traffic should be directed to. You also need to specify which type of redirection your NLB
cluster uses. Leave this box selected if you are using native Microsoft NLB services.

é Dont forget, you need to add the server to the Session Directory Computers group on the Session
Directory server before you can join it to the session directory.
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Via Group Policy

Instead of manually entering the cluster name and Session Directory server name on each server,
you can centrally configure the Session Directory settings via Group Policy. Use GPMC to edit a
policy that applies to all the server objects you want to join to the Session Directory. Then drill
to Computer Configuration | Administrative Templates | Windows Components | Terminal
Services | Session Directory. Next, you must configure all four settings:

e Join Session Directory—Enabled joins the server to a session directory
e Session Directory Server—The name of the server hosting the Session Directory
e Session Directory Cluster Name—The name of the cluster

e Terminal Server IP Address Redirection—Enabled for IP address redirection and
disabled for token-based redirection

5~ |If you are configuring your Session Directory settings via Group Policy, create a domain group for all
of the servers in the cluster and add it to the Session Directory Computers group on the Session
Directory server. You can even use the group as the scope of your GPO so that by simply adding a
terminal server to the group, the server is added to the Session Directory Computers group and
receives the GPO settings.

Windows System Resource Manager

Windows System Resource Manager (WSRM) is a free add-on to WS2K3 Enterprise and
Datacenter editions. WSRM manages the allocation or processor and memory resources based on
a rule set that you can configure. You can define resource priorities based on process name or
user/group name, thus ensuring that no single process or user can consume all available
resources on your terminal server, impacting other users.

How to Install WSRM

WSRM comes on a CD included with WS2K3 Enterprise and Datacenter editions. If you do not
have the CD, it can be downloaded in 1SO format from Microsoft at
http://www.microsoft.com/technet/downloads/winsrvr/wsrm.mspx. Once you have the CD, run
the setup program for your server architecture (x86, AMD64, or 1A64) to install WSRM. No
reboot is required.
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How to Configure WSRM

WSRM has both a GUI and a command-line interface. Figure 4.13 shows the WSRM
administrative tool.

'iti Windows System Resource Manager -0l x|

File Action Yiew Help

& =B XEPE 2

% Windows System Resource Manager (Lacal) Frocess Matching Criteria | P % | Processors | Wi'orking 5

L—‘_I[:l Resource Allocation Palicies .Ej Equal_Per_User 0o
o F=#Eual_Per |iser 8 Defaulk 1

‘. [¥2 WSRMDefault [Profile]
[—:I[:l Process Matching Crikeria

%— Equal_Per_Liser
[—]D Calendar [Disabled]

i Calendar Events

MAMAGEMEMT RURMMIMNG |

Figure 4.13: The WSRM tool.

WSRM allows you to create multiple resource allocation policies. Each policy defines a set of
rules used to allocate server resources. For example, you could specify that Outlook.EXE is
entitled to 50 percent of available resources while Winmine.exe (the Mine Sweeper game) is

only entitled to 1 percent. This way, one user’s game cannot slow down another user’s Outlook
session.

You can also set up rules that will terminate applications if they try to consume more than their
allocated share of resources—a useful feature for runaway applications on a terminal server.
WSRM also lets you set up a calendar to change which resource allocation policy is in effect at
different times of day. This way, you can provide maintenance or batch processes more resources
at night and user applications more resources during the day.
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Third-Party Products for Server Resource Management

In addition to WSRM, there are third-party products available to help you manage resources on
your terminal servers. These tools are tuned to the specific needs and configurations of a terminal
server environment, whereas WSRM is designed to fit a broad range of server types. Two such
third-party tools into triCerat Simplify Resources and Citrix Presentation Server.

triCerat Simplify Resources

Simplify Resources is part of triCerat’s Simplify Suite, which is considered the standard for
managing user profiles, printing, user environment, and resource management in a Terminal
Services environment. The company describes this tool in the following manner:

Simplify Resources overcomes application performance problems by taking control of
the way Windows allocates and manages CPU and memory resources automatically. It
dramatically improves the user experience and increases the number of sessions that can
be effectively supported by your servers. Simplify Resources also provides full dll
rebasing technology and real-time system monitoring and reporting capabilities tracking
performance across an entire farm, per server, session, and application.

Citrix Presentation Server

Citrix Presentation Server is far more than just a resource management tool, as it also replaces
Session Directory features and enhances Terminal Services with application publishing abilities.
From a resource management perspective, Presentation Server 4.0 includes a number of features
to keep your terminal servers running at their maximum capacity.

Group Policy Reference

The following list highlights Group Policy settings for terminal server management, load balancing, and
optimization.

To manage user rights assignment: Computer Configuration | Windows Settings | Security Settings |
Local Policies | User Rights Assignment—double-click the Allow log on through Terminal Services right

To restrict administrators from modifying RDP protocol permissions: Computer Configuration |
Administrative Templates | Windows Components | Terminal Services—set Do not allow local
administrators to customize permissions to Enabled

To manage restricted groups: Computer Configuration | Windows Settings | Security Settings | Restricted
Groups

To configure Session Directory: Computer Configuration | Administrative Templates | Windows
Components | Terminal Services | Session Directory

Join Session Directory—Enabled joins the server to a session directory
Session Directory Server—The name of the server hosting the Session Directory
Session Directory Cluster Name—The name of the cluster

Terminal server IP address redirection—Enabled for IP address redirection; disabled for token-based
redirection
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Command Line Reference

The following list highlights command-line settings for terminal server management, load balancing, and
optimization.

QUERY USER [username | sessionname | sessionid] [[SERVER:servername]

username Identifies the username

sessionname Identifies the session named sessionname
sessionid Identifies the session with ID sessionid
/SERVER:servername The server to be enumerated

Example:

QUSER /server:TermServ01

would enumerate all user sessions on the terminal server named TermServ01

SHADOW {sessionname | sessionid} [[SERVER:servername]

sessionname Identifies the session by name
sessionid Identifies the session by ID
/SERVER:servername The server containing the session
Example:

SHADOW 3 /server:TermServ01

would remote control session 3 on server TermServ01

LOGOFF [sessionname | sessionid] [[SERVER:servername]

sessionname The name of the session
sessionid The ID of the session
/SERVER:servername The server containing the session
Example:

LOGOFF 3 /server:TermServ01

would logoff session 3 on server TermServ01

RESET [sessionname | sessionid]

sessionname The name of the session
sessionid The ID of the session
Example:

RESET 3

would logoff session 3
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MSG {username | sessionname | sessionid | @filename | *}
[/[SERVER:servername] [/TIME:seconds] [/V] [/W] [message]

username Identifies the specified username

sessionname The name of the session

sessionid The ID of the session

@filename Identifies a file containing a list of usernames, sessionnames, and

sessionids to send the message to

*

Send message to all sessions on specified server

/SERVER:servername Server to contact (default is current)

/TIME:seconds Time delay to wait for receiver to acknowledge msg

N Display information about actions being performed

/W Wait for response from user, useful with /V

message Message to send. If none specified, prompts for it or reads from stdin
Example:

MSG 3 /server:TermServ01 Hello there!

Sends the message “Hello there!” to session 3 on server TermServ01

WSRMC.EXE Command Line Interface to Windows System Resource Manager

Summary

This chapter covered how to configure the settings required for a user to establish a terminal
server session, and the tools used to manage the session once it is established. It also showed you
how to configure and join a Session Directory to help users find orphaned sessions across
multiple terminal server farms. Finally, | introduced you to WSRM as well as third-party
products to help manage the allocation of resources to keep your terminal servers running at
maximum capacity.

Overall, this guide provides the basic concepts and steps needed to set up and maintain a
terminal server environment, making it a useful overview to systems administrators new to
Terminal Services or as a handy reference guide for those who only occasionally need to interact
with terminal servers.

Download Additional eBooks from Realtime Nexus!

Realtime Nexus—The Digital Library provides world-class expert resources that IT
professionals depend on to learn about the newest technologies. If you found this eBook to be
informative, we encourage you to download more of our industry-leading technology eBooks
and video guides at Realtime Nexus. Please visit http://nexus.realtimepublishers.com.
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