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Abstract

The Active Directory® Application Mode (ADAM) directory service in Microsoft®
Windows Server™ 2003 R2 provides rich integration of directory support and security,
scalability, and native Lightweight Directory Access Protocol (LDAP) support to directory-
aware applications. ADAM supports a number of LDAP capabilities that are targeted for
information technology (IT) professionals and application developers. With this step-by-
step guide, you will be able to set up ADAM and get it running quickly on Windows
Server 2003 R2, so that you can explore some of its new and important features.
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Step-by-Step Guide to Deploying ADAM

This document is a step-by-step guide for deploying Active Directory Application Mode
(ADAM).

The Active Directory® directory service in Microsoft® Windows® 2000 and in Microsoft®
Windows Server™ 2003 is the fastest growing directory service for intranets and
extranets, as a result of its rich integration of directory support and security, scalability,
and native Lightweight Directory Access Protocol (LDAP) support. Active Directory in
Windows Server 2003 builds on that success by supporting a number of new LDAP
capabilities that are targeted for information technology (IT) professionals and
applications developers. ADAM is one of these new capabilities. Organizations,
independent software vendors (ISVs), and developers who want to integrate their
applications with a directory service now have an additional capability in Active Directory
that provides numerous benefits.

With this document, you will be able to set up ADAM and get it running quickly, so that
you can explore some of its new and important features.

Specifically, in this scenario you perform the following tasks for this walk-through:

1. Set up the lab environment, where you install and configure ADAM.

2. Install ADAM.

Next, you explore its features for adding and managing data:

1. Set up application data so that you can use ADAM with an application.

2. Query and retrieve the application data that you imported into your ADAM instance.

3. Practice creating and managing organizational units (OUs), groups, and users in
ADAM.

4. Manually add and then delete an application directory partition.
5. Grant and deny user permissions.

Finally, you practice administrative tasks:

1. Practice binding to an ADAM instance in several ways.

2. Practice performing the basic functions of using ADAM such as starting and stopping
an instance of ADAM.

3. Back up, remove, and restore an ADAM instance.



Install replicas of ADAM.

Perform ADAM tasks programmatically.

Note

It is recommended that you first use the steps provided in this guide in a test lab
environment. Step-by-step guides are not necessarily meant to be used to deploy
Windows Server features without accompanying documentation. You should use
this guide with discretion when using it as a stand-alone document.

Requirements for ADAM

Before you start using the procedures in this guide, do the following regarding system
requirements:

Have available at least one test computer on which you can install ADAM. For the
purposes of following the exercises in this guide, you can install ADAM on computers
running any of the following operating systems:

e Windows Server 2003 R2, Standard Edition
e Windows Server 2003 R2, Enterprise Edition
e Windows Server 2003 R2, Datacenter Edition

The computer must have 50 MB free disk space.

[A Note

You can also run ADAM on computers running Windows XP and earlier
versions of Windows Server 2003. The ADAM version that runs on these
operating systems is available at "Windows Server 2003 Active Directory
Application Mode" on the Microsoft Web site
(http://go.microsoft.com/fwlink?linkid=17797).

Obtain a copy of the ADAM download, which includes lab files for use with this guide.
For this exercise, use only the lab files in the download, but install the ADAM
application itself from the Windows Server 2003 R2 product CD. The ADAM
download is available at the Microsoft Download Center
(http://go.microsoft.com/fwlink?linkid=29359). Run the download to extract the lab
files required for the exercises in this guide.

Log on with an administrator account.



e For the purposes of this guide, you can install replica ADAM instances on your first
test computer, or you can install them on a second computer, if you have one
available.

e If you previously installed an earlier version of ADAM, you must uninstall the earlier
version from the computer before installing the new version of ADAM.

Installing ADAM

You can install an ADAM instance either by using the Active Directory Application Mode
Setup Wizard or by using the ADAM unattended installation process. In the first exercise,
you use the Active Directory Application Mode Setup Wizard to install ADAM. In
Managing Configuration Sets, you use an unattended installation to install an ADAM
replica.

Ef Note

To install ADAM, you must log on to your computer using an account that
belongs to the local Administrators group.

In this exercise, you first install ADAM, and then you install an ADAM instance by using
the Active Directory Application Mode Setup Wizard.

> To install ADAM

1. Toinstall ADAM, log on as an administrator, click Start, point to Control Panel,
and then click Add or Remove Programs.

2. Click Add/Remove Windows Components.
3. Select the check box next to Active Directory Services, and then click Details.

4. Select the check box next to Active Directory Application Mode (ADAM), click
OK, and then click Next.

5. Review the message that appears. Based on the contents of message, do one of
the following:

o If the message "You have successfully completed the Windows Component
Wizard" appears, click Finish.

e If an error message appears, make a note of the error, click Finish, and then
review the ADAM event messages in Event Viewer.



> To install an ADAM instance by using the Active Directory Application Mode
Setup Wizard

1. To start the Active Directory Application Mode Setup Wizard, click Start, point to All
Programs, point to ADAM, and then click Create an ADAM instance. The first page
of the Active Directory Application Mode Setup Wizard looks like the following:

'?1 Active Directory Application Mode Setup Wizard

Welcome to the Active Directory
Application Mode Setup Wizard

Thiz wizard helps you install Microzoft Active Directon
Application kMode A0&k].

ADAM iz a powerful directary service that iz eazy o ingtall
and deploy. [t provides a dedicated data store for
applications, and can be configured and managed
independentiy.

To continue, click Mext,

< Back Ment »

Helm |

2. Onthe Welcome to the Active Directory Application Mode Setup Wizard page,
click Next.

3. Onthe Setup Options page, you can choose whether to install a unique ADAM
instance or join an existing configuration set. Because you are installing the first
ADAM instance, click A unigue instance (as shown in the following), and then click
Next. Later, you will create additional ADAM instances and join them in a
configuration set.



.,';', Active Directory Application Mode Setup Wizard

Setup Options
An ADAM instance iz created each time ADAM iz installed.

f'ou can create a unique instance, or you can install a replica of an exizting instance.

Select the type of ingtance you want ta install,

configuration and schema partitionz. The new instance will not be able to replicate
with exizting instances.

i~ A replica of an existing instance

Thiz option creates a new instance of ADAK that uzes the configuration and
zchema partitions replicated fram another ingtance of A0AM. Y'ou can alzo zelect
the application partitions to replicate.

¢ Back I MHest > I Cancel Help

On the Instance Name page, provide a name for the ADAM instance that you are
installing. This name is used on the local computer to uniquely identify the ADAM

instance. For this exercise, simply accept the default name of instancel, and then
click Next.
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.,';', Active Directory Application Mode Setup Wizard

Instance Hame
The instance name iz uzed to differentiate thiz instance of A0AKM from other ADAM
inztanices an this computer.

Type a name for thiz instance. The name should reflect the uze far which thiz instance
of ADAM iz intended.

Instance name:

Exarmple: Addresshook

The ADAM zervice name iz created when the instance name iz combined with the
product name. I8 will be dizplaved in the lisk of Windows services.

ADAM zervice name:
ADAM_inztancel

¢ Back I MHest > I Cancel Help

5. Onthe Ports page, specify the communications ports that the ADAM instance uses
to communicate. ADAM can communicate using both LDAP and Secure Sockets
Layer (SSL); therefore, you must provide a value for each port. For this exercise,
accept the default values of 389 and 636, and then click Next.
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.,';', Active Directory Application Mode Setup Wizard

Ports
Computers will connect to this instance of ADAM using specific ports on all of the
|FP addreszes associated with this computer.

The ports dizplayed below are the first available for this computer. To change thesze
portz, lwpe the new port Aumbers in the text boxes below,

[F o plan ta inztall Active Directan on this computer, da not use 389 for the LDAP part

ar 636 faor the 550 port becauze Active Directary uzes these port numbers. Instead, uze
avallable port numbers from the following range: 1025-85535.

LDAPR port number:

S5L port number:
B35

¢ Back I MHest > I Cancel Help

Ef Note

If you install ADAM on a computer where either of the default ports is in use,
the Active Directory Application Mode Setup Wizard automatically locates
the first available port, starting at 50000. For example, Active Directory uses
ports 389 and 636, as well as ports 3268 and 3269 on global catalog
servers. Therefore, if you install ADAM on a domain controller, the Active
Directory Application Mode Setup Wizard provides a default value of 50000
for the LDAP port and 50001 for the SSL port.

On the Application Directory Partition page, you can create an application
directory partition (or naming context) by clicking Yes, create an application

directory partition. Or, you can click No, do not create an application directory
partition, in which case you must create an application directory partition manually

after installation. For this exercise, click Yes, create an application directory
partition. When you create an application directory partition, you must provide a

distinguished name for the new partition. For this exercise, type o=Microsoft,c=US

as the distinguished name (as shown below), and then click Next.
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.,';', Active Directory Application Mode Setup Wizard

Application Directory Partition
An application directony partition stores application-zpecific data,

Do wou want o create an application directary partition for thiz instance of A0AM?

" Mo, do not create an application directany partition

Select thiz option if the application that you plan to inztall creates an application directory
upon inztallation, or if you plan to create one later.

¥ Yes, create an application directory partition

Select thiz option if the applization that you plan to install does not create an application
directary partition upan installation. & walid partition name iz any distinguizhed name that does
not already exizt in thiz instance. Example distinguizhed name:

CH=Fartition1 D C="woodgrove, D C=COM

Partition narne:

a=Microzaft,c=US

¢ Back I MHest > I Cancel Help

Ef Note

ADAM supports both X.500-style and Domain Name System (DNS)-style
distinguished names for top-level directory partitions.

On the File Locations page, you can view and change the installation directories for
ADAM data and recovery (log) files. By default, ADAM data and recovery files are
installed in %ProgramFiles%\Microsoft ADAM\instancename\data, where
instancename represents the ADAM instance name that you specify on the Instance
Name page. For this exercise, click Next to accept the default file locations.
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.,';', Active Directory Application Mode Setup Wizard

File Locations

Y'ou can specify a location for each tepe of file aszociated with thiz instance of
ADAM.

Specify the locations to store files associated with ADAM.

Drata files:

C:%Program Files\Microzaft ADAM\instance] Wdata Browse...

D ata recovery files:
C:5Program Filez\Microzoft ADAMNnztance] \data Erowse...

¢ Back I MHest > I Cancel Help

0 Important

When installing ADAM on a computer running Windows XP, you must install
these files on the same logical volume. When installing ADAM on Windows
Server 2003 and Windows Server 2003 R2 in a production environment, it is
recommended that you install the files on separate physical disks.

A Note

ADAM setup installs program files and administration tools in
%windir%e\ADAM.

On the Service Account Selection page, you select an account to be used as the
service account for ADAM. The account that you select determines the security
context in which the ADAM instance runs. Unless you are installing ADAM on a
domain controller, the Active Directory Application Mode Setup Wizard defaults to the
Network Service account. For this exercise, click Next to accept the Network
service account default. Or, if you are installing ADAM on a domain controller, click
This account, and then select a domain user account to use as the ADAM service
account.
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.,';', Active Directory Application Mode Setup Wizard

Service Account Selection

ADAM performs operationz using the permizsions associated with the account oy
zelect.

Set up ADAM to perform operations using the permizzions azsociated with the following account.

" Metwork service account

ADAM haz the permizzions of the default Windows service account.

i~ This account;

ADAM haz the permizzionz of the zelected account. Ensure that the account you select iz zet
LIp b0 Uh 35 3 service.

[Jzer mame: Iﬁ j J Browze, . |

Pazzwaord; I

¢ Back I MHest > I Cancel Help

Ij Note

You can change the ADAM service account after ADAM is installed by using
the Dsmgmt command-line tool. When you install ADAM on a domain
controller, you must select a domain user account as the ADAM service
account.

On the ADAM Administrators page, you select a user or group to become the
default administrator for the ADAM instance. The user or group that you select will
have full administrative control of the ADAM instance. By default, the Active Directory
Application Mode Setup Wizard specifies the currently logged on user. You can
change this selection to any local or domain account or group on your network. For
this exercise, click the default value of Currently logged on user, and then click
Next.
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.,';', Active Directory Application Mode Setup Wizard

ADAM Adminizstrators

Y'ou can specify the user or group that will have adminigtrative privileges for this
ifiztance of ALDAM.

Agzign the following user or group of users adminiztrative permizsions for A0AKM.

" Cumently logged on uzer: COHOVIMEY AR Administratar

The uzer that iz inztalling ADAM will have administrative permizzions for thiz inztance
of ADk.

" Thiz account

The zelected uzer or group will have adminiztrative permizziong for thiz instance of
ADAM. Yiou can choose any wser or group from this computer, thiz computer's
domain, or any domain that iz brusted by thiz computer's domain.

Secount nane:

Brawse,.. |
¢ Back I MHest > I Cancel | Help |

10. On the Importing LDIF Files page, you can import into the ADAM schema two .1df
files containing user class object definitions. Importing these user class object
definitions is optional. However, these object definitions are required later in this
guide so, you should import these definitions now:

a. Click Import the selected LDIF files for this instance of ADAM.
b. Click MS-InetOrgPerson.LDF, and then click Add.

c. Click MS-User.LDF, and then click Add.

d. Click MS-UserProxy.LDF, click Add, and then click Next.



.,';', Active Directory Application Mode Setup Wizard

Importing LDIF Files

Y'ou can import data from Lightweight Directony Interchange Format (LDIF] files into
waur ADAK application directany partitian,

To configure the ADAM zervice in a specific way, import one or more of the LDIF files listed
below.

" Do not impart LDIF files for this instance of AD&M
i |mpoart the selected LDIF files for this instance of ADdAM

Axailable files: Selected LDIF fles:
k542 an LDF kS -netdrgPerson LDF
MS-Uszer LOF

b5 - zerProsy. LDF

<- Bemowve |

¢ Back | MHest > | Cancel Help

11. The Ready to Install page gives you an opportunity to review your installation
selections. After you click Next, the Active Directory Application Mode Setup Wizard
begins copying files and setting up ADAM on your computer.



.,';', Active Directory Application Mode Setup Wizard

Ready to Install
The ADAM Setup "Wizard iz ready to install ADAKM with the following configuration.

Before continuing, review and confirm your zelections.

Selections:

Inztall & unigue instance of ADAM. -

Instance name: instancel

Computers will contnect ko this instance of ADAM uzing the fallawing parks:
LDAF port: 389

S5L port: B36

A0AM replication will uze Megaotiate authentication.

Stare ADAM program files in the following location: ;l

To change your selections, click Back. Toinstall ADAM, click Mest.

¢ Back I MHest > I Cancel Help

12. When the Active Directory Application Mode Setup Wizard finishes installing ADAM,
it displays this message: “You have successfully completed the Active Directory
Application Mode Setup Wizard.” When the Completing the Active Directory
Application Mode Setup Wizard page appears, click Finish to close the wizard.

[4 Note

If the Active Directory Application Mode Setup Wizard does not complete
successfully, an error message describing the reason for the failure appears on
the Summary page.

If an error occurs in the Active Directory Application Mode Setup Wizard before the
Summary page, you can review the error message that appears. In addition, you can
click Start, click Run, and type either of the following:

%windir%\Debug\adamsetup.log
%windir%\Debug\adamsetup_loader.log

The Adamsetup.log and Adamsetup_loader.log files contain information that can help you
troubleshoot the cause of an ADAM setup failure.
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Using the ADAM Administration Tools

An ADAM instance runs as a standard user service, rather than as a system service, and
it can be stopped and started through the Services snap-in in Microsoft Management
Console (MMC). In addition, ADAM includes several administration tools for general
administration tasks. In the following exercises, you:

Use the Services shap-in to stop and restart your ADAM instance.
Use ADAM ADSI Edit (ADAM-adsiedit.msc) to browse your directory.
Configure the ADAM Schema snap-in.

Use ADSchemaAnalyzer to produce a file that can be used to extend a schema with
elements from another schema.

Use Active Directory to ADAM Synchronizer to copy data from Active Directory to an
ADAM instance.

Stopping and Restarting an ADAM Instance

> To stop and restart an ADAM instance by using the Services snap-in

1. Click Start, point to Administrative Tools, and then click Services.

2. The ADAM instance that you just installed is listed in the details pane of the Services
snap-in, along with other services on the computer. ADAM instances are listed in
Services by their name, which in this case is instancel. Click the ADAM instance that
you installed, as shown in the following:
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ih; Gervices

File

Ackion  View

Help

o @A EFERE 280w

% Services (Local)

%, Services {Local)

instancel

Skop the service
Restart the service

Mame  / | Descripkion | Skatus |;|
%DNS Client Resolves a,..  Started
%Ermr Reporting Ser... Collects, sk...  Starked
%Event Log Enables ev... Started
%File Replication Allows Files. .. J
%Help and Support Enables He... Starked
BRHTTP 55L This servic. ..

%Human Interface D...  Enables ge...
SR IMAPT CO-Burning C... Manages C...
Indexes co...

%Indexing Service
tancel
%Internet Connectia..
%Intersite Messaging
B IPSEC Services
%Kerberns ke Distri..
%License Logging

sy

4|

Provides n...
Enables me. ..
Provides ...
On domain ...
Maonikors a...

Starked

Starked

Starked

o

Extended A Standard /

3. To stop the ADAM instance, on the Action menu, click Stop.

4. After the ADAM instance is stopped, on the Action menu, click Start to restart the
ADAM instance.

Using the ADAM ADSI Edit Administration

Tool

The main administration tool for ADAM is ADAM ADSI Edit. In this exercise, you use
ADAM ADSI Edit to bind to, view, and browse your ADAM instance.

> To bind to, view, and browse an ADAM instance using ADAM ADSI Edit

1. Click Start, point to All Programs, point to ADAM, and then click ADAM ADSI Edit.

2.

In the console tree, click ADAM ADSI Edit. The ADAM ADSI Edit snap-in looks like

the following:
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\’ ADAM-adsiedit - [ADAM ADSI Edit]

< Ele  Action Yiew Window Help |

o |mR[R

.
\!.) Welcome to ADAM ADSI Edit

Use Active Directory Service Inkerfaces Editor (ADSI Edit) ko view, madify, create, and delete objects in Active Directory, Ta
manage ADAM objects using ADSI Edit, create a connection to an ADAM service. On the Action menu, click Connect Ta,

3. Onthe Action menu, click Connect to. The Connection Settings dialog box
appears.

4. In Connection name, you can type a label under which this connection will appear in
the console tree of ADAM ADSI Edit. For this connection, type:

ADAM demo

5. In Server name, type the host or DNS name of the computer on which the ADAM
instance is running.

4 Note
Because, in this exercise, ADAM is running on the local computer, you can
use localhost as the server name.

6. In Port, type the LDAP or SSL communication ports in use by ADAM. Or, as in this
case, accept the default value of 389.

Ef Note

To list the port numbers used by ADAM instances, click Start, point to All
Programs, point to ADAM, click ADAM Tools Command Prompt, and then,
at the command prompt, type: dsdbutil "list instances" quit

7. Under Connect to the following node, you can connect to a well-known naming
context, such as the configuration or schema directory partition, or you can specify
the distinguished name of a partition to which you want to connect. For this exercise,
click Distinguished name (DN) or naming context, and type:

o=Microsoft,c=US

This is the distinguished name of the application partition that you created during
setup.

8. Under Connect using these credentials, click The account of the currently
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logged on user. The Connection Settings dialog box now looks like the following:

Conneckion Settings |

Connection name:

| ADAM demo
SErvYer name: Part
I lacalhost j I 339

Conneck ko the Following node:

f* Distinguished name (D) o naming conkesxk:

I o=Microsaft, =05 j

™ well-known naming conkext:
ICDnFiguratiDn j

Conneck using these credentials:

% The account of the currently logged on user
" This accourtk:

Lser mame: Iﬂ j

Bassword; I

@ File Action Wiew bindow Help |

= |m B @

Mame | lass | Diskingu
=1 ADAM demo [localhost: 389] B A0AM demo [localhost: 389) organizakion

10. In the console tree, double-click ADAM demo, and then double-click
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O=Microsoft,c=US. The ADAM ADSI Edit snap-in now shows the application

directory partition:

< ADAM-adsiedit - [ADAM ADSI Edit', ADAM demo [localhost:389] ', 0=Microsoft,c =U5]

i Elle  Action  Wiew  Window

Help

= AEXTRE|2

), ADAM ADST Edit
EB ADAM demno [localhost:389]

CH=LastandFound
23 CN=NTDS Quotas
@0 CN=Rales

| Distinguished Mame

Tame | lass
([ ch=LostandFound lostandFound
[ cH=NTDS Quetas msDS-Quota. ..
[ ch=roles container

<

Ch=LostandFound, O=Microsoft, C=15
CH=MNTDS Quotas,0=Micrasoft, C=115
Ch=Roles, O=Microsoft, =5

11.

example, click CN=Roles.

12.

In the console tree, click any container to view the objects in that container. For

ADAM ADSI Edit, and then, on the Action menu, click Connect to.

13.

Fill out the Connection Settings dialog box as shown, and then click OK.

To open a different directory partition on the ADAM instance, in the console tree, click
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Conneckion Settings |

Connection name:

I ADAM demo configuration

SErvYer name: Part
I localhiost j I 339

Conneck ko the Following node:
i~ Distinguished name (D) o naming conkesxk:

| [z
" well-known naming conkext:
ICDnFiguratiDn j

Conneck using these credentials:
% The account of the currently logged on user
" This accourtk:

Lser mame: Iﬂ j

Bassword; I

(04 I Cancel |

The Connection Settings dialog box now looks like the following:

-? ADAM-adsiedit - [ADAM ADSI Edit' ADAM demo configuration [localhost:3849] ]

@ File  Action Wew Window  Help |
&= | | e

{3, ADAM ADST Edit Mame | class

E‘B ADAM dema [localhost:353] |:|CN=CDnFiguratiDn,CN={BD48... configuration
C B o=Microsaft,c=U5

#-_1 CH=LostandFound

-0 CN=NTDS Quotas

#-_1 Ch=Roles

ADAM demo configuration [localbos

L
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You can now browse the contents of the configuration directory partition of your
ADAM instance.

14. To close ADAM ADSI Edit, on the File menu, click Exit.

Configuring the ADAM Schema Snap-in
Administration Tool

You can use another ADAM administration tool, the ADAM Schema snap-in, to
administer the ADAM schema. If you have ever used the Active Directory Schema snap-
in, the ADAM Schema snap-in should look very familiar to you. Before you can use the
ADAM Schema snap-in, you need to create an MMC file for it, as described in this
procedure.

> To create an MMC file for the ADAM Schema snap-in
1. Click Start, click Run, type mmc /a, and then click OK.
2. Onthe File menu, click Add/Remove Snap-in, and then click Add.

3. In Available Standalone Snap-ins, click ADAM Schema, click Add, click Close,
and then click OK.

4. To save this console, on the File menu, click Save.
5. InFile name, type the following, and then click Save.
%windir%\system32\adamschmmgmt.msc

The ADAM Schema shap-in looks like the following:
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:m adamschmmgmt

File  Action Wiew Favarites  Window  Help
€ = |E[m| 2
'Hi Console Root', ADAM Schema

T I R —
Ea RS DA Schema

There are no items to show in this wiew,

6. To connect to your ADAM instance through ADAM Schema, in the console tree,

right-click ADAM Schema, click Change ADAM Server, and then complete the
dialog box as follows:

Connect to ADAM Server |

Erter the name and port of the A0AKM zerver, and select an account that
hag access to that server.

ADAM zemver Part:

[localhast 39

Connect using these credentials:
= The account of the curently logged on user

™ This account;

U zer name: I | i j J

Fazzyord; I

7. Click OK. The ADAM Schema snap-in now looks like the following. You can browse
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and view the ADAM schema classes and attributes:

':m adamschmmgmt

File  Action Miew Favorites Window  Help

= B@EDE| @

Tﬂl Console Root' ADAM Schema [cohovineyard:389]

[ Console Root Marne I

E|.T; A0 Schema [cohovineyar: ] [E Classes
-] Classes ([ attributes

8. To create a shortcut for the ADAM Schema snap-in on your Start menu:

a. Right-click Start, click Open All Users, double-click the Programs folder, and
then double-click the ADAM folder.

b. On the File menu, point to New, and then click Shortcut.

c. Inthe Create Shortcut Wizard, in Type the location of the item, type
adamschmmgmt.msc, and then click Next.

d. Onthe Select a Title for the Program page, in Type a name for this shortcut,
type ADAM Schema, and then click Finish.

Using ADSchemaAnalyzer

You can use ADSchemaAnalyzer to help migrate the Active Directory schema to ADAM,
from one ADAM instance to another, or from any LDAP-compliant directory to an ADAM
instance. You can use ADSchemaAnalyzer to load a target (source) schema, mark the
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elements you want to migrate, and then export them to the base ADAM schema. You
can also compare the two schemas.

0 Important

When using ADSchemaAnalyzer to create an LDIF file, you should load both a
target and a base schema. Otherwise, the resulting LDIF file might not be usable
by the Idifde tool

> To create an LDIF file with ADSchemaAnalyzer

1.

Click Start, point to All Programs, point to ADAM, click ADAM Tools
Command Prompt, and then, at the command prompt, type:

adschemaanalyzer

To load a target schema, click File, and then click Load target schema, and
then do one of the following:

To load the domain Active Directory schema as the target schema, in the
dialog box, type your user name, password, and domain, and then click OK.

To load a different schema (such as the schema of an Active Directory forest
or an another LDAP-compliant directory), in the dialog box, type the server
name and port of the directory containing the target schema, type your user
name ,password, and domain as needed, and then click OK.

To load the schema of your ADAM instance as the base schema, click File, click
Load base schema, and then in Server[:port], type the server name and port of
the ADAM instance.

In the dialog box, click OK.

In the resulting tree, mark all elements that you want to export to your base
schema by right-clicking the element and selecting one of the following options:

Auto automatically marks an element as included or excluded in the export.
If an element is marked as Auto (included), you can right-click that element,
and then click Why auto included? to see the reverse dependency tree for
the element.

Included marks an element so that it is included in the export.
ADSchemaAnalyzer marks all related elements, such as superclasses,
auxClasses, must/may contains, defaultObjectCategory, and possSuperiors.
ADSchemaAnalyzer includes propsets for included attributes and back-links
for links.
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e Excluded marks an element so that it is not included in the export. You can
block certain paths in the dependency graph. For example, you might want to
import domainDns, but not samAccountDomain (which is an auxClass of
domainDns). You can exclude a complete element, such as the
samAccountDomain class, or you can exclude a relationship; for example,
you can remove the auxClass reference from the domainDns class. If you
exclude a relationship, any other classes that reference that element
continue to include it.

e Present means that the element is present on the target server. By default,
the top class is marked as present.

6. To create the LDIF file, click File, and then click Create LDIF file.

You can use the Idifde command at the ADAM tools command prompt to import the
target schema elements in the LDIF file into the base ADAM schema. The beginning of
the LDIF file contains complete instructions for performing this task.

Using Active Directory to ADAM Synchronizer

Active Directory to ADAM Synchronizer is a command-line tool that synchronizes data
from an Active Directory forest to a configuration set of an ADAM instance.

‘0 Important

Active Directory to ADAM Synchronizer does not synchronize user passwords
between Active Directory and ADAM.

There are two prerequisites before Active Directory to ADAM Synchronizer can
synchronize data:

e The schema in the ADAM instance must be extended to match schema objects in the
Windows Server 2003 Active Directory forest.

e The schema in the ADAM instance must be extended for schema objects that are
required by Active Directory to ADAM Synchronizer.

Ef Note

You must use the -t port_number option with Idifde if the ADAM instance uses a
port other than the default port 389.

™ To use Active Directory to ADAM Synchronizer for the first time
1. Click Start, point to All Programs, click ADAM, and then click ADAM Tools
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Command Prompt to open a command window in the ADAM directory.

2. To extend the ADAM schema to match the default Windows Server 2003 schema
objects in Active Directory, at the command prompt, type the following command
on a single line, and then press ENTER:

Idifde -i -s localhost -c CN=Configuration,DC=X
#ConfigurationNamingContext -f MS-AdamSchemaw2k3.ldf

3. To extend the ADAM schema to include schema objects that are required by
Active Directory to ADAM Synchronizer, at the command prompt, type the
following command on a single line, and then press ENTER:

Idifde -i -s localhost:389 -c CN=Configuration,DC=X
#ConfigurationNamingContext -f MS-AdamSyncMetadata.ldf

4. Modify the configuration file MS-AdamSyncConf.xml with the appropriate
parameters.

Q Important
Do not delete any unused fields from this file.

5. Install the configuration file. At a command prompt, typing the following
command, and then press ENTER:

ADAMSync /install localhost:389 %windir%\ADAM\MS-AdamSyncConf.xml

6. Synchronize the data from the Active Directory forest to the ADAM configuration
set. At a command prompt, typing the following command, and then press
ENTER:

ADAMSync /sync localhost:389 "o=microsoft,c=US"
Use ADAM ADSI Edit to verify that the data has been synchronized.

Setting Up Application Data

In most cases, you extend the ADAM schema with object class and attribute definitions
for the kinds of data that you want an application to store. Just as with Active Directory,
the schema in ADAM is extensible. You can extend the ADAM schema programmatically
or with the Ldifde.exe command-line tool.

In the following exercises, you:
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e Step 1: Add optional user classes to the ADAM schema.
e Step 2: Extend the ADAM schema to support an application.

e Step 3: Import application data into an ADAM instance.

A Note

You will use the application data that you import in these exercises later with the
Windows Address Book application.

Step 1. Adding Optional User Classes to the
ADAM Schema

You can add the optional user classes that are provided with ADAM during ADAM setup,
or you can add them manually using the Ldifde.exe command-line tool. If you imported
the user class definition .Idf files when you ran the Active Directory Application Mode
Setup Wizard, you can skip this procedure.

> To manually add optional user classes to the ADAM schema

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

2. Atthe command prompt, type the following command, and then press ENTER:

Idifde -i -f ms-inetorgperson.ldf -s servername:portnumber -k -j . -c
"CN=Schema,CN=Configuration,DC=X" #schemaNamingContext

where servername:portnumber represents the computer name and LDAP
communication port of your ADAM instance. Because the ADAM instance is running
on your local computer, you can also use localhost as the computer name.

Ef Note

Be sure to use the copy of Ldifde.exe that came with
Windows Server 2003 R2, rather than a copy that came with an earlier
ADAM release or with Windows Support Tools.

The ADAM Tools Command Prompt window should now look like the following:
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DAM Tools Command Prompt

C:\WINDOWS~ADAM>1difde —-i —f ms—inetorgperson.ldf —s localhost:389 -k —3 —c "cEm
n=schema.cn=conf iguration.dc=x" Hschemanamingcontext

Connecting to "localhost:389"

Logging in as current user using SSPI

Importing directory from file "ms—inetorgperson.ldf"

Loading entries

67 entries modified successfully.
The command has completed successfully

G “\HUINDOWS“ADAM>

3. Type the following command, and then press ENTER:

Idifde -i -f ms-user.ldf -s servername:portnumber -k -j . -c
"CN=Schema,CN=Configuration,DC=X" #schemaNamingContext

The ADAM Tools Command Prompt window now looks like the following:
DAM Tools Command Prompt

CNUINDOWSSADAM>1difde —i —f ms—user.ldf —s localhost:38% -k —j . —¢ "cn=schema,E
cn=configuration.dc=x" Hschemanamingcontext

Connecting to "localhost:389"

Logging in as current user using SSPI

Importing directory from file "meg—uwser.ldf"

Loading entries

67 entries modified successfully.

The command has completed successfully

C:SHINDOWSSADAM _

After you run these commands, the ADAM schema includes the ADAM and
inetOrgPerson user object classes. You can verify this by viewing the ADAM schema
with the ADAM Schema snap-in.

Step 2: Extending the ADAM Schemato
Support an Application

In this exercise, you extend the ADAM schema again by adding a contacts object class,
again by using the Idifde command-line tool.
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> To extend the ADAM schema

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

2. Atthe command prompt, type the following, and then press ENTER:

Idifde -i -f drive:\path\labs_demo\labs\contact.ldf -sservername:portnumber-k -j . -
¢ "CN=Schema,CN=Configuration" #schemaNamingContext

where drive:\path represents the location where you saved the ADAM download, and
servername:portnumber represents the computer name and LDAP communications
port of your ADAM instance. Because the ADAM instance is running on your local
computer, you can also use localhost as the computer name.

A Note

Be sure to use the copy of Ldifde.exe that came with the ADAM release,
rather than a copy that came with an earlier ADAM release or with Windows
Support Tools.

After the command runs, the ADAM Tools Command Prompt window looks like the
following:

DAM Tools Command Prompt

C \'.lINDOHS\FIDHH)ldlfde -i —f c= \lah*‘ _demo“labsscontact.ldf —s localhost:389 -k —mm
. —¢ "en=szchema.cn=configuration' #schemanamingcontext

Cnnnectlng‘ to "localhost:389"

Logging in as current user using SSPI

Importing directory from file “c:vlabs_demo“labhs“contact. ldf"

Loading entries.....

4 entries modified successfully.

The command has completed successfully

CNUINDOWSSADAM

Now your ADAM schema also includes the contacts object class, and it is ready for some
application data.

Step 3: Importing Application Data into an
ADAM Instance

In this exercise, you import some sample data into your ADAM instance using the Idifde
command-line tool. This data is provided with the ADAM download.
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> To import application data

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

2. At the command prompt, type the following:

Idifde -i -f drive:\path\labs_demo\labs\contactimport.ldf -s
servername:portnumber-k -j .

where drive:\path represents the location where your ADAM files are located, and
servername:portnumber represents the computer name and LDAP communications
port of your ADAM instance.

E’f Note

Be sure to use the copy of Ldifde.exe that came with the ADAM release,
rather than a copy that came with an earlier ADAM release or with Windows
Support Tools.

After the command runs, the ADAM Tools Command Prompt window looks like the
following:

DAM Tools Command Prompt

g:\'{:INl?Ol-lS\HDHH>1difde —-i —f c:nlabs_demoslabsscontactimport.ldf -s lucalhust=3BE
-k —j -

Connecting to "localhost:389"

Logging in as current uwuser using SSPI

Importing directory from file "c:“lahs_demo“labs“contactimport.ldf"

Loading entries...

2 entries modified successfully.

The command has completed successfully

G :“HINDOWS“ADAM>

[4 Note

Ldifde always reports the number of entries that are imported into the
directory. In this case, you can see from the Idifde output that
contactimport.ldf contains two records. For more information about Idifde,
type ldifde /? at the command prompt.
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Using an Application with ADAM

In this exercise, you use Windows Address Book, an LDAP-based application, to query
and retrieve the application data that you imported into your ADAM instance.

Querying Data with Windows Address Book

> To query data with Windows Address Book
1. Click Start, click Run, type wab.exe, and then click OK.

2. On the Tools menu, click Accounts, and then click Add. The Internet Connection
Wizard appears.

3. InInternet directory (LDAP) server, type localhost, click Next twice, and then click
Finish.

4. Inthe Internet Accounts dialog box, on the Directory Service tab, double-click
localhost, as shown in the following:

Internet ACccounts |

Directory Service | Add...

Account | Type | Connection | Bemowve |

%.ﬁ.ctive Drirectory directony service Local Area Metwork, _

% Bigfoot Intemet .. directony service Local Area Mebworl:, Froperties |

e (ocalhost directany zervice Local Area Mebwork, St ms Derailt |

%VeriSign Internet ... directany service Local Area Mebworl:, —

%WhaWhere Inter...  directany service Local Area Mebworl, |mpart... |
Export... |

Set Order... |

Cloze

5. Complete the General tab in the localhost Properties dialog box as shown in the
following figure, using the account with which you are currently logged on to the
computer. Be sure to select both the This server requires me to log on check box
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and the Log on using Secure Password Authentication check box.

2 localhost Properties

General | idvanced I

Directory Service Account

Type the name by which you would like to refer to thiz
zerver, For example, ""work Directony' or "Microzoft
* Directary Server',

II::u:thu:ust

Server Information

Server name: ||E'Da|hl:|$t

¥ This server requires me to log on

Account name: Id-:umain £ account

Pazzword: quu-u

¥ Log on using Secure Password Authentication

[ Check names against this server when sending mail

k. I Cancel Apply

6. Click the Advanced tab, and then select the Use simple search filter check box. In
Search base, type o=Microsoft,c=USas shown in the following, click OK, and then
click Close in the Internet Accounts dialog box.
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2 localhost Properties

General Advanced |

Server Port Mumber

Directony zervice (LDAP: IEEEI Ize Default |

[T This server requires a secure connechion (551

Search

Search himeout:
Shot = F——— Luong 1 mirute

M aximurn number of matches bo reture: 100 -

Search base: In:n=Min::rn:nsn:nft,n:=LlS

v Usze simple search filter

k. I Cancel Apply

In Windows Address Book, click Find People on the toolbar. In Look in, click
localhost, and then, in Name, type:

kim

The localhost Properties dialog box looks like the following:
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% Find People

Look in: IIl:n:thcusI: j Weh Site. ., |
People |.ﬁ.dvanced I
| Eind Mo I
Hame: I kim
Stop: |
E-mail: I
Clear all |

8. Click Find Now. Your search should return one entry from the ADAM directory, as
shown in the following:
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% Find People - {1 entries found}

Add to Address Book

Look in: IIu:u:thu:usI: j Weh Site. .. |
People |.ﬁ.dvanced I
Eind Mo |
Mame: Ikim
Shop |
E-mail; I
Clear all |
Close |
Na £ E | Properties I
L et kim Abercrombie
Delete |

al | i

9. Double-click the name to view the search result details.

10. On the Organization tab, you can view the reporting relationship. Double-click the
manager’'s name to view the associated contact details, which looks like the
following:
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Doris Hartwig Properties |

Summary I M ame I Home I Businessl F'ersu:unall Other I NetMeetingI Drigital |DSI

Summary af information abouk this conkack

Mame: Doris Harbwig

E-Mail Address:  dorisi@microsoft,us
Home Phone:
Pager:
Mabile:
Personal Web Page:
Business Phone:  +1 (555 555-1111
Business Fax:
Job Title:  GROUP PROGRAM MARNAGER
Department:
Office:
Compary Mame:

Business Web Page:

[F: Cancel

Managing OUs, Groups, and Users in
ADAM

ADAM is used most often to store information about users and the organizations and
other groups they belong to. In these exercises, you create an organizational unit (OU)
called “ADAM users” in the o=Microsoft,c=US application directory partition and add a
group in ADAM called “ADAM testers,” and you create an ADAM user named Mary Baker
with one of the user object classes that you imported earlier. Using ADAM ADSI Edit,
you:

e Step 1: Create an OU.

e Step 2: Create a group in the new OU.
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e Step 3: Create an ADAM user.
e Step 4: Add an ADAM user to the ADAM users group.

In addition you learn how to enable and disable ADAM user accounts.

Step 1: Create an OU

In this exercise, you create an OU.

> To create an OU

1. Ifitis not open already, open ADAM ADSI Edit, and then connect to the
o=Microsoft,c=US application directory partition, as described in the procedure “To
bind to, view, and browse an ADAM instance using ADAM ADSI Edit” in Using the
ADAM Administration Tools.

2. Inthe console tree, right-click O=Microsoft,c=US, point to New, and then click
Object. The Create Object dialog box looks like the following:

Create Object |

Select a class:

conkack

conkainer

counkry

domainbia
groupOfhames
inetCrgPersan
[ocality
arganizationalPerson

‘organizationallinit
user
UserProxy

= Back I Mexk = I Cancel

3. Inthe Select a class list, click organizationalUnit, and then click Next.
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4. In Value, type ADAM users, and then click Next.

5. Onthe next page, you can click More attributes to edit additional attributes on the
object that you are creating. For this exercise, simply click Finish.

6. Inthe console tree, double-click O=Microsoft,c=US. The ADAM ADSI Edit snap-in
looks like the following:

-? ADAM-adsiedit - [ADAM ADSI Edit' ADAM demo [localhost:389] " 0=Microsoft,c=Us" 0U=ADAM users]

@ File Action Wiew ‘Window Help ‘

= | BEXFRE| 2

@ ADAM ADSI Edit Mame I Class | LCistinguished Mame
EB A0AM demo [localhost:389] . ...
=10 o=Micrasoft,c=Us There are no ikems ko show in this view,
IMERE =0 AM users

D CN=LostandFound
-0 CH=NTDS Quatas
&0 CH=Roles

Step 2: Create a group

In this exercise, you create a group in the OU.

B To create agroup in an OU

1. Inthe console tree, right-click OU=ADAM Users, point to New, and then click
Object.

2. In Select a class, click group, and then click Next.
3. InValue, type ADAM testers, and then click Next.

4. InValue, type 2147483650 (equivalent to 0x80000002 hexadecimal, which signifies
an account group), click Next, and then click Finish.

Ij Note
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For more information about the groupType attribute, see "Group-Type" on
the Microsoft Web site (http://go.microsoft.com/fwlink?linkid=51093).

The ADAM ADSI Edit snap-in looks like the following:

-? ADAM-adsiedit - [ADAM ADSI Edit', ADAM demo [localhost:389] Y 0=Microsoft,c=U5"0U=ADAM users]

<) Fle  Action  Wiew Window Help |

= | BmE| X RE 2

< ADAM ADSI Edit Mame | class | pistinguished Name
=8 ADAM demo [localhost:389] Z] cN=ADAM testers group CH=ADAM testers,C
E|C| O=Microsoft,c=U3
MERECL=A00M users

D CN=LostandFound
-] CN=NTDS Quotas
- cH=Roles

Step 3: Create an ADAM user

In this exercise, you create an ADAM user in the ADAM Users OU, and then you add the
user to the ADAM Testers group.

Ef Note

The new user account is disabled by default because it has no associated
password.

> To create an ADAM user
1. Ifitis not already open, open ADAM ADSI Edit.

2. Connect and bind to your ADAM instance, as described in the procedure “To hind to,
view, and browse an ADAM instance using ADAM ADSI Edit” in Using the ADAM
Administration Tools. Then, in the console tree, double-click the ADAM instance.

3. Double-click the O=Microsoft,c=US application directory partition.

4. Right-click the OU=ADAM Users container that you created previously, point to New,
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and then click Object.
5. In Select a class, click user, and then click Next.

A Note

If you did not close ADAM ADSI Edit before importing the Adamuser.ldf user
class object definitions, you may receive the following warning message
during this step: “An invalid directory pathname was passed.”

6. InValue, type Mary Baker as the common name (cn) for the new user, as shown
below, and then click Next.

Create Object |

attribute: cn

Synkax:  DirectoryString

Yalue: Mary Eaket|

< Back I Mexk = I Zancel

7. Click Finish. The ADAM ADSI Edit snap-in looks like the following:
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-? ADAM-adsiedit - [ADAM ADSI Edit' ADAM demo [localhost:389] '\ D=Microsoft,c =US"0U=ADAM users]

@ File  Action Wiew ‘Window Help
= | O XFHE|D
<7 ADAM ADSI Edit Mame | Class | istinguished Name:
- ADAM demo [localhost:389] (] cN=ADAM testers group CN=ADAM testers, OL=ADAM ust
ED O=Micrasaft,c=U5 CM=Mary Baker user CM=Mary Baker, CU=A0AM users
OU=A04M users
23 Cu=LostandFound
- CN=NTDS Guotas
-0 CN=Roles
Jl | 2

Step 4: Add a user to a group

You can add both ADAM users and Windows users to ADAM groups, as described in this
exercise. First, you add Mary Baker, the user that you just created, to the ADAM testers
group.

> To add auser to agroup

1. Inthe details pane of ADAM ADSI Edit, right-click CN=ADAM testers, and then click
Properties. The CN=ADAM testers Properties dialog box looks like the following:
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CHN=ADAM kesters Properties |

Attribute: E ditor |

W Show mandatory attributes
W Show optional attributes

[ Show only attributes that have values

Attributes:
Attribute | Syntax I " alue -
adminll escription Unicode Sting — <Mot Set:
adminlizplayt ame nicode Sting - <Mat Set: —
alloweddttributes Object Identifier  ownerBL;zubSchemaSub

alloweddtributesEffe..  Object ldentifier  isCriticalSpstemObject;usl
allowedChildClaszes Object Identifier  <Maot Set
allowedChildClazzesE ... Object Identifier  <Mat Set>
bridgeheadServerlizt..  Distinguizhed .. <Maot Setr

canonicald ame Unicode Sting )5S /Microzoft A0 wse
ch Unicode Sting - ADAM testers
createTimeStamp UTC Coded Ti... 51352003 84521 P
deszcription Unicode Sting <Mat Set:

desktopProfile nicode Sting — <Mot Set
dizolau ame nicode Str'iru:l <Moot Sets _Ij
3

1

Edit |

(] I Cancel | Spply |

2. In Attributes, click Member, and then click Edit.

3. Click Add ADAM Account, type the following as the distinguished name, and then
click OK:

CN=Mary Baker,OU=ADAM users,O=Microsoft,C=US

The Multi-valued Distinguished Name with Security Principal Editor dialog box
looks like the following:
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Multi-valued Distinguished Name With Security Principal Editor

Attribute: member

Yalues:
Name | Container Distinguished Mame
mary baker Jusmicrosaoftfadam users cn=mary baker,ou=adam users,o=microsoft,c..
1 |
Add windows Account. .. REemove |

(0] 4 | Cancel |

4. You can also add Windows users to an ADAM group. In the Multi-valued
Distinguished Name With Security Principal Editor dialog box, click Add
Windows Account. The Select Users, Computers, or Groups dialog box looks like
the following:

Select Users, Computers, or Groups ﬂ E

Select thiz object twpe;

ILlsers, Computers, Groupz, or Buil-in securnity principals Object Types...

Erarn thiz location;

Iwingru:uup.windeplu:u_l,l.ntdev.micrnsnft.u:u:um Locations...

Enter the object names to zelect [examples]:

<domainz s uzers| Check Names

i

Advanced... | ok I Cancel

e

5. Inthe Select Users, Computers, or Groups dialog box, add a Windows user from
your computer or domain to the ADAM testers group. In Enter the object names to
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select (examples), type an account name using the computer\account or
domain\account format.

Click OK. The new user name appears in the Multi-valued Distinguished Name
With Security Principal Editor dialog box as a member of the group.

Click OK twice to return to ADAM ADSI Edit.

Disabling and Enabling ADAM User Accounts

You can disable and enable ADAM user accounts by using the ADAM ADSI Edit snap-in.
In this exercise, you disable the Mary Baker account and then enable it again.

> To enable or disable an ADAM user account

1.

N o o b~ Ww

In ADAM ADSI Edit, connect and bind to an ADAM instance as described in the
procedure “To bind to, view, and browse an ADAM instance using ADAM ADSI
Edit” in Using the ADAM Administration Tools.

In the console tree, double-click the O=Microsoft,c=US application directory
partition.

In the console tree, click the OU=ADAM Users container.

In the details pane, right-click CN=Mary Baker, and then click Properties.
In Attributes, click msDS-UserAccountDisabled, and then click Edit.
Click True, and then click OK. The Mary Baker account is now disabled.

To enable the Mary Baker account, edit msDS-UserAccountDisabled again,
and this time set the attribute to False.

Managing Directory Partitions in ADAM

The following exercises help you become familiar with an additional ADAM administration
tool, Ldp.exe. Ldp is installed as part of the ADAM administration tool set. In these
exercises, you use Ldp to connect and bind to an ADAM instance, and then you use Ldp
to manually add and then delete an application directory partition. (Remember, you can
also create an application directory partition by using the ADAM setup wizard.)
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Connecting and Binding to an ADAM
Instance Using Ldp.exe

To begin this exercise, you connect and bind to your ADAM instance using Ldp.exe.

> To connect and bind to an ADAM instance using Ldp.exe

1.

Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

At the command prompt, type Idp, and then press ENTER.
On the Connection menu, click Connect.

In Server, type the host or DNS name of the computer running ADAM. When the
ADAM instance is running locally, you can also type localhost.

In Port, type the LDAP or SSL communication port number for the ADAM
instance to which you want to connect, and then click OK.

comect

Server: II::u:thu:usli
Connectionless

Fart; ISEEI |
[~ 550

On the Connection menu, click Bind.
Do one of the following:

e To bind using the credentials you logged on with, click Bind as currently
logged on user.

e To bind using a domain user account, click Bind using credentials,type the
user name, password, and domain name (or the computer hame, if you are
using a local workstation account) of the account that you are using, and
then click OK, as in the following.
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N |

Liser: I UsErnane
PaSSWDrd' I *************l
Comain: I domain

Bind kype

" Bind as currently logged on user
% Bind with credentials

™ Simple bind

" advanced {DIGEST)

™ Encrypt traffic after bind

fadvanced | Zancel | I I

e To bind using just a user name and password, click Simple bind, type the
user name and password of the account that you are using, and then click
OK.

e To bind using an advanced method (NTLM, DPA, negotiate, or digest), click
Advanced (method), click Advanced, in Method, select the desired method,
set other options as needed, and then click OK twice.

8. When you are finished specifying bind options, click OK.

Adding an Application Directory Partition

Now, you are ready to add an application directory partition.

> To add an application directory partition using Ldp.exe

1.
2.

On the Ldp Browse menu, click Add child.

In Dn, type cn=test,0=testpartition,c=us as the distinguished name for the new
application directory partition.

Under Edit Entry, type the following, and then click Enter:
e In Attribute, type ObjectClass.
e InValues, type container.

Under Edit Entry, type the following, and then click Enter:
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e In Attribute, type InstanceType.
e InValues, type 5.

The Add dialog box looks like the following:

D I|:r'|=test,n:u=testpartitiu:un,n:=LlS

— Edit Entry
Attribuite; Iinstancet_l,lpe

Walles: |5

Inzert file |

—Entry List

objectclazs: container
inztancetype: b

Edit | Eemnvel
Cl
™ Exended _ Ge= |

¥ Synchionous Fun

Click Run. After the new application directory partition is added, the following result
appears in the details pane:

***Calling Add...
Idap_add_s(ld, "‘cn=test,o=testpartition,c=us", [2] attrs)
Added {cn=test,o=testpartition,c=us}.

Click Close.

To refresh Ldp and view your new directory partition, you must disconnect and then
bind again to the ADAM instance. On the Connection menu, click Disconnect.

Bind to your ADAM instance as you did previously. On the Connection menu, click
Bind.

To view the directory tree in Ldp, on the View menu, click Tree.
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10. To view all directory partitions on the ADAM instance, leave BaseDN blank, and then
click OK. The Ldp window looks like the following:

Connection EBrowse Wiew Options  Uklities Help

g JOEC] 4] 4> supportedSASLMechani - GSSAPIL; -]
- CN=5chema, CM=Configuration, CN={BD458C37F-9262-4CFE-98EC-FCACE4D0EC 14} GS5-SPNEGO; EXTERNAL: DIGEST-MD5;
- O=Microsoft,C=15 1> dnsHostName: cohovineyard;
- CN=test, O=testpartition, (=115 1> serverName:

CN=COHOVINEYARDSinstancel,CN=3ervers,CN=Default-Firs
-Site-Name,CN=Sites,CN=Configuration,CN={BD48C97F-926
2-4CFE-98EC-FCICEADOEC1 4};

2> supportedCapabilities:
1.2.640.113556.1.4.1851; 1.2.840.113556.1.4.1791;

1> isSynchronized: TRUE;

1> forestFunctionality: 2 = [
DS_BEHAVIOR_WIN2003 );

1> domainControllerFunctionality: 2 = [
DS_BEHAVIOR_WIN2003 );

res = ldap_bind_s(ld, NULL, &NtAuthldentity, 4230):; ffv.3

{NtAuthldentity: User="administrator’; Pwd=
cunsvalable; damain - ‘cahovineyard 3
Authenticated as dn:'ad ator’.
-
Ready B

11. To view your new directory partition and its default containers and objects, double-
click CN=test,O=testpartition,C=US in the console tree. The Ldp window looks like
the following:

cohovineyard,

Connection EBrowse Wiew Options  Uklities Help
- CN=Configuration, CH={BD45C97F-92652 -4 FE-93EC-FCOCE4DOEC 14} 1> objectGUID: ;I
- CN=Schema, CN=Canfiguration, CN={ED48C97F-9262-4CFE-95EC-FCOCE4DOEC 14} |325035ec-b59c-Add1-8cba-d8e7a38059a2;

O=Microsoft,=U3 4> wellKnownObjects:

i tpartition, . B:32:A9D1CA15768811D1ADEDOOCOAFDEDSCD:CN=Foles.C
- CN=LostAndFound, Ch=test, O=testpartition, C=U35 M=test,O=testpartition,C=U3;

- CH=NTDS Quotas, CN=test, O=testpartition, C=U35 B:32:6227F0AF1FC2410D8E3BB10615BB5B0F:CH=NTDS

- Ch=Rales, Ch=test, O=testpartition, (=115 Quotas,CN=test,0=testpartition,C=U35;

B:32:AB8153B7768811D1ADEDDOCOAFDBD5CD:CN=LostAnd
Found,CN=test,0=testpartition, C=U3;
B:32:18E2EAB0684F11D2B9AADOCOAF7IFB05:CN=Deleted
Objects,CN=test,0=testpariition,C=U3;

1> objectCategory:
CN=Container,CN=5chema,CN=Configuration,CN={BD48C97F
F9262-4CFE-98EC-FCICEADDEC1 4};
1> msDs-masteredBy: CN=NTD3
Settings.CN=COHOVINEYARDSinstance1,CN=Servers,CN=De
fault-First-3ite-Name, CN=3ites,CN=Configuration,CN={BD48C
97F-9262-ACFE-98EC-FCACEADDECT 4};

Ready |

Deleting an Application Directory Partition

In this exercise, you delete the application directory partition that you just created.
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To delete an application directory partition using Ldp.exe

1. Inthe Ldp console tree, double-click the configuration directory partition
CN=Configuration,CN={GUID}, where GUID is the unique identifier that is assigned

by ADAM.

2. To view the cross-reference objects for the directory partitions on your ADAM
instance, in the console tree, double-click the partitions container CN=Partitions.
The Ldp window looks like the following:

|_II Idap://cohovineyard/

Connection Browse Wiew Options  Ukiities Help

[+ CN=Configuration, CN={BD4GC97F-9262-4CFE-98EC-FCICE4DOEC 14} _~| |standard Time; B
- CN=Directarylpdates,CN=Configuration, CN={ED48C97F-9262-4CFE-95EC-FC 1> uSNCreated: 4111;
- CN=Extended-Rights, CN=Canfiguration, CN={ED48C97F-9262-4CFE-98EC-FCS 1> uSNChanged: 4111;
- CN=FareignSecurityPrincipals, CN=Configuration, CN={BD48CY7F-9262-4CFE-2 1> showlnAdvancedYiewOnly: TRUE;
- CN=LostAndFoundConfig, C=Configur ation, CN={B048CI7F-9262-4CFE-98EC 1> name: Partitions;

CM=NTDS Quotas, CM=Configuration, CN={B048C97F-9262-4CFE-98EC-FCACE 1> objectGUID:

artitions, nfiguration, f CFE- M) | [736cd560-4c5c-4118-a280-aaccb2a9170b;
CM=11c1925e-5275-4FEF-a8c3-38085490724b, C=Partitions, CN=Configur 1> fSMORoleOwner: CN=NTDS
CM=Enterprise Configuration, C=Partitions, C=Caonfiguration, CN={6D43C | |Settings,CN=COHOVINEYARDSinstance1,CN=5ervers,CN=De
CM=Enterprise Schema, Ch=Partitions, CN=Configuration, CN=1{BD48C97F-¢ | fault-First-Site-Name, CN=Sites,CN=Configuration,CN={BD48C
- CN=f1ffea7a-c026-4669-b55h-4bdabr1 85492, CN=Partitions, CN=Configur, | |97 F-9262-4CFE-98EC-FCICEADDEC] 4);

- CH=R.cles, CM=Configuration, CH={BD48C97F-9262-4FE-93EC-FCICE4DOEC] 1> systemFlags: 080000000 =
- CH=3ervices,CN=Configuration, CN={BD48C97F-9262-4CFE-98EC-FCICE4D0E. | |FLAG_DISALLOY DELETE );
- Ch="5ikes, CH=CanFigur ation, CN={ED4ECI7F-9262-4CFE-98EC-FCRCE4DIEC L 1> objectCategory:

-+ Ch=5chema, Chl=Configuration, C={BD48C97F-9262-4CFE-95EC-FCICE4D0E. | [ICN=Cross-Ref-Container,CN=5chema,CN=Configuration,CN={
- CN=5chema, C=Configuration, Ch={BD48CS7F-0262-4CFE-08EC-FCACE4DOECL4) | [BDABCOTF-9262-ACFE-98EC-FCICEADOECT 4};
- O=Microsoft,C=US = 1> msD5-Behavior-Yersion: 2 =

[=]- CH=test, O=testpartition, C=LI5 DS_BEHAYIOR_WIN2003 );
ChH=LostandFound, CH=test, O=testpartition, C=5 —

I CN=NTDS Ouotas‘CN=test.O=testnartitioTC=US _ILI
4 3

Ready ,_ ’_ '_ A

3. Inthe console tree, under the partitions container CN=Partitions, double-click the
cross-reference object for which the value of nCName (as viewed in the details pane)
is equal to CN=test,O=testpartition,C=US, as shown in the following:

[4 Note
To clear the details pane in Ldp without disturbing your bind or connection,
on the Connection menu, click New.
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|y Idap:// cohovineyard;

Connection  Browse  Wisw

Options  Utilities

Help

4]

[=1- CH=Configuration, CN={BD48C97F-9262-4FE-S8EC-FCOCE4D0EC 14} I
- CH=Directorylpdates, CN=Configuration, ChN={BD45C37F-9262-4CFE-93EC-FC

- CN=Extended-Rights, CN=Configuration, CN={BD48C97F-9262-4_FE-Q5EC-FCt
- CM=ForeignSecurityPrincpals, Ch=Configuration, CH={B048C97F-9262-4CFE-2
- CN=LostandFoundConfig, Ch=Caonfiguration, CH={B045C97F-2262-4CFE-95EC
- CN=NTD'3 Quokas, CM=Configuration, CN={B048C97F-9262-4CFE-98EC-FCICE

- C=Rules, CN=Configuration, CN={B048C97F-2262-4CFE-98EC-FC9CE4DOEC]

- CN=5ervices, CN=Configuration, CN={B048C97F-9262-4CFE-98EC-FCICE4D0E

- C=Sites, CM=Configuration, CN={B048C97F-9262-4CFE-98EC-FCYCE4DOEC LS

- C=5chema, Ch=Configur ation, CN={B048C97F-9262-4CFE-98EC-FCICE4DOE

- CN=5chema, CM=Configuration, CN={BD48C97F-9262-4CFE-98EC-FCOCE4DOEC 14T
- Q=Microsoft,C=15

[=)- CN=test, O=testpartition, C=115
CN=LostAndF0und.CN=test.O=testnart|t|0|n.C=US

s

- CH=Partitions, CM=Configur ation, CN={B048C97F-9262-4CFE-98EC-FCICE4DO
B =1 101925e-5275-4f6f-a8c3-3808849b 7 24b, CN=Partitions, CM=Configur

- Mo children

- CM=Enterprise Configuration, CN=Partitions, CM=Configur ation, CM={BD43C

- CM=Enterprise Schema, CN=Partitions,CN=Configuration, CN={BD43C97F-¢

[+ CN=F1ffea78-c026-4669-bosb-4bdabel 85d92, CN=Partitions, CN=Configur.

il

Ready

>> Dn:
CN=f1ffea78-c026-4669-b55b-4bdabc] 85d92, CN=Partitions,C
N=Configuration,CN={BD48C97F-9262-4CFE-98EC-FCICE4D0D
EC14}

E

2> objectClass: top; crossRef;

1> cn: f1ffea78-c026-4669-b55b-4bdabc185d92;

1> distinguishedName:
CN=f1ffea78-c026-4669-b55b-4bdabcl §5d92,CN=Partitions,C
N=Configuration,CN={BD48C97F-9262-ACFE-98EC-FCICEAD0D
EC14};

1> instanceType: 0x4 = [ IT_WRITE );

1> whenCreated: 05/13f2003 16:22:18 Pacific
Standard Time;

1> whenChanged: 05f13/2003 16:22:19 Pacific
Standard Time;

1> nCName: CN=test,0=testpartition,C=U5;

1> uSNCreated: 16389;

1> uSNChanged: 16396;

1> showlnAdvancedYiewOnly: TRUE;

1> name: f1ffea¥8-c026-4669-b55b-4bdabcl 85d92;

=
| |

4. To delete this cross-reference object (and, therefore, the associated directory
partition), in the console tree, right-click the appropriate cross-reference object in the
partitions container, click Delete, and then click OK.

Y Caution

You cannot undo a partition deletion after you click OK.

After you delete the cross-reference object, output similar to the following appears in

the details pane:

Idap_delete_s(ld, "CN=56c5aea2-5chl1-450a-96f0-
5622cd949791,CN=Partitions,CN=Configuration,CN={90BF4692-0FF5-4410-8835-

DCBBEEG6EO8B1}');
Deleted ""CN=56c5aea2-5cbl1-450a-96f0-

5622cd949791,CN=Partitions,CN=Configuration,CN={90BF4692-0FF5-4410-8835-

DCBBEEG6EO8B1}""

E’f Note

For more information about Ldp, see ADAM Help. To open ADAM Help, click
Start, point to All Programs, point to ADAM, and then click ADAM Help.

Managing Authorization in ADAM

Authorization refers to the process of determining which users have access to which
directory objects. As with Active Directory, access control lists (ACLs) on each directory
object determine which users have access to that object. By default, the only ACLs in
ADAM reside in the top-level container of each directory partition. All objects in a given
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directory partition inherit these ACLs. Using the Dsacls.exe command-line tool, you
can view and modify the default ACLs in ADAM, and you can add additional ACLs. In the
following exercises, you view and modify ADAM ACLs.

A Note

You may have directory-enabled applications that implement their own custom
authorization schemes. These applications generally disregard the ACLs on
ADAM directory objects.

Viewing Effective Permissions

In this exercise, you view the effective permissions on the o=Microsoft,c=US directory
partition.

> To view effective permissions

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

2. At the command prompt, type the following, and then press ENTER:
dsacls \\servername:porthumbenO=Microsoft,C=US

where servername:portnumber is the computer name and the LDAP
communications port of your ADAM instance.

This command lists all the permissions that are currently set on the directory partition
object. Your screen should contain output similar to the following:

Access list:
Effective Permissions on this object are:
Allow CN=Instances,CN=Roles,CN=Configuration,CN={C98CA450-AC25-4BC1-AC3C-
C3BEC88B335E}
SPECIAL ACCESS
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Readers,CN=Roles,0=Microsoft,C=US
SPECIAL ACCESS
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Administrators,CN=Roles,O=Microsoft,C=US
FULL CONTROL
Allow CN=Instances,CN=Roles,CN=Configuration,CN={C98CA450-AC25-4BC1-AC3C-
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C3BEC88B335E}

Replicating Directory Changes
Allow CN=Instances,CN=Roles,CN=Configuration,CN={C98CA450-AC25-4BC1-AC3C-
C3BEC88B335E}

Replication Synchronization
Allow CN=Instances,CN=Roles,CN=Configuration,CN={C98CA450-AC25-4BC1-AC3C-
C3BEC88B335E}

Manage Replication Topology
Allow CN=Instances,CN=Roles,CN=Configuration,CN={C98CA450-AC25-4BC1-AC3C-
C3BEC88B335E}

Replicating Directory Changes All

Permissions inherited to subobjects are:

Inherited to all subobjects

Allow CN=Readers,CN=Roles,O0=Microsoft,C=US
SPECIAL ACCESS
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT

Allow CN=Administrators,CN=Roles,O=Microsoft,C=US
FULL CONTROL

The command completed successfully

Granting Permissions

In this exercise, you grant the Delete permission on the ADAM testers group object to the
Mary Baker account.

> To grant the Delete permission

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

2. At the command prompt, type the following:

dsacls “\servername:portnumber\CN=ADAM testers,OU=ADAM
users,O=Microsoft,C=US" /G “CN=Mary Baker,OU=ADAM
users,O=Microsoft,C=US":SD;;

where servername:portnumber represents the computer name and LDAP
communications port of your ADAM instance. Be sure to use an uppercase G
when typing the /G parameter, and use quotation marks as shown.

Your screen should contain output similar to the following:
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Access list:
Effective Permissions on this object are:
Allow CN=Mary Baker,OU=ADAM users,O=Microsoft,C=US
SPECIAL ACCESS
DELETE
Allow CN=Readers,CN=Roles,O0=Microsoft,C=US
SPECIAL ACCESS <Inherited from parent>
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Administrators,CN=Roles,0=Microsoft,C=US
FULL CONTROL  <Inherited from parent>

Permissions inherited to subobjects are:
Inherited to all subobjects
Allow CN=Readers,CN=Roles,O0=Microsoft,C=US
SPECIAL ACCESS <Inherited from parent>
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Administrators,CN=Roles,O=Microsoft,C=US
FULL CONTROL  <Inherited from parent>

The command completed successfully

Denying Permissions

In this exercise, you deny Delete permissions for the currently logged on user in the
ADAM testers group. This is done in two phases:

e Deny delete permissions on the parent container of the ADAM testers group

e Deny delete permissions on the group itself

> To deny the Delete permissions on the parent container of a group

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

2. To deny the Delete, Delete Child, and Delete Tree permissions on the parent
container of the ADAM testers group, which is the ADAM users OU. At the
command prompt, type the following:

dsacls “\\servername:portnumber\OU=ADAM users,O=microsoft,C=US" /D
domain\administrator:SDDCDT;;
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where servername:portnumber represents the computer name and LDAP
communications port of your ADAM instance, and domain\administrator
represents the account with which you are currently logged on. Be sure to use an
uppercase D when typing the /D parameter, and use quotation marks as shown.

Your screen should contain output similar to the following:

Access list:
Effective Permissions on this object are:
Deny domain\account SPECIAL ACCESS
DELETE
DELETE CHILD
DELETE TREE
Allow CN=Readers,CN=Roles,0=Microsoft,C=US
SPECIAL ACCESS <Inherited from parent>
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Administrators,CN=Roles,O0=Microsoft,C=US
FULL CONTROL  <Inherited from parent>

Permissions inherited to subobjects are:
Inherited to all subobjects
Allow CN=Readers,CN=Roles,O0=Microsoft,C=US
SPECIAL ACCESS <Inherited from parent>
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Administrators,CN=Roles,O=Microsoft,C=US
FULL CONTROL  <Inherited from parent>

The command completed successfully

> To deny delete permissions on the group

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools
Command Prompt.

2. To deny the Delete permission on the ADAM testers group for the currently
logged on user, at the command prompt, type the following:

dsacls “\\servername:portnumber\CN=ADAM testers,OU=ADAM
users,O=microsoft,C=US" /D domain\administrator:SDDCDT;;

where servername:portnumber represents the computer name and LDAP
communications port of your ADAM instance, and domain\administrator
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represents the account with which you are currently logged on. Be sure to use an
uppercase D when typing the /D parameter, and use quotation marks as shown.

Your screen should contain output similar to the following:

Access list:
Effective Permissions on this object are:
Deny domain\account SPECIAL ACCESS
DELETE
Allow CN=Readers,CN=Roles,O=Microsoft,C=US
SPECIAL ACCESS <Inherited from parent>
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Administrators,CN=Roles,O=Microsoft,C=US
FULL CONTROL  <Inherited from parent>

Permissions inherited to subobjects are:
Inherited to all subobjects
Allow CN=Readers,CN=Roles,0O=Microsoft,C=US
SPECIAL ACCESS <Inherited from parent>
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
Allow CN=Administrators,CN=Roles,O=Microsoft,C=US
FULL CONTROL  <Inherited from parent>

The command completed successfully

Managing Authentication in ADAM

With ADAM, you can bind as a Windows principal, as an ADAM principal, or through an
ADAM proxy object. In the following exercises, you:

e Complete a bind as a Windows principal.

e Set a password for the ADAM user account Mary Baker, which you created earlier.
e Complete a bind as an ADAM principal.

e Complete a bind through an ADAM proxy object.

In addition, you test the permissions that you set by using Dsacls.exe command-line tool
in the exercises in Managing Authorization in ADAM.
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Binding as a Windows Principal

In this exercise, you bind to an ADAM instance as a Windows principal and then test the

bind.

> To bind as a Windows principal and test the bind

1.

Click Start, point to All Programs, point to ADAM, and then click ADAM ADSI
Edit.

Using ADAM ADSI Edit, bind to your ADAM instance using the Windows principal
that you are logged on as, and connect to the O=Microsoft,c=US directory
partition.

In the details pane, browse to the ADAM testers group, on which you denied the
Delete permission to your current Windows account.

Right-click the ADAM testers group, and then click Delete. An “Access denied”
message appears, confirming that the Delete permission has been successfully
denied to your Windows account.

Setting the Password of an ADAM User

Before logging on to the ADAM instance with the Mary Baker user account, you first set a
password on the account.

Ef Note

In addition to using Ldp as described in this procedure, you can also use ADAM
ADSI Edit to set or modify passwords: right-click the directory object representing
the ADAM security principal in ADAM ADSI Edit, and then click Reset Password.

> To set a password on an ADAM user account

1.

o

Click Start, point to All Programs, point to ADAM, and click ADAM Tools
Command Prompt.

At the command prompt, type Idp, and then press ENTER.

On the Connection menu, click Connect, and then connect to your ADAM
instance.

On the Options menu, click ConnectionOptions.

In Option Name, click LDAP_OPT_SIGN, type 1 in Value, and then click Set.
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11.

12.
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In Option Name, click LDAP_OPT_ENCRYPT, type 1 in Value, click Set, and
then click Close.

On the Connection menu, click Bind, and then bind to your ADAM instance.
On the View menu, click Tree, leave BaseDN blank, and then click OK.

In the console tree, locate the O=Microsoft,C=US directory partition. Double-click
O=Microsoft,C=US, and then double-click OU=ADAM
Users,O=Microsoft,C=US.

Right-click the CN=Mary Baker user object, and then click Modify. The following
dialog box appears:

bodiy

D IEN=Mar_I,I Baker OU=ADAM uzers,0=icrozoft

— Edit Entry
Attribuite; I

Walues: I
"Qperatinn

* Add O Delete ¢ Replace | Insert file Enter

—Entry Lizt

Edit | Hemowve |
¥ Senchionous Cloze |

[~ Extended

Run

In Attribute, type userpassword, and then, in Values, type a password for the
account.

Click Enter, and then click Run. The details pane in Ldp should contain output
similar to the following:

***Call Modify...

Idap_modify_s(ld, "CN=Mary Baker,OU=ADAM users,O=Microsoft,C=US",[1]
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attrs);

Modified ""CN=Mary Baker,OU=ADAM users,O=Microsoft,C=US".

[A Note

When ADAM runs on a computer running Windows Server 2003, it
enforces the password policy and account lockout settings of the
computer, organizational unit, or domain, whichever is in effect.

Binding as an ADAM Principal

In this exercise, you bind to an ADAM instance as an ADAM principal and then test the
bind.

> To bind as an ADAM principal and test the bind

1. Using Ldp, bind to your ADAM instance using CN=Mary Baker,OU=ADAM
users,0=Microsoft,C=US as the account, along with the password that you just
assigned to this account.

2. To confirm that you are logged on as Mary Baker and that the Delete permission
that you granted earlier is effective, in the Ldp console tree, browse to the ADAM
testers group and delete it. To delete the ADAM testers group, right-click the
CN=ADAM testers object, and then click Delete.

Ef Note

By default, new ADAM users (such as Mary Baker) are granted Read
access to the top-level container of a given directory partition, a
permission which is inherited by all objects on the partition. But, because
you explicitly assigned the Delete permission to Mary Baker on the
ADAM testers group object, the delete operation succeeded. For more
information about access control and default permissions in ADAM, see
ADAM Help. To view ADAM Help, click Start, point to All Programs,
point to ADAM, and then click ADAM Help.

Binding Through an ADAM Proxy Object

In addition to binding as a Windows user or as an ADAM user, you can also bind to an
ADAM instance by using ADAM bind redirection. When using bind redirection, ADAM can
accept and process bind requests to an ADAM proxy object that contains as one of its
attributes the security ID (SID) from an Active Directory security principal. With ADAM,
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you can use bind redirection to provide Active Directory users with access to both
ADAM data and Active Directory data, using Active Directory domain credentials as a
single sign-on (SSO). In addition, you can use ADAM proxy objects to store user data
that is specific to a particular application in ADAM, while using Active Directory to store
more widely used directory data.

Bind redirection enables a user to bind to ADAM by means of a simple bind while still
using Active Directory credentials. Other types of binding with Active Directory credentials
work without requiring a proxy, but a simple bind does not. Proxy binding works only for a
simple bind.

The ADAM .Idf files, which you can import into the ADAM schema during ADAM setup,
contain an object definition for the object userProxy, which can be used for bind
redirection. This object contains attributes that include a distinguished name and a SID.
By creating a userProxy object in ADAM—specifying a distinguished name to be used for
binding—and by using a valid SID from an Active Directory user account, you can bind to
ADAM using bind redirection. For more information about ADAM authentication, see
"Active Directory Application Mode" Technical Reference on the Microsoft Web site
(http://go.microsoft.com/fwlink/?Linkld=51640).

For the following exercises, it is assumed that you have already imported the optional
user classes into the ADAM schema.

Binding Security and ADAM Proxy Objects

By default, binding to ADAM with bind redirection requires an SSL connection. SSL
requires the installation and use of certificates on the computer running ADAM and on the
computer connecting to ADAM as a client. If you do not have certificates installed in your
ADAM test environment, you can, as an alternative, disable the requirement for SSL, as
described in the following procedure.

Ef Note

Disabling the requirement for SSL for bind redirection causes the password of a
Windows security principal to be passed to the computer running ADAM, without
first being encrypted. Therefore, you should only disable the SSL requirement in
a test environment.

> To disable the SSL requirement for bind redirection

1. As described earlier in the procedure “To bind to, view, and browse an ADAM
instance using ADAM ADSI Edit,” connect and bind to your ADAM instance using
ADAM ADSI Edit, and then, in the console tree, browse to the following container
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object in the configuration partition: CN=Directory
Service,CN=Windows NT,CN=Services.
Right-click CN=Directory Service, and then click Properties.
In Attributes, click msDS-Other-Settings, and then click Edit.
In Values, click RequireSecureProxyBind=1, and then click Remove.

In Value to add, type RequireSecureProxyBind=0, click Add, and then click
OK.

Creating and Binding with an ADAM Proxy Object

In these exercises, you create a proxy object for an Active Directory user, and you bind to
ADAM using the proxy object.

> To bind to ADAM through an ADAM proxy object

1.

As described earlier in the procedure “To connect and bind to an ADAM instance
using Ldp.exe,” connect and bind to your ADAM instance using Ldp, and then
browse to O=Microsoft,C=US.

On the Ldp Browse menu, click Add child.

In Dn, type cn=testproxy,o=microsoft,c=us as the distinguished name for the
new userProxy object to be created in the O=Microsoft,C=US container.

Under Edit Entry, type the following, and then click Enter:

e In Attribute, type ObjectClass

e InValues, type userProxy

Again, under Edit Entry, type the following, and then click Enter:
e In Attribute, type objectSID

e InValues, type the valid SID of a user in Active Directory.

The \LABS_DEMO\LABS\bindredirect directory in the ADAM download
contains two commands from the Windows Server 2003 Administration Tools
Pack, Dsquery.exe and Dsget.exe, to help you retrieve the SID of an Active
Directory user. You can run these commands on a computer running
Windows Server 2003.

To retrieve the SID of an Active Directory user with these commands, type
the following (as a single command) at a command prompt:
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dsquery user -samid domain\account | dsget user -sid

where domain\account represents the user whose SID you want to retrieve.
In this command, the results of Dsquery are piped to Dsget.

You can retrieve the SID of the currently logged on user on a computer
running Windows Server 2003 by typing the following at a command prompt:

whoami /user
(Some versions of whoami require the syntax whoami /user /sid.)

Click Run. This adds the userProxy object, with the attributes that you specified,
to the ADAM directory store.

To disconnect from your ADAM instance, on the Connection menu, click
Disconnect.

Now, you can bhind to your ADAM instance using the ADAM proxy object and bind
redirection.

> To bind as an ADAM proxy object through bind redirection

1.

On the Connection menu, click Connect, and then connect to your ADAM
instance on a new connection.

On the Options menu, click ConnectionOptions.
In Option Name, click LDAP_OPT_SIGN, type 1 in Value, and then click Set.

In Option Name, click LDAP_OPT_ENCRYPT, type 1 in Value, click Set, and
then click Close.

To bind to your ADAM instance again with Ldp, on the Connection menu, click
Bind.

In User, type:

cn=testproxy,o=Microsoft,c=us

This represents the proxy object that you just created.
Make sure that the Domain option is not selected.

In Password, type the password that is associated with the Active Directory user
that you specified in step 5 in the previous procedure, and then click OK.
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Demonstrating ADAM Proxy Object Functionality

By default, a Windows user binding to an ADAM instance receives membership only in
the ADAM groups to which that user has been explicitly added as member. When a user
binds to an ADAM instance through a proxy object, the user receives membership in the
Users group on each naming context that is held by the ADAM instance.

You can use this difference in group memberships to demonstrate the functional
difference between binding to an ADAM instance as a Windows user and binding to an
ADAM instance through a proxy object. The following exercise demonstrates this
difference.

> To demonstrate binding to ADAM through a proxy object

1.

In the O=Microsoft,C=US directory partition, add the Users group as a member of
the Readers group, following the general directions for adding members to
groups as described earlier in the procedure “To add a user to a group.”

Bind to your ADAM instance (using Ldp or ADAM ADSI Edit) as an Active
Directory user (other than the ADAM administrator, which receives full access to
all partitions by default).

Attempt to read any object in the O=Microsoft,C=US directory partition. Your
attempt should fail, because the Active Directory user does not have access to
the partition by default.

Bind to your ADAM instance (using Ldp or ADAM ADSI Edit) using the proxy
object that you created.

Attempt to read any object in the O=Microsoft,C=US directory partition. This time,
your attempt should succeed; because users who bind to an ADAM instance
through a proxy object automatically receive membership in the Users group.
And, because you added the Users group to the Readers group in step 1 of this
procedure, binding to the ADAM instance through the proxy object enables you
to successfully read the partition.

A Note

For more information about bind redirection, see ADAM Help. To view
ADAM Help, click Start, point to All Programs, point to ADAM, and then
click ADAM Help. For information about administering proxy objects
programmatically, see Administering ADAM Programmatically later in this
guide.
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Backing Up and Restoring Active
Directory Application Mode (ADAM)

In the following exercises, you back up your ADAM instance. Then, you remove ADAM
completely from your computer. Finally, you restore your ADAM instance back to your
computer.

Backing up an ADAM Instance

In this exercise, you back up your ADAM instance.

> To back up an ADAM instance

1. Click Start, point to All Programs, point to Accessories, point to System Tools,
and then click Backup.

2. Inthe Backup or Restore Wizard, click the Advanced Mode link.
3. Click the Backup tab, and then, on the Job menu, click New.

4. Select the check box to the left of your ADAM instance folder, which is, by default,
%programfiles%\Microsoft\ADAM\instancel.

5. To back up the ADAM files to a file, in Backup destination, click File. (If you do not
have a tape drive in your computer, File is selected by default.) Then, in Backup
media or file name, type a path and file name for the backup (.bkf) file. Your screen
should now appear similar to the following:
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File - Nulmal_backup. Summany log.
I J Some file types excluded.
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Start Backup
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6. Click Start Backup, and then make any desired changes in the Backup Job
Information dialog box.

7. If you want to set advanced backup options, such as data verification or hardware
compression, in the Backup Job Information dialog box, click Advanced. When
you have finished setting advanced backup options, click OK.

8. Click Start Backup. After the backup operation is complete, close the backup
application.

Removing an ADAM Instance

To simulate an accidental loss of an ADAM instance, you can uninstall your ADAM
instance, which removes both the ADAM program files and the ADAM data files.

> To uninstall an ADAM instance

1. Click Start, point to Control Panel, click Add or Remove Programs, and then
click ADAM Instance instancel. If it is the first item in the list, ADAM Instance
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instancel will already be selected.

Click Remove, and then click Yes. Active Directory Application Mode is now
removed from your computer.

Restoring an ADAM Instance

In this exercise, you restore your ADAM instance from the backup that you made in the
previous exercise.

> To restore an ADAM instance

1.

Create an ADAM instance following the steps in Installing ADAM. Use the same
settings as you did during your first ADAM installation except, in this case, do not
create an application directory partition during setup. You can restore your original
application directory partition from your backup. Therefore, on the Application
Directory Partition page in the Active Directory Application Mode Setup Wizard,
click No, do not create an application directory partition.

Click Start, point to All Programs, point to Accessories, point to System Tools,
and then click Backup.

Click the Advanced Mode link in the Backup or Restore Wizard.

Click the Restore and Manage Media tab. To select the ADAM instance that you
want to restore, in the details pane, select the check box to the left of the instancel
folder, as shown in the following:
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%;Backup Utility - [Restore and Manage Media]

lob  Edit Wiew Tools Help

Welcome I Backup FRestore and Manage Media | Schedule Jobs I

Ewpand the desired media item, then check the box for the items bo restare. Right click on a media ikem for options:
W

= DE File MName | Sizel
E||:| [E Backup.bkf created 5/13/2003 at 4:1 [ instancel 51302
S [

E-EIE3 Program Files
=-F) Micosat
E| = P
-p ) instancel

1| | 2l | )

A= Hestare files o If files already exist:
% o : D t replace
_r IDrlglnaI oz ation j SR Start Restare

5. In Restore files to, click Original location.

6. Onthe Tools menu, click Options, click the Restore tab, click Always replace the
file on my computer, and then click OK.

7. Click Start Restore.
8. If you receive a message asking if you want to restart your computer, click Yes.
9. After the restore is complete, close the Backup application.

10. To confirm that the data from your original ADAM instance is successfully restored,
use ADAM ADSI Edit to confirm that the O=Microsoft,C=US directory partition is
restored and that the OU=ADAM users OU and the Mary Baker user account exist in
the partition.
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Managing Configuration Sets

In the following exercises, you create new ADAM instances by replicating your existing
ADAM instance. By doing so, you also create an ADAM configuration set. ADAM
instances in a configuration set replicate a common schema partition and configuration
partition, and they can also replicate application directory partitions (such as
O=Microsoft,C=US) to each other.

In the following exercises, you install two replica ADAM instances. You create the first
replica instance by using the Active Directory Application Mode Setup Wizard. You create
the second replica instance by using unattended installation. You then configure the
replication schedule for your configuration set.

[4 Note
In a production environment, ADAM instances belonging to the same
configuration set cannot reside on the same computer. You can have multiple
ADAM instances running on a computer, but they must belong to different
configuration sets. However, for the purposes of this guide, if you do not have a
second computer available, you can install your replica ADAM instances on your
first computer.

Installing a Replica Using the Active Directory
Application Mode Setup Wizard

You can install an ADAM replica instance by using the Active Directory Application Mode
Setup Wizard.

> To install an ADAM instance replica by using the Active Directory Application
Mode Setup Wizard

1. Start the Active Directory Application Mode Setup Wizard, either on your second
computer (if you have one) or on your first computer: click Start, click All Programs,
point to ADAM, and then click Create an ADAM instance. Follow the steps in the
wizard until you reach the Setup Options page.

2. Onthe Setup Options page, click A replica of an existing instance, and then click
Next.

3. Onthe Instance Name page, accept the default name instance2 (or instancel, if you
are installing ADAM on a second computer), and then click Next.
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[4 Note

ADAM instance names need to be unique only on a given computer.

On the Ports page, accept the default values of 50000 and 50001 (if you are
installing onto the first computer) or 389 and 636 (if you are installing onto a second
computer), and then click Next.

On the Joining a Configuration Set page, in Server, type the host name or DNS
name of the computer where the first ADAM instance is installed. Then, type the
LDAP port number in use by the first ADAM instance (which is 389 by default), and
then click Next.

Ef Note

You must use a valid host name or DNS name, rather than an IP address or
localhost when specifying a server on the Joining a Configuration Set page
of the Active Directory Application Mode Setup Wizard.

On the Administrative Credentials for the Configuration Set page, click the
account that is used as the ADAM administrator for your first ADAM instance.

On the Copy Application Partition page, select the application directory partitions
that you want to replicate to the new ADAM instance. (The schema and configuration
partitions will be replicated automatically.) To select the O=Microsoft,C=US directory
partition for replication, in Available partitions, click O=Microsoft,C=US, and then
click Add. The Active Directory Application Mode Setup Wizard looks like the
following:
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<- Remove all

¢ Back MHest > Cancel Help

8. Click Next.

9. Accept the default values on the remaining Active Directory Application Mode Setup
Wizard pages by clicking Next on each page, and then click Finish on the
Completing the Active Directory Application Mode Setup Wizard page.

10. After the installation is complete, use ADAM ADSI Edit to confirm that the
O=Microsoft,C=US directory partition has been replicated to your second ADAM
instance.

Installing a Replica from Media by Using
Unattended Installation

In addition to using the Active Directory Application Mode Setup Wizard, you can also
install an ADAM instance replica from media. For this type of installation, you must use a
restored copy of an ADAM backup as the media and unattended installation as the
installation method.
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First, you restore your ADAM instance backup to an alternate location, rather than to
the original location, so that you do not overwrite your first ADAM instance. Then you
create an answer file and perform the unattended installation.

> To install an ADAM instance replica by using unattended installation

1. Click Start, point to All Programs, point to Accessories, point to System Tools,
and then click Backup.

2. Use the Backup application to restore the backup of your original ADAM instance, as
you did previously. But this time, in Restore files to, click Alternate location instead
of Original location, and then type or browse to an alternate directory path to which
you want to restore the files, as shown in the following.

'!,':.,Bal:kup Utility - [Restore and Manage Medial

lob Edit Miew Tools Help

welcome I Backup Restore and Manage Media | Schedule Jobs I

Ewpand the dezired media item, then check the box for the items to restore. Right click ana media item for options:

B [7]1= File M arne | Size |
=[] @ Backup.bkf created 5/13/2003 at 4:1 () data B3
e [
E-[AC5) Program Files
E-F 05 Micosaft
E-E( ADAM
BB instance
LD data
1] | 4 | 2

a1 Festore files to: I files already exist:

% i ; D L replace

_r I.-’-\Itemate location j o et =] Start Restore
Alternate location:

II::'\media_instaII Browse. .. |

3. After restoring the backup files, create an answer file for the ADAM unattended
installation. An answer file provides the values for the ADAM setup options (the same
options that are provided in the Active Directory Application Mode Setup Wizard).
Using any text editor, create a text file called Answer.txt, and then add the following
contents to the file. Be sure to replace servername with the host name or DNS name
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of the computer on which your first ADAM instance is running. Replace
C:\media_install\Program Files\Microsoft\ADAM\instance1\data with the path to your
restored copy of the first ADAM instance.

[ADAMInstall]

; The following line specifies to install a replica ADAM instance.

Instal IType=Replica

; The following line specifies the name to be assigned to the new instance.
InstanceName=instance3

; The following lines specify the communication ports to use for LDAP and
SSL.

Local LDAPPortTolL istenOn=50002

LocalSSLPortTolListenOn=50003

; The following lines specify the directory location of the restored files.
ReplicationDataSourcePath=C:\media_instal I\Program
Files\Microsoft\ADAM\instancel\data

ReplicationLogSourcePath=C:\media _instal I\Program
Files\Microsoft\ADAM\instancel\data

; The following lines specify a computer name and ADAM port of an ADAM
instance in the

; configuration set you want to join

; Replace servername with the name of the computer on which your Ffirst ADAM
; instance is running

SourceServer=servername

SourcelLDAPPort=389

4. After saving your Answer.txt file, you are ready to run the unattended installation. At
a command prompt, type the following:

Drive:\path\adamsetup /c:"adaminstall.exe /answer:drive:\pathname\answer.txt"

where the first drive:\path is the location of your ADAM download and the second
drive:\pathname is the location of the Answer.txt file that you created.

5. After running this command, you can confirm by using the Services snap-in that a
new ADAM instance is installed and running.2

Configuring the Replication Schedule

Now that you have multiple ADAM instances joined in a single configuration set, you can
schedule replication. Scheduling replication is optional. As with Active Directory, ADAM
always provides a default replication schedule.

> To schedule replication between ADAM instances

1. Click Start, point to All Programs, point to ADAM, and then click ADAM ADSI Edit.
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2. Connect and bind to one of your ADAM instances.

Ef Note

Because all of your ADAM instances belong to the same configuration set,
you can schedule replication on any one of them.

3. Inthe console tree, double-click the configuration partition
CN=Configuration,CN={GUID}, where GUID is the unique identifier assigned during
ADAM setup; double-click the sites container, CN=Sites; and then double-click the
default sites container, CN=Default-First-Site-Name. The ADAM ADSI Edit snap-in
looks like the following:

£ nDAM-adsiedit - [ADAM ADSI Edit',ADAM demo [localhost:389] ',CN=Configuration,CN={BD48C97F-9262-4CFE-98EC-...

@ File  Action Wiew ‘Window Help |

5 |BEXEFRBE |2

@ ADAM ADST Edit Mame | Class Diskinguished MName
E‘B ADAM dema Flocalhost:SSQ] [ cr=servers serversConta..,  CM=Servers,CH=Default-First-Site-Narm
&40 CH=Configuration, CN={BD48CI7F-5262 | ] cy—nTDS Site Sektings NTDSSieSett, ., CN=NTDS Site Settings, CH=DeFault-Firs

{:l CM=Dlirectorylpdates

-1 CH=Extended-Rights

{:I Ch=FaoreignSecurityPrincipals

{:l CM=LostAndFoundConfig

-0 CH=NTDS Quatas

-0 CN=Partitions

{:l CM=Ruoles

{:l CM=5ervices

=0 Cu=sites
ESRERE Cr/—DeFault-First-Site-Hame
{:l CM=Inter-Site Transports
- C=Subnets

<] | | K1 | i

Ij Note

By default, all ADAM instances that you create belong to a single site,
Default-First-Site-Name. In this exercise, all your ADAM instances belong to
a single site. Therefore, you are scheduling replication within a site, which is
called intrasite replication. For more information about ADAM sites,
configuration sets, and replication, see the Active Directory Application Mode
Administrator’'s Guide. To view the Active Directory Application Mode
Administrator’s Guide, click Start, point to All Programs, point to ADAM,
and then click ADAM Help.

4. In the details pane, right-click CN=NTDS Site Settings, and then click Schedule.

5. Inthe Schedule dialog box, select the block of time that you want to schedule; click
None, Once per Hour, Twice per Hour, or Four Times per Hour as the replication
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frequency; and then click OK. The Schedule dialog box looks like the following:

o £

12-2-4-6-8-10-12-2-4-65-8-10-12
A | Ty et
Sunday EEEEEEEEEEEEEEEE NN
Monds)) e mmEEEEEEEEEEEEEEEEEEE— [- o
L T ————
wednssday 1 E ' Once per Hour
Y IS EEEEEEE
Thursday 3 i ™ Twice per Hour
Y EEEEEEEEEEEEEEEEE RN
e I ™ Four Times per Howr
AN RN
Satufda}' ------------------------

Sunday through 5 aturday from 12:00 Ak to 1200 Ak

Ef Note

For intrasite replication, ADAM instances replicate changes through update

notifications. The replication frequency schedule only affects intrasite
replication when no update notifications occur in the specified time.

Causing Immediate Replication of a Directory

Partition

The Active Directory Application Mode Setup Wizard installs an ADAM version of

Repadmin.exe, which includes the same functionality as the Active Directory version of

Repadmin.exe. As with Active Directory, you can cause the immediate synchronization of
a directory partition with replication partners by using Repadmin.exe, as described in this

exercise.

> To cause immediate replication of a directory partition using Repadmin.exe

1. Click Start, point to All Programs, point to ADAM, and then click ADAM Tools

Command Prompt.

2. At the command prompt, type the following:
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repadmin /syncall localhost:389 o=Microsoft,c=us

Ef Note

For more information about repadmin syntax, at the ADAM Tools
Command Prompt, type repadmin /?.

Administering ADAM Programmatically

You can accomplish programmatically many of the tasks that you can complete manually
using the ADAM administration tools. The ADAM download includes several sample
scripts and some sample code to help get you started.

Administering ADAM Programmatically
Through Visual Basic Scripts

The \LABS_DEMO\LABS\VBScript directory in the ADAM download includes sample
scripts that are produced in Microsoft® Visual Basic®, Scripting Edition (VBScript), for
the following common operations:

e Extend schema to include the contact class. (Adamcontact.vbs)
e Import two contacts. (AdamContactimport.vbs)

The following scripts assume that Adamuser.ldf was imported in a previous exercise:

e AddOU
e Adduser
e Add group

e Add user to group

o Delete user

e Get a list of specific objects in a path (Filter_adam.vbs)
e Enumerate users and groups

e Set password

For example, the script for enumerating users and groups contains the following code:




" This script enumerates the users and groups in the passed in OU
" To run: cscript member_adam.vbs [OU] [Group]
* Examples: cscript member_adam.vbs ou=testou,c=us testuser

set Args = Wscript.Arguments
ouName = Args(0)

* If the application OU DN is "ou=adamou,c=us' and the server is "“adamhost' and

the port is 389. Then this parameter should be passed
" as follows: "LDAP://adamhost:389/ou=adamou,c=us""

set ou = GetObject(ouName )
wscript.echo "Displaying Groups and Group membership..." & vbcrlf

ou.Filter = Array(‘'group™)
for each obj in ou
wscript.echo "Group : " & obj.Name
for each member in obj.Members
wscript.echo " |
wscript.echo ™ -- " & member .Name
Next
wscript.echo vbcrlf
Next
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You can run any of these scripts from a command prompt, using the cscript command.
(For help with cscript, at a command prompt, type cscript /?.) Each script requires that
the distinguished names of both the provider and the host be passed, along with the port

specifier.

A Note

The Adamcontact.vbs script only requires servername:portnumberto be passed,

because it extends the schema. You can open the file in Notepad to see the
specific syntax. (If you run a script without parameters, the following error
message is returned: “Subscript out of range.”)

For example, to run the Member_adam.vbs script to enumerate users and groups of an

object with a distinguished name of O=Microsoft,C=US, type:

cscript member_adam.vbs "LDAP://servername:portnumber /o=Microsoft,c=us"

where servername:portnumber represents the computer name and LDAP
communications port of your ADAM instance.
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Administering ADAM Programmatically
Through the System.DirectoryServices API

The following exercise requires that you have Microsoft® Visual Studio® .NET installed.

> To access ADAM through the System.DirectoryServices Application
Programming Interface (API)

1.

2
3
4,
5
6
7

Start Visual Studio .NET.

On the File menu, click New, and then click Project.

In Project Types, click a project type (C#, VB.NET, and so on).

In Templates, click a project template (Console, Windows, and so on).
In Name, type a name for your project.

After the project is created, click Add Reference on the Project menu.

In the Component Name column, click System.DirectoryServices.dll, as shown in
the following.
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8. Add the following line at the top of your code:

C#:

using System.DirectoryServices;
VB.NET:

Imports System.DirectoryServices;

[4 Note

Adding the namespace name is not mandatory, but it is easier than typing a
long name. For example instead of System.DirectoryServices.DirectoryEntry,
use DirectoryEntry.

9. Toread an ADAM object, add the following code:

int portNumber=1025; // put the correct port number here.

String serverName="adamOl"; // put the correct servername here.

String partitionDir = "O=Fabrikam"; //put the correct partition

distinguished name.

DirectoryEntry ent = new
DirectoryEntry("'LDAP://"+serverName+":"+portNumber+"/"+partitionDir);
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Console.WriteLine(""Hello World, {0}, with Guid {1}", ent_Name, ent.Guid);

Administering ADAM Proxy Objects
Programmatically

The \LABS_DEMO\LABS\bindredirect directory in the ADAM download includes sample
code for creating, populating, and testing ADAM proxy objects. In addition, the directory

includes a compiled, ready-to-run version of this sample code. This sample code

illustrates how you can automate the creation of proxy objects, and it completes the steps

in the “To bind to ADAM through an ADAM proxy object” procedure in Using the ADAM

Administration Tools.

[A Note

For more information about ADAM bind redirection, see the Active Directory
Application Mode Administrator's Guide. To view the Active Directory Application
Mode Administrator's Guide, click Start, point to All Programs, point to ADAM,
and then click ADAM Help.

The code in sampleBindRedirect.c completes all of the following operations
programmatically:

e Binds to an ADAM instance using a Windows user account that you provide.
e Reads the tokenGroups attribute for the Windows user to retrieve the user's SID.

e Binds to an ADAM instance using the ADAM Administrator's account that you
provide.

o With the ADAM administrator account, creates a userProxy object for the Windows
user.

e Adds the Users group from any given application directory partition to the Readers
group of the same patrtition.

e Binds to an ADAM instance as the Windows user, to demonstrate that the Windows

user cannot read the application directory partition.

e Binds to an ADAM instance through the proxy object, to demonstrate that the
application directory partition can be read.

o Deletes the userProxy object.

You can run the compiled version of this sample code, BindRedirect.exe, to observe how

the sample code works. For help running the BindRedirect.exe sample program, at a
command prompt, type bindredirect /?.
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4 Note
This sample code runs with the following requirements:

To run properly, SSL connections to ADAM must be available (which requires the
installation of certificates), or the RequireSecureProxyBind attribute on the msds-
Other-Settings attribute of nTDsService object must be set to 0. For more
information, see “Binding Security and ADAM Proxy Objects” in Managing
Authentication in ADAM.

No foreign security principal object should exist in ADAM for the Windows user
that you specify.

When using an SSL connection and binding, you must provide the full DNS name
of the computer running ADAM.



