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Network 

Issues

Run

IPCONFIG

/ALL

DHCP client &

169.254.x.x IP 

address?

N

Y

Confirm

Host IP,

Subnet / DG,

DNS config

N

Windows 

2003?
Y

Y
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Run 

NETDIAG

Run “Diagnose 

& Repair”

Ping a computer 

on this computer’s 

subnet?
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Client -

DC Name

Resolution

Issues

Does the client’s 

DNS server respond 

to pings?
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Can the

client resolve

their domain? 

NSLOOKUP 

<FQDN.>

Are all name 

servers listed 

available?

Y

Y

N

N

Success?

(List of DC SRV 

records)

Check SRV records for the domain

(nslookup -q=srv 
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Y
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N
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get a DC?

(NLTEST /
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Group Policy 
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Is DC in the right 

site?

Y

GPO settings 

not seen?

Access denied 

to DC?

Kerberos 

Issues

Gpresult /r
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N
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End
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problem?

Y
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DC’s OS and DS

N

Did that fix the 

problem?

Any other

DCs not getting 

updates from the 

source DC?

Y
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DNS configuration

(dcdiag /test:dns /v)

& correct errors

N

N
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N
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Check DB Integrity:

NTDSUTIL,

FILE,

INTEGRITY

Success?

Run semantic database analysis:

NTDSUTIL,

SEMANTIC DATABASE ANALYSIS,

VERBOSE ON,

GO

Success?
Recoverable

Errors?

Run semantic database analysis with fixup:

NTDSUTIL,

SEMANTIC DATABASE ANALYSIS,

VERBOSE ON,

GO FIXUP

Success?

Perform database recovery:

NTDSUTIL,

FILES,

RECOVER

Success?
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Y
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Group Policy 

Trouble-

shooting

Customer reports 

GPO is not being 
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Run GPMC, 

review Results 

report

Is the setting 

listed?

Run RSOP.MSC 

on client,

examine results

Has policy been 

applied?
N

Y

Y

Is the GPO listed 

in the Denied List?

N

Y

N

Group Policy Troubleshooting 

(http://bit.ly/9H6y2)

End
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- Scope of Management
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- Group Policy Refresh

- Network Connectivity

Check:

- Security Filtering

- Disabled GPO
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Kerberos

Issues

Install 

kerbtray.exe or 

klist.exe

Have a session 

ticket?

SPN Issue?

Y

Setspn.exe

Y

Authorization (not 

authentication) 

issue

N

End

Have a TGT?N

Examine system 

log to determine 

why you can’t get 

a session ticket

Y

Clock skew 

errors?

UDP 

fragmentation

Problem?

N

Group 

Membership

Overloads?

N

PRINCIPAL_

UNKNOWN

Errors?

N

Logons

failing in mixed 

NT4 & Unix

env?

N

NTLM

Fallback

Issues?

N

N

Time

Service

Trouble-
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Y
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use TCP instead 

of UDP

Y

Kerberos 

token size 

issue

Need an

SPN set 

with setspn

Y

Match 

passwords 

between NT & 

Unix

Y

See “NTLM 

Fallback” in 

“Troubleshooting 

Kerberos Errors” 

document 

Kerberos Troubleshooting 

http://go.microsoft.com/fwlink/?LinkId=23043
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