Forcibly Removing Active Directory from a DC

Retire a Domain Controller
Daniel Petri
Dcpromo is the Windows 2000 and Windows Server 2003 GUI interface for promoting a server to the
role of being a Domain Controller, and if is already a DC, then dcpromo will be the tool to use to
demote it back to being a member server. Dcpromo has a specific set of checks it performs before
allowing the process to continue. These requirements change based on whether the server is being
promoted or demoted. In this article we will deal with demoting issues. Dcpromo might fail when trying
to demote a Domain Controller in some cases. These scenarios include, for example:

= There are no domain controllers currently available in the parent domain when you try to demote
the last domain controller in a child domain.

= Dcpromo cannot complete because there is a name resolution, authentication, replication engine,
or AD object dependency that you cannot resolve.

= A DC has not replicated incoming Active Directory changes in Tombstone Lifetime (Default
Tombstone Lifetime is 60 days for Windows 2000 and Windows Server 2003 DCs, and 180 days
for Windows Server 2003 SP1 and R2 DCs) number of days for one or more naming contexts.

If you run Dcpromo on an existing DC to demote it and it fails because of one of the above scenarios
the best thing you should do is to try to resolve the problem and then restart Dcpromo. However, if
Dcpromo still fails you can still demote the DC by running Dcpromo with the /forceremoval switch,
which tells the process to ignore errors. Note that the /forceremoval demotion causes the loss of any
locally held changes and should be considered a last resort that you should use and only when
absolutely necessary.

With /forceremoval, an administrator can forcibly remove Active Directory and roll back the system
without having to contact or replicate any locally held changes to another DC in the forest. Note: The
[forceremoval switch is only supported on Windows 2000 Servers that either have SP2 with Q332199
hotfix installed on them, or with SP4, and on Windows Server 2003 servers.

Windows Server 2003 SP1 enhances the /forceremoval process. When it is run it checks to determine
whether the DC hosts an operations master role (FSMO role — read my “Understanding FSMO Roles
in Active Directory” article), is a Domain Name System (DNS) server, or is a global catalog server. For
each of these roles, the administrator receives a popup warning that advises the administrator to take
appropriate action.

RID Master warning:

Il Active Directory Installation Wizard |

This damain contraller currently performs the RID masker rale, IF you remove Bckive Direckary From

! 5 this computer, wou might hawve problems creating new user accounts, computer accounts and
security groups, Before continuing, transfer the RID master role to a domain controller in the same
domain as this domain controller. I it is nok possible to transfer the rale, firsk remove Ackive
Direckory From this computer, and then use Medsutil.exe to seize the role. The domain contraoller that
seizes the role should be a direct, intrasite replication partner of this domain contraller,

For more information about transferring and seizing operations masker roles, see article 255504 in
the Microsaft Knowledge Base (http: [ support, microsoft, com) ?kbid=255504],

w'auld wau like ko continue remaving Ackive Direckory Fram Ehis computer?
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PDC Emulator warning:

Il Active Directory Installation Wizard x|

A

This domain controller currently performs the PDC emulator master role. IF vou remove active
directory From this computer, operations performed by the primary domain controller in an Ackive
Directory domain, such as Group Policy updates and password resets for non-Ackive Direckory
accounts, will nok Function propetly.

Before continuing, transfer the POC emulator masker role ko a domain controller that is in the same
domain as this domain controller,

If it is not possible to transfer the role, first remove Ackive Directory From this computer, and then
use Mbdsukil. exe ko seize the role. The domain controller that seizes the role should be a direck,
intrasite replication partner that is in the same domain as this domain controller,

Important: The PDC emulator master role is the only role that can be seized before removing Active
Direckory. For all okher operations master roles, wou must remove Active Directory before seizing the
role,

For more information about transferring and seizing operations masker roles, see article 255504 in
the Microsoft Knowledge Base (http: fsupport.microsoft, com | tkbid=255504),

Weould wou like ko continue removing Ackive Cirectory From this computer?

N S

Infrastructure Master warning:

Il Active Directory Installation Wizard |

AN

This domain controller currently perfaorms the infraskruckure masker role, IF wou remove Ackive
Directary From this computer, clients in this domain might have difficulty locating objects in other
domains, Before continuing, transfer the infrastruckure master role to a domain contraller Ehat is nok
a global cakalog. IF it is nok possible to kransfer the role, first remowve Active Direckory From this
computer, and then use Mbdsutil,exe to seize the role, The domaincontroller that seizes the role
should be a direct, intrasite replication parkner of this domain contraoller.

For more information about transFerring and seizing operations master roles, see article 255504 in
the Microsoft Knowledge Ease (http: [fsupport. microsoft, com/ ?kbid=255504), /Do wou want ko
continue removing Ackive Direckary From this computer?

Revised January 8, 2009 Page 2 of 8




Forcibly Removing Active Directory from a DC

Retire a Domain Controller
Daniel Petri

Naming Master warning:

Il Active Directory Installation Wizard ]

A

This domain controller currently performs the naming master role, IF you remove Active Directorsy
From this computer, wou will no longer be able to add domains to oF remowve domains From Ehis forest,

Before continuing, kransfer the naming master role bo a domain conkraller in the roat domain of the
Forest, IF it is not possible to transfer the role, first remove Active Direckory from this computer, and
then use Mbdsutil.exe bo seize the role, The domain controller that seizes the role should be a direct,
inkrasite replication partner of this domain controller.

For more information about transferring and seizing operations master roles, see article 255504 in
the Microsoft Knowledge Base (htkp:)/suppart, microsoft, com) ?kbid=255504,

wiould wou like to continue removing Active Directory From this computer?

] |

Schema Master warning:

Il Active Directory Installation Wizard A

A

This domain controller currently performs the schema master role, IF wou remove Active Direckorsy
Frarm this computer, wau will no longer be able ko madify the schema For this Forest, Before
conkinuing, kransfer the schema master rale to a domain conkraller in the root domain in the forest, IF
it is ot possible to transfer the role, First remove Ackive Directory From this computer, and then use
Medsutil. exe to seize the role. The domain controller thak seizes the role should be a domain controller
in the root domain of the Forest, ideally a direct, intrasite replication partner of this domain controller,

For more information about transferring and seizing operations masker roles, see article 255504 in
khe Micrasaft Knowledge Base (http: [ [suppart. micrasaft, com) ?kbid=255504],

Wfould vou like to continue removing Active Directory From this computer?

DNS Server warning:

Il Active Directory Installation Wizard |

A

This domain controller is a DMS server, IF wou remove Active Directory From this computer, all of the
DS daka that is stored in Active Directory-inkegrated zones will be lost, IF you remove Ackive
Directary fram this DNS server, update the configurations of all computers on your netwark that
refer to IP address of this DMS server with the IP address of a new DNS server,

Do wou want bo continue removing Ackive Directory from this computer?

: o |
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Global Catalog Server warning:

Il Active Directory Installation Wizard x|

j This domain controller is a global catalog. IF wou remove Active Directory From this computer, users
! might hawve krouble logging on ko domains in the Forest, Before conkinuing, ensure that there are
enough global catalogs in this domain controller's Forest and site to meet requirements, IF necessary,
designate anather global catalog and update clisnks and applications with the new information,

Do wou want bo continue removwing Active Direckory From this computer?

When you force the demotion of a DC, you return the operating system to a state that is the same as
the successful demotion of the last domain controller in a domain (service start values, installed
services, use of a registry based SAM for the account database, computer is a member of a
workgroup). Note: In Windows 2000, the System event log identifies forcibly demoted DCs and
instances of the /forceremoval operation by event ID 29234. In Windows Server 2003 the System
event log identifies forcibly demoted DCs by event ID 29239.

1. Click Start, click Run, and then type the following command:

dcpromo /forceremoval

Run 2 x|

— Type the name of a program, Falder, document, or
Internet resource, and Windows will open ik for wou,

[

K, Zancel Browse, .,

Click Ok.

2. Atthe Welcome to the Active Directory Installation Wizard page, click Next.
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Active Directory Installation Wizard x|

3. At the Force the Removal of Active Directory page, click Next.

Active Directory Installation Wizard x|

Force the Removal of Active Directory /
Consider thiz option after attempting a normal removal.

Welcome to the Active Directory
Installation Wizard

Thiz computer iz already an Active Directary domain
controller. v'ou can use thiz wizard to remove Active
Directory gervices on thiz domain controller.

[f you remove Active Directary, thiz cormputer will become a
standalone ar damain member semver.

To continue, click Mest.

< Back

Cancel |

Thiz action will remowe Active Directory from this domain controller without updating
forezt metadata. Continue with thiz operation only after attempting a normal remaonal.

Ay global catalog and application directony partition data on this domain contraller will
be removed.

To continue, click Mesxt,

¢ Back I ﬂe:-:t>[; I Cancel
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4. In Administrator Password, type the password and confirmed password that you want to
assign to the Administrator account of the local SAM database, and then click Next.

Active Directory Installation Wizard x|

Administrator Password /
Specify an Adminiztrator pazsword.

Type the paszword to be azzigned to the zerver Adminiztrator account,

Hew Administrator Password: I""' en

Confirm pasgword: I-""-"

¢ Back

5. In Summary, click Next.

Active Directory Installation Wizard x|

Summary y
Review and confirm the options you zelected.

“ou chose bo;
Remove Active Directary from this computer without updating forest metadata. :l

]

To change an option, click Back. To beqgin the operation, click Mesxt.

¢ Back I Mext » I Cancel |
by
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6. Watch as the process runs. Do not disturb it. Go drink some coffee. It should take no longer
than a few minutes.

x

Summary y
Review and confirm the options you selected.

paj Active Directory Installation YWizard
R

The wizard iz configunng Active Directory. This process can take several minutes or
conziderably longer, depending on the options you have selected.

Completing demation for the Directory Service, SAM and LSA

T

LraF. I THEAL I arieel

7. When Dcpromo finishes it will prompt you to click Finish.

Active Directory Installation Wizard x|

Completing the Active Directory
Installation Wizard

Wtive Directony was removed from this computer, d

To cloze thig wizard, click Finizh,

< Back
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8. Restart the server.

Active Directory Installation Wizard x|

YWindows must be restarted before the changes made by the Active
Directory Installation wizard take effect.

Bestart Mow Dian't B estart Mow

After you use the dcpromo /forceremoval command, all the remaining metadata for the demoted DC is
not deleted on the surviving domain controllers, and therefore you must manually remove it by using

the NTDSUTIL command. For more information please read my “Delete Failed DCs from Active
Directory” article (insert link).
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