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1 Introduction

Windows 2000 domain controllers use a multi-master model in contrary to the single-master mode! of
Windows NT from version 3.1 up to 4.0.

1.1 Thesingle-master model

The singlemaster model describes one master, known as the Primary Domain Controller (PDC) and
multiple ‘slaves’, known as Backup Domain Controller (BDC). The master holds areadable and write able
copy of the directory database; the slave holds a readable copy only. The master through a process called
replication periodically updates the slave.

1.2 The multi-master model

In Windows 2000 all domain controllers hold areadable and write able copy of the directory database. An
algorithm known as the Knowledge Consistency Checker (KCC) figures out areplication topology. This
process ensures a proper and effective replication between al domain controllersin the forest and domain.

1.3 The single-master operation

It appeared that in a multi-master model a number of operations should be hold by a singlemaster only, to
prevent confusion. Applying a number of operations to a single domain controller only solvesthis problem.
Only one (Windows 2000) domain controller holdsthe role for a particular operation and is therefore the
single-master for that operation, like aPDC in aWindows NT environment. Note that a Windows 2000
domain controller can hold more single-master operation roles. The operations masters are also known as
Flexible Single Master Operation (FSMO) role. Flexible relates to the ahility to transfer arole to adifferent
domain controller.

This document explains the different single-master operation roles, how the can be identifi ed and

transferred and their recovery in case of adisaster.

1.4 Other operation roles

Windows 2000 domain controllers can also act as Globa Catalog server and as a preferred bridgehead
server for asite. Note that these roles are NOT singlemaster, that is, more than one domain controller
within the domain or forest can hold such arole. On the other hand, a



2 FSMO Architecture

2.1 Explanation of FSMO roles

FSMO stands for Flexible SingleMaster Operation. A Windows 2000 domain controller can hold one or
more FSMO roles. A FSMO roleisaspecific kind of functionality related to the Windows 2000 Active
Directory Service, which is unique within the forest or the domain. Two forest wide FSMO roles exist and
three domain wide FSMO roles. The total number of FSMO roles in aforest, depends on the number of
domainsin that forest. In aforest with two domains, there are eight (2+(2* 3)) FSMO roles. The FSMO
roles and there functionality are explained below.

2.1.1 Forestwide FSMO roles

Two forest wide FSM O roles exist: the SchemaMaster and the Domain Naming Master.
Schema Master can perform write operations to the directory schema. Those schemaupdates are
replicated from the Schema Master to al other domain controllersin the forest.
Domain Naming Master can add or remove dorrains in the forest and add or remove cross-reference
objectsto external directories.

2.1.2 Domain wide FSMO roles

Three domain wide FSMO roles exist: the Relative ID Master, the PDC Emulator and the Infrastructure
Madter.
Redative ID (RID) Master manages the relative identifiers for all the domain controllers in the domain
by periodically creating and RID pool for adomain controller. This enables that domain controller to
create several hundreds of security principal objects (User, Group, or Computer) with a unique number
within the Active Directory.
PDC Emulator serves as aPrimary Domain Controller for Windows NT 4.0 and 3.51 systemsif theare
available as Backup Domain Controller in the domain. Note that thistask isrelated to the Mixed mode
domain mode. When a domain has changed its domain mode to Native, thistask no longer exists.
The PDC Emulator also handles discrepancies between an old and renewed password, which not yet
had fully been replicated.
Time synchronisation in aforest and in the domain, required for the K erberos authentication protocol,
isaso handled by the PDC Emulator. All systems refer to the PDC Emulator of their domain to
synchronise the time. All PDC Emulator synchronise with the PDC Emulator of the forest root domain
— first domainin the forest — and is therefore authoritative for the enterprisein this respect. This
explains why (only) the domain controller of the forest root domain that holds PDC Emulator role must
be connected to an external time source.
In addition, Windows NT domains use the PDC location information to establish trusts.
Finally, the PDC Emulator is also the reference point for creating and updating Group Policies. This
setting is default but can be overruled.
Infrastructure Master is responsible for updating the cross-domain group-to-user reference to reflect for
examplea usr’ s new name after renaming the name. The Infrastructure Master updates these
references locally and uses replication to bring all other replicas of the domain up to date.

2.2 Implementation in AD design

The main design goal, regarding the FSMO roles, is performance. The best possible placement of the

FSMO roles depends on use, the Active Directory structure (logicaly, physically), available bandwidth and

replication needs, and system management.

Besides the FSMO roles, adomain controller can be a Globa Catalog server and a (preferred) bridgehead

server for replication. For optimal performance, there are three general recommendations for FSMO

placement and the Global Catalog (according to Microsoft Knowledgebase article Q223346). A fourth
recommendation is added for maintenance.

1. Placethe RID Master and PDC Emulator roles on the same domain controller. If theload onthe
FSMO justifiesamove, place the RID and PDC emulator roles on separate dorrain controllers that
have direct connection objects to the standby RID Master and PDC Emulator.

2. A non-Global Catalog server that has adirect connection object to some Global Catalog serversin the
forest, preferably in the same Active Directory site should hold the Infrastructure Master. If thisroleis
hosted on a GC server, cross-domain object references in that domain are not updated, and an error to
that effect isentered in that DC's event log (ID: 1419, source: NTDS General). Therefore, do not place
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the Infrastructure Master on a GC!
Note: aforest that consists of asingle domain controller isthe only exception to thisrule.

3. Attheforest level, the SchemaMaster and Domain Naming Master roles should be placed on the same
domain controller asthey are rarely used and should betightly controlled. Additionally, the Domain
Naming Master FSMO should also be a Global Catalog server.

4. Savean additional domain controller per domain WITHOUT any FSMO role. This provides space and
flexibility for transferring FM SO roles to from a server that needs maintenance or has crashed. This
domain controller is called the (FSMO) standby server.



3 FSMO Deployment

3.1 Deployment of FSMO roles

During deployment of the domains and the domain controllers within these domains, the FSMO rolesare
created and placed automatically. The first domain controller in the forest receives dl the five FSMO roles
(forest and domain wide roles) and will be the Global Catalog server aswell. The second and next domain
controllersin the same donain will only hold aFSMO roleif it istransferred manually by hand or script.
The first domain controller in anew created domain in the same forest, weather or not in the same tree, will
hold all three domain wide FSMO roles. Additional domain controllers within that domain will hold a
FSMOrroleif it istransferred manually by hand or script.

This placement works well for aforest deployed on afew domain controllersin asingle site. In aforest
with more domain controllers or multiple sites, you need to plan the placement of operations master roles
carefully to match your replication and network topologies.

Considering the general recommendations for placement of FSMO roles, the operations masters are
implemented according the table below. In this example the forest exists of two domains, called root and
branch. In acentral site each domain has three domain controllers. The branch domain has numerous
domain controllersin their respective branch offices.

Note that the Global Catalog (GC) and bridgehead server are mentioned also, aswell as DNS.

| Servers Domain SM DNM RID PDC IM | GC BH DNS

(NetBIOS) [ (forest wide) (domain wide)
DCFRO01 root X X X X
DCFR002 root X X X X
DCFRO003 root
DCBRO0O0O1 branch X X X X
DCBR002 branch X X X
DCBRO003 branch X X
all DC’s in branch offices | branch

Legend: SM SchemaMaster
DNM Domain Naming Master
RID Relative ID Master
PDC PDC emulator
IM Infrastructure Master
GC Global Catalog server
BH Preferred bridgehead server
DNS Domain Name System server

3.2 Implications for replication and management

Managing the FSMO rolesis discussed in detail in the next paragraph. The following statements can be a
guideline in management.
The domain controller(s) in the forest root domain hold forest and domain wide FSMO roles
respectively. It is suggested these domain controller(s) act as each other’ s backup if there are two of
them. Put in other words, if one should fail, the other should or could take over its FSMO roles. Three
domain controllersin the forest root are highly preferable to create one FSMO-standby domain
controller.
In the branch domain, the DCBR0O01 is the only owner of FSMO roles. The DCBR002 or DCBR003
can be configured to hold the FSMO roles in case the DCBRO0O1 should fail. They both are configured
as Global Catalog and preferred bridgehead server, to perform intersite replication. In case of transfer
of the IM role to the DCBR002 or —3, this server should become a non-Global Catalag (temporarily).



4 FSMO Management

In general, FSMO roles do not need any management. Once set, they stay in place. However, in case of a
system failure or changes to the domain or forest configuration or changes to domain replication,
management may be necessary.
This section describes how to act when a system failure makes a FSMO role unavailable. Some questions
to answer are:
What functionality islost when adomain controller holding an operations master roleis unavailable?
When a domain controller holding an operations master role is unavailablefor an extended period, how
do you respond to restore the service?
How to recover adisruption of the availability of aFSMO role?

4.1 Recovering Operation Masters

4.1.1 Primary Domain Controller Emulator failures

Theloss of adomain controller that isthe PDC Emu lator role will not immediate be visible to the user or
administrator if only Windows 2000 systems are used. If Windows NT or Windows 9x systems are used
and no Windows NT BDC exists, you arein real trouble because the NT/9x systems can no longer logon.
The PDC Emulator plays amain rolein time synchronisation between DC’ s and the workstations, and
when creating or changing a GPO (Group Policy Object), the PDC Emulator is the main focus between all
other DC’s.

If external trusts exist with Windows NT domains, these trust can be broken if the PDC Emulator fails.

If the PDC Emulator is offline for a significant period of time, you should seize the PDC Emulator role to
another domain controller.

The user interface for this seizureis similar to that of a normel operations master role transfer, except it
requires an extra confirmation from you. Agree to the confirmation gp| y if you know the current PDC
Emulator will be offline for asignificant period. Later, when the original PDC Emulator domain controller
corres back online, transfer the role back to the original role owner.

4.1.2 Infrastructure Master failures

Temporary loss of adomain’sinfrastructure master is not visible to end users, and is not visibleto you, as
an administrator, unless you recently moved or renamed alarge number of accounts. Therefore, in most
cases, atemporary loss of the infrastructure master is not a problem worth fixing.

If you anticipate along outage of adomain’sinfrastructure master and you need to repair it, first select a
domain controller that is not a Global Catalog server and that has good network connectivity to a Global
Catalog server located in any domain. Ideally, the domain controller you have chosen should be within the
same site asa Global Catalog server. It is not important that the new infrastructure master be near the
previous one. When you have selected the domain controller, seize the infrastructure master role to this
domain controller.

The user interface for this seizure is similar to that of anormal operations master role transfer, except it
requires an extra confirmation from you. Agree to the confirmation on|y if you know that the current
infrastructure master will be offline for avery long period. Later, when the original infrastructure master
comes back online, transfer the role back to the origina role owner.

4.1.3 Other Operations Master Failures

Temporary loss of the Schema Master, Domain Naming Master, or RID master is ordinarily not visible to
end users, and does not usually inhibit your work as an administrator. Therefore, thisisusually not a
problem worth fixing.

However, if you anticipate an extremely long outage of the domain controller holding one of these roles,
you can seize that role to the “ Standby operations master domain controller.” But, seizing any of these roles
isadrastic Step; one that you would take only when the outage is permanent, asin the case when adomain
controller is physically destroyed and cannot be restored from backup media.

A domain controller, whose Schema Master, Domain Naming Master, or RID master roleis seized, must
never come back online with its contents of Active Directory. Format its disk before reinstalling.

Before proceeding with the role seizure, you must ensure that the outage of this domain controller is
permanent by physically disconnecting the domain controller from the network.

The domain controller that seizes the role should be fully up-to-date with respect to updates performed on
the previous role owner. Because of replication latency, it is possible that the domain controller might not
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be up-to-date.
For further details, please see the Windows 2000 Server Resource Kit, Chapter 7 Managing Flexible
Single-Master Operations.

(.)

Weather or not to use a backup to restore a DC with FSMO role depends on the
choice of seizing a FSMO role. If the role is seized, do not use the backup to
restore the system. If the role was not seized, reinstall the system, promote it to a
DC en perform a non-authoritative restore.

4.1.4 Standy Operations Master domain controllers

Inthe previous section, the term * Standby Operations Master domain controllers’ was used. Thisisnot a
DC with one kind of special setup. It is one of the DC’s, which isyou first choice if you need to transfer or
seizeaFSMO roleto in casethat roleis not available on the network due to afailure of the DC that holds
that role.

415 FSMO administration

FSMO roles can be viewed, transferred and sel zed.

1. Viewing FSMOroles
FSMO roles can be viewed with de MMC tool, aswell as by running aVVBS script.

2. Transferring FSMO roles
If aDC, that holds one or more FSMO roles, needs to be taken offline, the FSM O role(s) needsto be
transferred in advance. When the system becomes online again, the FSMO rolg(s) should be
transferred back again. The same counts for demoting a domain controller with aFSMO role.

3. Seizing FSMOroles
If aDC, that holds one or more FSMO roles, goes accidentally offline (i.e. acrash), the FSMO role(s)
could not betransferred in advance. Therefore, it hasto be seized as quickly as possible after the
accident occurred. After the system isrepaired, the role has to be transferred back again.
Warning: A DC whose FSMO rolesinclude Schema Master, Domain Naming Master or RID Master
should never be brought online again without first reformatting the drives and rel oading Windows
2000 Server.

A number of tools can be used to administrate FSMO roles: MMC snap-in admintools, VBS-script or
NTDSUTIL.EXE.

Viewing FSMOroles: ......ccoovvveevereneee. MMC, FSMO.VBS

Transferring FSMO roles: MMC, NTDSUTIL.EXE

Seizing FSMO I0lES: .....ccceeverecieiriinns NTDSUTIL.EXE

For a details description of the tools, see section5 Usjng thetools ad 6 FSMO.VBS script-

4.1.6 Default permission changing FSMO roles
The table below outlines de default permissions that are required to change aFSMO role

' FSMOrole ~ Default Permission i

SchemaMaster Schema Administrators
Domain Naming Master Enterprise Administrators
RID Master Domain Administrators
PDC Emulator Domain Administrators
Infrastructure Master Domain Administrators




5 Using the tools

This chapter brings al the necessary tools and the way to use them together to manage your FSMO roles,
Global Catalog and bridgehead server. The experienced system administrator can easily skip the previous
chapters and use this chapter as areference.

Maintaining a network infrastructureis an art of continuous learning.

5.1 Setting the domain mode

Task:

Change the domain mode of an ADS domain from Mixed mode to Native mode.

Tool:

Active Directory Domains and Trusts

Action:

Select the proper domain. Open the properties of that domain. On the General tab of the domain
properties sheet, view the Domain operation mode. If the domainisin Mixed mode, click on the
Change Mode button. Click OK to close the properties sheet.

5.2 Identifying and transferring FSMO roles

Transferring these rolesis part op proactive maintenance. For seizing these roles, see the paragraph below.
Because identifying an FSMO roleisthefirst step in transferring arole, both identifying and transferring
are described in this paragraph.

5.2.1 Transfer the PDC Emulator, RID-, or Infrastructure Master

Note: In order to be able to transfer each one of these roles, the user must be amember of the Domain
Admins group for that domain.
Task:
Identify or transfer the PDC Emulator, Relative ID Master, or Infrastructure Master (domain wide
FSMO role) operations master to another domain controller.
Tool:
Active Directory Users and Computers
Action:
Open Active Directory Users and Computers.
I dentifying: Connect to any domain controller in the domain for which the PDC Emulator, Relative ID
Master, or Infrastructure Master operations master needs to be identified. Right-click Active Directory
Usersand Computers and click Operations Magters. View the operations masters on each of the
threetabs RID, PDC and Infrastructure.
Transferring: Connect to the domain controller that will become the new holder of the FSMO role.
Right-click Active Directory Usersand Computers and click Operations M aster s. Click on the
Changebutton for each of the operations master you want to transfer.

5.2.2 Transfer the Domain Naming Master

Note: In order to be able to transfer thisrole, the user must be amember of the Enterprise Admins group.
Task:
Identify or transfer the Domain Naming Master (forest wide) operations master role to another domain
controller.
Tool:
Active Directory Domains and Trusts
Action:
Open Active Directory Domains and Trusts.
I dentifying: Connect to any domain controller in the forest. Right-click Active Directory Domains
and Trusts and click Operations M aster s. The name of the current Domain Naming master appears
in Domain Naming oper ations master.
Transferring: Connect to the domain controller that will become the new holder of the Domain Naming
Master role.
Open the Change Operations Master dialog box by choosing Operations Master in the Action menu.

Tip: Do not select the domain, but select the root of the tree in the left pane.
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View the name of the current holder of the Domain Naming operations masters. Click on the Change
button to transfer the role to the domain controller you are connected to.

5.2.3 Transfer the Schema Master

Note: In order to be able to transfer thisrole, the user must be amember of the Schema Admins group.
Task:
Identify or transfer the Schema Master (forest wide) operations master role to another domain
controller.
Tool:
Active Directory Schema
Note: fird register the Schema-DL L, before you can add the Active Directory Schemato aMMC with
the command.
(regsvr 32. exe schnmgnt . dl )

Action:

Open Active Directory Schema.

Identify : In the console tree, right-click Active Directory Schema and then click Operations M aster.
The name of the current domain naming master appearsin Current Oper ations Magter.

Trandfer: In the console tree, right-click Active Directory Schema and then click Change Domain
Controller. Click Specify Name and type the name of the new schema master computer. Inthe
consoletree, right-click Active Directory Schema, and then dick OperationsMaster. Click Change

53 Seizing FSMOroles

Seizing theserolesis part op reactive maintenance. To identify or transfer each of theseroles, seethe
paragraph above.

Seize aroleif the domain controller is accidentally not on-line and atransfer is not available as an option.
If aroleisseized, never bring the DC on-line again. Alwaysreinstall the server from scratch. Do not usea
restore of abackup that was made when the DC did hold the seized role.

5.3.1 Seize the Relative ID Master

Task:

Sdzethe Relative ID Master role to a specified domain controller

Tool:

NTDSUTIL.EXE (command line tool)

Action:

Open a Command Prompt. Start Ntdsutil.

At the ntdsutil prompt, type roles.

At the fsmo maintenance prompt, type connections.

At the server connections prompt, type connect to server, followed by the fully qualified domain
name

At the server connectionsprompt, type quit.

At the fsmo maintenance prompt, type seize RID master.

At the fsmo maintenance prompt, type quit.

. Atthe ntdsutil prompt, type quit.

Caution: Seizing therelative ID master is a drastic step that should be considered only if the current
operations master will never be available again.

Note: Before seizing the relative ID master, use Repadmin, in the Active Directory support tools, to
verify whether the new operations master has received any updates performed by the previousrole
holder, and then remove the current operations master from the network.

N

© N g

5.3.2 Seize the PDC Emulator

Task:

Seize the PDC Emulator role to a specified domain controller
Tool:

NTDSUTIL.EXE (command line tool)

Action:

1. OpenaCommand Prompt. Start Ntdsutil.

2. Atthe ntdsutil prompt, type roles.
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At the fsmo maintenance prompt, type connections.

At the server connections prompt, type connect to server, followed by the fully qualified domain
name

At the server connectionsprompt, type quit.

At the fsmo maintenance prompt, type saze PDC.

At the fsmo maintenance prompt, type quit.

At the ntdsutil prompt, type quit.

Notes Before seizing the PDC emulator master, remove the current operations master from the

network and verify that the new operations master is up to date.

When the original PDC emulator master has returned to service, you can return the role to the original
domain controller.

hw

© NG

5.3.3 Seize the Infrastructure Master

Tesk:

Seize the Infrastructure Master role to a specified domain controller

Tool:

NTDSUTIL.EXE (command line tool)

Action:

Open a Command Prompt. Start Ntdsutil.

At the ntdsutil prompt, type roles.

At the fsmo maintenance prompt, type connections.

At the srver connections prompt, type connect to server, followed by the fully qualified domain
name

At the server connectionsprompt, type quit.

At the fsmo maintenance prompt, type seizeinfrastructure master.

At the fsmo maintenance prompt, type quit.

At the ntdsutil prompt, type quit.

Notes Before seizing the infrastructure master, remove the current operations master from the network
and verify that the new operations master is up to date.

When the original infrastructure master has returned to service, you can transfer the role back to the
original domain controller.

N

© N g

5.3.4 Seize the Domain Naming Master

Task:

Seize the Domain Naming Master role to a specified domain controller

Tool:

NTDSUTIL.EXE (command line tool)

Action:

Open a Command Prompt. Start Ntdsutil.

At thentdsutil prompt, type roles.

At the fsmo maintenance prompt, type connections.

At the server connections prompt, type connect to server, followed by the fully qualified domain
name

At the server connectionsprompt, type quit.

At the fsmo maintenance prompt, type seize domain haming master.

At the fsmo maintenance prompt, type quit.

At the ntdsutil prompt, type quit.

Caut| on: Seizing the Domain Naming Master is adrastic step that should be considered only if the
current operations master will never be available again.

Note: Before seizing the Domain Naming Master, remove the current operations master from the
network and verify that the new operations master is up to date.

E S

© N O

5.3.5 Seize the Schema Master

Task:

Seize the Schema Master role to a specified domain controller
Tool:

NTDSUTIL.EXE (command line tool)

Action:

1. OpenaCommand Prompt. Start Ntdsutil.
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At the ntdsutil prompt, type roles.

At the fsmo maintenance prompt, type connections.

At the server connections prompt, type connect to server, followed by the fully qualified domain
name

At the server connectionsprompt, type quit.

At the fsmo maintenance prompt, type seize schema master.

At the fsmo maintenance prompt, type quit.

. Atthe ntdsutil prompt, type quit.

Caution: Seizing the Schema Master is adragtic step that should be considered only if the current
operations master will never being available again.

Note: Before seizing the Schema Master, remove the current operations master from the network and
verify that the copy of the schemaon the new operations master is up to date with the rest of the
domain controllersin the forest.

Pon

© N g

54 Setting up a Global Catalog server

Task:

Select or deselect adomain controller as Global Catalog server

Tool:

Active Directory Sites and Services

Action:

Select the server in the left pane (Tree) under Sites, <site name> (typicaly CCA), Servers. Select the
NTDS Settings of that server in the left pane. Open the properties. On the General tab of the properties
sheet, view the Global Catalog option (checked or not). Change according to plan. Click OK.

Tip: If thereisonly one GC in adomain, that you like to move, first set at |east one different GC on another
server and wait twenty minutes for intra-site replication to occur.

Note: The Infrastructure Master should be held by anon-Global Catalog server that has a direct connection
object to some Global Catalog in the forest, preferably in the same Active Directory site. If the
Infrastructure Master role is hosted on a GC server, cross-domain object referencesin that domain are not
updated, and an error to that effect is entered in that DC'sevent log (ID: 1419, source: NTDS General). If
thereis asingle domain controller for adomain, the error will not occur in thelog.

55 Setting up a bridgehead server

Task:

Enable or disable adomain controller for inter-site data transfer (replication) for a specific transport,
ak.a. bridgehead server.

Tool:

Active Directory Sites and Services

Action:

Select the server in the left pane (Tree) under Sites, <site name> (typically CCA), Servers. Open the
properties. On the Server tab of the properties sheet, view the available transports for inter-site data
transfer. Add or remove atransport (default IP, not SMTP) according to plan. Click OK.
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6 FSMO.VBS script
This Visua Basic Script can be usedto read the different FSMO rolesin the forest. This script is derived
from Microsoft TechNet article Q235617.

Option Explicit
Di m WSHNet wor k, obj Args, ADOconnObj, bstrADOQueryString, RootDom RSObj
Di m FSMOobj , ConpNTDS, Conputer, Path, Hel pText

Set WSHNet wor k = Creat eObj ect ("W5scri pt. Network")
Set obj Args = WScri pt. Argunents

Hel pText = "This script will find the FSMO rol e owners for your domain." & Chr(13) &
Chr (10) & "The syntax is as follows:" & Chr(13) & Chr(10) &
"find_fsm DC=MYDOM DC=COM' & Chr(13) & Chr(10) &_

"""Where MYDOM COM i s your donmain name.""" & Chr(13) & Chr(10) & "OR" &
Chr(13) & Chr(10) & "find_fsnmo MYDCNAME " & Chr(13) & Chr(10) &_
"""Where MYDCNAME is the name of a W ndows 2000 Domain Controller"""

Sel ect Case obj Args. Count

Case O
Path = | nput Box("Enter your DC name or the DN for your domain"&_
" ' DC=MYDOM DC=COM : ", "Enter path", WBHNet wor k. Conput er Nane)
Case 1
Sel ect Case UCase(obj Args(0))
Case "?"
WScri pt. Echo Hel pText
WScri pt. Quit
Case "/?"
WScri pt. Echo Hel pText
WScri pt. Qui't
Case "HELP"
WScri pt. Echo Hel pText
WScri pt. Quit
Case El se
Pat h = obj Args(0)
End Sel ect
Case El se

WScri pt. Echo Hel pText
WScri pt. Quit
End Sel ect

Set ADOconnObj = CreateObject (" ADODB. Connection")

ADOconnObj . Provi der = " ADSDSOObj ect "
ADOconnObj . Open "ADs Provider"

' PDC FSMO
bst r ADOQueryString =
"<LDAP: / /" &Pat h&" >; (&( obj ect Cl ass=donmai nDNS) ( f SMORol eOaner =*) ) ; adspat h; subtree"
Set Root Dom = Get Obj ect (" LDAP: // Root DSE")
Set RSObj = ADOconnObj . Execut e(bstr ADOQueryStri ng)
Set FSMOobj = Get Obj ect (RSObj . Fi el ds(0). Val ue)
Set ConpNTDS = Get Obj ect ("LDAP://" & FSMOobj . f SMORol eOwner)
Set Conputer = Get Obj ect ( ConpNTDS. Par ent)
WScri pt. Echo "The PDC FSMO is: " & Computer. dnsHost Name

'"Rid FSMO

bstr ADOQueryString =
"<LDAP:/ /" &Pat h&" >; (&(obj ect Cl ass=r | DManager ) (f SMORol eOwner =*) ) ; adspat h; subtree"

Set RSObj = ADOconnObj . Execut e(bstr ADOQueryStri ng)
Set FSMOobj = Get Obj ect (RSObj . Fi el ds(0). Val ue)
Set ConpNTDS = Get Obj ect ("LDAP://" & FSMOobj . f SMORol eOwner)
Set Conputer = Get Obj ect ( ConpNTDS. Par ent)
WScri pt. Echo "The RID FSMO is: " & Comput er. dnsHost Name

"Infrastructure FSMO
bstr ADOQueryString =
"<LDAP:/ /" &Pat h&" >; (&(obj ect Cl ass=i nfrastructureUpdat e) (f SMORol eOwner =*) ) ; adspat h; subtree

Set RSObj = ADCconnObj . Execut e(bstr ADOQueryStri ng)
Set FSMOobj = Get Obj ect (RSObj . Fi el ds(0). Val ue)
Set ConpNTDS = Get Obj ect ("LDAP://" & FSMOobj . f SMORol eOaner)
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Set Conputer = Get Obj ect ( ConpNTDS. Par ent)
WScri pt. Echo "The Infrastructure FSMO is: " & Conputer.dnsHost Nane

' Schema FSMO
bstr ADOQueryString = "<LDAP://"&Root Dom Get ("schemaNam ngCont ext") &
">; (&(obj ect Cl ass=dMWD) (f SMORol eOanner =*) ) ; adspat h; subtree"

Set RSObj = ADCconnObj . Execut e(bstr ADOQueryStri ng)
Set FSMOobj = Get Obj ect (RSObj . Fi el ds(0). Val ue)
Set ConmpNTDS = Get Obj ect ("LDAP://" & FSMOobj . f SMORol eOwner)
Set Conputer = Get Obj ect ( ConpNTDS. Par ent)
WScri pt. Echo "The Schema FSMO is: " & Conputer. dnsHost Name

' Domai n Nam ng FSMO
bstr ADOQueryString = "<LDAP://"&Root Dom Get (" confi gurati onNam ngContext") &_

">; (&(obj ect Cl ass=crossRef Cont ai ner) (f SMORol eOwner =*) ) ; adspat h; subtree"

Set RSObj = ADOconnObj . Execut e(bstr ADOQueryStri ng)
Set FSMOobj = Get Obj ect (RSObj . Fi el ds(0). Val ue)
Set ConpNTDS = Get Obj ect ("LDAP://" & FSMOobj . f SMORol eOaner)
Set Conputer = Get Obj ect (ConpNTDS. Par ent)
WScri pt. Echo "The Domain Naming FSMO is: " & Conputer.dnsHost Nane
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